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[MPOCTOE N SKOHOMNYHOE
ABAPVNHOE BOCCTAHOBJIEHUE

B OBJIAKE

NMPEMMYLLUECTBA DELL EMC
CLOUD DISASTER RECOVERY

e JOKOHOMMWYHOE aBapuMHoOEe
BOCCTaHOBNeHue
o Het HeobxoavmocTn B
LOMNONHNTENBHOWN MHPpaCTpyKType
o  MwuHumaneHble 3aTpaThbl Ha
BbIYMCIEHWS, BbINOMHAEMbIE
KPYrnoCcyTOYHO, C UCMONb30BaHNEM
pecypcoB TONbKO B Cryyae
aBapUHOro BOCCTAHOBMEHNS
o HenocpencTtBeHHas 3alymTa faHHbIX
nyTem NpsiMoro nepeHoca 13
nokarnbHon UHpacTpykTypbl Data
Domain B AWS u Azure
e [lpocToe pa3BepTbiBaHuE
1 ynpasrneHue
o Wcnonb3oBaHne 3HaKOMbIX CPEeACTB:
Dell EMC, VMware, AWS, Azure
o CyuwecTBylowas nHgpacTpykrypa
yrpaBreHust AaHHbIMU: HET
HeobXxoAMMOCTU B CO3[JaH1UM HOBOW
KOHUrypaumm
o [poctas paboTta co 3HaKOMbIM
rpaduyeckum natepdencom Dell EMC
e YnpoueHHoe aBapunHoe
BOCCTAHOBJIEHME C NOJIHOMN
opkKecTpauuen
o TecTupoBaHWe aBapumMHOIrO
BOCCTaHOBIEHUSI rapaHTUPYET, YTO
BMPTYyarnbHY MallvHy MOXHO ByaeT
BOCCTaHOBWTb O MNEPEKIOYEHNS NPU
OTKa3e U BOCCTaHOBIEHUS
onpeneneHHbIX AaHHbIX
o  OpkecTpauusi NepekntoyeHns npu
OTKa3e C NepeHocoM paboumnx
Harpy3ok B obnako AWS unu Azure B
cryyae aBapuiiHOro BOCCTAHOBIEHMS
o BoccraHoBneHue B cpege
VMware Cloud
o 3 KnuKa Ans nepeknioyeHnst npu
OTKa3e, 2 KNuka arnsi BOCCTAHOBMEHUS
nocne c6osi

Dell EMC Data Domain Cloud Disaster Recovery
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PasBepTbiBaHMe cpeacTB aBapUAHOro
BOCCTaHOBJIeHUSA B obnake

B ycrosusix Bce 6onee akTMBHOro nepexoaa Ha obrayHble TEXHONormm
MHOIMe opraHu3aumm XOTHAT MCMNonb3oBaTb MpeumyllecTsa obnayHown
cpensl, 4TOObI ynyywmnTb CBOIO npouenypy aBapuvnHoro
BOCCTaHOBMEHWA.B npolwnomM opraHusaumMm TpaTtunyM OrpoOMHblE CYMMbI
Ha nnoLlagkv Ans aBapuUHOrO BOCCTaAHOBMEHUS (CepBepbl, Pe3epBHble
KOMUM, CUCTEMbI), XOTS HepeaKko Mofyyanu HU3KYI0 OKynaemocCTb
nHBecTumMn. OfHaKo BO3MOXHOCTEN OrpaHWMuUTb  pacxodpl  6Gblno
HemHoro. Ha npakTvke TecTMpoBaHWe aBapWMHOIO BOCCTAHOBMEHUS
M npoBepka BO3MOXHOCTM BOCCTAHOBMIEHWS 4YacTO OTKMagblBanvchb,
BbIMOMHAMNCH BPYYHYHO Y UMENN BUA PYTUHHOW KOHTPOMBLHOM npoueaypbl
C 3apaHee 3annaHupoBaHHbIMM AencTBusmu. Ho passe asapuu
npoucxoaaT Mo nnaHy? VmeeT nM CMbICA NPOBOAUTL «OTPABOTKy»
aBapuvMHOrO BOCCTAHOBMEHWS, MMaHNpyss BCe [AeWCcTBUA 3apaHee?
BOMbLWMHCTBO OpraHn3aumMii He YyBEpeHbl, YTO CMOryT CBOEBPEMEHHO
BbINOMHUTL BOCCTaHOBIIEHVE B Cyvae aBapum.

Cneumnanuctbl Dell EMC cuutaloT, 4to Ons opraHv3auuii, KoTopble
XOTAT Mcnonb3oBaTh 0bnako Ans aBapuiiHOro BOCCTAHOBMEHUS!, BbIOOP
obnaka MoXeT cTaTb (pyHOAMEHTaNbHbIM U OYEHb BaXHbLIM LLAroM Ha
HayanbHbIX aTanax peanu3auuu WHUUMATUB, CBSI3aHHbIX
c TpaHcpopmauunen WT, paboumx mecT u 6esonacHocTv, a Takke
C undpoBon TpaHchopmaumnen. HesaBMCcMMO OT TOro, HAXOAATCS BaLLM
OaHHble W NPUMOXEHUsT B JOKaNbHOM Cpede wunu nepemeLLaroTcd
B nybnunyHoe obnako, Dell EMC obecneunBaeT KOMMNMEKCHYIO 3aluuTy
OaHHbIX B oOnake, co3fgaBas HOBbIM knacc 06nayHbIX peLueHuin
W CEPBMCOB AN 3alUMTbl AaHHbIX. OTU pelueHus BKNoYawT B cebs
byHKUMM pe3epBHOro KonvMpoBaHus B obrako u B npegenax obnaka,
aTaKkke BO3MOXHOCTM ANUTENBHOMO XpPaHEeHWs U aBapUNHOrO
BOCCTAHOBINEHMS AaHHbIX B obnake.

UccneposaHne ESG, noceswWweHHOe aBapuAHOMY
BOCCTAHOBJIIEHUIO B obrake

HepaBHee wuccneposanne ESG nokasano, y4to 54% opranmsauun
B HacToslLlee Bpems MCMonb3yHT mMoaernb «aBapuiHoe
BOCCTaHOBMEHWE Kak ycnyra», a 37%, NNaHnpyT pa3BepHyTb CEPBUCHI
nyénuyHoro obnaka. 3Tu opraHusauum oObIMHO paccmaTpuBaloT
macwTtab, anacTUYHOCTb, OMEepPaTUBHOCTb W  HU3KYD CTOMMOCTb
XpaHeHUs U aAMUHUCTPUPOBaHUA AaHHbIX B 0bOnake kak 3HauuTernbHble
npeumyLlecTBa ans ceoero 6usHeca.

Which of the following best describes your organization’s strategy for using disaster recovery-as-a-

service (DRaa$) to protect any of its servers and/or virtual machines (VMs)?
(Percent of respondents, N=300)

Usage not planned, but we
are interested, 10%

Not yet in use, but planning/

to use within the next 12
months, 37%

Already in use today, 54%



Dell EMC Cloud Disaster Recovery

Pewenne Cloud Disaster Recovery (Cloud DR) no3sonsieT npeanpusiTusiMm KonnpoBaTtb pe3epBHble KOMUW BUPTYarbHbIX MalUvH
n3 cBoux nokaneHbix cpen Data Domain, IDPA 1 Avamar B ny6nuuHoe obnako (AWS, Azure) u BbINOMHATbL OpKecTpauuto
TECTMPOBaHWS aBapWMNHOIO BOCCTAHOBMEHMWS, NEpeKioYeHNss Npu oTkase M BOCCTaHOBMEHMs obnadHbix paboumx Harpysok
nocne c6osi B cnyvyae aBapuiHo cuTyaumu. NockonbKy AN 3awuTbl AaHHbIX B 06nake 1cnonb3yloTes Te Xe CPeacTsa, YTo
W AN X 3aWwuTbl Ha NOKanbHOM Nrowagke 3aka3duka, metofbl paboTbl nonb3oBaTenen He U3MeHSATCH. JTO No3BonsdeT
COKpaTUTb pacxodbl Ha obyyeHne nepcoHana Ao MuHumyma. Cpegun ponomnHuTenbHblx npevmyllects Cloud DR —
MWHUMarnbHOE MCMonb3oBaHWe 061a4HOro NPOCTPaHCTBA BO BPEMS NOBCEAHEBHOW paboThl U OpKeCcTpaLus BOCCTAHOBIEHNS.

Dell EMC Cloud Disaster Recovery
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ABapuiiHoe BOCCTaHOBMNEHNE C opkecTpaumen * cbdekTuBHas apxntekTypa
* [MpocToTa akcnnyatauum

BocctaHoBneHune B VMware Cloud

Tenepb Cloud DR no3sonsieT 3aka3ymMkamM pacnpocTpaHUTb CBOK JOKarnbHYK 3almuTy AaHHbiXx Ha VMware Cloud
(VMC). Cloud DR obecne4yrBaeT apdeKkTMBHOE MCMONb30BaHUe obriavyHbIX pecypcoB Grarogaps KOnMpoBaHWUIO
pe3epBHbIX konui BM n3 nokanbHbix cpeg Avamar u Data Domain HenocpencCTBeHHO B XxpaHunuuie S3 Ha
nnatcpopme AWS, ogHOBpPEMEHHO Mcnonb3yst Mo TpeboBaHuio obnayHyto cpegy VMware npu HeobxoammocTu
BOCCTaHOBMEHMS.

BoccraHoBnenne B VMC nossonsieT ObicTpo BoccTaHaenueate BM VMware B VMC 6e3 HeobxogumocTu
npeobpasoBaHus 1 obecneynBaeT NPocTor paboynii NpoLecc BOCCTAHOBIEHUS, Tpebylowmii oT nonb3oBaTtens
nuwe BblOpaTb HyxHyt konuto. [locne atoro Cloud DR aBTOMaTMyeckuM BbIMONHUT OPKECTPaLMI0 BCEX
HeobxoQMMbIX onepauun, noka He OyaeT BOCCTAHOBIIEHO COCTOsIHME Ha 3adaHHbli MOMeHT BpeMeHu. Cloud DR
npenocTaBnsieT BO3MOXHOCTb TECTMPOBATb BOCCTAHOBIIEHNE U NEPEKMNoYEeHNe Npu oTkase u3 Tex xe konunm S3
B ak3emnnapel AWS EC2. lNpun atom Cloud DR aBTOoMaTtmaupyeT npouecc BOCCTaHOBMEHMWs, npeobpasyeT
BUpTyanoHble MawwuHbl VMware B aksemnnapbl AWS EC2 u nossonser HacTpavBaTb MnaHbl aBapUMHOIro
BOCCT@HOBMEHUSI Ha BOCCTAHOBIEHME Heckonbkux BM ¢ npegBaputenbHO 3ajaHHbIMKM - NapaMeTpamu
BOCCT@HOBMEHUS M NopsgkoM 3arpysku. [Npu BoccTaHoBneHun B ak3emnnapbl EC2 MOXHO cokpaTuTb uenesoe
BPEMS1 BOCCTAHOBIMEHMUS 0O HECKOSbKMX MUHYT, UCMONb3ys ob6pa3sbl ObICTPOro BOCCTAHOBMNEHMS AN BbIOPaHHbIX
BUPTYanbHbIX MaLUUH.

Pe3ome

ABapuiiHoe BocCcTaHoBneHue B ob6nake obecneynmBaeT npocToTy paboTbl, YCKOPEHHOE BOCCTAHOBMEHME
U MVHMMU3AUMIO pacxodoB (Kak 3aTpaT Ha WHMPACTPYKTypy, Tak W aAMUHUCTPATUBHBIX WU3AepXKek).
PasBepTbiBaHne obnaka moxeT ObiTb Oonee BbIrOAHBIM MO CPaBHEHWIO C TpaaWUMOHHbIMM MeTogamu. C ero
MOMOLLIbI0 MOXXHO MOMYyYUTb YMPOLLEHHOE peLleHVe Ans aBapuiHOro BOCCTaHOBMEHUS C MOSHOW opKecTpaumen
ans opraHusauumn nwboro pasmepa. Dell EMC moxeT nomoyb Bam TpaHCOPMMPOBATL Ball LEHTp obpaboTku
OaHHbIX, 4TOObl MOBbICUTL 3(PEKTUBHOCTL 3KCMMyaTauun, OTKa30yCTOMYMBOCTb W MacwTabupyemocTb.
HesaBucumo oT TOro, XoTute Bbl UCMONb30BaTb OOMayHble TEXHONMOrMW cenyac unu B Bnvxanwem Oyayuiem,
Tonbko Dell EMC moxeT nomo4yb NOArOoTOBUTL Bally cpedy K Oyayliemy, 3anoXxunB TexHu4eckyto ocHosy anst IO
W Npy 3TOM MOAEPHM3NPOBAaB 3aLMTY AaHHbIX AN obnaka.

MopgpobHee: www.dellemc.com/ru-ru/cloudprotection

% @
1L ()

MoapobHee 06 CBaXUTECH C IKCNEPTOM [ononHuTtensHble pecypcbl MpucoeanHanTeco
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