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Agile Development Activity SDL Activity

High Level Requirements * Formalize security requirements in PRD/PCD
Planning * Product Security Training
Architecture * Threat Modeling
* Security Testing (test planning)
Sprint 1..n Design « Update threat model
Develop « Static Analysis
Test * Security Testing
Release « Security Scanning
= Security Configuration Guide
» Inventory of Embedded Components
General Assure « Perform Code Signing
Availability
Assess » Finalize and submit scorecard
* Have a plan for mitigating any “critical” and/or
“high” issues
Post-GA Respond « Respond to vulnerabilities following EMC's
vulnerability response policy
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Environment/ Influences

Legislative ~ Voluntary ~ Custome ~ Customer
Requirements Compliance Requirements Choice

Supply Chain Risk Management Process J

PHYSICAL SECURITY M .
ST onitor &
CYBER SECURITY Define Assess Mitigate Rovott
PERSONNEL SECURITY p
CONTINUOUS IMPROVEMENT PROCESS

“94{‘"‘ Develop | 3 Price Daliver Market i

Procure,
Design & Plan & Build & Sell &
Dell Solution Life Cycle
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Risk Based Security:

https://www.riskbasedsecurity.com/2019/02/13/over-6500-data-
breaches-and-more-than-5-billion-records-exposed-in-2018/

EMC N & E 0t

https://www.dellemc.com/ko-kr/products/security/index.htm

Dell EMC Security Development Lifecycle:

Https://www.dellemc.com/ko-kr/products/security/index.htm#tab0=2

Dell PSIRT(Product Security Incident
Response Team):

https://www.dell.com/support/contents/kr/ko/19/article/product-
support/self-support-knowledgebase/security-antivirus/alerts-
vulnerabilities/dell-vulnerability-response-policy

Cyber Resilient Security in 14th generation

of Dell EMC PowerEdge servers:

http://en.community.dell.com/techcenter/extras/m/white papers/2044

4755/download

AppDefense:

https://www.vmware.com/kr/products/appdefense.html

VMware Cloud Foundation on VxRail
Architecture Guide:

https://www.dellemc.com/resources/ko-kr/asset/technical-guides-
support-information/products/converged-
infrastructure/vmware cloud foundation on vxrail architecture guide

-pdf

VMware Product Security:

https://www.vmware.com/content/dam/digitalmarketing/vmware/ko/p
df/VMware-Product-Security.pdf

Dell EMC VxRail Network Guide:

https://www.dellemc.com/resources/ko-kr/asset/technical-guides-
support-information/products/converged-infrastructure/h15300-VxRail-
network-guide.pdf

VMware's Using SpoofGuard guide:

https://docs.vmware.com/kr/VMware-NSX-for-
vSphere/6.4/com.vmware.nsx.admin.doc/GUID-06047822-8572-4711-
8401-BE16C274EFD3.html

VMware NSX Documentation:

https://docs.vmware.com/kr/VMware-NSX-Data-Center-for-
vSphere/6.4/com.vmware.nsx.admin.doc/GUID-B5C70003-8194-4EC3-
AB36-54C848508818.html

Security for Hyper-Converged Solutions:

https://communities.vmware.com/servlet/JiveServlet/download/36084-
3-183512/Security for Hyper-Converged Solutions NSX.pdf

2019 Trustwave Global Security Report:

https://www.trustwave.com/Resources/Library/Documents/2019-
Trustwave-Global-Security-Report/

*1 2017 Data Breach Investigation
Report.

http://www.verizonenterprise.com/verizon-insights-lab/dbir/2017

*2 PWC "20thCEO Survey” of 5,351
members of the public, in 22 countries.

https://www.pwc.com/jg/en/publications/pwc-ceo-report-
2017%20(2).pdf

NIST Cyber Security Framework:

https://www.nist.gov/cyberframework

list of compatible key management servers:

https://www.vmware.com/resources/compatibility/search.php?deviceC
ategory=kms&details=1&page=1&display interval=10&sortColumn=Part
ner&sortOrder=Asc
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https://www.pwc.com/jg/en/publications/pwc-ceo-report-2017%20(2).pdf
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https://www.vmware.com/resources/compatibility/search.php?deviceCategory=kms&details=1&page=1&display_interval=10&sortColumn=Partner&sortOrder=Asc
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VMware Integrated Partner Solutions for
Networking and Security:

https://www.vmware.com/content/dam/digitalmarketing/vmware/en/p
df/products/vcns/vmware-integrated-partner-solutions-networking-

security.pdf

VMware Compatibility Guide:

https://www.vmware.com/resources/compatibility/search.php

VxRail Techbook:

https://www.emc.com/collateral/technical-documentation/h15104-
VxRail-appliance-techbook.pdf

Security Features of the integrated Dell
Remote Access Controller (iDRAC):

http://en.community.dell.com/techcenter/extras/m/white papers/2044

1744/download

VSAN & HA{:

https://docs.vmware.com/kr/VMware-vSAN/index.html

Four business transformations:

https://www.youtube.com/watch?v=TcKJ39 4Rwc

VMware encryption certifications:

https://www.vmware.com/kr/security/certifications/fips.html

VMware vRealize Log Insight:

https://www.vmware.com/content/dam/digitalmarketing/vmware/ko/p
df/products/vrealize-log-insight/vrealize-log-insight-datasheet.pdf

NIST certifications for FIPs 140-2 search by
Vendor for Dell EMC and VMware:

https://csrc.nist.gov/projects/cryptographic-module-validation-
program/validated-modules/search

VMware Secure Development Lifecycle:

https://www.vmware.com/kr/security/sdl.html

VMware Key Management:

https://blogs.vmware.com/vsphere/2017/10/key-manager-concepts-
toplogy-basics-vm-vsan-encryption.html

vSphere 6.5 Security Guide:

https://docs.vmware.com/kr/VMware-vSphere/6.5/vsphere-esxi-
vcenter-server-65-security-guide.pdf

Dell EMCH|Z HOt T2 1S EI
ME| 135,

https://www.emc.com/ko-kr/products/security/index.htm

ACE Resourses

ACE Overview video demo

https://vxrail.is/acedemo

Smart update bundle staging video demo

https://vxrail.is/aceupdates

>

FHe

https://www.dellemc.com/resources/ko-kr/asset/offering-overview-
documents/products/converged-infrastructure/vxrail-ace-solution-

brief.pdf

Dell Technologies MyService360 overview

https://www.delltechnologies.com/et-ee/services/support-deployment-
technologies/my-service-360.htm

VxRail Comprehensive Security by
Design(24 Al)

https://www.dellemc.com/resources/ko-kr/asset/white-
papers/products/converged-
infrastructure/VxRail Comprehensive Security by Design.pdf

Dell Technologies Product Security practices

https://www.delltechnologies.com/ko-kr/products/security/index.htm

YouTube - Security Resource

Youtube - VxRail Security Overview

https://www.youtube.com/watch?v=ZTNmYBgJv4s

Youtube - VxRail Security Hardening and
Compliance

https://www.youtube.com/watch?v=2jhfCE5nq6U
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