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Abstract 
With the introduction of PowerMax SRDF/Metro remote high 
availability, database administrators have a new way to protect their 
Oracle application with higher efficiency and better performance. This 
white paper discusses PowerMax SRDF/Metro functionality protecting 
Oracle data in Extended RAC. 
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Executive summary 
More than ever, businesses expect their mission critical databases to have both High 
Availability (HA) and Disaster Recovery (DR) capabilities. HA can be achieved using 
Oracle Real Application Clusters (RAC). Oracle RAC provides automatic failover and load 
balancing between cluster nodes. DR can be achieved using remote replications driven by 
the database, such as using Oracle Data Guard, or driven by the storage, such as using 
Dell EMC SRDF/Metro. 

This white paper explains the benefits and best practices of deploying Oracle Extended 
RAC databases on Dell EMC PowerMax storage systems using SRDF/Metro with the 
optional addition of Smart DR. 

When considering HA, Oracle RAC is typically deployed across multiple servers 
connected to shared storage. However, if the storage becomes unavailable, a failover is 
required to the DR site. A failover should not be taken lightly because it implies a short 
downtime, and because often both the database and its connected applications must all 
move together to the DR site. The farther away the DR site is, the more a user’s 
connection speed and experience may be affected. 

Oracle Extended RAC allows “stretching” of the cluster across storage systems in 
synchronous distance (typically up to 100km), however this solution is rarely deployed. 
Implementation of stretching is relatively complex because it is based on mirroring of the 
storage devices from each server to both locations, and a third cluster quorum site for 
arbitration. Implementing SRDF/Metro drastically simplifies the deployment of Oracle 
Extended RAC, while maintaining the value of load balancing and automatic failover 
across both servers and storage systems. 

When considering DR, in the case of Data Guard, server CPU cycles are used to track 
and move data from the production database to the remote site. This can have an impact 
on production database performance. At the remote site, when Data Guard applies the 
changes, it creates an intense write workload, affecting both server and storage. With 
SRDF async (SRDF/A) replication solution, the storage system is responsible for moving 
the data directly and efficiently between the replicated devices across sites. This relieves 
the production database servers from DR management and replication overhead, and 
avoids the intensive server writes required to keep the target database up to date. 

Taking the next step, SRDF/Metro allows combining HA and DR by providing an 
Active/Active infrastructure with synchronous replications for Oracle Extended RAC, and 
allowing async replications to a more distant data center. Previously, this solution required 
each of the SRDF/Metro storage systems to have its own remote copy of the data. With 
PowerMaxOS release of Q3 2020, SRDF/Metro Smart DR introduced the ability to 
combine the DR targets to one copy of the data. With SRDF Metro Smart DR, both HA 
and DR solutions are combined into a powerful business strategy that is easy to deploy, 
delivers high scale and performance, and avoids database overhead. 

 
This white paper is intended for database and system administrators, storage 
administrators, and system architects who are responsible for implementing, managing, 
and maintaining Oracle databases with PowerMax storage systems. It is assumed that 
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readers have some familiarity with Oracle and the PowerMax family, and are interested in 
achieving higher database availability, performance, and ease of storage management. 

SRDF/Metro and Oracle Extended RAC benefits 
 
Customers expect uninterrupted online access to their applications 24 hours a day, 7 days 
a week. However, software and hardware do require maintenance and may fail from time 
to time. The cost of these downtimes can be extreme, affected by the criticality of the 
system and the length of the outage. Having a robust infrastructure that minimizes 
downtime is quite important. Failover to a remote site is part of that infrastructure solution. 
However, the problem with such a solution is the temporary user disruption and potential 
loss of work that takes place while the application is restarted on the target database. To 
avoid a failover, a clustered solution can be used where multiple servers provide High 
Availability to the applications so that if any of them fail, the workload can continue on the 
surviving cluster nodes.   

 
Oracle RAC and High Availability 
Oracle RAC provides such a high availability (HA) environment with automatic failover 
and load balancing of transactions across cluster nodes (database instances). It allows for 
full read and write access to data across all nodes since they share a common storage. If 
there is a node failure, the cluster goes through a short period of reconfiguration to 
remove the failed node. It also recovers the transactions from that node to ensure the 
integrity of the data files. Once that is done the workload continues seamlessly. Oracle 
RAC also allows all the user sessions from the failed node to automatically reconnect to 
the surviving nodes. 

Oracle Extended RAC 
Oracle Extended RAC increases database resiliency between two locations, while it 
benefits from the cluster HA. When Oracle Extended RAC is deployed, it allows both the 
source and target storage systems to be used simultaneously for both reads and writes. 
The cluster can have some nodes co-located with the source storage system and some 
with the target storage system. All database writes are mirrored between the storage 
systems. Reads are served to the node from the storage system closest to it. If there is a 
node failure, the user sessions automatically reconnect to the surviving nodes.  

Oracle Extended RAC is not a new concept, however, it has not been deployed 
extensively due to concerns about performance, server overhead, and the complexity of 
the solution. Since writes are mirrored by a logical volume manager software on each 
cluster node (host-based mirroring) it consumes host resources. Write I/Os are doubled, 
and CPU cycles are consumed due to the increase in host writes activity. Distance 
between the two sites adds latency and impacts performance. The number of devices 
seen by each node in the cluster doubles to include the mirrored devices. Each cluster 
node has its own agent responsible for mirroring and health monitoring. In most cases, 
there is a requirement for a third “arbitrator” site to determine a surviving database site in 
the case of a disaster. Even more complexity is added as the DBAs need to carefully 
place cluster quorum files in each of the sites, including the arbitrator.  

The problem 
with failover 
solutions 

The benefits of 
Oracle RAC 
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Due to these challenges, although Oracle Extended RAC improves HA, the deployment 
rate remained low. Dell EMC SRDF/Metro offers a deployment solution for Oracle 
Extended RAC without the complexities involved in host-based mirroring.  

 
SRDF/Metro simplifies Oracle Extended RAC deployment 
SRDF/Metro is based on synchronous storage replication. It does not compete with the 
database for I/Os and CPU resources. It can leverage optional “cross-links” in the 
deployment. Cross-links allow each cluster node to have visibility to both storage systems. 
If a node loses connectivity to its nearest storage system, it can continue processing 
transactions using the remote storage system. To keep the configuration simple, cross-
links are not required and the nodes only need visibility to the closest storage system.  

With SRDF/Metro, both source (R1) and target (R2) devices have full read/write data 
access while synchronized. To accomplish this, the storage replicates writes in both 
directions and services reads from the storage closest to the requesting node.  

 
Figure 1. Dell EMC SRDF/Metro with Oracle Extended RAC 

SRDF/Metro achieves this true active/active storage replication in the following way. Each 
PowerMax storage device has two SCSI personalities — internal (their initial WWN and 
geometry), and external (which usually matches the internal, but can be ‘spoofed’ to 
match another device). When SRDF/Metro paired devices are synchronized, the R2 
devices’ external SCSI personality is set to match the R1 devices’ SCSI personality. As a 
result, to the database server, each synchronized R1 and R2 device simulates multiple 
paths to a single local storage device. 

Dell EMC 
SRDF/Metro 
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Since all cluster nodes see the replicated devices as paths to what they consider local 
shared storage, there is no need for an “agent” or mirroring software on the database 
servers. The multipathing software manages these paths just like any other path. If the 
optional cross-links are used, Dell EMC PowerPath software can set them to ‘auto-
standby’ so they are used only if all the main paths to the nearest storage system have 
failed. The server I/Os will not be doubled and I/O latencies will remain minimal as I/Os 
are directed to the nearest storage system while it is available. 

The overall management of the solution is simplified because we only need to monitor the 
replication health across the two storage systems. There is no need for agents on every 
database server. Also, by making the R1 and R2 devices seem identical to the database 
servers, the Oracle Grid Infrastructure (GI) software is not even aware that the storage is 
extended or stretched. As a result, during GI setup we do not need to worry where 
quorum files are located. 

Another challenge of any cluster is to prevent “split-brain” and to determine the surviving 
site in the case of a disaster. When two or more nodes in a cluster can’t communicate 
with their peers, and yet continue to write to the storage, they can cause data corruption. 
This situation is called a “split-brain”. SRDF/Metro takes a deterministic approach to 
protect against a “split-brain” and determines the surviving site based on two 
complimentary methods: Bias rules, and Witness rules. These methods are discussed in 
more detail in the section SRDF/Metro protection from a “split-brain” situation. 

The interaction between SRDF/Metro and Oracle Grid Infrastructure 
If there is an unexpected interruption in replication, both the R1 and R2 devices hold all 
I/Os temporarily while SRDF/Metro determines which side of the replication is allowed to 
resume I/Os. Since we only have the two storage systems to deal with, this process takes 
only a few seconds.  

SRDF/Metro doesn’t require an integration with Oracle Grid Infrastructure. By simply 
stopping I/Os on one storage system, and allowing them to resume on the other, Oracle 
RAC will reconfigure on its own accordingly — nodes that can perform I/Os to the quorum 
files remain up and running, and nodes that can not will be removed from the cluster. It is 
essential that SRDF/Metro resumes I/Os faster than the Oracle RAC disk timeout interval 
to avoid a race condition. If Oracle RAC determines that its quorum files can not be 
reached anywhere across the cluster before the storage resumes I/Os, then all the cluster 
nodes will go down. Since SRDF/Metro resumes I/Os in a matter of seconds after a 
replication failure and Oracle RAC disk timeout interval value is default to 200 seconds, 
this race condition does not occur. 

As a safety measure to prevent data corruption, the SRDF/Metro devices on the side that 
resumes I/Os become (or remain) R1 devices, take a RW state (read/write state, making 
them available for database server read and write I/O operations), and maintain the same 
external SCSI personality they had during active/active replication. The SRDF/Metro 
devices on the side that stopped servicing I/Os become (or remain) R2 devices, take a 
WD state (write disabled state), and do not maintain the same external SCSI personality 
as they did during replication. 
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ASM disk group redundancy choice when using SRDF/Metro 
In general, it is recommended to use ASM external redundancy (no ASM mirroring) for 
ASM disk groups that use PowerMax as their storage. With external redundancy, 
PowerMax provides storage protection and resiliency for the ASM disks, and there is no 
need to use ASM mirroring in addition. 

The only exception is that when using Oracle RAC, it is recommended to use ASM normal 
redundancy (two failure groups, or ASM mirroring) for the Grid Infrastructure ASM disk 
group alone. This ASM disk group is very small as it doesn’t contain any user data. 
Therefore, whether using external redundancy (no ASM mirrors), or normal redundancy 
(two ASM mirrors) for the Grid Infrastructure ASM disk group, the overall capacity 
difference is negligeable. 

However, when using external redundancy for the Grid Infrastructure ASM disk group, 
Oracle RAC creates a single quorum file for the cluster, and when using normal 
redundancy, Oracle RAC creates three quorum files. Therefore, the reason for this 
exception is simply so that Oracle RAC will have three quorum files instead of one. 

This exception is meant for systems with high IOPS and many cluster nodes. In that case, 
if Oracle RAC performs reconfiguration, three quorum files are easier to reach by all the 
nodes than just one. 

However, for small Oracle RAC configurations, such as two-node RAC, it is fine to use 
external redundancy for the Grid Infrastructure ASM disk group, and therefore, use a 
single quorum file for the cluster. In such Oracle RAC configurations, a single quorum file 
can be easily reached from both cluster nodes and there is no need for the exception. As 
a result, all ASM disk groups, including Grid Infrastructure, can use external redundancy. 

SRDF/Metro performance benefits in Oracle Extended RAC deployment 
Performance is one of the main concerns in maintaining consistent data across distance. 
SRDF/Metro helps to maintain high performance in a few ways: 

1. It utilizes the closest storage system to the Oracle cluster node for all I/Os. Even if 
cross-links are used, they are in passive (standby) mode, as long as the paths to 
the local storage system are working.  

2. It optimizes database read I/O latencies, as PowerMax has a large capacity 
cache. When the required data is in the PowerMax cache, reads are satisfied 
directly from the cache. Otherwise, the data is fetched from the local storage 
NVMe flash media, utilizing features such as Optimized Read Miss to make the 
transfer even faster. 

3. It optimizes database write I/O latencies, as writes are sent to the local storage 
system’s cache. Since PowerMax cache is considered persistent, there is no 
need to wait for writes to be flushed to the NVMe storage. Instead, the writes are 
immediately replicated synchronously from the local storage system cache to the 
remote storage system cache and acknowledged to the database server.  

As a result, SRDF/Metro is well-suited for Oracle Extended RAC deployments. It is quickly 
deployed and easy to use. 
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SRDF/Metro protection from a “split-brain” situation 
A “split-brain” happens when two or more nodes in a cluster can’t communicate, and yet, 
believe that they are the only survivor and should keep writing to storage, essentially 
corrupting the data. SRDF/Metro takes a deterministic approach to not allow a “split-brain” 
to occur when the two storage systems can’t communicate. Two complimentary methods 
are used to protect against a “split-brain”: SRDF/Metro Bias rules and SRDF/Metro 
Witness rules. 

SRDF/Metro Bias rules 
Under Bias rules, one side of the SRDF/Metro paired devices (where the R1 devices are) 
has the ‘Bias’, and therefore it is pre-determined to “win”, or resume I/Os, if replication 
stopped unexpectedly. The other side (where the R2 devices are), is pre-determined to 
immediately stop servicing I/Os.  

SRDF/Metro synchronized device-pairs protected by Bias rules alone show a state of 
‘ActiveBias’. 

While using Bias rules is an incontestible method for preventing a “split-brain” (only one 
side can ever resume I/Os), it is not flexible, as a “disaster” may then occur where the 
Bias side is, requiring manual intervention to make the non-Biased side available. To 
protect against this situation, SRDF/Metro uses Witness rules in addition to Bias rules. 

Note: Starting with PowerMaxOS 5978 Q3 2019 release, SRDF/Metro regularly takes additional 
factors into account to determine the Bias side, such as which of the storage systems has an 
active SRDF/A protection, available storage directors, etc. That means that the Bias may change 
dynamically during SRDF/Metro replication to reflect these factors.  

SRDF/Metro Witness rules 
Under Witness rules an added component called a Witness, serves as a real-time 
arbitrator when an active/active SRDF group unexpectedly stop replicating. SRDF/Metro, 
with the help of the Witness, quickly determines in real-time which storage system is 
deemed best to continue servicing I/Os for that SRDF group, based on the situation and 
failure conditions. 

These factors are important for working with Witness: 

1. A Bias is still automatically set for every SRDF group in an SRDF/Metro 
configuration, even if a Witness is used. That is in case the Witness is removed or 
can’t be reached. However, if a Witness is configured, it overrides the Bias. 

2. A Witness can be array-based (“physical” Witness). In that situation, another 
VMAX or PowerMax storage system’s SRDF links are used just for the purpose of 
health communication (no data is sent across them). A Witness can also be 
Virtual (vWitness).  In that situation, one or more VMware virtual appliances 
(vApps) communicate with SRDF/Metro over IP about the cluster’s health. The 
Solutions Enabler or Unisphere for VMAX or PowerMax vApps include a vWitness 
component. 

3. You should configure multiple Witnesses, but only one Witness can be in effect at 
a time. SRDF/Metro will only start using a Witness when both storage systems 
can reach it and agree to use it. If both physical and virtual Witnesses are 
configured, the physical Witness takes precedence. 
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4. As SRDF/Metro replication granularity is at an SRDF group level (a collection of 
paired R1 / R2 devices), also the choice of a Witness is done at that granularity — 
per SRDF group. Therefore, different SRDF groups in active/active state may use 
different Witnesses, or a single Witness may serve multiple SRDF groups. 

5. As mentioned earlier, if a Witness is not configured, or communication with the 
last Witness is lost while SRDF/Metro is already in active/active state, 
SRDF/Metro reverts to using Bias rules. 

SRDF/Metro synchronized device-pairs protected by Witness rules show a state of 
“ActiveActive”. 

 
Oracle RAC Disaster Recovery solutions 
Disaster Recovery (DR) Solutions protect against failures of the local storage or database 
by keeping a remote, up-to-date copy of the data. This can be done by the database, 
using software like Oracle Data Guard, or by the storage, using storage replications such 
as Dell EMC SRDF/Metro. If a failure occurs that causes an interruption of operations to 
the local database, it will be failed over to the remote copy and continue operations from 
there. 

SRDF/Metro provides higher database resiliency at short distances (up to approximately 
100km), based on synchronous replication. To provide longer distance resiliency, SRDF 
asynchronous (SRDF/A) replication can be used.  

SRDF/Metro Smart DR integrates SRDF/Metro and SRDF/A to allow both HA (provided 
by SRDF/Metro and Oracle Extended RAC) and DR (provided by SRDF/A). Previously, 
this solution required each of the SRDF/Metro storage systems to have its own SRDF/A 
remote copy of the data. With PowerMaxOS release of Q3 2020, SRDF/Metro Smart DR 
introduced the ability to combine the DR targets to a single copy of the data. 

The two sides of an SRDF/Metro system are set to the active/active state as before, 
servicing both read and writes. Each side is also connected with SRDF/A to a third 
storage system farther away. Only one side of the SRDF/Metro storage systems, (called 
the ‘Master’), will actively transmit data to the DR site, while the secondary system will 
monitor and keep track of the updated data. In the event of a failure that causes the 
Master to drop connectivity to the DR site, the secondary system in the SRDF/Metro 
Smart DR will take over and start transmitting data to the DR site. 

SRDF/Metro 
Smart DR 
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Figure 2. SRDF/Metro Smart DR Environment 
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SRDF/Metro deployment with Oracle Extended RAC 
This section describes how to deploy SRDF/Metro with Oracle Extended RAC. Although 
the configuration shown was set in a single lab environment, in reality the deployment 
may take place between different floors, buildings, or data centers. There are 
infrastructure requirements to provide synchronous SRDF connectivity between the two 
storage systems, and a single network subnet for Oracle Grid Infrastructure (GI) 
deployment, which is an Oracle RAC requirement. A summary of the installation of Oracle 
GI on a single node and the addition of a second node is given in the setup section. Also, 
a summary description of the installation of Oracle 19c software is given in the setup as 
well. These topics are not covered in detail in this paper and it assumes the DBAs are 
familiar with these steps.  

 
Table 1 describes the hardware and software components in this SRDF/Metro 
environment:  

• A single-brick (one engine) PowerMax 8000 storage system includes: 1 TB raw 
cache, which is the smallest configuration for this system  

• 2 x Dell R740 servers, each with 24 CPU cores and 256 GB RAM memory  

• RHEL 8.0 OS  

• Oracle 19c GI and databases configured as a two-node cluster (RAC)  

• SLOB 2.4 benchmark to generate ORACLE workloads 

Table 1. Hardware and software components 

Category Type Quantity/size Release 

Storage system PowerMax 8000 storage 
system 

• 1 x brick, 1 TB raw cache 
• 30 x NVMe NAND SSD  
• 8 x NVMe SCM 

PowerMaxOS 5978 Q3 
2020 Release  

Database servers 2 x Dell R740 • Each Dell server: 2 x Intel Xeon E5-2690v4 2.6GHz (total 
24 cores), 256 GB RAM 

Operating System 
(OS) RHEL 8.0 

Host bus adapater 
(HBA) Broadcom (Emulex) Each server: 2 x dual port 32 Gb 

HBAs (total of 4 initiator ports) 2 x LPe32002 (per server) 

Oracle Database 
Oracle Database and Grid 
Infrastructure 19c with 
ASM 

Two-node Oracle RAC Oracle Database and Grid 
Infrastructure 19.3 

Benchmark tools OLTP OLTP: SLOB 2.4  

 
This section shows the steps involved in creating SRDF/Metro protection to an Oracle 
database without the Smart DR component. The section after, Adding SRDF/Metro Smart 
DR protection to an existing SRDF/Metro, shows the steps of adding Smart DR to an 
already configured SRDF/Metro. The section after that, Creating SRDF/Metro and Smart 
DR protection at the same time, shows the steps of creating new SRDF/Metro protection 
together with Smart DR all at once. 

Lab environment  
hardware and 
software 
configuration 

SRDF/Metro 
Setup 

https://kevinclosson.net/slob/
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Step 0 – Before we start 
Initial Considerations 
• Oracle RAC requires a private network utilizing the same subnet across all the 

nodes, even if remote cluster nodes are in different buildings or data centers. It is 
essential to have a VLAN (virtual network) in place to support this infrastructure. 
Since this might be the most challenging part of the configuration it is 
recommended that this be done first. 

• A Witness component is highly recommended in SRDF/Metro setup. The role of a 
Witness is to be an arbitrator in case the SRDF/Metro ‘local’ and ‘remote’ storage 
systems cannot communicate. The Witness helps SRDF/Metro determine which is 
the “winning” side that should continue to service I/Os. The recommendation is to 
plan for one or more Witnesses. 

• SRDF/Metro has an extensive support matrix. It is highly recommended to ensure 
the environment is supported before starting a deployment. 

• There are two possible scenarios for deployment: 

 We already have a RAC database on a ‘local’ PowerMax storage system, and 
we want to turn the configuration into an extended cluster (add cluster nodes). 

 The DBAs are waiting for SRDF/Metro to be in place before they can install a 
new GI and migrate over the database. 

• It is expected that each RAC node is zoned and masked to either the local or the 
remote storage systems, but not both. This increases the solution’s overall 
simplicity. If using cross-links refer to the section Using cross-links. 

• A major consideration is to ensure that both local and remote storage systems have 
SRDF ports available and zoned to each other over FC or GigE. 

Important note: When is the ‘remote’ environment ready for use?  
To answer this question, we need to have a closer look at the storage devices in a 
PowerMax system. Each device has two SCSI identities:  an internal identity which is the 
original WWN and geometry, and an external identity which can be changed to look like 
another device. SRDF/Metro changes the external SCSI identity of the remote devices to 
make them identical to the local devices WWNs. This can only happen once SRDF/Metro 
is fully in sync, and the paired devices’ data is identical, with a replication state of 
active/active. Only then can ASM use these devices on the remote storage system since 
now they will be in a RW (Read Write) state.  

Note about SRDF naming conventions 
In an SRDF environment a minimum of two storage systems are required. SRDF 
designates the name R1 to the replication source devices and R2 to the replication target 
devices. Once SRDF/Metro is in active/active state, both sides are equally replicating 
writes back and forth, so there are no differences between source or target systems, R1 
or R2 devices. They are seen as the same device by the host.  

When replication stops 
If for any reason SRDF/Metro replication stops (planned or unplanned), SRDF will choose 
a surviving (winning) side, either by the user choice (planned), or by using the Witness 
rules or Bias rules (unplanned). The devices at the winning side will automatically become 
or remain R1 devices that are set to RW state and maintain the external SCSI identity 
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used during the active/active replication period. The devices on the side that did not win 
will become or remain R2, set to WD (Write Disabled state), and their external SCSI 
identity does not stay the same as it was when they were in the active/active replication 
period. This is the expected behavior when a cluster is partitioned to avoid any chance of 
a split-brain situation. 

Step 1 – Create an SRDF connection between the storage systems 
An initial SRDF group is needed to provide the first path for syscalls1 to the remote 
system so that all the other higher functions of our management tools can work in the 
SRDF environment. Steps to set up the SRDF connection are as follows.  

a. Select Data Protection-> SRDF Groups-> Click on the 3 dots and select 
Create SRDF Connection. Then enter local SRDF Group Label, select SRDF 
Group Number and Local Port. 

 
Figure 3. Create SRDF Connection on local side 

b. Scan and select the Remote Array ID, select Remote SRDF Group Number 
and Remote Port. Select Review Summary and verify that the SRDF 
Connection was created. 

 
1 Syscalls are system calls used by the storage system for communication 
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Figure 4. Create SRDF Connection on remote side and verify it was created 

Step 2 – Determine which storage groups to protect 
A storage group (SG) is a way to group devices together so they can be managed as a 
single entity. An SG can be stand-alone or in a parent-child relationship. A child SG is just 
another stand-alone SG. A parent SG contains one or more child SGs. In this way, 
storage management operations on the stand-alone (or child) SG apply only to that SG, 
and operations on the parent apply to all its child SGs as a unit. The first step is to 
determine the SGs to be protected with SRDF/Metro. In the following example grid_sg 
contains the Oracle +GRID ASM disk group devices (Oracle GI), fra_sg contains the 
Oracle +FRA ASM disk group devices (archive logs), and db_sg is a parent SG, 
containing data_sg and redo_sg—Oracle +DATA ASM disk group devices (data files) and 
Oracle +REDO ASM disk group devices (redo logs). 

 
Figure 5. List of SGs to be Protected 

Step 3 – Create empty SRDF groups with labels 
Create an empty SRDF group with the group label that indicates the SG to be protected. 
For example, to protect grid_sg, create an empty SRDF group with a Group Label such as 
“ORACLE_GI”.  
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Note: the reason we are pre-creating the SRDF group labels and only later selecting them during 
SRDF/Metro protection step is because when we prepare them in advance, we can select the 
exact ports we want to use and set the labels to match their proposed usage. Alternatively, it is 
possible to skip this step and use an ad-hoc SRDF group creation during SRDF/Metro protection 
step, however, it makes that step more complex. 

a. Choose Data Protection-> SRDF Groups -> Create SRDF Group. Select 
Communication Protocol, Remote Array ID, and SRDF Group Label. Select 
Group Number and Local Ports. 

 
Figure 6. Create empty SRDF Group on local side  

b. Enter a Remote SRDF Group Number and Remote Ports. Review Summary. 
Repeat the steps for ORACLE_DB and ORACLE_FRA SRDF groups. Verify 
group creation. 
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Figure 7. Create empty SRDF Group on remote side and verify creation 

Step 4 – Option 1 (not recommended): setup protection using “Bias” 
a. Select Storage Groups, select the storage group to be protected, then click 

on Protect. Select Setup high availability using SRDF/Metro. 

 
Figure 8. Storage Group selected to protect with SRDF/Metro 

b. Enter the Remote Array ID, select Manual and click Select. Then select the 
SRDF Group manually. Select Protected by Bias, enter the Remote Storage 
Group Name and enter the Remote Service Level for the storage group. 
Then review the SRDF/Metro summary.  
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Figure 9. Assigned the “SRDF Group” and “Protected By Bias” using SRDF/Metro 

c. The storage group grid_sg will be assigned to SRDF Group 100 with Label 
“ORACLE_GI”. Repeat these steps for the other storage groups to be 
protected. 

 
Figure 10. Storage groups Protected By Bias in SRDF/Metro 

Step 4 – Option 2 (recommended): setup protection using “Witness”  
Although SRDF/Metro can operate without a Witness (using Bias rules), it is highly 
recommended to configure one or more Witnesses as arbitrators in case of an unplanned 
cluster partitioning. If the two sides cannot communicate between themselves, the 
Witness helps SRDF/Metro determine which side to keep alive to avoid a split-brain 
situation. 

There are two choices for Witness configuration: physical or virtual. More than one 
Witness can be configured, however, only one can be active at a time. In addition, if both 
physical and virtual Witnesses are configured, the physical takes precedence. 
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• A physical Witness for SRDF/Metro is simply an SRDF group that doesn’t send any 
data and merely serves a role of a third site to SRDF/Metro for cluster arbitration 
purposes only. To create a physical Witness, we create an SRDF group from both 
the ‘local’ and ‘remote’ storage systems to a third VMAX or PowerMax storage 
system.  

Note: The steps are not shown here, but they are exactly the same as in step 3 where we created 
an empty SRDF Group, except this time make sure to check the box for “SRDF/Metro Witness 
Group”. Repeat from both local and remote storage systems. 

• A virtual Witness (or vWitness) for SRDF/Metro is simply a pre-configured VMware 
ESX virtual appliance (vApp) of Solutions Enabler, Unisphere for PowerMax, or 
Unisphere for VMAX. Adding a virtual Witness is demonstrated below. 

a. To add a virtual Witness select Data Protection -> Virtual Witness -> Create. 
Enter a name for the virtual witness. Enter the IP of the virtual witness. 
Select Add Virtual Witness to remote storage system and enter the storage 
system ID. The vWitness will be added but not in use. 

 
Figure 11. Create the Virtual Witness 

b. Regardless if physical Witness was added, virtual, or both, now you can 
protect the storage groups with SRDF/Metro using a Witness. Select the 
storage group to be protected then click on Protect. Select Setup high 
availability using SRDF/Metro. 
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Figure 12. Storage Group selected to protect with SRDF/Metro  

c. Enter the Remote Array ID, select Manual and click Select. Then select the 
empty SRDF Group we pre-created manually. Select Protected by Witness, 
enter the Remote Storage Group Name and enter the Remote Service Level 
for the storage group. Then review the SRDF/Metro summary. 

 
Figure 13. Assigned the “SRDF Group” and “Protected By Witness” using SRDF/Metro 

d. This figure shows verification that the virtual witness is in use. 
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Figure 14. Virtual Witness in use 

e. The Pair State of the devices will now show Active/Active to indicate that the 
storage groups are using Witness rules protection. 

 
Figure 15. Pair State of devices in Witness rules protection 

Step 5 – Masking views creation 
PowerMax devices are made visible to hosts through masking views. To create a masking 
view, you need a storage group (SG), a port group (PG) and an initiator group (IG). The 
SG contains the devices you want to make visible. The PG contains the storage front-end 
ports that you want to make the devices visible across. And the IG contains the host bus 
adaptor (HBA) ports’ WWNs also known as initiators. An IG can be “cascade”, meaning 
that it can have a parent-child relationship. We recommend that in Oracle clustered 
environments each database server (cluster node) has its own IG. They can then all be 
aggregated into the parent IG, representing the cluster. The parent IG is the one used to 
create the masking view. This allows for easy addition or removal of a node in the cluster 
by simply adding or removing its IG from the parent IG.  

The masking views are stored in the storage system containing the devices. As a result, 
each server that requires access to devices in a storage system needs to be part of a 
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masking view in that system. Once the masking view is created, the devices in the SG are 
visible across the storage ports in the PG to the hosts’ initiators in the IG. Any change of a 
component of the masking view automatically propagates throughout the masking view. 
For example, if we add devices to the SG, they will automatically be made visible to the 
servers. If we add or remove a child-IG from parent-IG, the appropriate server will either 
start seeing or stop seeing devices in the storage group of the masking view. 

Two key things to keep in mind when working with masking views 
• The masking view does not replace the need for SAN zoning. That means that the 

physical FC connectivity between host initiators and storage ports, or ‘zoning’, still 
needs to be taken care of separately.  

• Any database server that requires access to newly presented devices will need a 
reboot or rescan of the SCSI bus to register the new devices when they were made 
visible for the first time (for example, if using cross links and presenting the remote 
devices). 

Creating masking views  
Follow these steps to create masking views: 

a. Before the masking view is created, the storage admin should create the 
initiator group (IG) using Hosts -> Hosts menu for each cluster node, then 
aggregate them into a Host Group or parent-IG for the cluster.  

Note: On Linux servers it is easy to identify the initiators’ WWN by running the following 
command: cat /sys/class/fc_host/host*/port_name. Enter the WWNs of the initiators 
in Unisphere for each database server. 

b. Create the port-group (PG) from the Hosts -> Port Groups menu. Once the 
masking view components are created (IGs, and PG), go to the masking 
view menu (Hosts -> Masking Views) and create the masking views. Here 
we created three masking views based on the matching SGs: db_sg, fra_sg, 
and grid_sg. 

 
Figure 16. Masking Views created 

Note: If cross-links are used then ALL cluster nodes will need visibility to the ‘remote’ devices. If 
cross-links are not used, then each database server only has visibility to one of the storage 
systems – the ‘local’ or ‘remote’. In that case, only the servers connected to the ‘remote’ storage 
system are included in the ‘remote’ storage masking views. 
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Note: Since masking views are stored in the storage system, if cross-links are used, to create the 
masking views of the remote storage system, open the remote system’s Unisphere and perform 
the operation from there. 

Using cross-links 
Using cross-links increases the overall cluster availability at the cost of added complexity. 
With cross-links, each cluster node has visibility to the paired devices in both storage 
systems. For example, if SRDF/Metro replication stops (planned, or unplanned), only one 
system will “win” and its R1 devices will continue to serve I/Os. The other storage system 
will turn its devices to R2 and stop servicing I/Os. 

Without cross-links, the Oracle instances connected to the storage system with the R2 
devices will have to shut down (planned downtime), or crash (unplanned downtime), as no 
I/Os are allowed and RAC will evict these nodes out of the cluster. However, with cross-
links, if the servers survived the “disaster”, ALL cluster nodes will continue to service I/Os 
from the paths going to the “winning” system’s R1 devices. Perhaps that storage system 
is further away and reads that previously were serviced from the ‘closer’ system are now a 
little slower, but all database instances remain up and running, servicing I/Os and users. 

Note: Remember that even if cross-links are not used, the database instances connected to the 
“winning” storage system will continue to service I/Os, and user sessions can automatically 
reconnect there. Still, some will prefer to not bring down any database instance if possible, even if 
replication stops or connectivity to one storage system is disrupted. 

When using cross-links 
• Each cluster node is zoned to both storage systems, and masking views 

to all nodes are created in both storage systems. As a result, each cluster node has 
visibility to both local and remote devices. 

• In order for both reads and writes to be serviced from the local storage system, if 
PowerPath is used, enable the auto-standby feature. To do so, run the following 
command on each database server. 

 
Figure 17. Setting auto-standby feature on 

PowerPath uses the response time threshold of each path to determine which are the 
local and which are the remote paths. It then places the remote paths (the paths with the 
higher latency) in an auto-standby mode, so they are not used. Only if there are no valid 
paths to the local device left, it will re-enable these paths. 

Note: Auto-standby mode gives PowerPath an advantage in SRDF/Metro configuration with 
cross-links, as compared to native multipathing. Only the local paths (with lower latency) will 
service I/Os and the remote paths over the cross-links will be available just in case all the local 
paths failed. 
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This section shows the steps involved in adding Smart DR protection to an existing 
SRDF/Metro configuration. 

To add SRDF/Metro Smart DR to an existing SRDF/Metro environment, you will need to 
add an SRDF/A leg to both the R1 and the R2 sides of the SRDF/Metro environment. Use 
both Unisphere for PowerMax and the symcli for the setup. You must also provide an 
SRDF connection from the SRDF/Metro storage systems to the SRDF/A leg. Repeat step 
1 of the SRDF/Metro setup section, Step 1 – Create an SRDF connection between the 
storage systems, to create an SRDF connection between the storage systems. 

Step 1 – Determine the Storage Groups to protect with SRDF/A 
The same SGs that are protected with SRDF/Metro for HA should also be considered for 
protection with Smart DR for DR purposes. In this step nothing is actually done except to 
identify the SG to be protected so that appropriate SRDF groups can be set for them in 
the next step. 

 
Figure 18. The Storage Groups to be protected with SRDF/A 

Step 2 – Create empty SRDF/A groups from the R1 side 
a. To add the SRDF/A leg, create empty SRDF groups to be used in the setup. 

We will later select these SRDF groups, when protecting the SGs with Smart 
DR. 

Adding 
SRDF/Metro 
Smart DR 
protection to an 
existing 
SRDF/Metro  
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Figure 19. Create empty SRDF Group on local side  

 

b. Create an empty SRDF group on the remote side. Repeat the steps for all 
storage groups to be protected (but only for a parent SG if the SG uses a 
parent/child SG).  

 
Figure 20. All Empty SRDF Groups created 

Step 3 – Add Smart DR protection from the R1 side  
Select Storage Groups (1) then the storage group to protect (2). Click Protect (3). Choose 
Setup remote replication using SRDF (4). Select the Remote Array ID (5) and the 
replication mode (6). Select Manual (7) and the SRDF Group Label created in the 
previous step (8). Enter the Remote Storage Group Name (9) and the Remote Service 
Level (10). Then review the SRDF Summary (11). 
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Figure 21. Storage Group selected to be protected with SRDF/A 

Repeat the setup steps for SRDF/A for all groups being protected by SRDF/A 

 
Figure 22. Summary of All Storage Groups Protected by SRDF/A 

Step 4 – Create Empty SRDF/A groups from the R2 side 
This step is similar to step 2, only it is performed from Unisphere of the R2 (remote) 
storage system. Select Data Protection (1), SRDF Groups (2), Create SRDF Group (3). 
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Select FC as the communication Protocol (4), Remote Array ID (5) and enter a SRDF 
Group Label (6). Enter the local SRDF Group Number (7) and Local Ports (8). Enter the 
Remote SRDF Group Number (9) and Remote Ports (10).  

 
Figure 23. Create empty SRDF/A groups on the R2 side to DR site 
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Figure 24. All Empty SRDF Groups for the SRDF/MetroR2 to the DR site 

 

Step 5 – Add Smart DR protection from the R2 side 
Below is an example of adding Smart DR protection using the Solutions Enabler 
command line. 
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Figure 25.  SRDF/Metro Smart DR setup using SymCli 

 

The following figure shows the Environment Topology and SRDF/Metro Smart DR Status. 

 
Figure 26. SRDF/Metro Smart DR Environment Topology 

 
This section shows the steps involved in creating an SRDF/Metro configuration with Smart 
DR at the same time. It is recommended to first read Step 0 – Before we start. 

This process assumes that the user has already created an SRDF Connection on all three 
storage systems that are participating in this SRDF/Metro Smart DR (similar to Step 1 – 
Create an SRDF connection between the storage systems).  

Creating 
SRDF/Metro and 
Smart DR 
protection at the 
same time 
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Step 1 – Create empty SRDF groups to be used in setup 
Create empty SRDF groups with labels in each of the storage systems participating in the 
SRDF/Metro configuration – both for the SRDF/Metro SRDF groups, similar to Step 3 – 
Create empty SRDF groups with labels, as well for the DR array (SRDF/A), similar to Step 
4 – Create Empty SRDF/A groups from the R2 side. 

An example of the SRDF groups after their creation is below. 

 
Figure 27. Empty SRDF Groups and Labels created 

Step 2 – Setup SRDF/Metro Smart DR for a storage group to be protected 
From the Storage menu select Storage Groups. Select a storage group to protect. Select 
Protect. Then select Setup High Availability with DR using SRDF/Metro Smart DR. Select 
the Metro R2 Array ID. Click on Manual, click on select and then select the SRDF Group.   

 
Figure 28. Selecting Storage Group to protect 
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Select the DR Array ID, click on Manual for both R1 and R2 DR SRDF Groups, then click 
on select to choose the groups. Verify the groups were selected. 

 
Figure 29. Setup of Storage Group to protect continued 

 

Step 3 – Review setup summary and execute. Then verify status 
After reviewing the setup summary, run the job. Verify that the MetroDR Environment was 
created and check its status. 
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Figure 30. Review Summary and verify status after job execution 

Step 4 – Repeat the steps for the other Storage Groups to protect 
Repeat the steps for db_sg and fra_sg to be protected with SRDF/Metro Smart DR. Then 
verify that the environments were created.  

 
Figure 31. All MetroDR Environments were created and status good 

 
Oracle software installation and maintenance can be a complex task that requires careful 
planning, patching, network setup, and other aspects. This section doesn’t provide these 
details and simply shows an example of the steps involved in setting up RAC with a single 
cluster node, and then adding additional nodes. The assumption is that if SRDF/Metro is 
added to an existing local RAC database, additional nodes can be added following a 

Installing GRID 
Infrastructure 
and Oracle 
Database 
Software 
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similar process. Alternatively, in a new environment, if SRDF/Metro is configured first, 
Oracle RAC can be installed at once on all the nodes (local and remote). 

Step 1 - Installation of the GRID Infrastructure with a single node. 
Launch the GUI for Grid Infrastructure installation. Select the Configuration Option to 
configure a New Cluster. Finish the installation procedures for a single cluster node. 

 
Figure 32. Oracle Grid Infrastructure Installation on a single node 

Step 2 – Adding a second node to the cluster 
Launch the GUI for Grid Infrastructure installation. Select the configuration option Add 
more nodes to the cluster.  Complete the setup to the Cluster Add Node Information and 
select the node to add. This can be done using a hosts.ccf file. 

 
Figure 33. Add second node to existing cluster 
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Step 3 – Verify ASM includes both nodes and Disk Groups are mounted 
After the Grid Infrastructure is installed for the single node cluster and the second node is 
added, launch the ASM GUI, verify that both nodes are seen by ASM and that all Disk 
Groups are mounted. 

 
Figure 34. ASM instances and Disk Groups  

Step 4 – Installing Oracle Database Software 
Launch the Oracle software installer. From Configuration Option select “Set up Software 
Only” and click Next. Then select “Oracle Real Application Clusters database installation”. 
Continue with installation steps and verify that the installation was successful. 

 
Figure 35. Installing Oracle Database Software  
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This section shows an example of an Oracle workload running across SRDF/Metro, on 
both sides, and demonstrates how it continues to run, despite a simulated disaster that 
causes the two storage systems to be partitioned (so that they can not communicate). 

Step 1 – A running SRDF/Metro Smart DR environment 
This figure shows the Metro state and the DR state of the protected storage group 
environments. It shows the Array IDs for the MetroR1, MetroR2 and the DR sites. 

 
Figure 36. Running SRDF/Metro Smart DR Environment 

Step 2 – A Unisphere view of the SRDF/Metro Smart DR Environment 
Here you see the state of the SRDF/Metro Smart DR Environment is “green,” indicating 
that the system is functioning normally both in SRDF/Metro and DR.  

SRDF/Metro 
Continuous 
Availability 
through failures - 
example 
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Figure 37. Unisphere view of the SRDF/Metro Smart DR environment 

Step 3 – Workload using Swingbench 
Swingbench is a Java-based load generator for Oracle. Order Entry is one of the load-
generating tests. It behaves like an OLTP application. This is a two-host cluster with 10 
users per host for a total of 20 users.   
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Figure 38. Swingbench running Order Entry on two Host Cluster 

Here is an example of tnsnames.ora that allows both load balance and failover.   

slob = 
  (DESCRIPTION = 
    (LOAD_BALANCE = ON)(FAILOVER = ON) 
    (ADDRESS_LIST = 
      (ADDRESS = (PROTOCOL = TCP)(HOST = dsib1190)(PORT = 1521)) 
      (ADDRESS = (PROTOCOL = TCP)(HOST = dsib1191)(PORT = 1521)) 
    ) 
    (CONNECT_DATA = 
      (SERVICE_NAME = slob) 
    ) 
  ) 

Step 4 – When a failure occurs on the MetroR1 side 
When a failure occurs on the SRDF/MetroR1 side, this is what you can expect to see in 
Unisphere for PowerMax. Both Metro and DR status will indicate a failure. 
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Figure 39. Unisphere View of the Link failure on SRDF/MetroR1 side 

Step 5 – Swingbench after link failure 
Since cross-links are not used in this example, one of the two database instances in the 
cluster does not survive the failure. The user sessions are migrated to the surviving 
database instance and continue running. Swingbench shows that all the user sessions 
continue to run and none were lost. 
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Figure 40. Swingbench after link failure 

Step 6 – Monitor MetroR2 side after link failure. 
The MetroR2 will become the new MetroR1 and its SRDF/A Leg will become active. The 
SRDF Groups for Array ID 449 remained online and the DR status is at “Warning” but not 
failed. 
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Figure 41. New MetroR1 with SRDF/A leg active 

Step 7 – Another view of the environment after a link failure 

 
Figure 42. View after link failure 

Step 8 – After link is recovered Re-Establish the SRDF/Metro 
After the links are recovered, an Establish operation is needed to re-establish the 
SRDF/Metro relationship. Once it is done the Metro Status will no longer be failed. Repeat 
this step for all environments. 
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Figure 43. Re-Establish SRDF/Metro after links recovery 

Step 9 – Another view of the Re-Established Environment  
After the environment is re-established the new MetroR1 will remain. This does not impact 
the functionality of SRDF/Metro Smart DR. 

 
Figure 44. Another view of the Re-Established Environment 

 
High Availability (HA) and Disaster Recovery (DR) capabilities are needed to protect 
mission critical data. The impact of not having a robust infrastructure is downtime, which 
translates to financial and client impact. As a result, companies cannot afford to have 
extended downtime. Oracle RAC provides automatic failover and load balancing for the 
database instances in a local cluster, with host-based mirroring options for Extended RAC 
across distance, though these often increase complexity and overhead. Dell EMC 
SRDF/Metro provides an Oracle Extended RAC solution that maintains simplicity and 
reduces overhead.  

Summary 
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Smart DR extends SRDF/Metro to allow an SRDF/A (Asynchronous replications) leg to a 
remote site, where both sides of the SRDF/Metro leverage a single remote copy of the 
data. SRDF/Metro together with Smart DR allows combining High-Availability (HA) with 
Disaster Recovery (DR) solution for Oracle workloads.  
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