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Abstract

This white paper introduces Dell EMC CloudIQ, a cloud-native application that
combines machine intelligence and human intelligence to provide IT
administrators with intel they need to take quick action and more efficiently
manage their Dell EMC environment so that users can get back to other business
needs. Supported on PowerMax (including VMAX), PowerStore, PowerScale
(including Isilon), PowerVault, Dell EMC Unity (including Unity XT), XtremlO, SC
Series, VxBlock, VxRail, PowerProtect DD, PowerProtect Data Manager, and
Connectrix switches.
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Executive Summary

Executive Summary

With our busy daily lives, it is important to find easier and faster ways to manage IT infrastructure. With
CloudIQ, Dell EMC seeks to simplify the user experience when it comes to proactively monitoring the Dell
EMC storage environment. With support for PowerMax (including VMAX), PowerStore, PowerScale (including
Isilon), PowerVault, Dell EMC Unity (including Unity XT), XtremlO, SC Series Storage Systems as well as
VxBlock Converged Systems, VxRail Hyperconverged Systems, PowerProtect DD, PowerProtect Data
Manager, and Connectrix switches, Dell EMC is providing a single interface to simplify the user experience in
every possible way.

CloudIQ is designed to deliver faster time to insights?! for customers, such as:

Up to 10x faster to predict capacity approaching or almost fullt

Up to 16x faster to identify HA problems?

Up to 50% fewer steps to identify anomalies in system performance?!

Upto 1.4x faster to idehtify a finoisy neighboro LI
Up to 42x faster to find reclaimable storage?

=A =4 =4 4 -4

This white paper describes the CloudIQ features that are available in a consolidated user interface through
any HTMLS5 browser. Users can also access CloudIQ on their iOS or Android mobile device.

As a Software-as-a-Service solution, CloudlQ delivers frequent, dynamic, nondisruptive content updates for
the user. CloudIQ is built in a secure multitenant platform to ensure that each customer tenant is properly
isolated and secure from other customers.

Audience

This white paper is intended for Dell EMC customers, partners, and employees who are interested in
understanding CloudIQ features and how to monitor the following Dell EMC systems: PowerMax (including
VMAX), PowerStore, PowerScale (including Isilon), PowerVault, Unity (including Unity XT), XtremlO, SC
Series Storage Systems, VxBlock Converged Systems, VxRail Hyperconverged Systems, PowerProtect DD,
PowerProtect Data Manager, and Connectrix switches.

1 *Based on an April 2020 Principled Technologies Report commissioned by Dell EMC, "Dell EMC CloudIQ streamlined the user experience in five cloud-based storage
preventive management tasks", compared to HPE InfoSight with an HPE Primera array vs. CloudIQ with a Dell EMC Unity array. Actual results may vary. Full report:
http://facts.pt/m8a5u3v

7 Dell EMC CloudIQ: A Detailed Review | H15691.3



CloudIQ Overview

Terminology

CloudIQ Collector i A small virtual machine distributed as a vApp that enables collection of VMware and
Connectrix data. The Collector retrieves information from the target objects (vCenter or switches) and sends
the collected data back to CloudIQ using Secure Remote Services Gateway. For VMware, the Collector
communicates to vCenter using the VMware API and requires a user with read-only privileges. For
Connectrix, the Collector communicates to the individual switches using REST API and uses a nonprivileged
user. A single collector can be used for both VMware and Connectrix.

Secure Remote Services i Provides the remote connectivity that enables Dell EMC storage platforms,
VxBlock Converged Systems, and the CloudIQ Collector (for Connectrix) to connect to CloudIQ. Secure
Remote Services allows Dell EMC to securely transfer files, such as logs and dumps, from the systems.
There are two types of Secure Remote Services: Integrated and Centralized.

Integrated Secure Remote Services i Embedded in Unisphere for Dell EMC Unity arrays. It is
recommended for Unity customers who do not want to use a centralized gateway server. Secure Remote
Services communication uses ports 443 and 8443 (HTTPS) and needs unrestricted access to the Global
Access Servers (GAS).

Centralized Secure Remote Services i connects the system to a Secure Remote Services gateway server
installed on a customer site. It allows for HA capabilities when multiple Secure Remote Services VE servers
are installed. Secure Remote Services Centralized communication uses ports 443 and 9443 (HTTPS) and
needs unrestricted access to the Global Access Servers (GAS).

SupportAssist i Provides the remote connectivity that enables SC Series, PowerStore, and PowerVault
systems to connect to CloudIQ and send associated data packets for performance, capacity, and health
monitoring. SupportAssist allows Dell EMC to securely transfer files, such as alerts, performance stats,
capacity, and configuration information from the systems.

Unisphere i The graphical management interface that is built into Dell EMC storage systems for configuring,
provisioning, and managingthes y st ems & f eat ur e s ,andPowerMaxEVIMAX, §deths,Uni t vy
Unisphere connects to CloudlQ using Secure Remote Services; for SC Series, it connects using

SupportAssist.

PowerVault Manager i The graphical management interface for PowerVault storage systems. Connectivity
to CloudIQ is established in the Settings section of PowerVault Manager using SupportAssist.

PowerStore Manager i The graphical management interface for PowerStore storage systems. Connectivity
to CloudIQ is established in the Settings section of PowerStore Manager using SupportAssist.

Web Ul'T The graphical management interface for XtremlO storage arrays. Web Ul is part of XMS i XtremIO
Management Server, which connects to CloudIQ using Secure Remote Services.

DD System Manager i The graphical management interface for PowerProtect DD systems. Connectivity to
CloudIQ is established in the Maintenance section of DD System Manager using Secure Remote Services.

8 Dell EMC CloudIQ: A Detailed Review | H15691.3



CloudIQ Overview

1 CloudIQ Overview

CloudIQ is a cloud-based application that provides for simple monitoring and troubleshooting of your Dell
EMC IT infrastructure and Connectrix SAN environment. It leverages machine learning to proactively monitor
and measure the overall health of systems and SAN switches through intelligent, comprehensive, and
predictive analytics. CloudIQ is available at no additional charge for products with a valid ProSupport (or
higher) contract. CloudIQ is hosted on Dell Technologies Private Cloud which is highly available, fault-
tolerant, and guarantees a 4-hour Disaster Recovery SLA.

CloudIQ provides each customer an independent, secure portal and ensures that customers will only be able

to see their own environment. Each user can only see those systems in CloudIQ which are part ofthatu s er 6 s
site access as defined in Dell EMC Service Center. Customers register their systems with their Site ID. For

SC Series and PowerVault systems, a new site ID is created, named after the system ID, for each system

selected to be viewed in CloudIQ.

The discussion below elaborates on the various features and functionality in CloudlQ. Some details will vary
by product type. For specific details per product type, consult Online Help, which is updated with each new
feature added into CloudIQ.

1.1 Key Values of CloudIQ

Reduce Risk i CloudIQ makes daily IT administration tasks easier by helping you identify potential
vulnerabilities before they impact your environment. Leveraging a suite of advanced analytics CloudIQ helps
answer key questions IT Administrators deal with regularly, using features such as: Proactive Health Scores,
Performance Impact Analysis and Anomaly Detection, and Workload Contention Identification.

Plan Ahead i CloudIQ helps you stay ahead of business needs with short-term Capacity Full Prediction and
Capacity Anomaly Detection, as well as longer-term Capacity Forecasting. It allows users to leverage subject-
matter expertise to identify potential risks before they impact the environment and machine learning to
pinpoint deviations for faster resolution.

Improve Productivity T CloudlQ helps users improve productivity of your IT resources, staffing, and
equipment by:

1 Providing a Single Pane-of-glass view of your environment that extends view into virtual infrastructure
with our VMware integration

1 Enabling Trusted Advisor access for added oversight

9 Delivering immediate time-to-value with easy access
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CloudIQ Requirements

CloudIQ is available to all customers with the following Dell Technologies systems:

Type of Data

Product Models

Minimum Code
Version

Dell EMC Unity XT, All Flash, Hybrid, and UnityVSA i Professional Edition Unity OE 4.1 and later
PowerStore PowerStore X and PowerStore T PowerStoreOS 1.0 and
later
SC Series SC All Flash and SC Hybrid 7.3.1 and later
PowerMax/VMAX VMAX 10K, 20K, 40K, 100K, 200K, 400K, 250F, 450F, | Unisphere 9.0.2.10 and
850F, 950F; PowerMax 2000, 8000 later
XtremlO X1 and X2 XMS 6.2.0 and later

PowerScale/lIsilon

Gen 5 and Gen 6

OneFS 8.2 and later

PowerVault

PowerVault ME4

Firmware GT280R004
and later

Converged Infrastructure

Vblock 340, 350, 540, 740

VxBlock 340, 350, 540, 740, 1000

VxBlock Central 2.5
and later

VMware 6.5 and later

VxRail

4.5.215 and later
4.7.100 and later
7.0 and later

PowerProtect DD

DD9900, DD9400, DD6900, DD3300, DD9800,
DD9500, DD9300, DD6800, DD6300, DD7200,
DD4500, DD4200, Data Domain Virtual Edition
(DDVE)

DDOS 7.4.0.5 and later

PowerProtect Data
Manager

PP Data Manager 19.0
and later

Connectrix B-Series

Connectrix Brocade

FOS 8.2.1a and later

Connectrix MDS Series

Connectrix Cisco

NX-OS 8.2(2) and later,
except for NX-OS
v8.3(1)

VMware

ESXi 5.5 and higher
(some metrics
available at 6.0+)

Dell EMC CloudIQ: A Detailed Review | H15691.3

D&ALTechnologies



CloudIQ Overview

1.3 CloudIQ Data Collection

Details on configuring Dell EMC infrastructure,

Connectrix, and VMware for CloudIQ can be ML E M C
found in Appendix A of this document. After the
Dell EMC systems or Connectrix switches have

established connection to CloudIQ, data will be
collected and available to the user in the

CloudIQ user interface. Dell EMC systems are ot sccess
connected through Secure Remote Services or =
SupportAssist. CloudlQ receives Connectrix and % "
VMware data by way of a local collector that Remote Support Support Assist
sends the data through Secure Remote Services ey
to CloudIQ. Romote Supor

llll

~ Cloud

The frequency with which data is updated in CloudIQ varies based on the type of information and the type of
system. The following table shows the types of data and the frequency with which CloudIQ updates this
information for Dell EMC Unity systems; collection for other systems is comparable:

Type of Data Sample Update Frequency
Alerts 5 minutes

Performance 5 minutes

Capacity? 1 hour

Configuration? 1 hour

Data Collection? Daily

1 Connectrix and VMware collect at 5-minute intervals
2 Dailynialklol !l ection

CloudIQ maintains up to 2 years of historical data for systems that are being monitored. The details of the
data retention are as follows:

Alerts: 2 years
Configuration: 2 years at hourly intervals

Performance Data:

5 Min Interval Hourly Interval Daily Interval
System level 100 days 2 years 2 years
Object level 22 days 90 days 2 years
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CloudIQ Features

CloudlQ makes it faster and easier to analyze and identify issues accurately and intelligently, by delivering:

1 Centralized monitoring of performance, capacity, system components, configuration, and data
protection. CloudlQ also provides details about Converged, Hyperconverged and Storage Systems,
Storage Pools, Block and File Storage Objects, Data Protection, Connectrix switches, and VMware
environments.

1 Predictive Analytics that enables intelligent planning and optimization of capacity and performance
utilization.

1 Proactive Health Scores for monitored systems and SAN switches. CloudlQ identifies potential issues
in the storage environment and offers practical recommendations based on best practices and risk
management

Centralized Monitoring

CloudIQ allows you to improve your system health by providing instant insight into your Dell EMC IT
environment without the maintenance of installed software. The Overview Page summarizes key aspects of
the environment so that users can quickly see what needs to be addressed and provides hyperlinks to easily
open more detailed views. Some examples of these summaries include Proactive Health Scores, Capacity
Predictions, Performance Anomaly and Impact Detection, and Reclaimable Storage. These features and
others are discussed in detail below.

Predictive Analytics
Cloudl Q6s advanc e d differemtiate itcfronm other manitcairig yard ireposting tools.

Performance Anomaly and Impact Detection

Using machine learning and analytics, CloudIQ identifies performance anomalies (supported across all
storage platforms and Connectrix switches). It compares current performance metrics with historical values to
determine when the current values deviate outside of normal ranges. This feature provides timely information
about the risk level of the storage systems with insights into conditions and anomalies affecting performance.

In addition to performance anomalies, CloudIQ goes one step further and identifies performance impacts
(supported for PowerMax, PowerStore, and Unity systems). CloudIQ analyzes increases in latency against
other metrics such as IOPS and bandwidth to determine if an increase in latency is caused by a change in
workload characteristics or competing resources. In the case where an impact is identified, CloudIQ also
identifies the most likely storage objects causing the resource contention. By differentiating between changes
in workloads characteristics and workload contention, CloudIQ enables users to narrow the focus of
troubleshooting on when actual impacts to performance may have occurred.

Capacity Trending and Predictions
CloudIQ provides historical trending and both short- and longer-term future predictions to provide intelligent
insight on how capacity is being used, and what future needs may arise.

1 Short-term Capacity Full Prediction: CloudIQ uses a daily analysis of capacity usage to help users
avoid short-term data unavailability events by starting to predict, within a quarter, when capacity is
expected to reach full.

1 Capacity Anomaly Detection: CloudIQ uses an hourly analysis of capacity usage to identify a sudden
surge of capacity utilization that could result in data unavailability. This anomaly detection helps to
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avoid the 2:00am phone call resulting from a sudden capacity utilization spike due to a potentially
runaway query or rogue actor in the environment.

1 Longer-term Capacity Forecasting: CloudIQ helps users more intelligently project capacity utilization
so that they can plan future capacity requirements and budget accordingly.

Proactive Health Score

The Proactive Health Score is another key differentiator for CloudIQ, relative to other monitoring and reporting
tools. CloudlQ proactively monitors the critical areas of each system to quickly identify potential issues and
provide recommended remediation solutions. The Health Score is a number ranging from 100 to 0, with 100
being a perfect Health Score.

The Health Score is based on the five categories shown in the table to the left. Some examples of how
Proactive Health mitigates risk are:

Category Sample Health Issues

B | Components Physical components with issues: for example, faulty cables and fans
£ | Configuration Non-HA Hosts connections

= | Capacity Pools or Clusters that are oversubscribed and reaching full capacity

1 | Performance Storage Groups not meeting their SLO

@ | Data Protection E;E:Cc;very Point Objectives not meeting native replication and snapshot

Note:

The Components and Data Protection categories do not apply for PowerMax/VMAX systems.

The Performance and Data Protection categories do not apply for PowerVault ME4 Series systems.
The Data Protection category does not apply to VxRail systems.

Only the Components category is currently used for Connectrix switches.
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CloudIQ Ul Layout

This section discusses the layout of the user interface.

Navigation Pane

The left navigation bar is designed to provide clear visibility into CloudIQ m= Overview
functionality to streamline access to information. The top-level menu selections -
are task-oriented, directing the user to the appropriate section of the user ] Health y
interface to access the necessary information. The navigation bar consists of the
following selections: B Inventory v
Overview i Access the overview page that provides high-level summary & Capacity v
information and some detailed information about the health of the storage
environment, allowing users to quickly identify potential risks. This information @ Performance v
includes the Proactive Health Score, predictions on when pools and clusters will § Reports y
reach full capacity and system performance impacts. B

75 Lifecycle v
Health i View the multisystem System Health page for Storage, SAN,
Hyperconverged, and Data Protection showing the proactive health scores # Admin o
across the environment. View an aggregated list of all health issues, alerts, and

available system updates.

Inventory 7 View the multisystem Inventory page for Storage, SAN, Converged, Hyperconverged, and Data
Protection showing the system code versions, location, site, and contract status for all systems in the
environment. This menu also includes a link to the aggregated listing and detailed views for Hosts.

Capacity 7 View the multisystem Capacity page for Storage, SAN, Hyperconverged, and Data Protection
showing system level capacity information. This view includes the overall efficiencies to support the Dell EMC
all flash guarantee. For SAN switches, capacity is displayed in terms of ports. Also access the aggregate and
detailed Pools listing as well as the Reclaimable Storage listing.

Performance i View the multisystem Performance page for Storage, SAN, and Hyperconverged showing
system level performance KPIs for all systems and switches. Also access the Metrics Browser for more
detailed performance analysis.

Reports i Create and view custom reports. Reports can consist of both tables and line charts. They can be
exported on demand or scheduled to be emailed to a specified list of recipients.

Lifecycle i View life-cycle milestones for the components in Converged Systems. This view includes
timelines that display the following milestone dates: General Availability, End of Life, End of Support, End of
Renewal, End of Service Life.

Admin T Includes links to various administrative tasks. The Customization section allows users to temporarily
pause connectivity health checks for hosts connected to Unity and SC Series systems and capacity health
checks for Unity file systems. The Collectors section is where users can download the CloudlQ Collector for
VMware and Connectrix and see the status of all installed Collectors. The Connectivity page shows the
connectivity status of all CloudlQ capable systems and allows users to onboard SC Series, PowerVault, and
VxBlock Converged systems. The Settings menu is used to configure access for User Community and
Customer Support as well as email notification settings. The Settings section also allows users to set filters on
which systems they want to see in both the CloudIQ user interface and the mobile app.
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Global Search

The Global Search feature helps users quickly find Systems, Hosts, Pools, Storage Resource

Pools, Storage Groups, LUNs/Volumes, File Systems, Virtual Machines, and MTrees/Storage Q,

Units. Users can specify a few keywords and get a summarized list of top matches. From

there, users can click an item to access its details or go to an expanded view with all matches.

Online Chat, Feedback, and Dell Support

Selecting the comment icon allows the user to open a chat session with Dell Customer
Support, submit feedback to the CloudlQ product team, or open the Dell Support
website. When opening a live chat session, the user will need to provide the serial
number of the system in question.

Help and Wh astNéw in CloudIQ

CloudIQ is updated frequently to deliver helpful new content to users. As such,
please use the CloudIQ Simulator (https://cloudig.dell.com/simulator) to view the
latest features which may not be documented in this paper.

New features can be seen by clicking the icon on the top menu bar.

The AWhat s New i n appear ghdwin@ tecemt chardjesandwi | |
enhancements. Clicking fiview All Enhancementso displays a historical list of all the
updates. The most recent information is presented first, and users can scroll down

Q m & &
Online Chat
ell Suppo
Q 0 €
Help with Overviey
Help
What's New

the list to see the monthly evolution of CloudIQ since its introduction. This display
can be turned off by slidingthe™ o n 6 t s hirowutil thg reext updateo button.

Selecting the user icon allows the user to switch companies if they have access to multiple sites and sign out

of the Ul.
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Overview Page

The Overview Page provides a consolidated view of the Dell EMC environment. This page is the highest-
level summary of the environment providing users with a roll-up of the key factors to understand the overall
health and operation of the IT infrastructure.

il CloudIQ

§  Overview
Bd Health

Inventory

y  Capacity

Performance

Reports
% Lifecycle

& Admin

] System Health

GOTO SYSTEM HEALTH

8 Capacity Approaching Full

© 3 imminen

Wil Performance Impacts

1 rul

Anomaly

3 within 2w

Connectivity 1o CloudiQ ~

&l Devices (38) -

(20]
Capacity -40

The storsge pool Test_Dev_Peolt’is full and oversubscribed

eek 18 withinamonth 2 Within 3 quarter

This poel is at risk of running out of
space within 5 hours .

Performance Impact

a o & 2
Contract Expirztion @ 6  Collectors >
B System Alerts Laet 24 Hours
(e 4 9
Gritical Ero Warning
60TO ALERTS
@ Support

Suppert for 2l of your Dell Systems

DELL SUPPORT

] Systems Needing Updates

o1 7

Urgent

Recommended

Update

System Code

50 TO UPDATES

19.0TB

Busin - 7.61TB(7.6%)

50 TO RECLAIMABLE STORAGE

There are three tiles along the top of the Overview page (minimized in the above image, but shown below).

Connectivity to CloudIQ i Shows the connectivity status for all systems registered in CloudlQ and the
CloudIQ Collector. Systems are displayed in the following four categories:

=A =4 =4 -4

Install Base Issues: CloudIQ cannot display due to Install Base configuration issues.
Lost Connection: Systems that have lost connection and are no longer sending data to CloudIQ.
Not Set Up: Systems that are not set up to send data through Secure Remote Services to CloudIQ.

Connected: Systems that are successfully sending data to CloudIQ.

Selecting each category redirects the user to the Connectivity Page and displays a filtered list of systems and
collectors corresponding to that connectivity status.

16
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Contract Expiration T Shows the number of systems with contracts that are:

1 Expired
1 Expire within a month
1 Expire within a quarter

The user can select the number to open a window with the list of systems that meets the expiration criteria.
Systems whose contracts have expired will be removed from other standard CloudIQ views.

Collectors i Displays number of CloudIQ Collectors that have

9 Issues that need to be resolved
1 Available Updates

The user can select the number in each category to view a filtered list of collectors from the Collectors view.

Connectivity to CloudIQ Contract Expiration Collectors e
All 42 systems are connected Q5 1 1 1
\/ Expired Within a Month Within a Quarter Updates Available
System Health i Categorizes all monitored i System Health AllDevices (36) -

products into three ranges of health scores:

il Poor: 0-70 POOR FAIR GOOD
1 Fair: 71-94
1 Good: 95-100 o o
Un kn own: LISt Of systems Whose Um:y;’SA.FC‘\CHCE‘TEESEFS Storage System .
T y Capacity -40

health score cannot be calculated. 60
This situation could indicate a

connection issue.

The storage pool Test_Dev_Pool1' is full and

60 oversubscribed

GO TO SYSTEM HEALTH

Sel ect i ngnumberabmgghe sof

the tile displays the system names and health scores for that range, sorted from low to high. The chart is
interactive allowing the user to select a system in the list to display its Top Health Issue in the right pane. This
window displays the most impactful issue affecting the health score. Selecting the system name hyperlink
directs the user to the Health Score tab of the systems details page. There is also a filter that allows the user
to filter this tile on the following product types:

Storage Systems

SAN Systems

HCI Systems

Data Protection Systems

E
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Capacity Approaching Full 7 Leverages predictive analytics to identify the storage pools, clusters, and file
systems running out of space. The chart is interactive allowing the user to select each object to display a
trend line of the historical capacities. For Unity and PowerVault storage pools, PowerMax storage resource
pools, PowerStore, VxRail, PowerScale/lsilon, and XtremlO clusters, and Unity File Systems, a forecast
capacity chart is also shown. The estimated time range until each pool, cluster, or file system will be full is
shown as:

& Capacity Approaching Full T

1 Imminent (predicted to run out of

oV O3 imminent  Tra 3withinaweek 18 withinamonth 2 Within a quarter
space within 24 hrs.) E—
T Full et
. . :::,\j:f!:]\jF’eFE:‘;::E'_FOG‘Z R within 5 hours
ﬂ Within a week o - This pool is at risk of running out of
ﬂ Within a month AiiourlMer Within 18 hours space within 5 hours .
1 Within a quarter e wiin Shours

There is a pull-down menu that allows the user to filter the tile based on object type: File Systems, Pools, or
Clusters.

Note that the Imminent risk category is currently supported for Unity and PowerVault storage pools,
PowerMax/VMAX storage resource pools and Unity file systems. It will expand to include other platforms in
the future.

Selecting the object name hyperlink directs the user to the Capacity tab on the object details page. This could
be the pool details page, file system details page or the cluster details page, depending on the object type.

Performance Impacts i Currently supported [ performance impacts 4 systems with performance impacts
for PowerMax, PowerStore, and Unity
systems. Utilizes CloudIQ analytics to
identify when there are performance impacts
on a system due to a possible resource
contention. It will also identify the existence
of performance anomalies where the current
system workload is outside of expected
boundaries based on historical workloads.

*  Latency (Last 24 hours)

Market Research 2 200 800 9. Feb 06:00
UNITY XT 880F | FCNCHO972C32F4 | Storage System

W Lstency Historic Seasonality ~ « Anomaly Performance Impact

The chart is interactive allowing the user to select an impacted system and see the block latency of that
system over the last 24 hours in the right pane. Both performance impacts and performance anomalies are
highlighted in the chart. Selecting the system name hyperlink directs the user to the Performance tab of the
system details page where the user can see more detailed performance information for the system.

System Alerts i Summarizes the alerts collected by CloudIQ

- . FJ System Alerts Last 24 Hours
over the last 24 hours across the Critical, Error, and Warning
severity levels. Clicking a number opens a list of alerts in the
Alerts window filtered by the selected severity level. Selecting 9 3 4 9_
the AGALERISO | ink nav afiteedbss crites e Haming
of alerts, across all severity levels, from the last 24 hours. 60 TO ALERTS
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Systems Needing Updates 1 This tile identifies systems that have & Systems Needing Updates
either Urgent or Recommended system code, firmware, or management
software updates available. It shows the system and the type of update.
Selecting the AGO TO UPDATESO 1| i.nk
This page shows all available code, firmware, and software updates

across all systems and includes links to download the updates. Selecting
the system name hyperlink directs the user to the Configuration tab on

the system details page.

o1 7

Urgent Recommended

ystem Name Update

System Code

GO TO UPDATES

Support 1 Link to the Dell Support Site for a cloud-based

. N S 1
dashboard with service insights for managed systems. @ Suppor

Support for all of your Dell Systems

DELL SUPPORT

Reclaimable Storage i This tile summarizes PowerMax, Unity, SC S Reclaimable Storage H
Series, and PowerVault ME4 systems that have reclaimable storage.
Each system with reclaimable storage shows the total amount of used, 2
reclaimable (of used) and free storage. Selecting the system name e e
hyperlink directs the user to the Capacity tab on the system details L 7Z
page. Product D gllyjseq 15978 (8% 2TB(7%)
% Reclaimable (of used) 7.61TB (7.6%)
Free 69.3TB (82.3%)
Finance suu.u GB (0.4%)
I

GO TO RECLAIMABLE STORAGE
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3 Health

3.1 System Health

The System Health page displays the Proactive Health Score for all systems across all products in a
consolidated view. There are two tabs, STORAGE and SAN, that organize the storage systems and switches
into individual views. Users can quickly identify the systems at highest risk along with the number of issues in
each category that makes up the health score.

CloudIQ uses up to five categories to determine the Proactive Health Score presented on the System Health
page: Components (E), Configuration (E’), Capacity (=), Performance (m), and Data Protection (GB).

Note: PowerMax and VMAX systems do not currently include health issues in the Components or Data
Protection categories. CloudIQ will display a dash (0 ) for these categories.
Note: PowerVault ME4 systems do not include the Performance or Data Protection categories. CloudlQ
will display a dash (0 ) for these categories.
Note: VxRail systems do not include the Data Protection category.
Note: Connectrix switches currently use only the Components category.
llle CloudiQ Q& a
] Gz System Health
A Health ~
Syetem bt STORAGE SAN HCI DATA PROTECTION
Health Issues ZGSystems = M
System Updates @ l?tf\}gx\DerrlCHCETZESZFS @ ﬁ;ﬁiﬁ’gl&.ﬁg‘?\nagemem @ S:ivusi\‘:lzE?JZZSEELM\SLFAGEFISP @ EbzfrejtluerF?b?E?—gg\ielglFl
E Inventory v Health Score Issues Heaith Score Issues Health Score: Issues Health Score Issues
. 3 5 T 6
[l Performance ~
B QQ gE@sovy @DQ gEa@smoy @,9 ga@asmy Z,Q gEz@saoy
B Report: v VRV N R 4 v 30 - - RV VRS ~ 30 v
3 Lifecycle ~
N @ HR_Remote 80) Finance Data Center 85 Remote DC @8) Market Research
£ Admin v \ I50F | 000296800647 Isilon Cluster | ELMISLFAGEF123 SC5020F | 92252 UNITY XT 880F | FCNCHO972C32F4
2 1 2 3
Z,Q gepsmy Eocsmy BE@asmU E@smoy
@) Finance 89) Research and Development @4 ERP Remote @ ufacturing_Dev
PowerMax_2000 | 000197900049 ME4024 | MULZWGR X2-T| SI000174657731 -Store 9000 | RV429L63
T 3 1 T
emsmoy EE;I:IL’IU BE@smyQ gm,S EB;HIU

Each system has a health score displayed in the circle (ranging from 100 to 0) which is calculated as 100
minus the issue with the greatest impact. Each of the five categories has either a green check mark, a
negative number, or a dash. The green check indicates no issues are present for that category. A negative
number represents the deduction for the most impactful issue in the category. A dash indicates that the
category is not supported for that system type. This approach is intended to help users focus on the most
significant issue for the system, so that they can resolve the issue to improve the health score.

The Health Score range is as follows:
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1 Good =95i 100 (Green)
1 Fair =711 94 (Yellow)
1 Poor =0i 70 (Red)

il CloudiQ Q @ &

CF overview

System Health

F  Health ~
STORAGE SAN HCI DATA PROTECTION
System Health
Health Issues 6 Systems = M
Alerts i i . .
@ Production SAN Extension @ Stretch Cluster Extension @ Production West
System Updates Connectrix ED-DCX6-48 | EAF300MO01 Connectrix DS-G620 | EAF300M003 Connectrix MDS-9718 | JPG194001DK
E Inventory v Health Score. ssues Health Score ssues Health Score Issues
& capety . 1 1
[l] Performance v 7 O 7 O 9 6
_ POOR B m POOR em 00D BEm
2 Reports ~ 30 — i J— 4 -
o Lifecycle v
@ SRDF LINK @ Dev SAN @ Production East
@ Admin v Connectrix DS-6510 | EAF300MO00 Connectrix MDS-9132T | JPG2128002T Connectrix MDS-9396 | JPG194000DK

Health Score ssues Health Score

() (). ().

The System Health Score is displayed in the color that corresponds to the range. Blue coloring with a dash
instead of a number indicates a system that has recently been added to CloudIQ and does not yet have a
calculated health score. Gray coloring with a number indicates a connectivity issue which leads to an
uncertain health score. In this case, the user should check the system connectivity.

The Card view, shown above for both Storage and SAN, is the default view for this page. Users can

alternatively choose the List view, by selecting the List View Icon ( “= ) in the upper right of the window. The
list view is shown on the next page for Storage. This view may be more useful for larger environments
because it allows for a more condensed view of the information and the ability to sort columns. The list view is
also used to display and edit custom labels. Custom labels are covered in detail in Chapter 16.

Users can also export the data from many of the views in CloudIQ to a CSV file by selecting the Export CSV
icon (ﬂ) in the upper right of the view. Exporting the data from any of the multisystem views exports the data
from all the multisystem views including the information displayed in the Health, Inventory, Performance, and
Capacity views. The exported information includes either the Storage, SAN, HCI, or Data Protection views
depending on where the user initiates the export.

Users can filter the systems in both the Card View and List View by selecting the Filter icon () and
entering in various criteria. The available criteria vary based on the view, but examples include System Name,
Product Type, Heath Score, Site Name, and Location. The filter settings stay in effect until the user clears the
filter or logs out of the UI.

Each view provides the following information:

1 Scorei CloudlQ Proactive Health Score for system
1 Name i User-defined name of system
1 Model i Specific model of system
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1 Serial number i Unique serial number or identifier for the system

Selecting an individual system from either the card view or list view navigates the user to the System Details
page. These pages are discussed for each system type later in this paper.

o

i

]
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ullllne CloudIQ

Overview

Health

System Health
Health Issues
Alerts

System Updates

Inventory

Capacity

Performance

Reports

Lifecycle
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System Health

Health
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FCNCH0972C32

000197800049

MJLZWGR

SI000174657731

RVA29L63

FCNCH0972C32

95148

000194900732

Model

UnityVSA

ME4D12

PowerScale Clu.
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3.2 Health Issues

The Health Issues page displays a comprehensive view of all the current health issues across the
environment. The user can click the Refine button to filter the view to show a subset of systems based on the
system name. When the user starts typing the name of the system, a prepopulated list of system names is

displayed that contains the entered text.

ulllin. CloudIQ
oo )
£5 Overview Health Issues
Al Health ~ = Bco
System Health .
Health Issues
Alerts 3
Test_Dev (UnityVSA) rearn score @ ssues
System Updates Ly ()
B inventory v -4(Q  Thestorage pool Test_Dev_Pool1' is full and oversubscribed
S Capacity h _A()  Thefile system TD_Pool_NAS Datastore1"is full.
[] Performance v
-4(Q  Thefile system TD_Pooll_NAS DatastoreZ is full.
[E Reports v
= Lifecycle v Account Management (ME4012)  teaith score @ ssuzs D
{8 Admin ~ -4Q  Controller A: The controller is not operationa
-30  The storage pool ‘Account Management_PoolA' is oversubscribed and growing at a substantially increasing rate, predicted t...
-10  Disk'0.09: The disk in this slot or the midplane has a probable hardware failure,
-10  Disk'0.04: The disk in this slot or the midplane has a probable hardware failure,
-10  Disk'0.10: The disk in this slot or the midplane has a probable hardware failure,
Security Office (PowerScale Cluster) teann scoe @ ssues |
-40 Node pool Camera Recording Data Pool (node pool ID: 1) is at or over capacity.
vmbackup29 (DD400) resinscars @Y suss 1
-4 Unable to access a disk and the disk state s foreign. Enclosure=3 Disk=42 EnclosureSerialNumber=APM00171418805 Disk
<

Capacity

Capacity

Capacity

Components

Capacity

Components

Components

Components

Capacity

Components

3.3 Alerts

The Alerts page displays all alerts associated with the monitored systems. The Refine button allows the user

to filter alerts based on the following criteria:

91 Date i Date range
1 System i System Name or ID
1 Product i Product type

o0 PowerMax
PowerProtect Data Manager
PowerProtect DD
PowerScale
PowerStore
SC Series
Unity
VxRail
XtremlO

O O 0O 0O O O O O
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1 Severity
o Critical i Event that has significant impact on the system and needs to be remedied
immediately
o Errori Eventthat has minor impact on the system and needs to be remedied
o Warning 1 Event that administrators should be aware of but has no significant impact on the
system
o Information i Event that does not impact the system functions
1 Acknowledged
o Acknowledged i Event that has been reviewed and acknowledged on the system
o Unacknowledged i Event that has not been acknowledged on the system

Note: Alerts shown in CloudIQ originate from the system and can only be acknowledged and
unacknowledged on the system.
Note: Alerts for PowerVault ME4, Connectrix, and VxBlock systems are not yet supported.

The alerts are grouped in current and o o ab 26 2016, 2221 A1 UTC
weekly sections. A checkmark on the
right side of the alert row indicates that SystemName  TestDev  Serisl Number FCNCHO972C32F3
the alert has been acknowledged. More s T
details pertaining to an alert can be seen
by selecting the alert.

Storage pool Test_Dev
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