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Technology and end
~ users are
transforming the way
work getsidone.




How do you balance transformation complexities?

Nearly 7 full 53% of IT leaders are struggling to ITDMs spend up to 25% of
workdays to deploy keep up with the increasing their time monitoring and
1000 devices diversity of devices troubleshooting
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Dell Technologies Unified Workspace
Powered by VMware Workspace ONE
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Workspace™ ONE™

DEPLOY SECURE MANAGE SUPPORT
Award-winning Trusted Modern Services &
Devices Security Management Support

Industry’s most comprehensive solution to deploy, secure, manage, support
virtually all devices from the cloud



Modernised Business

IT Users

Easily keep applications
— and devices up to date
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Redefine modern deployment and management

Simplificationthrough intelligent automation
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Real-time, from the Cloud
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Modern device deployment approaches

Apple Device Enrollment Program as part of Apple Business/School Manager
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l'l Google: Android zero-touch enrollment
Android Samsung: Knox Enrollment
Apple Device Enrollment Program as part of Apple Business/School Manager + VMware Bootstrap
o Package
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1] Microsoft: OOBE and Windows Autopilot

L] |
Windows 10

Dell: Cloud and factory based provisioning

Rugged: Sideload Staging, Barcode Enrollment, QR Code, NFC Bump and Android ZTE
loT: QR code for Google Glass Enterprise Edition



Provisioning systems with Dell saves up to nearly a week of IT time per
1,000 devices deployed




Five steps to day-one productivity on new Dell PC’s

Define user

workspace in

Workspace
ONE

» Use Workspace
ONE to select
apps and device
configurations

« Export apps as
PPKG and
configuration as
Unattend. XML file

Send desired

workspace

set-up to Dell

« Send PPKG and

Unattend. XML file
to Dell

» Choose from latest

3 versions of
Windows 10 to
apply on device

Dell applies
workspace to
device in
factory

« Dell applies OS,

drivers and PPKG
in factory

» Dell reseals device

with Unattend. XML
file

Dell ships

device directly
touser or IT

« Dell ships device
directly to user or
to IT based on

customer
preference

User is ready to

work on first
boot of device

+ User powers on,

enters credentials
and starts working

« Workspace ONE

applies policy, user
specific apps and
more with continued
management
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Employee Experience Challenges with App Access

What are the main challenges your company faces related to identity management today?

50

Password External On-Premises  Centralization Too Many New Identity Next-Gen Usability EMM
Management Users AD Identities Initiatives Federation Apps Integration



The Disjointed App Access Experience

Issues employees face with no unified app catalog:

Disparate locations to access various types of apps

Wait hours/days to install new apps (IT oftenmust login as admin)
Submit tickets for AD lockouts/passwordresets

Poor security practices with no SSO (e.g. sticky notes with passwords)

Pooradoption of enterprise apps that make employees more productive




Empower Employees with Self Service

Unified Catalog to for easy accessto
any app on any device

No more remembering passwords for
various apps or logging into VPN

Seamlesslyinstall additional apps
with no IT intervention

Self service password reset and
BitLockerrecovery




Always Up to Date
cile Actl"ble
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Enterprises take a year or more (o
deploy Windows patches affecting
most or all of their endpoints

“...average and
the average
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Keep PCs protected with intelligence and automation

Always-up-to-date patching features risk scoring, analytics & automation

Adoption

Windows Vudnerabilties.

©5 Updates

Automation

w Reporling

Reports

Scheduled Reports

Settings

OS Versions  Patches

‘ Q Setup your Distribution Rings the dierent graupe of zare In your ecganivaton

Device Nat on Latest Windows Version

2k 34 (e

Device Nat on Latest Cumulative Update

Dawnioad G5V
Total Devices Test Ring
Name o Devices v Name
Review in Progress 54,703 Review in Progress
Ready to Upgrade 289 Ready to Uparade
Waon't Upgrade 74 Won't Upgrade

AUTOMATE

AUTOMATE

Devices v

12

220

o

SETUP

<z > be
N Windows 10 Vulnerability Detected
1045 Devices with KB4048954 not equal to “Installed.” CVE-2017-11847
CREATE VIEW DETAILS
Threat ID hd CVE Score hd Severity hd Impact A d
> CVE-2017-140987 . 899
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windows kernel in version 1709 allows attacker to run arbitrary code in kernal mode. Install pregrams aka "Windows Kernel Elevation of
Privilege Vulnerability.

CVE-2017-140987 [ ] 899
CVE-2017-140987 - 899
CVE-2017-140987 - 299
CVE-2017-140987 ' 899
CVE-2017-140987 [ ] 899
CVE-2017-140987 [ ] 899
CVE-2017-140987 - 299

100 - 120 of 280 items < 1 .456 .1

Predictive patching based
on device risk (CVE score),
reducestime to secure OS

Business steady machines
lower downtime and keep
users productive
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Securing the digital workspace with Workspace ONE

Proactively secure all attack vectors

NETWORK

Ex. Encryption, Micro-segmentation...

ENDPOINTS

Ex. Desired state assurance, Device Trust...
Workspace

ONE
APPS

Ex. Remoting, Containerization, DLP...

L
Digital
Workspace

WORKSPACE ONE TRUST NETWORK
INSIGHTS and AUTOMATION

D&ALTechnologi
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Zero Trust Conditional Access to Secure Corporate Data

Managed Device Managed Device Jail Broken Device
& In Network Scope & Out of Network Scope & Out of Network Scope

D&ALTechnologi
24 © Copyright 2019 Dell Inc. ECNNOIOYISS/Egrum



Zero Trust for Dell devices running Windows 10

Device: BIOS configuration and updates, and now BIOS verification

Operating System: Windows 10 Health Attestation

am Windows10
Users: Identity -

Applications: Certificates and Application Guard 8\\/

Network: Trust Network, per app VPN + NSX and Secureworks

_______________________________________ 0

All backed by automated compliance and conditional access
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Isit TechZone & Test Drive for More Information

Test Drive to Try Yourself TechZone for Technical Resources

TestDrive.VMware.com TechZone.VMware.com

Start~  Workspace ONE  Horizon  Tools  Blog | Login
- Q
Ready to Use Experiences
Get started exploring VMware products right away on a completely set-up and integrated
envir nt. . .
e > Gverview Modernizing Windows 10 Management: VMware Workspace
 Initial Configura ONE Operational Tutorial

VMware Workspace ONE powered by INE U

simple, secure, and

vmware AirWatch, is
intelligence driven enterprise platform >
Workspace” ONE that delivers and manages any app or i

nat - in
any device Overview L
» Migrating Applications from SCCM
> Mi o fram Secn Introduction

VMware provides this operational tutorial to help you with your VMware Workspace ONE® environment
Workspace ONE Unif ( This tutorial consists of a series of exercises that walk through transitioning (co-managing) or transforming
Management (UEM) is a leading (replacing) Microsoft System Center Configuration Manager (SCCM) to VMware Workspace ONE® UEM

vmware hroloay th Lo q
technology that powers desktops anc > Removing the SCCM Clien (unified endpoint management).
Workspace ONE-UEM  obile devices. It includes full device

management, app-level management Audience
for BYOD and mu

3 Managing CSPs Using VMware
Policy Builder

Endpoint

more,

This operational tutorial is for PC lifecycle management (PCLM) administrators and Workspace ONE IT
administrators. Familiarity with networking and storage in a virtual environment is assumed, including Active
Directory, identity management, and directory services. Knowledge of additional technelogies such

as VMware Identity Manager™ and VMware Workspace ONE® UEM is also helpful.
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