


The Intelligence-Driven Digital 
Workspace Platform

Cristian RADU, Senior SE VMware



Confidential │  ©2019 VMware, Inc.Confidential   │ ©2018 VMware, Inc.

The Way People Work is Changing at a Dramatic Pace 

Yet the PC remains the 
core of how work gets 

done. 
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Traditional PC management hasn’t evolved for the modern workforce

Today’s Reality is a Barrier to Digital Workspace Success

Heterogeneous 
Tools

Increasing Threats
Siloed 

Organizations

Unengaged 
Employees

Legacy Technology

87% of employees worldwide are not engaged at 

work
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76%95%

Traditional PC Management Hasn’t Evolved for This Modern Workforce
Legacy client-server tools negatively impact your business

Increased 

Cost

Compromised 
Security

Poor User 
Experience

80%

Cost of post-deployment PC 
management and support

Breaches originate at 
endpoints

Don’t have apps from IT to get work 
done
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With Windows 10, Microsoft Enables 
“Modern Management” of PCs

Integrated MDM 
Framework

Simplified Device 
Onboarding

Cloud-based 
Management
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Modern Management Benefits vs. Traditional PCLM Approaches

TRADITIONAL MODERN

DEPLOYMENT

PATCHING

SECURITY

CONFIGURATION

APP MANAGEMENT

BUILT FOR THE 
MODERN 

WORKFORCE

High-touch

On-network only

Takes months to patch

Resource intensive

Poor compliance

Out-of-box for day one productivity

Over-the-air, across any network

From the cloud in minutes

Cloud-scale with zero CapEx

Real-time detection and remediation
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Workspace ONE Uniquely Delivers Full PC Management from Cloud
Combines native MDM simplicity with traditional management control to meet critical PC management 
needs

Granular Control

Workspace ONE

Combines MDM and Desktop 
Agent

MODERN

Simpler Management

TRADITIONAL
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The only complete Windows 10 modern management solution to transform the way IT manages PCs

Taking a leap beyond PCLM With Best-in-Class PC Lifecycle Transformation

Peer-to-Peer 
Distribution

Ready-to-work
Experience

Always-up-to-date 
OS updates

Device Health
Attestation

Win32 App
Management

Standard Baselines
& GPOs

Data 
Protection

Patch Analytics
& Automation

Granular 
Controls

SecurityOS Updates SoftwareConfigurationOnboarding

Asset 
Tracking

App 
Inventory

BitLocker 
Management

Company App 
Store & SSO

Factory
Provisioning

Out-of-the-Box
Deployment

MDM 
Configuration

Intelligent Insights and Rules Engine

BIOS / Firmware
Management

Delivery
Optimization

Sensors &
Compliance

Co-exist with
PCLM
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The New Norm to Address Cost and Complexity

Benefits of Modern Management with Workspace ONE

A
ll 
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ITSM
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m

Self-service Empowerment

Day Zero Productivity

Always  Up-to-date

Actionable Insights

Zero-trust Security

Real-time, from the Cloud

Physical and Virtual
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Significant IT and user efficiencies for Windows 10 Management

2/3rd

Cost Reduction

Silo-less management at 
reduced TCO

Source: VMware desktop assessments composite data; Dell Configuration Services; Forrester Total Economic Impact (TEI) report

Note: All costs per device per year. Deployment costs accrued 
assuming a 3 year refresh cycle. 

$0

$100
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$300

$400

$500

$600

$700

$800

Traditional Modern
Deployment Software Administration Support Maintenance

$718

$276

IT provisioned 

Siloed tools

High IT-touch

Helpdesk 

Infrastructure 

Factory provisioned 

Workspace ONE

UEM efficiencies

Self-service

Zero-server footprint

Workspace ONE Drives TCO Savings for Organizations
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VMware Named a Leader in the IDC MarketScape for Worldwide Unified 
Endpoint Management Software 2018

VMware has been recognized for:

• Workspace ONE UEM having among the broadest set of features for 
managing Windows 10, as well as pre-Windows 10 Microsoft PC 
deployments, Mac, and Chromebook. 

• Support for Win32 app distribution, GPO policy enforcement, and other 
Windows-centric features for PCLM migration to modern management

• The ability to provide configuration and security settings across a range 
of Dell devices, including Dell Chromebooks, and BIOS management on 
Dell PCs. 

SOURCE: "IDC MarketScape: Worldwide Unified Endpoint Management Software 2018 Vendor Assessment" by Phil 
Hochmuth, July 2018 IDC # US43294318

IDC MarketScape vendor analysis model is designed to provide an overview of the competitive fitness of ICT suppliers in 
a given market.  The research methodology utilizes a rigorous scoring methodology based on both qualitative and 

quantitative criteria that results in a single graphical illustration of each vendor’s position within a given market. The 
Capabilities score measures vendor product, go-to-market and business execution in the short-term. The Strategy score 
measures alignment of vendor strategies with customer requirements in a 3-5-year timeframe. Vendor market share is 

represented by the size of the circles. Vendor year-over-year growth rate relative to the given market is indicated by a 
plus, neutral or minus next to the vendor name.
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Eliminating Barriers to Modern 
Management Adoption
Transforming Every Phase of PC Management
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#1: Reimagine Employee Onboarding
Zero-touch deployment for day one user productivity
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Dell Provisioning for VMware Workspace ONE
Eliminate manual PC setup with out-of-box deployment

Turnkey     Provisioning

Ready-to-Work Experience

Zero IT Touch PC Restore

Trusted Software Authority

Factory Distributor Integrator IT End User

Zero-touch onboarding for day one 
user productivity

TRADITIONAL PC DEPLOYMENT

MODERN PC DEPLOYMENT

ONBOARDING

Learn more: https://i.dell.com/sites/csdocuments/Learn_Docs/en/provisioning-for-workspace-one-datasheet-en.pdf

https://i.dell.com/sites/csdocuments/Learn_Docs/en/provisioning-for-workspace-one-datasheet-en.pdf
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“Provisioning systems with Dell 

saves more than a week of IT 

time per 1,000 devices 

deployed.”

A Principled Technologies report; Jan 2019
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Onboarding Options to Meet Your IT Needs
Most onboarding options to save cost; drive day zero user productivity

Co-managed

Provisioning

Factory Service

With or without AD domain join

Image based, staged or at runtime

Pre-configured device from factory to user

Agent
One-click, self-service onboarding

Out-of-the-box
Cloud domain join including Autopilot

IT Driven User Driven

ONBOARDING
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#2: Real-time Configuration
100% Policy Management from Cloud
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Thousands of Configuration Settings to Sift Through When Managing Windows

DEVICE USER OS SECURITY APPS NETWORK



Confidential │  ©2019 VMware, Inc. 21

Baselines provide security templates from trusted third parties for turnkey
and 100% policy compliance, whether MDM or GPO

Hardened PC with industry 
standard security baselines 
(e.g. CIS, MSFT)

Simpler, over-the-air GPO 
configuration across any 
device, anywhere in 
minutes

Customizable for 
customers’ unique InfoSec 
needs and 100% GPO 
coverage

CONFIGURATIONConfigure Policy Using Industry Standard Security Baselines
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CONFIGURATION
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Cloud-Based Configuration Across Any Network
Configure and update settings over the air, across the PC Stack

MODERN MDM PROFILES

Use MDM settings built into the operating system

TRADITIONAL PC SETTINGS

Deliver industry standard baselines for 100% GPO coverage 

CORE DEVICE CONFIGURATION

Support traditional hardware (BIOS and firmware) settings

CONFIGURATION
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#3: Always Up-to-date Patching
100% Policy Management from Cloud
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Enterprises take a year or more to 
deploy Windows patches affecting 
most or all of their endpoints

1 in 10

Patching is a pain point, especially for large companies.
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Windows as a Service Requires a New Architecture
Semi-annual upgrades and large cumulative updates delivered frequently

2016 2017 2018 2019

A S O N D J F M A M J J A S O N D J F M A M J J A S O N D J F M A M J J A S O N D

Extended Support*Broadly DeployTargeted        
DeployPlan & Prepare

Windows 10 1703 (Creators Update)

Extended Support*Broadly DeployTargeted        
DeployPlan & Prepare

Windows 10 1709 (Fall Creators Update)

Broadly DeployTargeted        
DeployPlan & Prepare

Windows 10 1803 (Spring Creators Update)

~6 months ~4 months ~14 months

*For Windows 10 Enterprise & Education

OS PATCH 
MANAGEMENT
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Hybrid of Granular Control and Intelligent Automation
Ensure patch compliance across any network in minutes, not months!

Granular Control over 
Publishing

Workspace ONE

Hybrid with Auto Approval and 
Granular Control 

MODERN

Approve Everything and 
Rely on Deferrals

TRADITIONAL

OS PATCH 
MANAGEMENT
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Granular Control Over Updates Publishing
Evolution from a test-first approach to a publish-first approach

Deferral Approved by 
Group

Manually 
Approved

Patch

Workspace ONE 
Admin

OS PATCH 
MANAGEMENT
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Always-up-to-date patching features risk scoring, analytics & automation

Update readiness to 
break free from constant 
servicing and testing 
cycles

Predictive patching 
based on device risk (CVE 
score), reduces time to 
secure OS

Business steady 
machines lower 
downtime and keep 
users productive

OS PATCH 
MANAGEMENTNew! Keep PCs Protected with Intelligence and Automation
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OS PATCH 
MANAGEMENT
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#4: Simplify App Publishing
Modern Management for all Windows apps
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A Significant Time Spent in 
Managing Apps:

5,000+ Hours or 2.5 Full-
time IT Admins*
* for a 2,000 employee company

19%

34%

47% App
Management

Testing and 
Provisioning Apps

Patching, Upgrading and 
Supporting Apps

Packaging and Deploying 
Apps
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Simply migrate apps from existing tools for easy app publishing

Export Apps From Existing Tools for Easy App Publishing

Flexera 
AdminStudio

Publish your existing desktop app packages to 
Workspace ONE with no further repackaging effort.

Workspace ONE

Frictionless and secure access to 
ALL APPS

App management efficiencies with 
NO REPACKAGING

Cloud-scale with ZERO server 
footprint

Workspace 
ONE

Workspace 
ONE AirLift

Export apps directly from ConfigMgr (SCCM) to 
Workspace ONE. 

Simplified

Configuration

Full Lifecycle

Management

Delivery

Optimization

Inventory and

Analytics

Configure apps directly in Workspace ONE UEM console:

Store (UWP) SaaS / Cloud Desktop / Win32

SOFTWARE 
DISTRIBUTION
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SOFTWARE 
DISTRIBUTION
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#5: Zero-trust Security
Compliance from silicon to software
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“…average time to identify 

incidents over 200 days and 

the average time to contain 

incidents over 60 days…”

Source: VMware’s Move to a Digital Workspace: A business value 
analysis of deploying Workspace ONE

https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/products/workspace-one/vmware-move-to-a-digital-workspace.pdf
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NETWORK
Ex. Encryption, Micro-segmentation…

ENDPOINTS
Ex. Desired state assurance, Device Trust…

zzzz
APPS
Ex. Remoting, Containerization, DLP…

Proactively secure all attack vectors

Securing the Digital Workspace with Workspace ONE

z

USERS
Ex. Identity, Behavior…

Digital 
Workspace

WORKSPACE ONE 
TRUST NETWORK

INSIGHTS and AUTOMATION

Workspace ONE

CLIENT HEALTH 
AND SECURITY
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End-to-End Security From Your Device to Data Center
Real-time visibility and security safeguards your EUC environment

Identity

Strong authentication 
policies and contextual 

access to apps and 
services 

Endpoint

Ensure desired state with 
real-time health checks 
and OTA configuration

Apps and Data

Work data protection 
and instant remote wipe 

secure sensitive apps 
and data

Network

Network access 
restricted to defined 

servers instead of entire 
data center

Compliance

Automated compliance 
ensures hands-free IT 

and instant remediation 

CLIENT HEALTH 
AND SECURITY
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Seamlessly collect and 
report on custom device 
attributes

Automate local or 
Intelligence-based 
compliance rules to 
eliminates policy drift

Query any system attribute for visibility and compliance enforcement

CLIENT HEALTH 
AND SECURITYWorkspace ONE Sensors Support Your Unique Security Requirements
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CLIENT HEALTH 
AND SECURITY
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Unlock the Power of BitLocker within Workspace ONE
Complete BitLocker encryption lifecycle management ensuring 
higher security at lower TCO

Use TPM for secure auth 
and ensuring pre-startup 
OS integrity

Enforce login PIN for 
MFA and preventing OS 
auto-resume

Suspend BitLocker for 
scheduled maintenance 
tasks

Set recovery key-rotation 
to meet compliance 
requirements

CLIENT HEALTH 
AND SECURITY
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Trusted Software Authority for Your Windows 10 PCs
Workspace ONE with Device Guard locks PC to only IT approved apps

Enterprise secure app 
environment with 
Workspace ONE that is free 
of malware

Enables only IT trusted apps 
- whether UWP or Win32 -
to be installed on the device

Delivers unparalleled 
security even in highly 
regulated environments

Windows 10 PC Apps Device Guard

Secure Managed Device

CLIENT HEALTH 
AND SECURITY
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Data Security with Windows Information Protection

Tagging Data: Define data 
sources to classify as 
enterprise (IP, domain, 
SharePoint, and more)

Defining Privileged Apps: 
Configure privileged apps 
that can handle enterprise 
data

Setting Policy Levels: 
Configure how enterprise 
data is handled (encrypt, 
block, audit)

Configuring Per-App VPN: 
Define which apps can access 
internal network through 
VPN

CLIENT HEALTH 
AND SECURITY
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Thank You


