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An employee arrives at their office building
and gets their badge out to gain entry.
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An employee arrives at their office building
and gets their badge out to gain entry.

They use their badge to gain access to the
elevator assigned to their floor.
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An employee arrives at their office building
and gets their badge out to gain entry.

They use their badge to gain access to the
elevator assigned to their floor.

The employee uses their badge again to
activate their floor selection in the elevator.
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An employee arrives at their office building
and gets their badge out to gain entry.

They use their badge to gain access to the
elevator assigned to their floor.

The employee uses their badge again to
activate their floor selection in the elevator.

Once they arrive on their floor, the employee
walks to their office suite.
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An employee arrives at their office building
and gets their badge out to gain entry.

They use their badge to gain access to the
elevator assigned to their floor.

The employee uses their badge again to
activate their floor selection in the elevator.

Once they arrive on their floor, the employee
walks to their office suite.

They swipe their ID card to gain entry
to their suite.
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An employee arrives at their office building They use their badge to gain access to the
and gets their badge out to gain entry.

elevator assigned to their floor.

The employee uses their badge again to Once they arrive on their floor, the employee
activate their floor selection in the elevator.

walks to their office suite.

They swipe their ID card to gain entry The employee arrives at their desk and unlocks

to their suite. their computer using a password.
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They use their badge to gain access to the
elevator assigned to their floor.

An employee arrives at their office building
and gets their badge out to gain entry.

The employee uses their badge again to
activate their floor selection in the elevator.

Once they arrive on their floor, the employee
walks to their office suite.

They swipe their ID card to gain entry
to their suite.

The employee arrives at their desk and unlocks
their computer using a password.
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Unsafe hardware Supply chain compromise Social engineering
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of network breaches in 2021
attributed to supply chain
vulnerabilities ™

of organizations reported at
least one hardware level or
BIOS attack in 2023"

Unsafe hardware
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82%

of breaches were driven by
individual error, e.g., phishing
attack ™

Supply chain compromise Social engineering
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