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APEX Backup Services for SaaS Apps

Data Protection for Microsoft 365

It is a misconception that your Microsoft 365 data is automatically protected. Microsoft maintains a shared
responsibility model, meaning they are responsible for maintaining platform uptime, while you are responsible
for the protection and governance of your data. APEX Backup Services for SaaS Apps complements Microsoft
365 by filling data protection gaps without additional hardware, software or resource

Microsoft 365 cloud-native data protection

APEX Backup Services provides a scalable and cost- — — s i
effective cloud-based platform to protect Microsoft 365 Ficiangs SHEe DD "o Onine
data, including Exchange Online, OneDrive for Business, One([)%for

SharePoint, Teams and Entra ID. It is a single solution for Business
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backup, long-term retention, federated search,

compliance and eDiscovery.

Key features

Agentless data protection
Microsoft 365 data is backed up directly from Microsoft Azure to the APEX Backup Services platform on AWS
and does not require agents.

Complete visibility
A single dashboard gives you complete visibility across Microsoft applications, providing the insight you need
to ensure your data is protected and compliant.

Preservation of end user data
Data can be retained for inactive and terminated employees, eliminating the need to purchase and maintain
additional Microsoft 365 licenses.

Self-service restores
Users are empowered to restore Exchange Online and OneDrive data without IT admin intervention.

Federated search
Search across Microsoft 365 users and endpoints to quickly locate sensitive files or confidential data that
should be restricted or requires defensible deletion.
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Point-in-time recovery
Recover emails, OneDrive and SharePoint files to their original location from any time-based snapshot using a

simple intuitive interface.

Compliance
Proactively monitor for potential regulatory violations such as GDPR, HIPPA and CCPA. Predefined,

customizable templates and alerting enable quick remediation of violations.

Enterprise Data Security for Microsoft Entra ID

As the backbone of identity and access management (IAM) for Microsoft Cloud resources, Entra ID (formerly Azure
Active Directory) is crucial for maintaining business continuity. APEX Backup Services provides an efficient, automated
and simplistic way to protect and recover Microsoft Entra ID objects.
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https://www.dell.com/en-us/dt/apex/cloud-services/backup-services.htm
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