D&A L Technologies

S)=ES

= RIEE
e AERE

Dell Technologies A& £

BETEHBE A TRAMITES
© Dell Inc. EF AT



BT BB .o R AR Rttt neen 3
BT R ettt et et et sttt e s RS AR AR A eSS ARt 3
EFIBEBNNBREIES ..o oottt et 4
BEFERBEEAFNIIAZIEE || ettt 4
B R TE TR R T BN BIIRE .o e 7
B T B 170 oottt 1
2 | BEFREER A2 FIHMEITFES

© Dell Inc. FFEF AT -



HATIELER

EFESIINHEBRMAREBOERER XABEKERR/EAUARNARR  MSHEEEL GBS EMIRERVEDHEE) | 55
ORBmBIR SR ERBENKSFRENERIR SHEFNEERE LEYFRIRGRERSIZIA EFESAEE
RUBEFA R R RVEIRTERE -

BERERFIER 7EBUIE  EFERBGRIRFRERMUCENEMHEER - ARTIHEIESE (W RSA M EHARTEES
(ECC) HEEX) M+ FR—EFREZHUEN SRAFR BECHENERZE - BLTARBER SR EINm=S 2 AR
HEBERE - AR - FEE 2R E FEM (CRQC) NLIR  ERAYLSHERELEHRNEE  FESHNZEMEZSBR -

EEEBIIFEmEE - MoEBELEFER—TEH A T BE%, (harvest now, decrypt later, HNDL) gOZERE : SK 5t
WENMRER BEESTEMAARKE - RBEEULENHRENUEELFTANSTEEMSS - HITENREAZREE
CRQC ZIZR i MESXK-

AERERAEFEBNZEN  RTENES FZIEE (PQC) Al WIRMHAB NI ERHRIIES| - A58 Dell
Technologies B AN EBE L2 RRAEE (ERMAOHERE 1552 IR RENSHERFERZRPRAZEN) 218
B1 NIST BEFZHEE (PQC) 12 (FIPS 203 - FIPS 204 #1 FIPS 205) M KEERBMRXZ 2 /EEAEH 2.0 (CNSA 2.0) {5/ fF
F—2 Dell WERRAPHE  EREIFTBEA E AN B U L 2 M NS ERVBIIR N ORI -

flosa
EAXPRE BRI 205 - HIE BB E o —LEirsE - DIRBNER A AS -

BEFEHRD . EMNEBBHEL A KAMEEL SEREEFERNE SRS IEBAEM LT W HREHE
NEFUBUUREMNERZHEE -

EFIN  EFITUENRAEERBEEBE7EN (CRQC) FEMER T NERBZENAR EE LN ERERE -2 7
M AAEARETEHE (PQC) SNEMPEEIEZERTE FNE  BERENIERRWEE Y TEEMEE M - Hit
fiizB U= F M (Quantum-resistant) AEF L% (quantum-safe) o] GAEHA -

EHEIENY . (AREANBEIEN) 2RABNARNEARENENRERIRGNBREHEE L HEXSHRE  MEFR
ETEAXBMKRETHIENZEPETRIAE

MSEFREY - %4223 ) (Harvest Now, Decrypt Later, HNDL) : thi&% " 55528% - % #8%3, (Record Now, Decrypt Later) - 254 F
SRWELHREFMEBER  BEEARREHEMHEE B (CRQC) JRHRETHRENTR -

3 | BEFEBHRE  HEFRAMETES
© Dell Inc. FFEF AT -



i
T

TESHNNERE

EFESRIIEEE

[FINFEAPE R —FRIEBRE TR John Roese BB AIENEE I E (4 HEE MERURBEZR TS ) DAt - B EiERE
SlB EREFRERARES  SMERAITREREN  UTFER FHY AUARRE - Bta R TS 7 ]I+ FRVE

& BERHE T EMNRANEEL N - EFEREREF U BRENMMESRE  JUIRBEFERSERE - EEET
WERBES FITRRAEUBENFR L R AR EENEERHKERES -

FEBNRREDIEN - Eﬁn/\é%ﬂﬁ&%’@%ﬁﬂﬁxﬁ@ﬁw R - BB EEREREIFRZIROBE D FREFR - RIER
ARRMELER IR FIRE - A RERNE AR ECERMEEET - BIERYRNE L%ﬂﬁ%ﬁé%?%ﬁft&ﬁﬁiqﬂ
Ram - ELEUESEEEBFIAN BERTIMIE -

R NNE E iR = E R

MEZBURAEENEA - '_H{hEHJ)\T_\_}EH‘EEJﬁE% LRGN EBE R ZREIC B - BBEEA CRE T - EEHN
TR - BEREASIRBARZIRERS - 1 RSA %D ECC SE&% - L%E%@ﬂﬁ)ﬁ%Bﬁtﬁﬁ&{-‘tﬁiﬂ%%ﬁt EERNEES
2

SFESNE TERES - £ Shor FBEE —OEMBANEFEAINCILERIRT RSA A ECC 38 /E /I E S AR AN Bt AT
R - & CRQC 1L REBFIEMNWEAIRE B TLS TIFEERNEHR UARBEEEN REH BN E ST E
2 2 414H - BB E A E R XL IRA K -

HEAEHE (MARRERFERNNZZEANN AES FEEZX) MR ARBERARERE - Grover EBEENTE T EINIF
BHETHBOBIRE  EURMSERELZTHRF - RS LIEBRERIE RREH A/ (I AES-256) RiERE - BiETE
WELB (EfRBENERTE -

gl

l I 0

=EEEER

BREBLERAR - AT ERNARRERGRSEUENRL  SMARHDE BRI RERRZ W
B TEBI BRE, RENHTREN  §TRBESKTRRNZER  AESHRENA - £ CRQC FIKE  BERER
SEE -

BE BRI A
CEERETERES

BEFBIFE (PQC) B2 —UESE EERERUARRZERNEFNE - BFZFMAFEERNEFERD BAE  PQC
RETBERSWEREREE LT (AR Kk #H5) IS HEFRUMERRRERBTRERENA R -

PQC WEM E—AHEEB™ME  RIEERIFTA] - 5 LR ERELIETT Shor I Grover ERAZEF11l1 - (8E B WA (lattice-
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https://www.dell.com/en-us/blog/post-quantum-cryptography-a-strategic-imperative-for-enterprise-resilience/
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NIST 12 : FIPS 203-204-205

2024 F 8 B ZEBERFEE XM T (NIST) 5Thl F 58—t PQC EEIA:

FIPS 203 (ML-KEM) : [ CRYSTALS Kyber BEME B4 H - 124t IND-CCA2 &M EREF R X ENEEEEFHE
BEBYHE MIREEED

FIPS 204 (ML-DSA) : L CRYSTALS-Dilithium SE BN HZT EH A - ZHBAK EUF-CMA Z22 % (EEEHNERK
ETHEEMACREY) ERHNURZAREEK-

FIPS 205 (SLH-DSA) : ! SPHINCS+ BEMHNM EREH X - KERSNMBREBENRTHESR -

s it S AR B

RAIRART AR ENES Y - ERYSTBACRGRMT S PQC BEX - ELEROEBRZEHES 10
(NSM-10) - BB R Z 2 BEXE (CNSA 2.0)  EBEREEEHIMHZER (NIST) BEMEES (R) 8547 LR EBARES
A5 23-02 (OMB M-23-02) % -

NIST IR 8547 OMB Memorandum 23-02
Provides guidance on transition, (OMB M-23-02)

National Security Memorandum Commercial National Security
10 (NSM) Algorithm Suite 2.0 (CNSA 2.0)

outlining NIST'S expected Provides detalied guidelines for
approach to PQC digital signatures federal agencies to how to comply
and key-establishment schemes with NSM-10

Provides a roadmap to create Introduces the first
crypto inventories, adopt crypto recommendations post-
agility methodogies. quantum cryptographic algorithms

CNSA 2.0 B NSA % 2022 £ 9 BE®H SIATEHESEFRIHEELEZ -CNSA 2.0 REIRZE 24 (NSS) IRAEFM
BEARE FIRENE RS U AEBESERNEERMT FAHNES]:

Dec 31 NIST + NSM-10

All equipment and services that cannot support Quantum vulnerable
CNSA 2.0 must be phased out unless. algorithms disallowed.

© 6

NIST Dec 31 - CNSA 2.0

Quantum vulnerable Algorithms are mandated for all protocol use
algorithms depreciated. unless waived thought the waiver process.
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CNSA 2.0 algorithms
required for all new NSS
acquisitions [CNSSP 15]

(Jan1,2027)

Phase cut equipment
unableto support
CNSA 2.0 [CNSSP 19]
(Dec 31,2030)

Complete Discovery and Quantum Vulnerable CNSA 2.0 Algorithms

Create Initial Assessment Phase Algerithms Deprecated mandated for all use
Migration Plans Create Initial Migration [NIST IR 8547] [CNSSP 15]
(April 2026) Plans (By 2028) (2030) (Dec 31,2031)

Canada

United States
of America

United States
of America

United States
of America

2025 2026 | 2027

Czect
Repubiic

Many countries have updated cryptographic recommendations to
include PQC algerithms (NIST plus some additions) and provide
POC migration guidance

Germany, France and Netherlands cochairs of European
Commission Coordinated Roadmap effort

Quantum
Vulnerable ~ Completeall
Algorithms POC Complete all
Disallowed migrations PQC
[MIST IR 8547]  [NSM-10] migrations
(2035) (2035)  (Endof 2035)

United States
of America

Complete Discovery and
Assessment Phase Create
Initial Transition Plans (Dec

31,2026)

m

Quantum Vulnerable
Algorithms
Disallowed (2030)

Complete high priority
PQOC migrations
(End of 2031)

Complete Transition of
High-Risk Use Cases
Quantum-safe SW & FW
Upgradesenabled by
default (Dec 31,2030)

PQC migrations
(End of 2031)
Countries running own quantum resistant algorithm
programs (nct using NIST PQC algorithms)

Coemplete high priority

Complete all PQC
migrations

(By 2035)

Complete Transition of
Medium-Risk and as much
of Low-Risk
(as feasible)

Use Cases (Dec 31,2035)
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Strategy Discovery and Planning Execution Monitor
Prepare Discover Analyze, Prioritize & Plan Validate Implement Monitor

Implement the -, Monitor PQC

o| Strategic @ Crypto Inventory Analyze — 1 Testing and 3 PQC migrati [/ igrati
S Ve ‘@EZ _:_‘Ela ! gration Migration
&, Vision (CBOM) Inventory o=\ Prototyping {E’} plan A progress

£d . d } P p / Suppli } Prioritize and Evaluate Testing the Adjust / Optimize
= ucation an artner / Supplier ﬂ@ Create Plans d]uﬂ]q] Migration V! migrated —> PQC Migration

Awareness Readiness

(Phases) Options systems

Output Output
PQC Strategy Crypto Inventory PQC Migration Plan Refined PQC Migration PQC Ready Systems PQC Readiness
Plan Dashboard Updated
PQC Migration Plan
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