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b Metdxta | Textd _Users _Security _tietadata _Text

File: StackOverflow2010.mdf o File: StackOverflow2010.mdf °
Result ID: 52240570843-1-6466.0 Result 1D: 52240570843-1-6469.0
Path: mssqldem2/C/Program Files/Microsoft SQL Server/MSSQL.1/M4 Path: mssqldem2/C/Program Files/Microsoft SQL Server/MSSQL.
Size: 1188 @ Size: 1728 GB
File Type: Microsoft SQL Database File [EJ File Type: Unknown 3
Signature: 945E4A05B5A46A7DB3C001B7F5551735 Metadata Signature: BO1B38EEF3C803404379DCAF32127AC3
User: 5-1-6-1-500@mssqidem2/File . Na'_“e/E_Xte"Sim User: $-1-6-1-500@mssqidem2/File
Modified: Apr-12:2019 at 02:18:10 PM Alafoes Modified: Apr-15.2019 at 04:24:36 PM
Backup Host: mssqldem?2 Backup Host: mssqldem2
Backup Time: Apr-01-2019 at 12:01:01 PM Content Backup Time: Apr-02-2019 at 12:01:01 PM
Deactivation Time: Apr-02-2019 at 12:01:01 PM File Header Software: NetBackup
Software: NetBackup Entropy Policy: CyberSenseData_20190401
Policy: CyberSenseData_20190401 Backupset ID: mssqldem?2_1554220861
Backupset ID: mssqldem2_1554134461 Ingestion Method: CRAWL
Ingestion Method: CRAWL Volume Label: 192.168.16.210-06.04.2021 at 07:27 PM-633
Volume Label: 192.168.16.210-06.04.2021 at 07:27 PM-633 Durable 1D: f493b6ae-a93d-404b-9ed5-29a7d80fc373-6469
Durable 1D: f493bbae-a93d-404b-9ed5-29a7d80fc373-6466 Indexed Owner: $-1-6-1-500
Post-Attack
Indexed Owner: $-1.6-1-500 File Entropy: 99
File Entropy: 48 m Data File Entropy Delta: 51
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Monitor Analyze (5 Configure

N
New Alerts (PP SO Cleared Alerts (24)
o 2 Critical ;ﬁ
| o Dec 14, 2021 01:30 Watchlist Chang{d 1,872 files 300GB 2 hosts JDbﬂamEQ]bdBEEZ(EHHZGE7QBE(EEEQEﬂSOE7UBW 0.
1 nigh ﬁg
@ ec14,20210130  suspected Ransomware 36,332 Mles 40068 4hosts  obnamed1bd86azlead20c79b6ce3809ad50¢70810...
5 wadium Dac14,202101:30  Watchlist Changed 1872 files n0GE 2hosts  jobnamed1hd86azicad20c7o06¢e 389050070810, .
J

N
Dec 14, 2021 12:30pm: Watchlist Changed & 9, g
o In this case, there were a small number of new files where the average entropy of new files had a high average entropy. The Machine Learning Medel recognized this s & type of ransomware attack that = ;Eﬁgm1 =158

takes place on certain application servers, such as a database server.

36,332 527 400 BT Jotmames o

J

Extension # Location # File Type /'

Files Files Files Files

=
‘ ® e 18232 Do 18232 @ 516dzEodf 18,232 ®Type 18,232 ;I'Il
® v 10,100 rar 10,100 @ o1bdE6a2f 10,100 @ Type2 10,100 21#*“ 1?.%
@ xml 6,000 7z 6,000 @ 91bdE6a2T. 6,000 ®Type3 6,000 —L

® it 2,000 @ 91bdE6a21.. 2,000 ®Typed 2,000
4Selected  Deselect Al Actions: Download as CSV Change Grouping
@ NAME HOST OWNER LAST MODIFIED ¥ ACCESSED SIZE DIRECTORY LAST KNOWN BACKUF |D -3
Another File Name that is toc..ng.cxe  91hdBGa2f Jonathan Anderson Dec 14, 2021 01:30 Dec 14, 2021 01:30 1T Directory Name 12345
Another File Name that is toc..ng.exe  91bdB6a2fe..  Jonathan Anderson Dec 14, 2021 01:30 Deg 14, 2021 01:30 1TB Directory Name 12345 =
RIFRISTI
Another File Name that is 100...Ng exe FbaBGafe... Jonathan Anderson Dec 14, 2021 01:30 Dec 14, 2021 01:30 1B Directory Name 12345 Fﬁ !
Another File Name that is (00..Ng ex2 91bd86a2fe... Jonathan Anderson Dec 14, 2621 01:30 Dec 14,2021 01:30 1TE Directory Name 12345
D Another File Name thal is (oo...ng exe 91bd8bafe... Jonathan Anderson Dec 14, 2021 01:30 Dec 14, 2021 01:30 178 Directory Name 12345
D Another File Name thal is Loo...ng exe Fbd8eaZfe... Jonathan Andersan Dec 14, 2621 01:30 Dec 14, 2021 01:30 178 Directory Name 12345
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