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Solution Spotlight

Swisscom CyberVault Backup

Customer Workload Swisscom CyberVault Backup

Isolated vault with retention lock data capabilities and intelligent
analytics, Dell powered and provided as-a-Service by Swisscom
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Executive Summary

Data is the currency of the Internet economy and a critical asset to be protected, kept confidential for availability at a moment’s notice.
Protecting critical data and recovering it with assured integrity is key to resuming business operations after an attack.
Could your business survive?

Solution Spotlight

Swisscom CyberVault Backup is an Industry leading solution providing an isolated vault with retention lock data capabilities intelligent
analytics, offered as-a-Service for their customers. The solution offers hosting/cloud convenience and market leading Swisscom
Security Operations Center (SOC)' Integration.

Solution Key Takeaways

Robust Security Utilizing Dell's advanced security technology, the solution offers an isolated vault for data, helping to ensure
Measures its protection even in the event of a security incident in the primary hosting/cloud environment.

In the face of cyber-attacks our service automates the recovery process, minimizing downtime and
Data Recovery . . o

bolstering business continuity.
Compliance and The solution can enable compliance with industry regulations, giving clients peace of mind regarding legal
Control data handling and protection standards.

In the event of a security incident, Swisscom'’s CyberVault Backup helps reduce recovery time, saving
organizations some of the significant costs associated with cyber incidents.

Cost Savings
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Solution Features

Data Protection Retention locked data helps protect against multiple threats, including insiders.

Gain benefits of a hosting/cloud partner-managed installation with Zero Trust architecture

Resilience :
options.

Service hosted in a Swisscom Datacenter in Switzerland. Operated and managed by Swisscom

Swiss Service experts.

Isolated, Swisscom managed vault with operational airgap options to help protect against

Advanced Security unauthorized access, additional Threat Detection and Response by Swisscom SOC.

Key Points — Why Choose Swisscom?

Swisscom, as a Swiss full-service provider, can detect and respond to security incidents in

Trusted Partner Switzerland more promptly with 140+ trained and certified experts.

Intelligent Analytics Machine learning and full content indexing within the vault.

Proven & Mature Solution technology is 8+ years in the market, with over 1,500 customers.

Validated as-a-service managed offering from Swisscom, using Dell as in-house supplier of the

Easy Adoption Swisscom Cloud ("we sell what we use").

Enhanced Data Protection  Trust that your most critical data is stored in a secured, isolated vault.
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