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Executive summary

This document is the solutions guide for using the Data Domain Cloud Tier feature facilitated through Data
Domain Virtual Edition (DD VE) and/or DD6800 to Microsoft Azure or Virtustream Cloud platforms. Backup
and restore steps are provided for VMs, Exchange Mailboxes, and SQL databases. This solution lets
customers leverage offsite storage for cold data originating from Dell EMC XC Series appliances.

The Dell EMC XC Series is a hyper-converged solution that combines storage, compute, networking, and
virtualization using industry-proven DellP o we r E d g e [ ansl Butanixesoftware. By combining the
hardware resources from each server appliance into a shared-everything model for simplified operations,
improved agility, and greater flexibility, Dell EMC and Nutanix together deliver simple, cost-effective solutions
for enterprise workloads.

The XC Series platform is hypervisor agnostic, and supports your choice of hypervisor. With a focus on ease-
of-use and the ability to rapidly deploy multiple virtualized workloads the XC Series is the preferred platform
for many enterprises and midmarket customers alike. The XC Series platform uses the Nutanix Distributed
Storage Fabric (DSF), which delivers a unified pool of storage from all appliances across the cluster, using
techniques including striping, replication, auto-tiering, error detection, failover, and automatic recovery. XC
Series delivers storage through multiple protocols such as NFS, SMB, and iSCSI while leveraging standard
network infrastructure.
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1 Introduction

This solutions guide identifies how to deploy and use Data Domain Cloud Tier to backup data from Dell EMC

XC Series Hyper-converged appliances.

Data Domain Cloud Tier deployment is accomplished by:
9 Setting up accounts with public cloud providers such as (Microsoft Azure and Virtustream)

1 Deploying and configuring DataDomain Cloud Tier with Data Domain Virtual Edition (DD VE) and

Data Domain DD6800 Appliance

Key characteristics of the Data Domain Cloud Tier feature are:

=

Simple: Automated, native tiering to public, private, and or hybrid cloud
Efficient: Send and retrieve only unique data for lower TCO
Open: Broad ecosystem and flexible deployment options
Simple management

Data is sent directly from data domain to the cloud

Data lands in the cloud already deduplicated

Secure protection in the cloud

Ensures data security

Supports DD encryption and DD retention lock

Encryption of data in public, private or hybrid cloud

Secure file locking

=A =4 =4 -4 -4 -4 -4 -8 -8 A

1.1 Objective

This paper presents:

An overview of Dell EMC XC Series Hyper-converged Appliances

An overview of how to leverage Cloud Tier for backup purposes from Data Domain
Backup and recovery steps for VMs, Exchange Mailboxes, and SQL databases
Benefits of using Data Domain Cloud Tier with XC Series

High-level configuration of XC Series cluster integrated with Data Domain Cloud Tier
Concluding thoughts on XC Series and Cloud Tier backup/restore use cases

=A =4 =4 -4 4 -4
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1.2

1.3

1.4

Audience

This document is intended for decision makers, managers, architects, cloud administrators, backup
administrators, and technical administrators of IT environments who want a solution guide that demonstrates
backup of VMs based on Hyper-V and ESXi hypervisors. You must be familiar with Dell EMC XC Series
hyper-converged appliances, Dell EMC Avamar and Data Domain technologies, VMware vSphere
technologies, Microsoft Hyper-V, Cloud providers (Azure, Virtustream) and have a basic familiarity with
storage, compute, and network technologies.

Business and end-user readers of this document must be familiar with general IT, backup and cloud
technologies, and have an understanding of the relationship between their business, IT, and the backup
requirements that are part of multiple business units.

Assumptions
This solution guide assumes that you have:
1 Read and understood the Dell EMC XC Series Data Protection Reference Architecture document.
1 A working knowledge to deploy, manage, and update the Dell EMC XC Series cluster. For additional
documentation, see Dell.com/xcseriesmanuals.
1 Deployed and updated the Dell EMC XC Series cluster to the latest firmware and drivers. For the
latest drivers and firmware, Dell.com/xcseriesmanuals.
1 A working knowledge to deploy, manage, and update the Dell PowerEdge R730xd. For additional

documentation, see the Dell PowerEdge R730xd manuals page found at Dell.com/XCSeriesmanuals

Terms

Table 1 Solution terminology
Term Description
Nutanix Distributed DSF delivers a unified pool of storage from all appliances across the cluster,
Storage Fabric (DSF) using techniques including striping, replication, auto-tiering, error detection,

failover, and automatic recovery.

Automation and analytics | Automation and analytics provide extensive automation and rich system-wide
monitoring.

Change rate Change rate is the amount of time it takes for data to change in an
environment. It is the percentage of a client file system that actually changes
between backups.

Cloud Tier Cloud Tier automatically backs up files (typically inactive) to cloud storage for
long term retention (LTR).

De-duplication Deduplication is a specialized data compression technique for eliminating
duplicate copies of repeating data.

Distributed Distributed means all data, metadata, and operations are distributed across
the entire cluster.

Data Domain Cloud Tier for Dell EMC XC Series Hyper-Converged Appliances i Solutions Guide | 000030 | A01
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Term

Description

Hyper-converged

Hyper-converged seamlessly integrates server and storage resources in a
fully redundant solution.

Logical capacity

Logical capacity represents the projected amount of storage that could be
available for holding backup data given a usable disk capacity times the
deduplication factor.

Prism Prism is a Nutanix based software that enables simple, centralized
infrastructure management powered by advanced data analytics and
heuristics with built-in automation.

Proxy VM Proxy VM, in the context of Avamar, is software running in a Linux VM, which
is deployed using an appliance template file. Image backup and restore
require deployment of the proxy VM within a VMware vCenter environment.

Tiering Tiering stores data on various types of media based on performance,
availability, and recovery requirements.

Throughput Throughput is the time taken for a storage system to perform an input/output
operation per second from start to finish.

VSS Volume Shadow Copy Service (VSS) is a set of COM APIs that implements a

framework to allow volume backups to be performed while applications on a
system continue to write to the volumes.

XC Series cluster

XC Series cluster is a hyper-converged infrastructure solution that
consolidates compute and storage into a single integrated appliance and
creates a distributed virtual computing platform. Each appliance in the cluster
runs an industry standard hypervisor and all the appliances work together to
form a cluster that is scalable.

XC Series container

XC Series container is a logical segmentation of the storage pool and contains
a group of VM or files.

Microsoft Azure

Microsoft Azure is a cloud computing service for building, deploying,
managing applications, and offering scalable storage services.

Dell EMC Virtustream

Virtustream Storage Cloud is built as a seamless extension for primary
enterprise storage and backup. Enterprises can extend their on-premises
storage to off-premises public cloud for long-term backup retention, data
tiering and cold/frozen storage, optimizing costs and increasing resilience and
availability.
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2.1

10

Technology overview

Dell EMC customers benefit in leveraging this integrated solution for their primary workload data protection
and cloud backup needs. This integrated solution offers Virtual Machine (VM) deployment and lifecycle
management for the combined solution offering. Protection for newly deployed and existing VMs. Usage of
policies and best practices and the consequent streamlining of the data protection workflow to the cloud are
the primary goals for this solution. This section provides an overview of the products used to validate the
solution.

Dell EMC XC Series Hyper-converged appliances

Dell EMC XC Series hyper-converged appliances start with the proven Dell PowerEdge server platform and
incorporate many of the advanced software technologies that power leading scalable and cloud
infrastructures. Backed by Dell EMC global service and support, these 1- and 2U appliances are
preconfigured for specific virtualized workloads, and are designed to maintain data availability in case of
appliance and disk failure.

The XC Series infrastructure is a scalable cluster of high-performance appliances, or servers, each running a
standard hypervisor and containing processors, memory, and local storage (consisting of solid state disk
(SSD) flash for high performance and high-capacity SATA disk drives). Each appliance runs virtual machines
just like a standard hypervisor host as displayed in Figure 1.

Controller VM User VM(s)

A 4 A ymiv0

Hypervisor

— Passthrough
v

SCSI Controller

|
T 1 & 1
AAAMAA

ass| B
ass| &

Figure 1 Standard hypervisor host.
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2.1.1  Nutanix architecture
Nutanix software provides a hyper-converged platform that uses DSF to share and present local storage to all
the virtual machines in the cluster. The general Nutanix architecture is shown in Figure 2.

o o | — - v | v |

E—VM 170 -0 W10

: ] -

: g :

i Hypervisor i Hypervisor i Hypervisor

L X 3 DSF
9 -1 SCSI Controller 9 -+ SCSI Controller 9 + SCSI Controller

2 e T S, 2 2

% ' YYYRIY Y % ' YYYRY Y Y % ' Y Y YR Y Y
< < <

) CEEEEEEE ¢ COEEEEE B COEEEEE
f . .

Figure 2 Nutanix Architecture.

DSF virtualizes local storage from all appliances into a unified pool. DSF uses local SSDs and disks from all
appliances to store virtual machine data. Virtual machines running on the cluster write data to DSF as if they
were writing to shared storage. XC Series supports multiple hypervisors and provides choice to customer.

XC Series offers customer choice of hypervisors without being locked-in. The hypervisors covered in this
reference architecture are:

1 VMwaree ESXio
1 Microsofte Hyper-Ve

In addition, the solution includes the Nutanix Controller VM (CVM), which runs the Nutanix software and
serves I/O operations for the hypervisor and all VMs running on that host. Each CVM connects directly to the
local storage controller and its associated disks thereby reducing the storage I/O latency. The data locality
feature ensures virtual machine 1/Os are served by the local CVM on the same hypervisor appliance,
improving the VM /O performance regardless of where it runs.
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2.2 Data Domain backup targets

backup

archive

Figure 3  Data Domain archive and backup.

Dell EMC Data Domain systems reduce the amount of disk storage needed to retain and protect data by

ratios of 10-30x and greater. Scale up to 150 PB of logical capacity managed by a single system with DD

Cloud Tier. With throughput up to 68 TB/hour, Data Domain systems make it possible to complete more

backups in less time and provide faster, more reliable restores. The Data Domain Operating System (DD OS)

is the intelligence behind Data Domain systems that
enabled protection storage.

Data Domain offers the following in backup and archival of data:

91 Industry-leading scale and performance
1 Seamless integration
1 Reliable access and recovery
9 Efficient resource usage
12 Data Domain Cloud Tier for Dell EMC XC Series Hyper-Converged Appliances i Solutions Guide | 000030 | A01
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2.3 Data Domain Cloud Tier

data II-II (
movement —

olic: -T—
Py E only unique data Azure
Cloud Tier

sent/stored/recieved

Avamar

virtustream

Figure 4  Data Domain Cloud Tier.

Most IT organizations must retain periodic backups for several years. Long term retention (LTR) backup files
are rarely accessed; however, IT must retrieve backups on demand as either full or incremental restores.

DataDomain Cloud Tier is architected for files and data that are infrequently accessed. The ideal candidates
for Cloud Tier are data past their normal recovery window or useful active life.

Examples of such data are:
1 Years old email messages

1 Application data and files needed for legal hold
91 Archiving
1 Long term retention policies

Common use cases for Data Domain Cloud Tier:
1 Meet regulatory and compliance policies
1 Reduce costs with low cost object storage in the cloud (on-prem or public)
1 Migrate data from tape to cloud
1 Cold storage archiving with limited retrieval of data

In this solutions guide we demonstrate cloud tier integration facilitated through Data Domain Virtual Edition
(DD VE) and/or DD6800 appliances to the following cloud offerings:

1 Microsoft Azure
9 Virtustream

Data Domain Cloud Tier moves data seamlessly from Data Domain to the cloud, with no separate cloud
gateway or virtual appliance required. There is no additional physical footprint or management overhead.
Simply set your data movement policy and data is automatically moved from the active Data Domain tier to
the Cloud Tier and sent to the cloud for long-term retention.
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You can also easily leverage Data Domain Cloud Tier in your current Data Domain environment as it works in
conjunction with all of the leading backup and enterprise applications supported by Data Domain. A variety of

public, private and hybrid clouds are also supported, including the Microsoft Azure and Virtustream Storage
Cloud providers.

data
movement —
policy

Long-term

Cloud Tier Retention

Figure 5  Data Domain works with a variety of public, private and hybrid cloud solutions.

The Data Domain Cloud Tier ensures that only unique data is sent to and stored in the cloud, and that
only unique data is pulled when data is recalled from the cloud.

2 —
policy

data
movement —

Cloud Tier —
(
only unique data
sent/stored/recieved

Figure 6  Only unique data is moved.
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Data moved to the cloud is encrypted and you have the choice to encrypt all data on your Data
Domain system or only the data being sent to the cloud. With DD Retention Lock, you can move files
that are locked on the active tier to the cloud. You can also lock files that are already in the Cloud

Tier.

—_—
(

Encryption
Secture file locking

Figure 7

Choose whether to encrypt all data or only the data moved to the cloud.

Recommended Data Domain backup targets that support cloud

tiering

Data Domain Virtual Edition (DD VE)

Dell EMC Data Domain VE solution offers software defined protection storage for entry level and Remote
Office Back Office (ROBO) for backup, archive, and disaster recovery. Data Domain VE has the following

features:

1 Scales from 0.5 - 96 TB per instance
1 Protects up to 4.8 PB logical capacity
1 Runs on industry-standard hardware
1 Supported by Dell PowerEdge servers

Like any Data Domain system, Data Domain Virtual
Edition (DD VE) is always paired with backup
software. DD VE runs the Data Domain operating
system (DD OS), and provides the Data Domain OS
command line interface (CLI) and the Data Domain
System Manager graphical user interface (GUI) for
performing all system operations. Like a physical
Data Domain system, DD VE ensures data integrity

Data Domain Cloud Tier for Dell EMC XC Series Hyper-Converged Appliances i Solutions Guide | 000030 | A01
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and provides multiple levels of data compression, The DD VE template does not include any storage,
reliable restorations, and data replication. so you need to add data disks to the appliance.
DD VE provides the capabilities of a physical Data

Domain system in a virtual machine template.

DD VE is available in the following resource

configurations:

1 Up to 500 GB (evaluation version only)

TUpto4TB

T Upto8TB

1 Upto 16 TB

Dell EMC Data Domain DD6800 midrange enterprise solution

The Dell EMC Data Domain DD6800 midrange enterprise solution uses consolidates backup, archive, and
disaster recovery and offers the modern enterprise data center protection storage with the following features:

1 Up to 32 TB/hour throughput

1 Up to 43.2 PB of logical
capacity support with Data
Domain Cloud Tier

1 High availability configurations

Figure 9  Dell EMC Data Domain DD6800

Overview of cloud providers

Microsoft Azure
Microsoft Azure is a simple and cost-effective backup as a service (BaaS) solution, that gives you trusted
tools on-premises with rich and powerful tools in the cloud.

Azure delivers strong protection for customer data wherever it residesd in your enterprise data center, remote
and branch offices, or the public cloudd while being sensitive to the unique requirements these scenarios
pose.

Azure, in a seamless portal experience with Azure Site Recovery, gives you cost-efficiency and minimal
maintenance, consistent tools for offsite backups and operational recovery, and unified application availability
and data protection.
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Dell EMC Virtustream

Virtustream, is a Dell Technologies business, which is an enterprise-class cloud service and software provider
trusted by enterprises worldwide to migrate and run mission-critical applications in the cloud.

For enterprises, service providers and government agencies, Virtustream xStream management platform and
Infrastructure-as-a-Service (laaS) meets the security, compliance, performance, efficiency and consumption-
based billing requirements of complex production applications in the cloud i whether private, public or hybrid.
Dell EMC Data Domain Cloud Tier can automatically move backup data directly from Dell EMC protection
storage to Virtustream Storage Cloud for seamless, cost effective object storage service. No separate cloud
gateway or virtual appliance is required, and customers do not have to worry about any additional physical
footprint or management overhead.

Dell EMC Data Domain Cloud Tier with Virtustream Storage Cloud enables cost-effective, long-term retention
for the modern data center by only sending unique data directly from protection storage to the Virtustream
cloud. Data lands on object storage already de-duplicated. With an average dedupe ratio of 107 30x, up to 51
petabytes of logical capacity can be protected in the cloud on hyper-scale cloud object storage. Protecting
more data in a smaller footprint greatly reduces overall TCO and as more data is sent to Virtustream Storage
Cloud, cost savings continue to increase over time.

Data security in the cloud is a huge concern for many customers. Data Domain and Virtustream Storage
Cloud ensures data remains secure with the ability to encrypt and lock data before tiering it to the cloud.
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3 Solution architecture

Dell EMC is advancing the robustness of the Dell EMC XC Series Hyper-converged Appliance infrastructure
(HCI) environments by integrating our industry leading data protection components. This solution helps
administrators reduce the complexity of their data protection environment while adhering to data protection
best practices.
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Figure 10 Dell EMC XC Series Hyper-converged appliance data protection infrastructure.

The network topology used for this solution uses redundant switches which allows for redundancy in the
network paths between components.

For an overview of the network topologies used,see Appendix A.3.
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3.1 Overview of the XC Series (using Hyper-V) integrated with Avamar,
Data Domain, and cloud providers
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Figure 11 AVE, DD VE/DD6800 (with Cloud Tier) on Dell EMC XC Series hyper-converged appliances in a
Microsoft Hyper-V environment
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3.1.1  Hyper-V solution components
See Dell EMC XC Series Hyper-Converged Appliances Data Protection Reference Architecture for a list of
key data protection components that must be deployed in a Hyper-V environment at:
http://en.community.dell.com/techcenter/extras/m/white papers/20443930

3.2 Overview of the XC Series (using ESXi) integrated with Avamar,
Data Domain, and cloud providers

Figure 12 AVE, DD VE/DD6800 (with Cloud Tier) on Dell EMC XC Series hyper-converged appliances in a
VMware ESXi environment
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