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A comparison of security features in Dell, HP,
and Lenovo PC systems

Principled

83 1o investigata 10 securiy features in the PC securty and syst

Technologies

0f| k=™, Dell

2 PC X = A0l M
EHMO=Z BIOS
FE0| JtAEE i
M= BL|C} T T

« BIOS access management security enhancements for Intune.

19 BIOS ehanges with security infarmation and event

SECURITY 2| 0]
CFS 715 ol HAIE Sof T S e e FE 2 SRl ] ol
A|AEIO| HoO} 7+s} Of| M2 M| S gL ot
Dell Trusted WorkspaceZ &2 == X|& 2 Z0|1 Dell Management Portal2 A8 SHH Microsoft Intune
X7 MOZ AIO|H 3| 2EtH M S I MEEL|C}, I} UK 22HRE0 M Dell PCE &2|E 4= A& LICE
Dell Management Portal >
AAGt SZY A2 XN FEEH UMM Z CE 5t Dell Device Management ConsoleS A2 OFH ot
Al =xsg SO ZBA T4 7|7] Bal2 Eof Al7IS Mo 4 S LITt
Dell Device Management Console >
p ool £FOo| MEZ RN XMooz Dell Client Device Manager ofZ2 91|0)|:“ E\LFE A
HAISHY BIOS2| —'?—72“8 2 FAIZLCH Dell C/HIO|~S H|O|EotD Bo2at 5= QIS HT.
Dell Trusted Update ExperienceS AH&3HH x| Al BIOS
9l Calolb| B{A O 2 AT EOIEE 7HHSHH 0| EY
7 = 2 ol B E| A=
g, ﬁg_x‘i %EEE_._JIOHE%TH 3 4= Q& LIC} Dell Technologies= 4%l 571 PC &2 &4
Q SAMIDE 228 SN EEHO 2 CHS AP S X[ RIBHL
ClHiO|A E2to|H Y CI22E Ee|A Y-S
F,1  PCHHER|R 0S 42 HO|EZ BUSH0] i
._{E AL HS X 2H o2 S22 gdRLHn T 2l 1A Clefol ol PHOISE of
Sot LYY SHF HjZE 4 ASL f
ST X0 T AZEQO IIEHE XMst B>
e@ THE MENH O M X5 22 AHeh [
7|52 Bt s G e
Delle] SEXOI 214
Microsoft Intune®| Al M A 7+ SHH
o HH| A|AEIC| BIOS H|ZHS MM A 7|51t
%%*5._' Al X| 3 OIE{ T 2}0| = OfZ2| 70| A UM A I A A|
=2 Lo o=
S2MoZ T 7|5 € N|&5}t= Partner Portal
HOoF X} s & . _
Microsoft Intune= AHE5H0] AEZLQIE BIOS B
. 1S /et BLOB(Binary Large Object) TH 7| X| 7|t
Dell, @12 2! CrowdStrike —EEE " (Binary Large Object) 7] | 7|
' 01| A X1|‘3‘3|'E StER O =T
X HOLS S EMAL. Qe vPro2t S8 E|= SEER O] OEM A|AE 22|
A2 M
Mgt HHE > ST =

vPRO AM D n

10


https://www.dell.com/en-us/blog/a-simplified-way-to-update-pcs/
https://www.dell.com/en-us/lp/dt/endpoint-security
https://www.delltechnologies.com/asset/en-us/solutions/business-solutions/briefs-summaries/dell-intel-crowdstrike-endpoint-security-solution-brief.pdf
https://manage.dell.com/
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://www.delltechnologies.com/asset/en-us/solutions/business-solutions/briefs-summaries/dell-intel-crowdstrike-endpoint-security-solution-brief.pdf

ojcfof 5¢ AE EQl

AHE

D<A LTechnologies

Dell MH|AZ PC WA 7t

PC 3872 2= THA A x|

Dell APEX PC as-a-Service'

)

£7| £} 1| & 90| PC, T4 717
AZEQ O U M| AS mES 4+
Qe oI o AN Jhs e gzt
& ANel2guct

APEX PC as-a-ServiceZS A2 38}HH
ZA pcE A mMsta
C|HIO|A S (=t Hi L, 255,
2a|, X st H 7|0 =2S e
= A& L|CH

Dell APEX PCAAS(PC as-a-Service) >

Dell Z2|0] 0§,

324%

ROIE 3147t B %P

HEY 22t SR N0
ZHH21S &5t T
TOiE =oAL

A IT YENA & R ofstof
H 82 Holn, F28
BESOH0, 240
A8 SO/ 32
SeE 4 AL
Dell T20]0f >

Asset Recovery Services,

o

283

200792 B E 3|
Z203 S Sof 3|E

HXIH Eo| & FFH(TWRE)
SeHE ot TAGI0| 7| & IT YH|IE
Qb M QAZE QA m| 7[5O
H|ZLAQLX|FE B B SHHA
7|E TSN MER 7|ER
Aetstr| Metd 4= A== Dell
Technologies7} =2tE 2/ L|C}

Asset Recovery Services >

ProDeploy Client Suite

PC WN= Z[F AL RO A

A C|HFO|AE M EHS= ARH
A|ZHE|L|C}. Dell ProDeploy
Suite= &% 22tfE 7|4t
Z=2H|Nd S oj0|dE

SOl REFH HIE ALY

= A= THEPCE RIS
FAob5 0 WAt S

AFSHL| T}

od

0%

[

ProDeploy PlusOij= 7|&

120 MER 7|22 M
[ C|HFO| A S AK|SEY| 2
Yuot 22 AFESHY 2
%|E AL XL H|O|H & o
XNee 7t Mydd A=
I 7| £ 2|8t Asset Recovery

ServicesZ} T E|O] & L|CH

ot

rSk of rio

o

=

Dell ProDeploy Client Suite >

ProSupport Suite for PCs

ProSupport Suite= 24/7 0%
2| 2F 40| ofL|2t, Af2to|
JHUOILL £[Z ALEXIS| 2
SEHE Ao s M5 Yo (K|
RAOHM StAS Kt=2tst

%[ M2tsts E MEQ L O
DellOi| A 2F- 5t Zf 2ot A
2to|E2{2[0f M HALA &
AESHA s Ast 24| &4
A2t | Aobstn

AN2"H HSE XS =
A& LICE ProSupport Suite=
e Ee| 7|8t HO|HE
N&5to] IT MM SEHS
2tE5H7| 5t S5 YH0|EE
o5, O 2 E A2 T

CHA[E E0f A A Of & LI Ct

ProSupport Suite for PCs >

11


https://www.dell.com/en-us/lp/dt/prodeploy-client-suite?
https://www.dell.com/en-us/lp/dt/prosupport-client-suite
https://www.dell.com/en-us/dt/apex/device/pc-as-a-service.htm#tab0=0&tab1=0
https://www.dell.com/en-us/lp/dt/ars
https://www.dell.com/en-us/lp/dt/dell-premier

ojcjof X AEEQAHE D<A L Technologies

<

HH ux| A

10H| 0| X|

1. Dell L5 24 7|F, 20243 10 (21 &) X 2025 3 (AMD). 21 Bl AMD Z2 MM E Ef x| Tt PCO| of
A2 ofgLIch Y5 7|52 Ar&st{ T =712 FLOisOF Z LT} Principled Technologies2| HE & 2
(https://www.principledtechnologies.com/Dell/OEM-security-feature-comparison-0424.pdf), 2024 4

2. Dell LHE 24 7|F 20251 12 Etst 22| 80|14 S 2= PC - Dell Update Process2| A|AE] #2| 7|5, Dell Manageability Solution 7|5 & EFAL 22| &2 M 1t9)
S YA C| ATIO|E Z2MA, A|AH 22| £2M 7|5 S EfAL 22| 22 M 0t0| SoFS H ot Aot EfAL 22| 22 M2l Microsoft Intune2 E & 2
T-O§BHOF B L T

3. Dell2 C|HIO|A E2tolb] R CHR 2 E 22|A YF S AAFLCHL £X: L5 &4 7|1F, 20239 58, &9 571 PC 32 LM0IAM A Aot S7HE C|HHO[A E210]H
WO EE Ze|A A H1w, 2023 58 7|F.

4. Dell Update Process 7|, Dell Management Portal S Dell Manageability Solution2| 7|5 S EtA} 2| £2M 00| E3, A M YO0 E T2 M Aete| £6,
Microsoft Intune A| A 22| £2 M| IHEH Y 7|5 W EfAL 2t2| SR M0t S8 EfAL 22| £ &M - Microsoft Intune X Workspace ONE2 & 2 105l Of
LI OFR 2 B8 E (out-of-band) A|AE 22| X[ /S 28t Q1= vPros =7HH QL A|AR 714 @120 = S5 LT Dell] MEX QI &2 4.

a.  Dell L2 24 7|F - 20244 102. Microsoft Intuned| A Dell Management Portal 7|51t A% 2 A Partner Portal 7| 5& B| W &t0] 2415t HEOY| 7| 2T LT
Dell Command | Endpoint Configure for Microsoft Intune - 2 Al E 41 =35}= BLOB(Binary Large Object) If 7| X| 7|2t &2 40|04, 0| £2 M2 2 Microsoft Intune
2 AL8SI0] AIEXQIE S QHHSHA| 1St a|e o= USLCH YA 1X| Atgh Microsoft Intune0f| A Q1AISH= BLOB(Binary Large Object) Ih 7| X| &

AFE3I0] AEZQIES QMBI g5t B2|d == A=, YA E HEot= TIHO| A 22| 0]d SR HYLCL

on
rir

FEILICH ZE PCOIM ZE 7|5 A8E = 9
OlEll 7|8t pC. EOt 7|5 H|R

rlo

10

b.  Dell Command | 2/ 2® vPro® O} L EEHE - QIH® vPro®2t St el Y2 A0 StEY 0] OEM A|AE A2 SR2Mo 2 M MEfQL A Q0] A|A'-S

AHo2 2G4+ ASLICH YA DX| A Dell L2 24 7|F, 2023 112,

c.  Dell Command | 2/ #® vPro® Ot 2 EHIE - Q1@ vPro®2t S8tk YA £|22| StELOf OEM A|AE 2| SR Mo 2 M AEfet A Q0| Al~E S
YHCE M| = ASLICH HA 0X| Atgh Dell W& 24M 7|F, 2023E 1.

1150[X|
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