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Research Objectives
Enterprise IT stands on the threshold of one of the greatest evolutionary changes in decades with the arrival and expansion of 
AI and its fast-growing variant, generative AI (GenAI). These technologies hold the potential to revolutionize applications and 
services, taking the businesses they support to new levels of efficiency and profitability. 

But to reach the AI promised land, many organizations must invest in significant new compute infrastructure to ensure their 
networks are ready to play their essential role in supporting AI initiatives. AI-driven network upgrades must deliver increased 
speed, high throughput, and low latency, both within GenAI computing clusters and across the entire enterprise, so that AI 
inferencing can be distributed as far out to the edges as necessary.

To gain further insight into these trends, TechTarget’s Enterprise Strategy Group surveyed 370 network professionals at 
organizations in North America (US and Canada), Western Europe, and Asia Pacific involved with building and managing 
network technology and processes.

THIS STUDY SOUGHT TO: 

Define the plans and objectives enterprises have  
for AI workloads of various types.

Determine the impacts that these projects will have on network 
technology choices and investments over the next 12 to 24 months.

Validate decisions and thinking regarding 
deployment locations.

Highlight differences in priorities and strategies  
based on company size, vertical, and adoption stage.
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AI adoption status. GenAI adoption status.

Understanding the timing and urgency of network impact starts with building an awareness of the adoption and maturity of AI technologies. In this case, both AI and GenAI are 
well-adopted by enterprises across the globe. Between mature and early production, over 75% of enterprises are actively using AI and GenAI, with the highest level of mature 
production voiced by larger enterprises (56% for AI and 55% for GenAI). While not surprising in terms of overall strategy, this level of use in production indicates that AI and GenAI 
are already driving network requirements for most organizations. 

AI and GenAI Adoption Already at Majority Status
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IT teams might feel the influence of the increasingly strategic nature of AI technologies in several ways, and the network is an essential part of the mix. A vast majority (90%) of 
organizations agree that networking is becoming more critical with the arrival of AI, and over 80% are seeing demand for new technology, new skills, and changes to network planning, 
engineering, and operations. These impacts are so broad and deep that they must become a priority for enterprise IT as part of AI adoption. 

Impact of AI and GenAI on Networking Is Massive, Increasing Criticality

Level of agreement on AI and GenAI statements.

Strongly agree Agree Neither agree nor disagree Disagree Strongly disagree
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Applying AI technology is a high priority for our business
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Enterprise networks are not just one single 
type; they are made up of a long list of specific 
networking segments and technologies, and 
AI technologies are impacting them all in 
various ways. While the GenAI impacts tend 
to lag broader AI slightly, many organizations 
are experiencing effects in network security, 
public cloud networks, data center AI 
cluster networking, and network operations. 
Surprisingly, GenAI’s impact on data center 
networking, including AI clusters, is not 
significantly different from AI more broadly. 
Large enterprises were more likely to identify 
data center AI cluster networking and less 
likely to identify edge and LAN or WLAN.

AI Impacts Every 
Networking Corner, 
Segment, and Discipline
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Network areas impacted by AI and GenAI.
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Current or planned network requirements for AI technology deployment.

57%
Network observability and 
automation for operations

570+430=
58%
Improved performance to 
reduce latency

580+420=
52%
Network automation for 
deployment

520+480=
49%
Expanded bandwidth 
capacity

490+510=
46%
Added redundancy for 
improved network resilience

460+540=

Getting ready for AI technologies means adapting and improving networks in several areas. Many respondents will 
focus on reduced latency and adding automation and observability for deployment and operations, and teams will 
likely focus on more than one of these objectives. Given the depth of requirements, IT teams should consider all 
these factors to ensure they are ready for the new challenges AI will bring.

Network Performance and Automation Emerge  
as Top Requirements for AI Readiness



GenAI Workload Placement Is Diverse but 
Shifting Toward On-premises Deployments



Architecting the Network for an AI-powered World 10

© 2024 TechTarget, Inc. All Rights Reserved. Back to Contents

There are many options for deploying infrastructure to support GenAI workloads, ranging from cloud to on-premises technologies and from custom-built and prebuilt hardware stacks 
to mixed or pure consumption-as-a-service offerings. The early stronger emergence of public cloud- and SaaS-deployed GenAI technologies means that the center of gravity remains 
there today for GenAI workloads; however, custom-built on-premises deployments are a close third, and every type of location will be tapped by a majority of 70% or more within the 
next two years. Large enterprises (56%) were more likely to have currently deployed a turnkey solution on premises.

Current GenAI Deployments Are Still Heavily Cloud-oriented, but Diversity Is the Norm

Current or planned GenAI workload deployment locations.

Currently deployed Plan to deploy in the next 12 months Plan to deploy in 13 to 24 months Considering but no plans Not in consideration or plan
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“�Large enterprises 
(56%) were 
more likely to 
have currently 
deployed a 
turnkey solution 
on premises.”



           
“A mere 6% 
indicated their 
GenAI workloads 
we would remain 
in place, whereas 
85% indicated 
migration plans 
within the next 
24 months.”
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While current GenAI workloads are distributed across many types of locations, enterprise intentions are clear: Organizations will 
be migrating them to on-premises data centers. A mere 6% indicated their GenAI workloads would remain in place, whereas 85% 
indicated migration plans within the next 24 months. This means that building out local data center networking to support GenAI 
workloads is an inevitable need, not only due to new projects but also for the movement of existing deployments.

Clear Plans Emerge for Migrating GenAI Workloads to On-premises Environments

Will organizations move off-premises workloads to on-premises data centers?

57+43+T57%

Yes, in the  
next 12 months

28+72+T28%

Yes, in 13 to  
24 months

6+94+T6%

Yes, beyond  
24 months from now

6+94+T6%

No
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Reasons for moving a GenAI workload to on-premises data centers.

59%

45%

Performance optimization

More predictable 
resource usage

590+410=

450+550=

64%

48%

Security and compliance

Cost management

640+360=

480+520=

56%

38%

Improved control

Project progression

560+440=

380+620=

Enterprises are seeking to move externally hosted GenAI 
workloads to on-premises data centers for multiple reasons, led 
by typical sovereignty issues such as security and compliance as 
well as improved control. Performance optimization is another 
common driver, as GenAI training activities are highly dependent 
on latency tuning and load balancing, which is more difficult 
when using remotely hosted alternatives. Nearly half (48%) called 
out cost management, which can be a significant concern for 
data- and compute-heavy workloads such as GenAI. Other than 
performance optimization, small and midsize organizations 
identified all these reasons at a higher rate than large enterprises.

GenAI Repatriation Is Driven by 
Security, Performance, and Control
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Data is crucial to most business operations, so 
it’s not surprising that data privacy, sovereignty, 
and gravity all appear in the top five most 
common reasons that enterprises are choosing 
to build their own GenAI clusters. Security is a 
major driver, as well, but close behind these are 
technical and commercial optimization needs, 
including performance, cost, and flexibility. 

Data and Security Pull GenAI 
Clusters on Premises

Drivers for building and deploying GenAI clusters on premises or in a colocation environment.
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32%
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Drivers for building and deploying GenAI clusters on premises or in a colocation environment.



Best Practices Are Still Emerging for 
Building, Monitoring, and Managing 
GenAI Cluster Networks
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When the decision is made to build GenAI clusters on premises or in a colocation facility, the hard work begins, and a range of challenges must be addressed. Common concerns span 
technical and commercial issues as well as security problems and skill gaps along the way. 

Of least concern is lead time for equipment, indicating comfort with supply chains and design skill sets. This reflects the commonplace practice of engaging consultants and partners 
to assist with those tasks.

Concerns Swarm Around GenAI Cluster Networking

Most significant concerns with building a GenAI cluster network.

43%
Rapid technology change

430+570=

38%
Learning new network 
technologies

380+620=

43%
High costs

430+570=

40%
Learning new protocols

400+600=

43%
Skill set to deploy

430+570=

35%
Skill set to design

350+650=

42%
Introducing security risks

420+580=

31%
Lead time for equipment

310+690=

41%
Skill set to manage

410+590=



“�With such a 
balanced set of 
deployments, there 
is currently no clear 
single choice,  
and both should  
be considered  
when building out  
GenAI clusters.”
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The two primary choices for GenAI cluster networking are InfiniBand or a unique Ethernet flavor known as RDMA over 
Converged Ethernet (RoCE). There are advantages and disadvantages to each; as a result, both show strong adoption, 
with more than half of respondents currently using or in the pilot stage with them. When including planned deployments, 
almost all will be using Ethernet (89%), and almost as many will be using InfiniBand (86%). With such a balanced set of 
deployments, there is currently no clear single choice, and both should be considered when building out GenAI clusters. 

Enterprises Slightly Favor Ethernet in GenAI Cluster Networks 

Adoption status of networking technologies within GenAI clusters.

In use

Considering but no plans to deploy

In pilot or POC

Not in consideration and no plans

Plan to deploy in the next 12 months

Plan to deploy in 13 to 24 months
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Adoption status of networking technologies within GenAI clusters.
In use In pilot or POC Plan to deploy in the next 12 months

Plan to deploy in 13 to 24 months Considering but no plans to deploy Not in consideration and no plans
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Making the choice between RoCE and InfiniBand is 
based on many factors, most commonly including 
reliability, performance, and overall security. 
Manageability and cost filled out the top five most 
common drivers, followed closely by skills required. 
Each organization will need to weigh these elements 
and balance technical and business considerations 
as part of the selection process.

GenAI Cluster Networking Criteria 
Show Organizations Prioritize 
Reliability and Performance

Drivers for building and deploying GenAI clusters on premises or in a colocation environment.

17%

22%

25%

27%

29%

38%

42%

43%

48%

50%

51%

ORv3 rack support

Liquid cooling support

Power consumption

Supplier diversity

Embedded firewalling

Skills required

Cost

Manageability

Overall security

Performance

Reliability

Drivers for using or considering InfiniBand and RDMA over RoCE for GenAI cluster networking.“�Manageability and cost 
filled out the top five most 
common drivers, followed 
closely by skills required. ”
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The massive data transfer demands within GenAI clusters require the use of high-bandwidth networking. While some 
organizations don’t foresee needing more than 400 Gbps over the next two years, over half are looking for 800 Gbps or 
more. This potential growth is important to understand as part of cluster planning so that designs will allow for expected 
future expansions.

GenAI Cluster Networking Prompts Desire for 800 Gbps  
or Higher Switch Density

Switch density best suited to support large GenAI cluster failure domains over the next 24 months.

13%
200 Gbps

130
+870

=

1%
100 Gbps

10+990
=

26%
400 Gbps

260
+740

=

36%
800 Gbps

360
+640

=
21%

1,600 Gbps or more

210
+790

=
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Those charged with monitoring and managing GenAI cluster networks will undertake many tasks that are common within other types of network projects as well as some that are 
unique or newly important. Top of mind are integrated threat detection, total latency monitoring, and activity-based triggers. Other automation, triggering, and problem identification 
scenarios were lower priorities overall but remain important in the eyes of many. The diversity of needs indicates that best practices are still evolving, and organizations should keep 
all these capabilities in mind when evaluating monitoring strategies. 

Security, Latency, and Automation Lead Feature Needs for Managing GenAI Cluster Networks

Priorities for GenAI cluster network monitoring.

46%
Tracking total latency

460+540=

33%
Tracking tail latency

330+670=

49%
Integrated threat detection

490+510=

33%
Automation triggers based 
on health

330+670=

45%
Automation triggers based 
on activity

450+550=

31%
Understanding power usage

310+690=

38%
Identifying hotspots

380+620=

31%
Recognizing microbursts

310+690=

35%
Identifying collisions

350+650=

22%
Tracking elephant flows

220+780=



AI Deployments at the  
Edge Drive Network Expansion
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Current or planned network requirements for AI deployments at the edge.

53%

38%

Higher throughput for local 
data collection

Lower latency for local 
data collection

530+470=

380+620=

65%

42%

Higher throughput for data 
transfer to training clusters

Lower latency for data 
transfer to training clusters

650+350=

420+580=

46%

36%

Added redundancy for 
improved network resilience

Lower latency for 
automated controls

460+540=

360+640=

While organizations identified a broad range of new 
requirements for deploying AI at the edge, the majority are 
focusing on expanding network capacity to accommodate 
increased volumes of related data traffic. While lower-
latency objectives were less common, upgrading networks 
for higher throughput will often improve latency along the 
way. Lower latency for data transfer to training clusters 
was a much more common concern for larger enterprises 
(47%) compared with smaller organizations (21%). 
Organizations contemplating edge AI deployments should 
focus on networking upgrades, with increasing bandwidth 
capacity as a top priority.

Priority for AI at the Edge: 
Increase Network Throughput



Multi-sourcing Staff Is the Norm  
for Edge AI and GenAI Cluster Projects
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Skill sets and available staff resources are a 
constant concern for AI deployments, and edge 
AI deployments are no exception. Globally, 
organizations are leaning toward consultants 
and current teams for design but show a broad 
and balanced mix for deployment (though 
more often current teams and new hires 
are used for operations). APAC participants 
show a stronger preference for new hires for 
design and deployment as well as for SIs for 
deployment. Larger enterprises were much 
more likely to lean on VARs for design (46%) 
than smaller enterprises (26%). The high 
degree of overall variability and multi-sourcing 
of personnel indicates a significant skill gap 
and challenges with scaling staff, particularly 
during deployment phases of the project.

Edge AI Deployment Projects 
Draw Mixed Staffing  

Roles that teams will assume when deploying new or enhanced networks to support edge AI environments.

Operate

Deploy

Design

36%

42%

44%

48%

48%

53%

51%

53%

50%

54%

39%

51%

43%

51%

39%

Value-added resellers (VARs)

New hires specifically for generative AI clusters

Systems integrators (SIs)

Current network team

Independent networking consultants

Roles that teams will assume when deploying new or enhanced networks to support edge AI 
environments.

Operate
Deploy
Design
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Similarly, GenAI clusters and the networks 
that will empower them require specialized 
skills and resources. On a global basis, 
organizations are leaning toward consultants 
for design, SIs and new hires for deployment, 
and the current network team for operations. 
Results vary by region, however, with APAC 
participants leaning more heavily on the 
current team and new hires for deployment 
and VARs for operations. EMEA participants 
were more balanced across all phases.  
Overall, the variability of ways organizations 
are looking to staff GenAI cluster projects 
indicates that skill gaps persist, and it is best 
to remain open and creative.

GenAI Cluster Networking 
Staffing Varies Based on 
Project Stage

Roles that teams will assume when deploying new or enhanced networks to support GenAI clusters.

Operate

Deploy

Design

39%

40%

43%

44%

49%

46%

55%

57%

53%

50%

38%

47%

44%

54%

37%

Value-added resellers (VARs)

New hires specifically for generative AI clusters

Systems integrators (SIs)

Current network team

Independent networking consultants

Roles that teams will assume when deploying new or enhanced networks to support GenAI clusters.

Operate
Deploy
Design
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RESEARCH METHODOLOGY AND DEMOGRAPHICS 

To gather data for this report, TechTarget’s Enterprise Strategy Group conducted a comprehensive online survey of network professionals from private- and public-sector 
organizations in North America, Western Europe, and Asia Pacific between September 10, 2024 and September 25, 2024. To qualify for this survey, respondents were required 
to be familiar with building and managing network technology and processes within their organization. All respondents were provided an incentive to complete the survey in the 
form of cash awards and/or cash equivalents. 

After filtering out unqualified respondents, removing duplicate responses, and screening the remaining completed responses (on a number of criteria) for data integrity, we were 
left with a final total sample of 370 network professionals.

Respondents by number of employees. Respondents by company age. Respondents by industry.
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Enterprise Strategy Group is an integrated technology analysis, research, and strategy firm providing market intelligence, 
actionable insight, and go-to-market content services to the global technology community.
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