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An employee arrives at their office building
and gets their badge out to gain entry.
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An employee arrives at their office building
and gets their badge out to gain entry.

They use their badge to gain access to the
elevator assigned to their floor.
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An employee arrives at their office building
and gets their badge out to gain entry.

They use their badge to gain access to the
elevator assigned to their floor.

The employee uses their badge again to
activate their floor selection in the elevator.
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An employee arrives at their office building
and gets their badge out to gain entry.

They use their badge to gain access to the
elevator assigned to their floor.

The employee uses their badge again to
activate their floor selection in the elevator.

Once they arrive on their floor, the employee
walks to their office suite.
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An employee arrives at their office building
and gets their badge out to gain entry.

They use their badge to gain access to the
elevator assigned to their floor.

The employee uses their badge again to
activate their floor selection in the elevator.

Once they arrive on their floor, the employee
walks to their office suite.

They swipe their ID card to gain entry
to their suite.
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An employee arrives at their office building
and gets their badge out to gain entry.

They use their badge to gain access to the
elevator assigned to their floor.

The employee uses their badge again to
activate their floor selection in the elevator.

Once they arrive on their floor, the employee
walks to their office suite.

They swipe their ID card to gain entry

to their suite.
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The employee arrives at their desk and unlocks
their computer using a password.
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They use their badge to gain access to the
elevator assigned to their floor.

An employee arrives at their office building
and gets their badge out to gain entry.

The employee uses their badge again to
activate their floor selection in the elevator.

Once they arrive on their floor, the employee
walks to their office suite.

They swipe their ID card to gain entry
to their suite.

The employee arrives at their desk and unlocks
their computer using a password.
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Drive-by compromise

Unsafe hardware

Replication through
removable media
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Trusted relationship

application

Supply chain compromise

External remote services

Social engineering

Valid accounts
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Unsafe hardware

Supply chain compromise
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Social engineering
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69%

of organizations reported at
least one hardware level or
BIOS attack in 2023"

Unsafe hardware

62%

of network breaches in 2021
attributed to supply chain
vulnerabilities "

Supply chain compromise
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82%

of breaches were driven by
individual error, e.g., phishing
attack™

Social engineering

15A~3/3 0@

I2RIRA2 N EF )T/ (FEO NS NEKBEDE A (CRB] R B E SR | © Copyright Dell Inc.




O AMDZE R

[CAIFTE 3 DD
R

TOMSAN bR TA—
A—=23>DRINICEIFT
FHIROIATH 22X FU
&,

D<ALTechnologies

ESXADBKREERZYR— M BEHRINK
VS -t ERAFFIZIILIULD,

MU — IODVER)S—EIRE, RIRILT RIC, BRIERTESINTVIRUS —EEBAK

ORSAMDERICARBRTY, L. T+ HzRELEXI. WIEOURAYE. TABEN

U751 FEZ B RCHEAR TS 5EMEHDE EANITBDIITIRR-ADEFNSFHEET D

Bho UHDT. £FIRESRADEBISLEIE%R DTY, BHEVDRIS— IOTOHTDRAIC

REVET, REINREHROFT. RHE DVWTERBEIN TVAEZHESRL TLIZEL,

BREEL IP ZIRETUTIZEV,. ZORIC, EEEEREEADTIEAESIET 3RS

U RAAE, (B RS CEBURIL K ORUS—ZHEEITBIET, BEELATE

U TERBLET, 3L35CR0ET,
EERYNT-I0
AEBICHDTRUVE
EZLD1—Y—.
TjU\ 5:_@\ 5:
A ZANFIET D
RRIEED, ITE
F1UT ERBRE

BD82% (X. Tz
Fa1U7¢ RS-0
4 SHiZ°DE I W)
SFUWVMBIRICDWTIR. CE508)E % E<Je2l), Dell DYA)N—EFIZRN, EhH3LEIELT
FHEMIREERL VWS EREF 171 YURIOWTERALE T, Vx99, *

TR N TR EORNSZ NEBE DA (SR B] R RE | © Copyright Dell Inc. S R35 8 N 6


https://www.dell.com/en-us/dt/endpoint-security/index.htm#sort=relevancy&video-overlay=6312639270112

BRRBTNAAD5I8DFELLS.

B. Y734 FI—VDRELESEDOEE
NV OIATHA I OZEERETEF1Y
TAERUEFT, TERBNDLIC, Y
T34 FI-NAODKRZBCLDWERFEK

T9, BEOCONSADDT7—FTIF v,

POMSRAMOFTEICE, FEEEUEED
BT, tF1)T12ZBRBUGEETHELURH
FSNT)\ART, BrfiMaslzssbLEd.
T (EZOHITY,

A N=RIOIPR-ABLVPIT7—ADITF

PO A MDD %

[CAIFTE 3 DD
HE SR 1A

TORSAN bSO RATA—

N—ADRE : I>RRA> b RAvI0E
F1U71=MERL. AIRIELET (BIOS
DIREZARFU. IT SPICTS5— hzid@
HID1RE) s FMOTICAEKN DB
UM ID ZAREEL T LB OEEEADFS
E2&/\RICTZTY./0> -z Bi#k(CE

SRl MREE. EZAUSI(E. BT5A F1—
HBIREDF T, 1) BERESXRXIEIT%
FEAEULTED, 2) FEEHISREIEALIXIC
EB3FT. TIMRAOEEHMZRIITED
NIF—EBBILELELD,

A= 3> DREICEF T ALEL T G
) — it b %
LN YN O, AT PBEE(C LT,
= 1, 500 Pl FOHEER
° %ﬁ*;.“b‘&vi
Lice *
=3
FIAZX TFIVFTA DRI T3974 ACBAT 2ELVBERIE. Dell BELUA>FILDRTIA
R—)\—, fAchlewn Pervasive Security Above and Below the OS] %&HRH<IZE0\,
D<AL Technologies IO RRA b 4 2UT(EE0 NS NEBS DB A CRE] R BB | © Copyright DellInc. D RS 9 N @


http://www.dell.com/en-us/dt/endpoint-security/index.htm#pdf-overlay=//www.delltechnologies.com/asset/en-us/products/security/industry-market/achieving-pervasive-security-above-and-below-the-os-whitepaper.pdf

PO A MDD %

[CAIFTE 3 DD
HE SR 1A

TOMSAN bR TA—
A—=23>DRINICEIFT
FHIROIATH 22X FU
&,

D<ALTechnologies

S—hVARBKEE. IDATALEDME
HERAEZBEULIELES.

SR DOEN LR EF 1T 14K ZEIR

FREHDIC. ANERRBIEN 3 DHDET,

A. IT I /X?A(:aswa HHEWDBIRERL

0) )l: Do

B. U7 L4 LDBILRI%E,

C.WHERLEICHWRZBUDZENTES
AEN.

DI RR=ZOERTEF. FAODITHRAE

%5' ORI IEITTE. BENSSRE
RENS|EE SN2 RI8EENHDET ., 2D

&D IRTDIRATLATERIDOIREM 23258 U
SH(CHEBRIRZFBUAENEETY,

HBREVWDOSATARFEEINTVSETLELD
h ? BAMELIZIRRE TEASN TEWVRNT
L&D 2 NS — ISV RyhNI—=IED
BIOS DIRE 77— Mz IT BIEEFE(CER IS

BR. BFEDI—-II0—-ZEN TETTIN ? R
ASNRIBTE. A-bX=232(CLOTE
5(CRIED BIOS ZfREEL. LAREDT7 1A%
HIRL T, IEEFEEZRITIZNENDHD
95

IRTOIY RS> M2 E]fRIETEEXIN ?
HI54 F1—> (FYMOMALORE) H5
J7—Ah917 (BIOS LARIDREATS—H
RE) FT. HHPIEEHNSEUSEINZTTE
U UXANI =D B ENIBIB T,
FEl2U. ZOTLANI—6, RELERRED
MERUNGDFERFA. BHOT—HHETE
FIN ? BIECHNTZT-5ET0T5L0
D—-970-%iB1ET3cd. AFIDOELHA
IN—=tF1UF71 AMRE, BHYIRUY - %HL
BIBAENEETY,

I2RIRA2 N EF )T/ (FEO NS NEKBEDE A (CRB] R B E SR | © Copyright Dell Inc.

41% DFEEEN.
YONSAMZEA
LTWEG ~

R

10

IR



D<A L Technologies

EER>M IRDATYIN
LT DEFEIBIDFTONSANTT,

. RROBESERDANDIET, BEEAT NLEZTEMLET tFIUFE, BEPBIUEDHEBICEOTOBBETY., FIUTABLUFI/OS—
. BETATBIBILETEE L. BRBOIFUARIISEMASIT, W2 (CBI9 SIERRS SR/~ M —LRIFTHILT, LORIAL MF2RTA=X-230%
SRR/ RITIZEL LD, SEMETEET,

. TORSAMNE, EFIUF/ (S TBRFRLVE XS T, RSN IT IRIEZBAZRAY(CT
>hO-ILTEDLICLET

Dell Trusted Workspace (&. I>RRA> hOtF1UT(HEEFEZZIEL. YOS
MIEDES R IT IRIBEOBEZ(EELE T, Dell HBD/\-RII7HLUYVIRIT

. PORSRMOIRANZBINCTBIY RRA> bOREN. tF1UT(REINLR TAREOBFERIR— NIAVAT, KM SREFHZEKRUELLD. HtOEHHH
ROBER T I SREBDET PSR- AP TO—F Tl HIHAHBDIREL HIEERAEHEDE B TE
. TORSAN 7—FF0Fv2BFHNICHEET DD, ROEBEREELZE RIS BaEsUFE T, IR I-Y—-04E R ZH#EFUD DT BB IR DI T RR—
THEULET, AR EIFCHEBERENEEF VT Y1-232(CED. BIEZFE > TEBRZXIT
. $BIPABBIDREHIRET BRI —NET A RETEL. HT51 F1—>EIE CEET,
(CLOMDIGRELET,
. TFIVFT1EIT OHEBEER M ZETMUET, #HEERCT—-0J70—-21BHIAH.
Tt a)FAHZE b UE T .
BEIVEDEE : global.security.sales@dell.com
YJ1—-23> 0% - Dell.com/Endpoint-Security

SNS TJA0-9% : LinkedIn @DellTechnologies | Twitter @DellTech

I RRA> N EF2UT/(FEORSA NKBEDE A (CARB] RBRESR | © Copyright Dell Inc. < }Jz'lté 11 ;/R/\


mailto:global.security.sales%40dell.com?subject=
mailto:endpointsecurity%40dell.com
http://www.dell.com/endpoint-security
https://www.linkedin.com/company/delltechnologies/mycompany/verification/
https://twitter.com/delltech

D<A L Technologies

iCybersecurity Almanac 2nd Edition.Cybersecurity Ventures, 2022 https://cybersecurityventures.com/cybersecurity-
almanac-2022/

iPonemon Institute and IBM, Cost of a Data Breach Report, 2024 https://www.ibm.com/security/data-breach

it American College of Cardiology, You Will Be Hacked.Plan Now: Cybersecurity in Health Care, 2021 https://www.acc.org/
Latest-in-Cardiology/Articles/2021/11/01/01/42/Feature-You-Will-Be-Hacked-Plan-Now-Cybersecurity-in-Health-Care

v Ponemon Institute and IBM, Cost of a Data Breach Report, 2024 https://www.ibm.com/security/data-breach

vESG Complete Survey Results, Security Hygiene and Posture Management, 2022 https://www.esg-global.com/research/
esg-complete-survey-results-security-hygiene-and-posture-management

VMITRE ATT&CK https://attack.mitre.org/tactics/TA0001/

Vi Futurum Group, Endpoint Security Trends, 2023. https://www.delltechnologies.com/asset/en-us/solutions/business-
solutions/industry-market/futurum-group-endpoint-security-trends-research-report.pdf

vii\Jerizon Data Breach Investigations Report, 2022 https://www.verizon.com/business/resources/reports/dbir/2022/
summary-of-findings/

*Verizon Data Breach Investigations Report, 2022 https://www.verizon.com/business/resources/reports/dbir/2022/
summary-of-findings/

* Absolute Endpoint Risk Report, 2021 https://www.absolute.com/go/reports/endpoint-risk-report/

X' TechTarget, 2021 https://www.techtarget.com/searchsecurity/news/252503605/Kaseya-1500-organizations-affected-by-
REvil-attacks

xi Ponemon Institute and IBM, Cost of a Data Breach Report, 2022 https://www.ibm.com/security/data-breach
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