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CloudlQ MIYA>1> "= (https://cloudig.emc.com) HSEIIA

1. CloudIQ (CH1>1>2ULET

2. EEOEMICHDAZ1—n5 [Cybersecurity] ZERUET

3. [Policy] Z#RUET

4. [Templates] 97%i#IRLET

5. [Addtemplate] #&RULET

6. T —-NI&aizfditFEd

7. ®ROROYIFID XAZ1—-h5 [PowerEdge] Z&EIRU. [Next] ZIUvILET

8. [Template evaluation plan] T. AT%:5&ELET

9. [Access Control] TROIEE%ZA>ICLEY : [IP blocking is enabled] / [SSH is disabled] / [The SNMP
configured for V3] / [Active directory authentication is enable] / [VNC disabled]

10. [Audit and Accountability] TROIEEZA>(CLET : [NTP time synchronization enabled] / [Remote
Syslog enabled]

11. [Configuration Management] TROIEEZA>(CLEY : [configure iDRAC from Post] / [System lockdown

enabled] / [USB ports disabled]

12. [ldentification and Authentication] TRDIEB%ZA>ICUFY : [Password has minimum strength score of
strong]

13. [System and Communications Protection] TXDIEE%ZA>(CLET : [IPMI over lan disabled] / [virtual
media encryption enabled] / [dedicated nicl

14. [System and information] TRDIEB%ZA>(CLEFY : [secure boot enabled]

15. [Finish] Z&RUET

16. [Systems] #J%#IRLET

17. RARDVZA M BRBIIRAMEIRLES (SEIDOFART(E, 1. 10, 100, 1,000 DUR MEIRULFELIT)

18. [Assign] Z7UvILET,

19. 7T —NUZROROYTIDY AZ1-HBBRT> T — MoBIRUET

20. EEOALBICHZAZ1—H5 [System Risk] Z&EIRL. FEREFRRUET

Security Control Family Evaluation Test

>  Access Control 3 out of 7 Selected

~  System and Communications Protection Details 1 out of 10 Selected

[— Il

fo| AutoDiscovery is disabled
(o] IPMI Serial over LAN is disabled
fo] IPMI over LAN interface is disabled
fo| VLAN capabilities of the IDRAC enabled
('5| Virtual Console Plug-in type is enabled
fe] Virtual Console encryption is enabled
fo] Virtual Media encryption is enabled
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[USB] - [Configuration] / [BIOS settings] / [integrated devices] / [user accessible USB ports] : [all ports off]
TEIRLET

[Secure boot] - [Configuration] / [BIOS settings] / [TPM advanced] / [secure boot] : [enabled] Z#EIRLEY
[VNC] - [Configuration] / [Virtual console] / [VNC server] / [Enable VNC server] : [Disabled] Z#iRUEY
[SNMPv3] - [Configuration] / [System setting] / [Alert configl / [SNMP trap] / [SNMP setting] / [SNMP Trap
format] : [SNMP v3] ZERUFY

[Syslog] - [Configuration] / [System settings] / [Alert configuration] / [Remote syslog settings] / [ Remote
syslog]l : [Enabled] ##ERUFT

[Virtual Media encryption] - [Configuration] / [Virtual medial / [Attached medial / [Virtual Media encryption]
[Enabled] #&EIRLET

[Dedicated port] — [iDRAC settings] : [Active] . [NIC interface] : [dedicated] Z&RUFT

[Local iDRAC Config]l - [iDRAC settings] / [services] / [local config] / [disable iDRAC local configuration]
[enabled] Z&ERUET

[IPMI] - [iDRAC settings] / [connectivity] / [network] / [IPMI settings] / [Enable IPMI over lan] : [disabled] %
EIRUET

[Password Policy] — [iDRAC settings] / [users] / [global users settings] / [Password setting] / [Policy] /
[Score] : [Strong] '%#EIRLET

[AD authentication] - [iDRAC settings] / [Users] / [Directory services] / [Microsoft AD] : [Enabled] Z:&RUFY
[SSH] - [IiDRAC settings] / [services] / [SSH] / [Enabled] : [Disabled] %&RUET

[IP blocking] - [iDRAC settings] / [Connectivity] / [Network] / [Advanced networking setting] / [IP blocking] /
[Blocking] : [Enabled] Z&RUEY

[NTP time synchronization] — [iDRAC settings] / [settings] / [Time zone] / [NTP server] / [Enable NTP]
[Enabled] #&IRULEFT

[Lockdown] - EIEA LO/(ROYY 742K 0OvIE—- RTRRENTVS L2 HEERLEFT

Dell PowerEdge R540 BIOS 2.12.2 $&U iDRACY J7—AD17 (5.10.00.00) ZERALTTFAMeEE
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