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Executive summary

The Dell Management Portal aims to streamline PC management by integrating Dell solutions with Microsoft
Intune. Its vision is to deliver top-notch system and workspace management for highly manageable devices. The
portal serves as a conduit for Dell Services and Software within the Microsoft Intune ecosystem.

Using the Dell Management Portal enables our customers with:
Convenience — Centralize access to Dell services and software in a tool that IT administrators use regularly.

Credibility — Including Dell services and software solutions in Intune reinforces the perception that
Dell solutions are top-tier.

Awareness and Adoption — Promote the awareness and usage of Dell software and services

1. Getting Started with Dell Management Portal

The Dell Management Portal is a cloud-based application aimed at streamlining the management of Dell Client
Devices via Microsoft Intune. It utilizes customer Microsoft Entra for Identity and Access Management. It offers an
interface that supports the following features:

. Fleet Overview
—  Dell Device Count
—  Dell Application Count
— BIOS Password Search
—  Dell Services
—  Fleet Overview

. Devices
- Overview
- User Information
—  Credentials
— Installed Dell Enterprise Applications

+  Application
— Manageability
—  Security
— Application Status
—  Publishing Application to Intune
— Application Assignments
—  Dell Pro Al Studio

. BIOS Policies
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1.1. Reference Architecture
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2. Requirements
Before you use Dell Management Portal, make sure you have met the following prerequisites.

+ Intune Global Administrative access to a Microsoft Azure tenant
+ Internet browser (Microsoft Edge, Mozilla Firefox, Safari, Google Chrome)

Note: Dell Management Portal requires specific permissions to access the company tenant. These permissions are vital for
retrieving information related to devices and users, as well as for publishing Dell Enterprise Applications. A Global Administrator of
the tenant has the authority to grant these permissions on behalf of the organization. The Dell Management Portal communicates
with Azure and Intune through the Microsoft Graph API.

The Dell Management Portal integrates with the Microsoft Entra tenant to access device information, user groups,
credentials, and to distribute Dell Enterprise Applications.

4 | Dell Management Portal Technical Paper
© 2025 Dell Inc. or its subsidiaries.



3. Login Process — Connect Now

Customers can access the Dell Management Portal via the Intune Partner Portal at Devices | Partner Portals, or directly
by visiting https://manage.dell.com/.

To enable integration, a tenant Global Administrator must log in with Entra Credentials and approve the necessary
permissions through the Microsoft Authentication dialog box.

The following permissions are required for Dell Management Portal:

+ Read all users’ full profiles

+ Read directory data

+  Read all BitLocker keys

+  Read Microsoft Intune devices

«  Perform user-impacting remote actions on Microsoft Intune devices
+ Read all Microsoft Device Management Configuration

+ Read and write Microsoft Intune apps

+ Read and write Microsoft Intune Device Configuration and Policies

« Dell Management Portal requires write access to Intune Applications and Intune Device Configuration and Policies

+  The remaining permissions are Read-Only

+ Dell does not collect or retain any customer data from Intune or the Dell Management Portal

+ The data remains in the Microsoft tenant but is supplemented with Dell specific capabilities which are transacted
with Microsoft infrastructure through the Graph API calls

4. Dell Management Portal Capabilities

The Dell Management Portal's functions become available once the IT Administrator logs in with their Entra ID
credentials, has Intune administrative rights, and grants Dell permission to access specific sections of their Intune
data.

4.1. Dashboard

This part of the Dashboard and home page will provide swift insights and immediate actions for the IT Administrator.
Dashboard view

Dashboard Devices Apps BIOS Policies TechDirect [/

Let's get work done

Here’s a quick overview of the Dell PCs you manage in Microsoft Intune, as of 01:47:19 PM, 07/28/2025

Your Intune environment BIOS password search

Search by Service Tag

3054 18
Dell devices > Dell applications >

Dashboard view
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https://manage.dell.com/

Quick Nav - This section provides an overview of your Intune environment with the following details:

1. Dell Devices: This indicates the number of Dell devices enrolled in Intune and includes a link
to the devices page.

2. Dell Applications: This indicates the number of Dell applications supported by Dell

Management Portal presently published in Intune.

Quick In this section, IT Administrators can search for a device using the Service Tag to retrieve the
Actions - BIOS password.

1. BIOS Password Retrieval: Upon clicking “search,” the hidden password appears in the
search field. Clicking the “eye” icon reveals the characters, allowing the IT Administrator to
copy it if required.

4.2. Devices

This page provides a list of devices registered in Intune and accessible through graph API calls. Additionally, it includes
access to the BIOS Password and BitLocker recovery key.

4.2.1. Your Dell Devices

This section provides information about Dell PCs managed within the Intune environment, The device page displays a
table featuring the Device name (with hyperlinks to detailed info on each device), the associated User ID, Service Tag,
Model, BIOS password (hidden initially), and icons for viewing (eye icon) or copying the BIOS password (clipboard icon).

4.2.2. Device Details

When the Administrator clicks on the Device name in the table, they will be taken to a page that shows the
device details.

Device Overview Details: This section includes detailed information about the device.

+  Device Information — includes the device name, the owning company, and the type of device enrolment
+  Operating System — provides details about the OS running on the device and its version

« Hardware - lists the device manufacturer, model number, and serial number

+  Device Storage — indicates the available and total storage space on the device

User Information: This section contains specifics about the user, including their name, mobile number, and email
address.

Credentials: This section includes the current and previous BIOS Passwords and BitLocker Recovery Key. These fields
are initially hidden and can be revealed when the IT Administrator clicks the “eye” icon beside each field. There are also
options to copy the Current BIOS password, Previous BIOS password, and BitLocker Recovery Key.

Installed Apps: This part includes a list of the suggested Dell applications that are present on the device along with
their respective versions. An “update available” notification will appear if the application version published in Intune is
not the latest.
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4.3 Applications

The Intune Administrator can reach the “Apps” page via:

1. Apps in the header menu
2. “Dell Applications” link in Quick Nav

Central List of Applications will display the following information about the available Apps in the Dell Portal:

1. Application name - Title of the application

2. Status — Application status indicating its criticality or publish state. This section will show one of four states:

(red)

Critical update available

Recommended update
available (green)

Optional update available
(blue)

(Gray)

Published

DeALiechnologies  Management Portal

Dashboard Devices Aops 5105 poiiies

Applications for your Dell PCs

© Foedbock

Manageabily

securty

el Pro Al Studio

ST

4.3.1. Dell Application Detail Page

TechDirect Note

o NET Desktop

Runtime 6.0

embedding 3 smallperformance on short and long c

atasete and domains withoutthe need fo fine uning.

By clicking on the Application tile or name, the IT Administrator is directed to the Application Detail page with essential
application information which includes:

arwn

Name of the application
Application Description
Application Version
Supported Operating Systems
Languages supported

Versions table with drill-down for details such as update status, Size, Assignments, and publish to Intune status.
Refer Appendix for Applications supported for the launch and Status categories for an application update in the
Dell Management Portal

D& LTechnologies Management Portal

Dashboard Devices Apps BIOS Policies

< Backto Apps

Dell Command | Update

Dell Command | Update is a stand-alone application for
commercial client computers that provides updates for system
software that is released by Dell. This application simplifies the
BIOS, firmware, driver, and application update experience for Dell
commercial client hardware. This application can also be used to
install drivers after the operating system and network drivers are
installed based on the computer identity.

More documentation

O Latest version: 5.4.0

@ supports the following operating systems:
Windows 11, Windows 10

@ Arabic, Br Portuguese, Chinese Hong Kong, Chinese Simplified,
Chinese Traditional, Czech, Danish, Dutch, English, Finnish,
German, Greek, Hebrew, Hungarian, Italian, Iberian Portuguese,
Korean, Norwegian, Polish, Romanian, Russian, Slovakian,
Slovenian, Spanish, Swedish, Turkish, Ukrainian
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Feedback

TechDirect [/

Version Status Size Assigned to Published to Intune

550 ( Recommended update available )~ 84.03 MB - Publish Now

« Enhanced software update mechanism by downloading the driver packages specific to the operating system during
the Advance Driver Restore operation.
« User interface refinements with rebranding of the splash screen for Dell Command | Update application.

More documentation
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4.3.2. Publishing an Application to Intune

Upon the IT Administrator selecting “publish now,” the chosen version of the application will be automatically
published to Intune. The IT Administrator will then observe a series of steps being executed to confirm that the
application has been successfully uploaded as shown below:

Adding to Intune X

Dell Command | Update v5.5.0

45%

View Details ~

@ App object in Intune

@ File upload request

° File upload Azure storage location
@ Upload Intune Win Package to Intune
(O Request file commit

O File commit status changed

(O App published in Intune

Published to Intune X

This version has been successfully published to Intune and
is ready to deploy to your fleet. Continue below to open the
Intune apps page in a new tab.

Are you ready to open a new tab?

Yes, open Intune apps

4.3.3. Dell Pro Al Studio

An IT admin can discover and download these Al model packages in the Dell Management Portal.

D&ALTechnologes Management Portal @ Fesdvack 2 Sibbert

Dashboard Devices Apps BI0S Polices. Techbirect [~

Applications for your Dell PCs

P——— = EEl

Manoatay) AppName status Descripton

€=y Opena-Cii: mage e
classifcation

e imagetext similarity scorng, and various multimodal tesks.
DellPro Al Studio

Open-Al WhisperSmall€n: —— par
Oownosd i Iabele data, Wispe

Speechrecogon fngtning.
REALESROAN MU IMage (oo The wephus”
upscaing
Qen/Quen2 51 5B nstrct e For
Text generalon s
st e
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Model Detail Page
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4.4 BIOS Policies

This page provides a list of hardware configuration policies in Intune and accessible through graph API calls. Policies
are sorted chronologically.

From here, you can either view details of an existing policy or create a new policy.

D& LTechnologies  Management Portal ® Feedback £ JHibbert
Dashboard Devices Apps BIOS Policies TechDirect [/

BIOS policies

View your BIOS policies from Intune, or make a new one with our step-by-step guide.

Policy name I Description |/ Date created L
NA. Jul 28,2025, 1:35 PM
NA. Jul 28,2025, 12:06 PM
NA Jul 28, 2025, 11:54 AM
Jul 28,2025, 11:36 AM
Jul 28,2025, 11:15 AM
NA. Jul 28, 2025, 10:07 AM

) Jul 26,2025, 9:34 PM
Jul 26,2025, 9:24 PM

Jul 26,2025, 9:21 PM

Jul 25,2025, 4:20 PM

Items perpage | 10 \/ | 1-10 of 589 items Page | 1 |of59 > N

4.4.1 BIOS Policies Details

The policy details page displays the policy name and policy description.

It also provides detailed policy file preview including the BIOS attributes and corresponding values configured by an IT
administrator.

D&oLTechnologies  Management Portal ® Feedback £ JHibbert \/
Dashboard Devices Apps BIOS Policies TechDirect [/

¢ Back to Policies

Summary of New BIOS Policy

Policy Name New BIOS Policy
Policy Description New BIOS Policy for Advanced Battery Charge Settings

Attributes and values # Policyfile preview
1 AdvBatteryChar, + Enabled, Sun-+ 100, Mon-0 100, Tue-00:30/10:00, 30/10:00, Thu-00:30/10:00, Fri-

30/10:00

Wordwrap £ @

View in Intune
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4.4.2 Create a new policy

An IT administrator can click on “create a new policy” button to start the policy creation workflow.

4.4.2.1 Start a blank policy file

Start with an empty file, then add attributes and values to fit your needs.

44211

Start a blank policy card” to start crafting a BIOS policy from scratch and click next.

D&LTechnologies  Management Portal (®) Feedback
Dashboard Devices Apps BIOS Policies TechDirect [

Create a new policy

~ 1. Copy and edit, or start from scratch

® C)

Start a blank policy Copy then edit
file

Start with values copied
Start with an empty file, from an existing policy
then add attributes and and edit them as
values to fit your needs. needed.

44.21.2

Name your new policy and add description and click next.

D& .LTechnologies Management Portal @ Feedback
Dashboard Devices Apps BIOS Policies TechDirect [/}

Create a new policy

1. Copy and edit, or start from scratch

A 2. Name your new policy

Policy name * 16/150

New BIOS Policy

Description 52/1000

New BIOS Policy for Advanced Battery Charge Settings

(Optional)

~ 3. Choose BIOS attributes and values
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44213

Configure BIOS attributes according to the requirements and add it to the policy and click next.

3. Choose BIOS attributes and values

Select an attribute to include it n your poicy fle. Make sure o publish your poicy once you'e done to saveallof your changes.

Search Name or Ca Q View alldescriptions Show selected only Category v
# Policy fle preview
2 Name 1 Category Value to set
v 1+ Buttons Functon Integrated Devices Volume v
v Absoluted Securty Enable Absolte v
v ACRecovery Powerand Performance Management P O v
v Acoustc Noie Miigation Performance Disabled v
v Active Core Selecton Performance e valoe (0
v Active Cores Powerand Perfomance Management Al v
v Actve EficentCores (ECores) Number  Performance e
v Active EfficentCores (E-Cores) Select  Performance AllActve
V[ metiseretomarce ot By st v
v Adapive Optmization System Management Disabled v
v Adjacent Cache Line Prefetch Configuaton Enasled v
v View/Charge
v View/Charge
v Enasied v
v AlowNomAdmin Password Changes  Securty enabled v
Hemsperpage | 15 \/ | 1-150f 48items EOREEEIE ... 70

Advanced battery charging settings X

To reduce overall power usage for your charging and

using battery power.

You can have PCs
Schedule charging time (24 hour format) @D

Sunday Start charging at

0030 v

Charge for
1000 v
hours

@D cCopy these settings to every day of the week

Restore defaults

A 3. Choose BIOS attributes and values

Select an attribute to include it in your policy file. Make sure to publish your policy once you're done to save all of your changes.

Search Name or Category Q View all descriptions Show selected only Category v
# Policy file preview
B 7 Name I Category Value to set
AdvBatteryChargeCfg : Enabled, Sun-
00:30/10:00, Mon-00:3/10:00, Tue
v '+ Butions Function Integrated Devices Volume v L O O e
3 ,Fri-00:30/10:00, Sat-
v Absolute® Security Enable Absolute v 00130/10:00
v AC Recovery Power and Performance Management Power Off v
v Acoustic Noise Mitigation Performance Disabled v
v Active Core Selection Performance Enter value (0 300)
v Active Cores Power and Performance Management Al v
v Active Efficient Cores (E-Cores) Number  Performance Enter value (1 - 253)
v Active Efficient Cores (E-Cores) Select Performance Al Active v
o Active Multiple Performance Cores (P- performance Al Active o
Cores) Select
v Adaptive Optimization System Management Disabled v
v Adjacent Cache Line Prefetch Configuration Enabled v
v Advanced Battery Charging Settings Power and Performance Management View/Change
v Advanced System Management Advanced System Management View/Change
v Allow BIOS Downgrade Maintenance and Management Enabled v
v Allow Non-Admin Password Changes Security Enabled v
tems perpage | 15 \/ | 1-150f 448 tems Page E [—Y
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4421.4

Select password protection preferences and click next.

44.21.5

D&LTechnologies  Management Portal

Dashboard Devices Apps BIOS Policies Techbirect [/

Create a new policy

1. Copy and edit, or start from scratch
2. Name your new policy
3. Choose BIOS attributes and values
4. Configure BIOS password protection
Protect each device with a unique BIOS password

Yes - Sets a new, unique BIOS administrator password for each device.

 Ifno password exists, a new one s created.

-l d was set by Intune, i expired.
- y Intune,
No- Removes password only if it
-l it wasnit set by Intune,
v U U Gy T

Dashboard Devices Apps BIOS Policies TechDirect [

Create a new policy

1. Copy and edit, or start from scratch
2. Name your new policy

3. Choose BIOS attributes and values
A 4. Configure BIOS password protection

Protect each device with a unique BIOS password

© Yes - Sets anew, unique BIOS administrator password for each device.
+ If no password exists, a new one is created.
* Ifa password exists and was set by Intune, its replaced only if expired.
* If a password exists but wasn't set by Intune, it can't be changed.

No - Removes the BIOS administrator password only if it was previously set by Intune.

+ If no password exists or it wasnt set by Intune, the device will remain without a password

Review the policy details and click publish

D& LTechnologies  Management Portal

Dashboard Devices Apps BIOS Policies TechDirect [

Create a new policy

1. Copy and edit, or start from scratch
2. Name your new policy

3. Choose BIOS attributes and values
4. Configure BIOS password protection

~ 5. Review and Publish

Publish to save your configuration. Once published, it will be available in your Policies list, and you'l also be able

tofind and deploy it from Intune.

Policy Name New BIOS Policy

Policy Description New BIOS Policy for Advanced Battery Charge
Settings

Enable per-device BIOS password protection Yes
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4.4.2.2 Copy then edit

Start crafting a BIOS policy from values copied from an existing policy, then click next.

Your poliy has been published

DeLLTechnooges Management Portal

Dushbowd  Devces  Apps  BIOSPolcies Techbiect [

Create a new policy
A 1. Copyand et o start from srateh

®

Start ablank policy cop
flo

St

© Featback 2 JHmbent v

You would be presented with a list of BIOS policies available to select from.

Select a policy from the list and click continue

Select a policy

Use an existing policy as your starting point and customize it as needed.

Search existing policies

Q Search

Policy name

New BIOS Policy

)

Description
New BIOS Policy for Advanced Battery Charge Settings
N.A.
N.A.

NA.

Itemsperpage | 5 v | 1-50f590items

/ Date created &
Jul 28,2025, 2:06 PM
Jul 28,2025, 1:35 PM
Jul 28,2025, 12:06 PM
Jul 28,2025, 11:54 AM

Jul 28,2025, 11:36 AM

Page | 1 |of 118 Next p ]|

Cancel

You would notice that the policy name, policy description, BIOS Password preference and the BIOS attributes and
corresponding values are pre-populated for you to edit and republish.
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4.4.3 Policy assignments in Microsoft Intune.

Once the policy is published successfully, click on “view in intune” button to navigate to policy details page on

Microsoft Intune.

Microsoft Intune admin center

“ Home > Devices | Configuration >

New BIOS Policy

BIOS configurations and other settings profile

A Home

EA) Dashboard

= Al services 1 Delete
© Explorer

Monitor ~ Properties
CH Devices —_—

1 2ops Device status

@ Endpoint security

G Reports |s««=ed<d Faure |W IUnknwn Notapplcable
& s 0O 1010 10 O

& Tenant administration

¥ Troubleshooting + support

Click on “Properties”

User status

Succeeded

lo

Unkeown Notapplcable

0 0

lo lo

New BIOS Policy for Advanced Battery Charge Settings

amp. 202507280836 cctk

Click on “edit” option next to “Assignments”

< Home > Devi ion > New BICS Polcy

Edit BIOS configurations and other settings profile

Filter mode

Fiter mode

Group Members ¢

e +sve JCTEH]
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Under “Included Groups” section, click on “Add groups” button and add the required deployment groups for the BIOS

policy

Home » Devices | Configuration » New 805 Py Select groups to include
Groups

T Edit BIOS configurations and ot **°
= Al services ® adding fiters i you for Selected (2)
© Explorer O ssignments D Reset
R Search
3 Devices Included groups <
B o R, Addgroups R Addallusers -+ Add all devie 100 results found & cl
Al G
@ Endpoint securty Groups o A P o =
Report e
5 am o |
& Group: ‘0} Group.
3 Tenant administrati
Group.
X Tioubleshooting + support aa
SIF =
+ Add group
Groups « U & Groug
No groups selected 0 e o
SIF e
(] & Group
SIF
O 8 Grou -
« —— > -
Review Seect

Click on ‘review + save’ button

vices | Configuration > New BIOS Policy

Edit BIOS configurations and other settings profile x

it Filter mode
N None.
N N

>
Remave

Review the details and click on save button to deploy the policy to selected groups.

€ Home > Devices| Configuraion > New BIOS Poiiy
fAitne Edit BIOS configurations and other settings profile X
0 Dashbourd
= A senvices
© epons © Assignments
Gl Devices
B o 5 B Addallusers -+ Add ol devices
® Endpointseurty Group Members iter Fitermode
G2 Reports
A v “« >
28 Groups Exciuded groups
£ Tenant administrat don
X Toutiesnooig - sppon Ofi==es
Add groups
Groups Group Members O Remove

The policy is deployed to selected groups successfully

New BIOS Policy
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A.

Appendix

Note: As a best practice, present the purpose of the paper up front (summary). The main supporting details belong in the numbered
sections. An appendix is used to hold information for the more inquisitive readers. In other words, get the reader’s attention first, and
the further they read in the paper, the deeper they dive into the details.

Dell Management Portal

The Dell Management Portal will support updates and Intune publishing for 6 Dell Applications:

capwN=

Dell Command | Monitor

Dell Command | End Point Configure for Microsoft Intune
Dell Command | Update

Dell Support Assist for Business PCs

Dell Trusted Device

Dell Client Device Manager

Dell Management Portal — Application Status

There are 4 status categories for an application update in the Dell Management Portal

1.

2.

Published — Application versions already live in Intune, which may be deployed across IT Administrators’
fleets. Status field will display “Installed” with a Gray icon.

Optional Update Available — Updates marked as optional by the development team. Status field will show
“optional” with a blue icon.

Recommended Update Available — Updates tagged as recommended by the development team. Status field
will display “recommended” with a green icon.

Critical Update Available — Updates deemed critical by the Dell team. Status field will show “critical”

with a red icon.

Dell Management Portal — Model Status

‘Dell Pro Al Studio’ section displays the following information for available models
App Name —Title of the model
Status—Model status will show: Download available (green)

Q =[ xoms

Learn more about Contact a Dell View more resources Join the conversation with
Dell solutions Technologies Expert #HashTag
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