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Project Overview:
Objectives,
Methodology, and
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Objectives

» Dell partnered with the Enterprise Strategy Group
(ESG) to execute a survey to better understand
where organizations are on their security journeys

* The goal of the research to assess where
organizations are strongest or weakest across the
pillars of attack surface minimization, threat
detection and response, and attack recovery

 Additionally, the research seeks to quantify what
differentiates organizations having more success
in each of these areas from those that are
struggling to validate Dell positioning and create
opportunities for Dell to make prescriptive
recommendations to buyers

Next Steps

 Dell to leverage findings in internal/outbound
messaging

 Dell to follow up with ESG with any clarifications or
additional asks on the data

© TechTarget 4

Survey Detalls

QUANTITATIVE WEB-BASED SURVEY

« N=500 qualified completes

» North America (US, Canada, 41%), Western Europe
(Germany, UK, 30%), APAC (Australia, New Zealand,
Singapore, 29%)

* Field dates: 11/8/2023-11/29/2023

RESPONDENT PROFILE

» Cybersecurity leaders (manager+ titles) knowledgeable about
their organization’s security posture, processes, and priorities.

» Large midmarket (500 to 999 employees, 30%) and
enterprise (1,000+ employees, 70%) organizations

* Multiple industry verticals including manufacturing, financial,
retail/wholesale, and healthcare, among others

« Complete demographics included at end of presentation
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Cybersecurity Program Maturity Is a Work in Progress for Most

Only 29% of organizations represented have both the right policies and technologies in place AND can operationalize them very well.

We have the right
policies, processes,
technologies, and
staffing in place for
an organization of
our size

Nearly two-thirds (64%) of respondents believe
there are areas where their organization should
be more advanced.

47%

16%
1%
We have many of  We have some of We don’t have the
the right policies, the right policies, right policies,
processes, processes, processes,
technologies, and technology, and technology, or
staffing in place but staffing in place but staffing in place for
there are some there are many an organization of
areas that should be areas that should be our size

more advanced for more advanced for
an organization of  an organization of
our size our size

Question text: How would you characterize the maturity level of your organization’s cybersecurity
program? (Percent of respondents, N=500)

© TechTarget 6

The majority (51%) of ~ Notvery well,
respondents believe 2%

their orgs could better
operationalize
established
processes and
technologies

Well, but
there is
always room
to improve,
49%

Very well,
49%

Question text: How well does your organization operationalize its security policies, processes, and
technologies? (Percent of respondents, N=475)



What Organizations
Are Prioritizing
Looking Ahead to 2024

Implementing more Al, improving
TDR, getting a stronger handle on
cyber risk, automation, and
technical team training are in the
top tier of organizational priorities.

C-level respondents were much
more likely to prioritize Al/ML
implementation than less senior
managers (41% vs. 27% of
management).

Implementing more Al/ML and/or generative Al solutions into
our environment

Improving threat detection and response

Improving our cyber-risk management monitoring and
mitigation

Automating security processes

Providing more training for cybersecurity and IT operations
staff

w

w

28%

27%

24%

Implementing a Zero Trust framework solution

Increasing the frequency of security testing

Increasing the use of outsourced resources for security
operations

Providing more training for end users
Hiring more security operations personnel

Consuming and analyzing more external threat intelligence

Increasing our use of professional and/or managed security
services

Adopting/expanding the number of tools in use
Auditing security practices of our suppliers

Developing more formal documented security processes

20%

17%

15%

13%

13%

13%

13%

13%

%

10%

III—‘
N

Consolidating and rationalizing tools 10%

Question text: As part of its overarching cybersecurity strategy, which of the following actions will your organization most prioritize over the

© TechTarget 7 next year? (Percent of respondents, N=500, three responses accepted)



Challenges
Organizations Are
Most Often
Grappling With

Challenges most often top-of-
mind include alert volumes, tool
complexity, staffing issues (both
scale and expertise), and too
many manual processes.

The cumulative impact of these
interrelated challenges puts
organizations in a tough
position.

© TechTarget 9

Keeping up with the volume of security alerts

The complexity of too many disaggregated tools for
cybersecurity

The cybersecurity team is understaffed

The cybersecurity staff lacks the skills to deal with
sophisticated threats

My organization depends upon too many manual
and/or informal processes

Not enough cybersecurity training for non-technical
employees

Lack of cybersecurity knowledge and commitment by
executive management

We don't have adequate budget allocated to
cybersecurity

My organization doesn’t do enough basic hygiene on
IT assets

My organization doesn’t have the right security
technologies in place

30%

30%

26%

N
| | E
Y

26%

24%

19%

18%

15%

15%

We don’t have any cybersecurity challenges

=
S

Question text: Which of the following would you say are the biggest cybersecurity challenges at your organization? (Percent of

respondents, N=500, three responses accepted)



Cybersecurity
Challenges Cut, by
Program Maturity

As organizations mature their
cybersecurity programs, the

tend to solve many key issues.

© TechTarget 10

m Have some some/none of the right policies, processes, and technologies (N=84)
m Have many of the right policies, processes, and technologies (N=236)
m Have the right of the right policies, processes, and technologies (N=180)

The cybersecurity team is understaffed

20%

My organization depends upon too many
manual and/or informal processes

Not enough cybersecurity training for non-
technical employees

Lack of cybersecurity knowledge and
commitment by executive management

My organization doesn’t do enough basic
hygiene on IT assets

We don’t have any cybersecurity
challenges

Question text: Which of the following would you say are the biggest cybersecurity challenges at your organization?(Percent of
respondents, up to three responses accepted)

32%
31%

32%

31%



How Complex Are Organizations’ Security Tool Ecosystems?

On average, respondents report their organization has ~29 different security tools in use; cyber program maturity is correlated to more tools
being in use: organizations with the right policies, processes, and technologies in place have ~15% more tools deployed (30.5 vs. 26.5).
Enterprises (1,000+ employees) similarly have more solutions deployed vs. their large midmarket counterparts (i.e., 500-999 employees;

estimated means of 32 vs. 22.5)
44%
28%
11%
i

10 to 25 26 to 50 51to 75 More than 75 Don’t know

Fewer than 10

Question text: Approximately how many different security tools and technologies (i.e., commercial, homegrown, open source, etc.) are used at your organization? (Percent of

respondents, N=500)



What Respondents
Want Most from
Vendors

Dell is well positioned to help
customers in ways they want to
be helped.

© TechTarget 14

Working with IT providers to better integrate
“designed for security” attributes into hardware,
software and firmware platforms.

Providing an integrated Zero Trust platform solution

28%

22%

Greater integration/interoperability of security tools
across IT domains

Greater automation in tool management (such as
patching, visibility reporting, remediation, etc.)

More frequent/cost-effective security assessment
and vulnerability testing

Greater assurance/documentation of their own
supply chain security

Consolidation of security tools to a more
manageable number

Regulatory compliance assistance

More responsive support services

Extending managed security offerings

Extending the breadth of their offerings to better
cover my enterprise end-to-end

22%

20%

18%

16%

15%

14%

13%

13%

12%

Question text: What improvements could third-party security providers make that would be most useful to your organization’s security
initiatives? (Percent of respondents, N=401, two responses accepted)




Respondents’
Assessment of
Cybersecurity Program
Pillar Strength

While the difference isn’t stark,
respondents most often report
weakness in the area of attack
surface management.

This categorization is inspired
by NPS advocacy
benchmarking approaches and
is used to uncover differences
in organizations’ approaches
that help explain why some
organizations have more
success and to create
opportunities for “Learn form
the leaders” messaging, better
account segmentation.

© TechTarget 16

m Respondents self assessing as weak (6 or lower)
m Respondents self assessing passively (7-8)
= Respondents self assessing as strong (9-10)

Cyber-attack recovery 17%

Threat detection and response 18%

Attack surface management 25%

0% 20% 40% 60% 80% 100%

Question text: In your opinion, how would you describe your organization’s approach to attack surface management, threat detection and
response, and cyber-attack recoveries? (Percent of respondents, N=500)
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Highlighted Findings: Attack Surface Deep Dive

 Thereis a correlation between automation and attack surface management strength: Orgs with the
best attack surface management capabilities are 3x more likely than those that are weak to have
extensively automated operations (49% vs. 16%).

« Similarly, the (perceived) adoption of Al and GenAl is also correlated to attack surface
management strength.

* 91% of organizations agree that reducing the attack surface requires a cross-functional focus,
88% agree that automating attack surface reduction tasks is critical, 89% of organizations are
applying new technologies to the problem, and 87% are partnering with service providers to help.

« While attack surface management challenges are varied, the fact that securing the IT hardware supply
chain took the top spot shows a key Dell value prop is well aligned to a challenge many organizations
grapple with.

« Validating Dell’'s PoV, the majority of respondents say endpoint security features that protect end user
credentials from malware, automate BIOS loCs, and validate configurations from the factory are
each critically important.

« Leaders on ASM more often report an intention to partner with testing service providers and to
increase their testing budget.

© TechTarget 18



Automating attack surface reduction activities is an on-going
process for most organizations

Only 29% of organizations have “extensively” automated attack surface reduction activities, but the majority (54%) report some progress.

2% 1%
I ——
Yes, extensively Yes, somewhat No, but we plan to do so No, but we are interested No, and we have no plans
within the next 12 to 18 in doing so sometime in  for or interest in doing so
months the future

Question text: Has your organization automated attack surface reduction activities? (Percent of respondents, N=500)

© TechTarget 19



Strength in Reducing the Attack Surface Is Strongly Correlated
with Attack Surface Management Automation

m 6 or lower rating (N=122) m 7 or 8 rating (N=207) m 9 or 10 rating (N=169)

Orgs with the best attack
surface management
capabilities are 3x more likely
than those that are weak to
have extensively automated
operations

5%
- 1% 1%
Yes, extensively Yes, somewhat No, but we plan to do so No, but we are interested No, and we have no plans
within the next 12 to 18 in doing so sometime in  for or interest in doing so
months the future

Question text: Has your organization automated attack surface reduction activities? (Percent of respondents)

© TechTarget 20



Select Differences in
the Propensity to
Have Successfully
Automated Attack
Surface Management
Tasks, by Attack
Surface Management
Capabilities

Leaders in attack surface
management were much more
apt to report successfully

automating three key attack
surface management tasks.

© TechTarget 22

m 6 or lower rating (N=91)

Security testing to validate remediation

actions

Remediation actions (e.g., configuration
changes, changes to overly permissive
accounts, applying software patches, etc.)

Alert enrichment with security data

m 7 or 8 rating (N=168)

m 9 or 10 rating (N=159)

Question text: Which of the following attack surface reduction activities has your organization automated successfully (e.g., human effort
has been materially reduced but effectiveness has been increased)? (Percent of respondents, multiple responses accepted)



Organizations’ Application of Al Technologies to
Manage/Minimize the Attack Surface

Use of Al/ML-driven automation technologies

m 6 or lower rating (N=122) m7 or 8 rating (N=207) =9 or 10 rating (N=169)

4%
31% 31%

Al/ML-driven automation Al/ML-driven automation Not in use
technology is in use and technology is in use but
delivering material overhyped (or mostly

improvements marketing buzz)

Question text: What best describes the use of artificial intelligence/machine learning-driven
automation technology for attack surface management at your organization? (Percent of respondents)

© TechTarget 23

Use of GenAl technologies

m 6 or lower rating (N=122) m7 or 8 rating (N=207) ®m9 or 10 rating (N=169)

Not in use

GenAl technology is in  GenAl technology is in
use and delivering use but overhyped (or
material improvements mostly marketing buzz)

Question text: What best describes the use of GenAl technology for attack surface management at
your organization? (Percent of respondents)



Agreement with a Multitude of Statements Related to the Attack
Surface Run High

91% of organizations agree that reducing the attack surface requires a cross-functional focus, 88% agree that automating attack surface
reduction tasks is critical, and 89% of organizations are leaning in to reducing the attack surface

m Strongly agree = Agree = Neutral =Disagree = Strongly disagree

Reducing the attack surface is a cooperative effort between security, IT,
and software developers

Automating attack surface.rec.iuctllon tasks_ is crltlcal to my organization 44% E
accomplishing its goals in this area
My organization has increased its efforts to reduce the attack surface over 47% E
the last few years

My organization is usingrg;Ei:agntshteo:tts:(:rllesv;/r%pézs of technologies to help 9% E(l%
e s hep o e e suroce. ™ 7 . T N TS 7%
My organization’s attack surface management efforts tend to be reactive M
My organization’s attack surface grows substantially every year E
ey on e ek sotoce
0% 20% 40% 60% 80% 100%

Question text: Please rate your level of agreement with each of the following statements. (Percent of respondents, N=500)

© TechTarget 24



An Organization’s Attack
Surface Management
Effectiveness Is Closely
Correlated to Several
Perceptions and Actions

Organization’s most effective at
managing the attack surface are:

« 2.9x as likely to have increased
their efforts in this area over the
past few years

« 2.9x as likely to be investing in
new/innovative technologies to
help

« 2.3x as likely to be partnering
with service providers to help
with attack surface reduction

* And more

© TechTarget 25

m 6 or lower rating (N=122) m 7 or 8 rating (N=207)

Reducing the attack surface is a cooperative
effort between security, IT, and software
developers

My organization has increased its efforts to
reduce the attack surface over the last few
years

Automating attack surface reduction tasks is
critical to my organization accomplishing its
goals in this area

My organization is using or plans to use new
types of technologies to help reduce the
attack surface

My organization works with one or several
managed security services providers to help
reduce the attack surface

We’ve experienced one or more security
incidents as a result of a vulnerability on the
attack surface

My organization’s attack surface grows
substantially every year

17%
14%

13%
17%

®m 9 or 10 rating (N=169)

32%

31%

30%

63%

60%

Question text: Please rate your level of agreement with each of the following statements.: (Percent of respondents, "Strongly agree"
respondents)



Challenges with
reducing attack
surface

While the attack surface
management challenges are
varied, the fact that securing the
IT hardware supply chain took the
top spot shows a key Dell value
prop is well aligned to a challenge
many organizations grapple with.

© TechTarget 26

Securing our commercial IT hardware supply chain

2

5%

Testing the efficacy of security controls

Understanding our exposure to vulnerabilities and then prioritizing
remediation actions based on known exploits to critical systems

Monitoring third-party risks

Discovering all assets in our attack surface

Accelerating remediation actions on vulnerable assets

Discovering coverage gaps

Securing our commercial software/software supply chain

Securing our internally developed applications

Managing identities, access policies, entitlements, etc.

Establishing secure configuration guidelines for assets

Mapping the dependencies between assets

Discovering drift/divergence/variance from secure configuration
guidelines

Working with suppliers with a secure supply chain

Segmenting our network

None of the above

Question text: Which of the following activities related to reducing the attack surface are most challenging for your organization? (Percent

of respondents, N=500, three responses accepted)

24%

23%
22%
22%
22%
21%
20%
19%
18%
15%
14%
14%
12%
11%
H1%




Select Differences in
Challenges, by Attack
Surface Management
Capabilities

Organizations strong on attack
surface management more
often struggle with securing the
software supply chain;
Organizations weak on attack
surface management more
often struggle with imperfect
visibility.

© TechTarget 27

m 6 or lower rating (N=122) ® 9 or 10 rating (N=169)

Securing our internally developed applications

Securing our commercial software/software
supply chain

Discovering all assets in our attack surface

Discovering coverage gaps

Question text: Which of the following activities related to reducing the attack surface are most challenging for your organization? (Percent
of respondents, up to three responses accepted)



Evaluation Criteriain
New Endpoint
Technologies

Validating Dell’'s PoV, the
majority of respondents say
endpoint security features that
protect end user credentials
from malware, automate BIOS
loCs, and validate
configurations from the factory
are each critically important.

© TechTarget 31

Protection of end user credentials from
malware designed to steal identity 64%
information

Automated detection of BIOS events,
indicators of attack, and high-risk 59%
configurations

A secure supply chain with assurances from
the vendor that devices received match the
configuration that left the factory

Signed BIOS and firmware updates

None of the above }1%

Question text: When your organization is evaluating investments in new endpoint technologies (e.g., client devices, server, etc.), which of
the following security features are considered critically important? (Percent of respondents, N=500, multiple responses accepted)




Methods of Security
Testing Employed on
a Regular Cadence

The number of security tests performed
vary by organizations’ size as
enterprises are significantly more likely
to conduct:

Synthetic phishing attacks on end
users (37% vs. 28% of SMBSs).

Penetration testing (46% vs. 37% of
SMBs).

API security testing (50% vs. 36% of
SMBs).

Configuration scanning (45% vs. 34%
of SMBs).

Security audits (55% vs. 45% of
SMBs).

© TechTarget 35

Security audit(s)

API security testing

52%

46%

Web application security testing

45%

Penetration testing

Configuration scanning

44%

42%

Vulnerability testing on packaged software

Dynamic application security testing (DAST)

40%

39%

Synthetic phishing attacks on end users

35%

Static application security testing (SAST)

Red teaming

None of the above

29%

17/%

11%

Question text: Which of the following best reflects the security testing your organization currently performs on a regular cadence? (Percent

of respondents, N=500, multiple responses accepted)




Three Testing
Methodologies

Leaders More
Frequently Employ
Organizations that are strong on attack
surface management are 32% more
likely to regularly test packaged software
for vulnerabilities, 29% more likely to

leverage DAST, and 2.6x as likely to
employ SAST.

© TechTarget 36

m 6 or lower rating (N=122) m 7 or 8 rating (N=207) m 9 or 10 rating (N=169)

Vulnerability testing on packaged software

Static application security testing (SAST)

Dynamic application security testing
(DAST)

Question text: Which of the following best reflects the security testing your organization currently performs on a regular cadence? (Percent
of respondents, multiple responses accepted)



Leaders More Often
Report an Intention
to Partner with
Testing Service
Providers and
Increasing their
Testing Budget

© TechTarget 38

m6 or lower rating (N=122) =7 or 8 rating (N=207) m9 or 10 rating (N=169)

Working with security testing service
providers

Increasing our security testing budget

Question text: What is your organization doing over the next 12 months to improve security testing? (Percent of respondents, multiple
responses accepted)



Threat Detection and
Response Detalls
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TD&R Automation Is in a Similar State to Attack Surface
Management Automation

Less than a third (32%) of organizations have indicated they have extensively automated TDR activities.

1% 1%
Yes, extensively Yes, somewhat No, but we plan to do so No, but we are interested No, and we have no plans
within the next 12 to 18 in doing so sometime in  for or interest in doing so
months the future

Question text: Has your organization automated threat detection and response activities? (Percent of respondents, N=500)

© TechTarget 41



Strength in TDR Is Strongly Correlated with TD&R Automation

m 6 or lower rating (N=94) m 7 or 8 rating (N=215) ®m 9 or 10 rating (N=190)

Orgs with the best TD&R
capabilities are 3.5x more
likely than those that are
weak to have extensively
automated operations

2% 1y
0 0
—
Yes, extensively Yes, somewhat No, but we plan to do so No, but we are interested No, and we have no plans
within the next 12 to 18 in doing so sometime in  for or interest in doing so
months the future

Question text: Has your organization automated threat detection and response activities? (Percent of respondents)
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TD&R Activities Security investigations
Organizations Have
Successfully Reporting on security data
Automated
Vulnerability management
TD&R automation activities _ _
vary by organization size as S et
enterprise are more likely to management/ticketing
have automated vulnerability Incident response/automated -
management (46% vs. 30% of remediation
SMBs) and SecOps case
management and ticketing Alert enrichment
(42% vs. 32%).
Orchestrating actions across
heterogeneous security controls .
Discovery of anomalous behavior
Alert triage/prioritization
Threat hunting

Question text: Which of the following threat detection and response activities has your organization automated successfully (e.g., human
effort has been reduced while effectiveness has remained consistent or increased)? (Percent of respondents, N=430, multiple responses
accepted)

© TechTarget 43



Select Differences in
the TD&R
Automation, by
TD&R Capabilities

There are several areas where
automation success is
correlated with TD&R
capabilities overall. For
example, organizations with the
best TD&R practices are more
than twice as likely as their
peers to have successfully
automated SecOps case
management.

© TechTarget 44

m 6 or lower rating (N=58) m 7 or 8 rating (N=187) m 9 or 10 rating (N=185)

Security operations case 22%
management/ticketing T

Alert triage/prioritization

Alert enrichment (i.e., enriching alerts with
threat intelligence for context)

Orchestrating actions across heterogeneous
security controls (i.e., blocking malicious loCs
across endpoints, networks, cloud workloads,

Discovery of anomalous behavior

Reporting on security data

Question text: Which of the following threat detection and response activities has your organization automated successfully (e.g., human
effort has been reduced while effectiveness has remained consistent or increased)? (Percent of respondents, multiple responses accepted)



Organizations’ Application of Al Technologies to Detect and

Respond to Threats

Use of Al/ML-driven automation technologies

m 6 or lower rating (N=94) m7 or 8 rating (N=215) m9 or 10 rating (N=190)

Use of GenAl technologies

m 6 or lower rating (N=94) m 7 or 8 rating (N=215) ® 9 or 10 rating (N=190)

Al/ML-driven automation  Al/ML-driven automation Not in use
technology isinuse and  technology is in use but
delivering material overhyped (or mostly
improvements marketing buzz)

Question text: What best describes the use of artificial intelligence/machine learning-driven
automation technology for TD&R at your organization? (Percent of respondents)

© TechTarget 45

GenAl technology is in GenAl technology is in Not in use

use and delivering use but overhyped (or
material improvements  mostly marketing buzz)

Question text: What best describes the use of GenAl technology for TD&R at your organization?
(Percent of respondents)



Agreement with a Multitude of Statements Related to the Threat
Detection and Response Run High

GenAl has quickly captured a high degree of mindshare; Additionally, 87% of respondents are working toward a more proactive approach, 86%
see increased automation as critical, 83% agree they would benefit from more robust root cause analysis processes, and more

m Strongly agree = Agree = Neutral = Disagree = Strongly disagree Don't know

My organization believes that generative Al technology can improve our TDR 45%
My organization will invest in generative Al solutions in the next 12 months to o 19
assist in TDR
My organization is taking a more proactive approach to TDR over time | NEEEEEECZ N I U7 T T 3
A bt o o e area T T W S 0 v
accomplishing its goals in this area
We could do more analysis about the origin of attacks, the tactics used by T
: : ’ 32% 129% 149 i
adversaries, thereby strengthening our defenses . . IEET7 IR >
My organization plans to increase its use o_f managed detection and response Tl 1%
(MDR) services
My organization uses one or more managed detection and response (MDR) TR
: : 30% 5%%
vendor(s) to augment internal staff and skills - - e
TDR is more difficult today than it was 2 years ago [N Y "7 S T I D
My organization’s TDR is heavily based on reacting to alerts as they occur | EEEST N Y 7.7 2NN T ¥ D
My organization still depends upon too many manual processes for TDR
My organization depends upon too many tools for TDR
0% 20% 40% 60% 80% 100%

Question text: Please rate your level of agreement with each of the following statements. (Percent of respondents, N=500)
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m 6 or lower rating (N=94) m 7 or 8 rating (N=215) m 9 or 10 rating (N=190)

An Organization’s TD&R

My organization will invest in generative Al solutions in 19%
Effectiven ess |Is Close|y the next 12 months to assist in TDR 530%
Correlated to Several y S I
Perceptions and Actions O an improve our TOR. 0 -

Organization’s most effective at My organization is taking a more proactive approach to
TD&R are: TDR over time

: _2'8X as Ilkely_ to be plannmg Automated tasks associated with TDR is critical to my
investments in GenAl for TD&R organization accomplishing its goals in this area

47%

« 2.3x as likely to be planning to
ramp up use of MDR My organization plans to increase its use of managed

_ detection and response (MDR) services
« 2x as likely to feel TD&R tool

rationalization is needed My organization uses one or more managed detection
and response (MDR) vendor(s) to augment internal staff
« And more and skills
N . 16%
My organization still depends upon too many manual 18%
processes for TDR 290
14%
My organization depends upon too many tools for TDR 16%
28%

Question text: Please rate your level of agreement with each of the following statements.: (Percent of respondents, "strongly agree”
© TechTarget 47 respondents only



Select Differences in
Challenges, by TD&R
Capabilities

Organizations strong on TD&R
more often struggle with alert
fatigue and complete visibility
across their IT estate;
Organizations weak on TD&R
more often struggle with
staffing, device coverage, and
manual Tl analysis.

© TechTarget 50

m 6 or lower rating (N=94) m7 or 8 rating (N=215) ®m9 or 10 rating (N=190)

Investigating all the security alerts and
incidents we should

Achieving complete visibility (spanning
clouds, devices, operational technology,
etc.)

Hiring and retaining the right staff

Deploying threat detection agents across
requisite devices

Manually analyzing threat intelligence data

Question text: Which of the following threat detection and response activities are most challenging for your organization? (Percent of
respondents, up to three responses accepted)



Vulnerabilities
abound with targeted
attacks being seen
as the most
concerning
vulnerability

C-level respondents are worried
are particularly worried about
targeted attacks (39% vs. 26%
of management).

© TechTarget 51

Targeted penetration/advanced persistent threats

29%

Compromise of an account/identity by a bad actor
via stolen credentials

“Zero day” vulnerabilities previously unknown in
operating systems and other software applications

Mis-configured systems including server workloads,
cloud services, or network security controls

Unintentionally inappropriate behavior by internal
employees

Known software vulnerabilities

An attack on an endpoint’s BIOS

Risks related to our organization’s commercial IT
hardware supply chain

Negligent/malicious behavior by internal employees
Risks related to our organization’s commercial

software/software supply chain

Risks related to our organization’s internally
developed applications

Lateral movement of a bad actor within our IT
environment

Question text: Which of the following threat vectors would you say your organization is most vulnerable to a significant cyber-attack?

(Percent of respondents, N=500, three responses accepted)

25%

25%

N

5%

24%

23

22%

22%

21%

19%

18%

17%




Differences in
Perceived
Vulnerability, by
TD&R Capabilities

Differences in perception may
be an indicator of where
organizations are on their
journeys. For example, less
organizations with less
sophisticated TD&R capabilities
are more apt to fear zero day
vulns while more advanced
organizations prioritize
credential theft and their IT
hardware supply chain.
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m 6 or lower rating (N=94) m 7 or 8 rating (N=215) ®m 9 or 10 rating (N=190)

23%

Targeted penetration/advanced persistent
30%
threats 0
29%

Mis-configured systems including server
workloads, cloud services, or network
security controls

Compromise of an account/identity by a bad
actor via stolen credentials

Risks related to our organization’s
commercial IT hardware supply chain

“Zero day” vulnerabilities previously unknown
in operating systems and other software
applications

An attack on an endpoint’s BIOS

Risks related to our organization’s internally
developed applications 16%

Question text: Which of the following threat vectors would you say your organization is most vulnerable to a significant cyber-attack?
(Percent of respondents, up to three responses accepted)



Data Sources Used
to Support TD&R
Activities

© TechTarget
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Security information and event management

Network detection and response

Endpoint detection and response

Data loss prevention

Cloud security posture management

Cloud-native detection and response mechanisms
Vulnerability management

Intrusion detection/prevention systems

Asset management

Threat intelligence platform/feed

Security orchestration automation and response platform
Extended detection and response

Security data lake

Digital forensics and incident response technologies

Log management

User and entity behavior analysis tool

Sandboxing technology

Next-gen Antivirus

Various open source and/or commercial threat feeds/sources

Indicators of attack

34%
34%
31%
31%
30%
28%
26
25%
25%
25%
23%
23%
19

=

8%
18%
1
16%
16%

|“\.‘
S
EX
EX
w
N
B

15%

Question text: Which of the following technologies does your organization currently use data/telemetry from to detect and respond to

threats? (Percent of respondents, N=500, multiple responses accepted)



Stronger TD&R
Capabilities Appear
to be Enabled by
Using more Data
Sources

Leaders in this area report
using several sources much
more often.
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m 6 or lower rating (N=94) ®m 9 or 10 rating (N=190)

Cloud security posture management (CSPM)

Cloud-native detection and response
mechanisms (i.e., laaS-specific mechanisms,
DevSecOps)

Threat intelligence platform/feed (TIP)

User and entity behavior analysis (UEBA) tool
(or other tools for detecting and responding to
identity threats)

Question text: Which of the following technologies does your organization currently use data/telemetry from to detect and respond to
threats? (Percent of respondents, multiple responses accepted)



Success Discovering Root Causes in Postmortem Analyses

89% of organizations say at least some of their postmortem analyses of incidents fail to uncover incidents’ root cause; two in five respondents
report significant gaps in their ability to attribute incident causes.

11%
2%

0% ——

Never Rarely Sometimes Frequently Always Not applicable — we
do not typically
conduct this type of
post mortem analysis

Question text: In the process of investigating incidents, how frequently would you estimate your organization is able to attribute the origination of the incident to a specific endpoint

and end-user action? (Percent of respondents, N=500
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Incident Attribution Success, by TD&R Capabilities

m 6 or lower rating (N=94) m 7 or 8 rating (N=215) m 9 or 10 rating (N=190)

Orgs with weaker TD&R capabilities
are 87% more likely to struggle with
incident attribution.

Orgs with strong TD&R capabilities
are 11.5x as likely to say their
incident attribution efforts are always
successful

Sometimes or less frequently Frequently Always

Question text: In the process of investigating incidents, how frequently would you estimate your organization is able to attribute the origination of the incident to a specific endpoint

and end-user action? (Percent of respondents
© TechTarget 59 ( > )
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Evaluating Attack Recovery, Automation Continues to be an
Indicator of Program Pillar Strength

m 6 or lower rating (N=89) m 7 or 8 rating (N=215) m 9 or 10 rating (N=193)

Orgs with the best recovery
capabilities are nearly twice
as likely as those that are
weak to have extensively
automated operations

4%
o I 1%
[

Significantly Somewhat Not really Not at all

Question text: To what degree are/would professional/managed services be utilized for incident response planning and cyber-attack recovery within your organization? (Percent of

dent
© TechTarget 63 respondents)



Actions Taken to for
Disruptive Attacks

No one set of actions dominate, but
procedural preparation seems to
outstrip new technology/solution
purchases.

© TechTarget 64

Developed or updated our incident response
plan

Tested our incident response plan
Completed an assessment of all security
controls for their effectiveness
Classified our data to understand what
corporate data needs to be protected most

Implemented a data vault(ing)
Anonymized or encrypted data deemed
sensitive

Purchased new hardware or software focused
on data protection

Established/maintained SLAS to measure our
readiness

Created/maintained a cross-functional
preparedness team

Purchased new hardware or software focused
on ransomware prevention

Purchased cybersecurity insurance

None of the above

Question text: What specific formal readiness measures has your organization taken in the last 12 months to prepare for a disruptive
cyber-attack (e.g., a ransomware attack targeting business-critical data/apps)? (Percent of respondents, N=500, multiple responses

accepted)

39%

38%

37%

36%

3

34%

34%

33%

32%

31%

>

30%

B1%



How Attack Recovery
Preparation
Activities Vary by
Attack Recovery
Capabilities

Organizations stronger on
attack recovery have taken
more steps to prepare,
including purchasing new data
recovery and vaulting
technologies.

Leaders are 30% more likely to
have invested in new data
recovery technology and 72%
more likely to have invested in
data isolation/immutability
technologies in the past 12
months.

© TechTarget 65

m 6 or lower rating (N=89) m 7 or 8 rating (N=215) ®m 9 or 10 rating (N=193)

Purchased new hardware or software focused
on data protection (i.e., data recovery)

Completed an assessment of all security
controls for their effectiveness

Implemented a data vault(ing) (e.g., isolation /
immutability)

Established/maintained SLAs to measure our
readiness

Anonymized or encrypted data deemed
sensitive (i.e., for critical business purposes,
compliance, etc.)

Tested our incident response plan

Question text: What specific formal readiness measures has your organization taken in the last 12 months to prepare for a disruptive
cyber-attack (e.g., a ransomware attack targeting business-critical data/apps)? (Percent of respondents, multiple responses accepted)



Where Organizations
Retain their Data for
Recovery

Standard backup solutions are
still the predominant cyber
recovery medium.

© TechTarget 67

Our standard data protection/backup
solution

Copies retained in the public cloud
Copies retained at a managed service
provider’s location
Air-gapped/isolated protection storage
Immutable backups/gold copies
Tape drives

We currently have no planned method

0
of recovery Il /0

Question text: Where are your organization’s mission-critical data assets stored for cyber recovery? (Percent of respondents, N=500,
multiple responses accepted)




Organizations with
Stronger Recovery
Capabilities Have
More Often Deployed
Specialized
Solutions, Engaged
Third Parties

They are 58% more likely to
have deployed air-gapped
storage, 42% more likely to
leverage immutable backup
technologies, and 26% more
likely to store copies of data
with MSPs.

© TechTarget 68

m 6 or lower rating (N=89) m 7 or 8 rating (N=215)

Air-gapped/isolated protection storage (i.e.,
redundant set of backup and recovery

software and infrastructure that is
disconnected from the rest of the IT
environment’s network)

Copies retained at a managed service

provider’s location

Immutable backups/gold copies

®m 9 or 10 rating (N=193)

Question text: Where are your organization’s mission-critical data assets stored for cyber recovery? (Percent of respondents, multiple
responses accepted)



Expectations for Data Loss

Less than 1 in 5 respondents expect they would recover all their data after a major attack, 46% respondents expect their business would face
material disruption.

We would lose enough data that We would lose enough data that We would lose some data but not We would not lose any data
our business processes would be our business processes would be enough that our business
severely disrupted somewhat disrupted processes would be materially
disrupted

Question text: If your organization had to conduct a major recovery as a result of a cyber attack, which best characterizes your expectations around data loss? (Percent of

respondents, N=500
© TechTarget 71 sp ° )



Expectations for Data Loss, by Cyber Attack Capabilities

m 6 or lower rating (N=89) m 7 or 8 rating (N=215)

Orgs with the weakest recovery capabilities are 26% more likely
to be at risk of disruption due to data loss

We would lose enough data that We would lose enough data that
our business processes would our business processes would
be severely disrupted be somewhat disrupted

39%

We would
not enoug
processes

39%

lose some data but
h that our business
would be materially
disrupted

m 9 or 10 rating (N=193)

Orgs with the best recovery
capabilities are 3.1x as likely
to say they would not lose
any data

We would not lose any data

Question text: If your organization had to conduct a major recovery as a result of a cyber attack, which best characterizes your expectations around data loss? (Percent of

dent
© TechTarget 72 respondents)




Confidence Related to Avoiding Business Disruption in the Event
of an Attack, by Attack Recovery Capabilities

Leaders in this pillar are 3.4x as likely to be very confident they can recover completely enough after an attack that they would avoid disruption;
they are also 2.5x as likely to say they can recover from attacks fast enough to avoid disruption.

m 6 or lower rating (N=89) m 7 or 8 rating (N=215) m 9 or 10 rating (N=193)

Data loss after service restoration will not disrupt the business Downtime/outages associated with attacks will not disrupt the
business
Question text: Based on your organization’s readiness how confident are you that...: (Percent of respondents, "very confident" respondents only)
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How Far Down the Zero Trust Path Are Organizations Today?

Just 2% of organizations are eschewing a Zero Trust architecture, most organizations (51%) are in the early stages of adoption, while 29%
report and enterprise-wide implementation is in progress.

200 200
| |
We've implemented or We've implemented or We’'re planning to begin  We're interested in a Zero We have no plans or
begun to implement a Zero begun to implement a Zero implementing a Zero Trust Trust Architecture but have interestin a Zero Trust
Trust Architecture across Trust Architecture for  Architecture in the next 12- no definitive plans Architecture
the organization specific parts of our 24 months
environment, or specific
use cases

Question text: Which of the following statements best reflects your organization’s adoption of a Zero Trust Architecture? (Percent of respondents, N=500)
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Organizations with Mature Cybersecurity Programs Are More
Aggressively Adopting Zero Trust Architectures

m Have some some/none of the right policies, processes, and technologies (N=84)
m Have many of the right policies, processes, and technologies (N=236)
m Have the right of the right policies, processes, and technologies (N=180)

Orgs with the most mature
programs are 6.3x as likely
to be implementing ZT
enterprise-wide

0
6% 3%
- 1% 2% 2% —
We've implemented or begun | We've implemented or begun We're planning to begin We're interested ina Zero  We have no plans or interest
to implement a Zero Trust to implement a Zero Trust implementing a Zero Trust  Trust Architecture but have no in a Zero Trust Architecture
Architecture across the Architecture for specific parts Architecture in the next 12-24 definitive plans
organization of our environment, or specific months
use cases

Question text: Which of the following statements best reflects your organization’s adoption of a Zero Trust Architecture? (Percent of respondents)
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What Does Zero Trust Mean to Respondents?

The majority of respondents associate Zero Trust with a consolidated framework for security management that spans the entire environment.

12%
2%
e —

Zero Trust Architecture enhances Zero Trust Architecture integrates Zero Trust Architecture is a None of the above
and automates user and device identity, device, workload, data, conceptual framework of
authentication even after that and network security management advanced security technologies
entity has been authorized on the within a consolidated framework designed to identify the best
network with enhanced interoperability, available solutions for critical
automation, and visibility security domains

Question text: Which of the following statements is most closely aligned with your organization’s definition of a Zero Trust Architecture? (Percent of respondents, N=500)
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m Have some some/none of the right policies, processes, and technologies (N=84)

HOW ZerO Tl‘u St m Have many of the right policies, processes, and technologies (N=236)
Percepti on Varies by = Have the right of the right policies, processes, and technologies (N=180)
Cy bersecu ”ty Zero Trust Architecture integrates

Prog ram Matu rity identity, device, workload, data, and
network security management within a

consolidated framework with enhanced

0l QRTINS iR (A% (OS] interoperability, automation, and visibility

mature cybersecurity programs,
the concept continuous,
automated authentication after
authorization resonates.

Zero Trust Architecture enhances and
automates user and device
authentication even after that entity has
been authorized on the network

Zero Trust Architecture is a conceptual
framework of advanced security
technologies designed to identify the best
available solutions for critical security

domains
4%
None of the above 3%
1%

Question text: Which of the following statements is most closely aligned with your organization’s definition of a Zero Trust Architecture?
(Percent of respondents)
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Approaches to Furthering Zero Trust Initiatives Are Varied with
Nearly Half the Market Preferring a Point-Tool Approach

Among organizations preferring a platform approach a multi-vendor
platform approach has more mindshare.

1

Implementing tools and controls I Purchasing tools and controls from vendors  Working with a single security vendor who
incrementally, even if that means buying and!l who have created an integrated platform has assembled a unified and integrated
managing technologies with limited l through their alliances platform using their proprietary technologies
integrations from disparate vendors or |
partners I
|

Question text: When it comes to furthering Zero Trust initiatives, what does your organization prefer? (Percent of respondents, N=479)
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: m Have some some/none of the right policies, processes, and technologies (N=55)
Zero Trust Adoptlon m Have many of the right policies, processes, and technologies (N=191)
Preferences Vary by m Have the right of the right policies, processes, and technologies (N=155)

Cybersecurity
Program Maturity

Implementing tools and controls
incrementally, even if that means buying

More mature organizations feel and managing technologies with limited
more capable of stitching integrations from disparate vendors or
together a best-of-breed partners

approach to Zero Trust.

Less mature organizations are
more apt to see the appeal of

ore-integrated solutions Purchasing tools and controls from

vendors who have created an integrated
platform through their alliances

Working with a single security vendor
who has assembled a unified and
integrated platform using their proprietary
technologies

Question text: When it comes to furthering Zero Trust initiatives, what does your organization prefer? (Percent of respondents)
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Challenges
- - Integration burden of all security
grganlztatl(_)ns Are solutions/technologies -
ncountering on

Lack of understanding of the

requirements in the organization L

Agreeing on a starting point 17%

. 33%]
i Aligning teams across different groups
their Zero Trust p— | i
g D 0 0 S O 7Y
Journeys strategy 28%
Thematically, cohesion Finding staff with the right skills for zero
(spanning both teams and trust
technology) is a top challenge Ensuring users don’t experience too
organizations encounter as they much friction accessing resources
employ Zero Trust architecture Finding budget for the initiative
approaches.
Assessing vendor capabilities
Getting useful technical advice
Expanding from our initial use cases
L 17%]

We have not experienced any
challenges

Question text: What have been your organization’s greatest challenges with regards to its zero trust initiative(s)? (Percent of respondents,
N=401, three responses accepted)
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Challenges
Associated with Zero
Trust, by
Cybersecurity
Program Maturity

While in general challenges are
similar regardless of program
maturity, organizations with
stronger cybersecurity
programs tend to need more
help achieving cross-team
alignment (34% vs. 24%) and
organizations with weaker
cybersecurity programs tend to
grapple more with budget
shortfalls (31% vs. 15%).

© TechTarget 85

m Have some some/none of the right policies, processes, and technologies (N=55)
m Have the right of the right policies, processes, and technologies (N=155)

Aligning teams across different groups (i.e., security,
networking, IT, etc.)

24%
34%

Integration burden of all security solutions / technologies

Implementing new tools to support the strategy

Assessing vendor capabilities

Finding staff with the right skills for zero trust

Getting useful technical advice

Ensuring users don’t experience too much friction accessing
resources

Expanding from our initial use cases

Agreeing on a starting point

Lack of understanding of the requirements in the
organization

33%
30%

27%
27%

)
2
>

24%

24%
25%

20%
22%

20%
19%

25%

19%

22%
19%

22%
19%

Finding budget for the initiative

31%
15%

We have not experienced any challenges

Question text: What have been your organization’s greatest challenges with regards to its zero trust initiative(s)? (Percent of respondents,

up to three responses accepted)

r‘

6%
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