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Dell SafeGuard and Response
CrowdStrike Falcon® Discover™ for Security Operations
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Key product capabilities

Gain Central Visibility Across Applications, Assets,
& Accounts

Falcon Discover offers central visibility into what and how
assets are being used, monitoring accounts, and tracking
application installations. This IT hygiene solution allows your
team to quickly see and review via dashboards that target
inon:

e Assets:

» See assets within your environment that have been
added or removed.

» Use Falcon Discover to locate new assets to install the
Falcon sensor.

* Review drive encryption status.

» Track resource usage for your organization’s systems
over time.

* Manage and track all assets across different CIDS.
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¢ Accounts:
» Monitor what accounts are being used.
e Track to see if domain or local credentials are accessed.

* Monitor password changes.
¢ Applications:
* Track installed applications.
» See what assets are being used for applications and how they are being utilized.

Track Entity Inventory Across Environments In Real Time

A critical part of IT hygiene is establishing and maintaining security controls for all your organization’s entities
within an environment. Falcon Discover offers greater convenience and visibility for security teams to track
inventory across all major entity types, applications, asset and accounts - in real-time. With this real-time data,
teams can maintain:

» Up-to-date Inventory - track what hosts are using what applications, accounts and assets at any given time.

» Unmanaged/Unauthorized applications - see what applications could be vulnerable to an attack, and which
devices are running outdated or unauthorized software.

* Unmanaged/Unsupported assets - see data about each asset type within hosts, and target which assets are
not being monitored.

» Track software usage - across your entire organization.
» Consolidate on costs - by pinpointing on underutilized application licenses.

Utilize Robust Dashboards And Reporting For Faster Response

Security operations staff often have only a limited number of hours each week to monitor the hundreds of
thousands of entities that exist within an organization’s environment. Even if your team only focuses on those
entities that indicate a vulnerable opening, or potential abuse of an account - monitoring can quickly eat up

all resources and time available. Since Falcon Discover offers data in real-time and a robust set of reporting
capabilities, your staff can enjoy the immediate benefits of accurate reporting that is fully automated. Use Falcon
Discover to:

» Create specialized permissioned roles for broader IT teams.

» Use dashboards for specific data targeting assets, applications and accounts in your organization.
» Create and save filters that include or exclude relevant information.

» Build and save dashboards for later access.

» Organize data to display table columns relevant to your monitoring needs.

» Sort data for export to highlight what's most important for stakeholders.

» Use the BIOS Prevalence dashboard to gain visibility into which hosts need investigation.

Maintain Compliance Obligations

Falcon Discover allows your organization to easily meet requirements by extending reporting abilities to track
and maintain compliance. Exporting reports for system resources, BIOS, operating system security, accounts,
applications and drive encryption make it fast and simple to disclose all relevant information to governing bodies.

Contact your dedicated Dell Endpoint Security Specialist today at endpointsecurity@dell.com,
for more information about the Dell solutions to help improve your security posture

Learn more at www.Dell.com/endpoint-security \QROWDSTR"(E
© 2023 Dell Inc. or its subsidiaries. \


https://www.Dell.com/endpoint-security
mailto:endpointsecurity%40dell.com?subject=

