D&A L Technologies

Dell SafeGuard and Response
CrowdStrike Falcon® Endpoint Protection Enterprise

On-the-Box (OTB)

Key Benefits

* Helps stops breaches and simplifies
endpoint protection

* Helps provide unparalleled
real-time and historical visibility
across endpoint events and activities

* Helps accelerate investigation and
remediation and ensures stealthy
attacks don’t go undetected 24/7

Cloud-native Platform

* Reduces cost and complexity by
eliminating the need for constant
signature updates,on-premises
management infrastructure and
complex integrations

* Enables fast deployment and
rapid operationalization — without
requiring a reboot after installation

* Full, automated protection across
endpoints without impacting
endpoint performance and end-user
productivity

Learn more at www.Dell.com/endpoint-security
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Stop breaches with full endpoint
protection

Built to help stop breaches, CrowdStrike Falcon® Endpoint
Protection Enterprise On-the-Box (OTB) unifies next-gen
antivirus (NGAV), endpoint detection and response
(EDR), USB security, and breach prevention in a single
cloud-delivered agent.
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Key product capabilities
Al-Powered NGAV
* Protects against the spectrum without requiring daily updates

» Combines prevention technologies — machine learning, Al-powered indicators of attack (IOAs), exploit
blocking, high-performance memory scanning and more — to stop ransomware and fileless attacks

» Covers gaps left by legacy AV and protects endpoints online and offline
Intelligent EDR

* Prevents silent failure by capturing raw events for automatic detection of malicious activity, providing
visibility, proactive threat hunting and forensic investigation

* Unravels attack in the easy-to-use CrowdScore™ Incident Workbench enriched with context and threat
intelligence data

* Provides powerful response action to contain, investigate and remediate compromised system
Device Control

* Provides detailed visibility on USB device usage

» Enables granular policy enforcement to ensure control over USB devices used in the environment
Breach Prevention Engine

» The CrowdStrike Security Cloud leverages Threat Graph to correlate trillions of security events per day
with indicators of attack, threat intelligence and enterprise telemetry from across customer endpoints,
workloads, identities, DevOps, IT assets and configurations.

o Prevent threats in real time, with Al-powered analytics and threat intelligence
o Investigate threats quickly, reducing time-to-respond
o Hunt proactively for stealthy threats

CrowdStrike Essential Support

*  Prioritized case handling 30 days of personalized onboarding support
* Quarterly health checks and reports - Invitations to Beta Programs

* Knowledge transfer opportunities +  Periodic proactive calls from a TAM

* Access to CrowdStrike’s team of technical .

Reports covering the overall health of your
CrowdStrike deployment, best practices,
tuning, case status and reviews of new
product features and capabilities

account managers (TAMs) for product advice
and issue escalation

* Enhanced knowledge base

*  Premium video and webinar content

* Falcon Insight includes XDR and EDR, with exception for when provisioned on Gov Cloud, in which case includes EDR only.

Contact your dedicated Dell Endpoint Security Specialist today at endpointsecurity@dell.com,
for more information about the Dell solutions to help improve your security posture
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