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Executive Summary

As cloud adoption grows, global enterprises require more efficient cloud 
solutions to better manage costs and improve their users’ infrastructure 
management experiences. IT-as-a-service (ITaaS) partners can help with 
solutions that meet varied cloud management requirements, making more 
flexible console solutions a critical tool to achieving business outcomes.

Larger organizations tend to be more advanced in their adoption of cloud 
management consoles to support digital infrastructure. Management 
solutions that are flexible, scalable, and support public, private, and 
multicloud strategies are poised to enable a smooth and comprehensive 
experience for users. However, integration issues and skill deficiencies, 
combined with a need to better understand customer needs, are crucial for 
enterprises to optimize their cloud environments.

In March 2022, Dell Technologies commissioned Forrester Consulting to 
survey console buyers and users, exploring their needs and expectations 
for ITaaS for cloud management. To explore this topic, Forrester conducted 
an online survey with 514 global IT, cloud, and infrastructure and operations 
decision-makers responsible for their organizations’ cloud and infrastructure 
strategies. 

This study shows there are many opportunities for ITaaS partners to better 
deliver a seamless cloud management experience and improve service 
outcomes via a unified console. Console users and buyers seek an all-in-
one solution that allows them to manage, optimize, automate, and provision 
workloads across day-zero, day-one, and day-two operations. 
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Key Findings

Third-party cloud management consoles are on the rise.  Opting for a 
third-party solution is an upward trend, with significant projected growth 
during the next two years. In fact, 83% of decision-makers agree that 
adopting a single, unified console to manage their organization’s cloud 
and IT services in one place would help them achieve their business 
outcomes better. Having centralized visibility is fundamental in taking 
control of cloud environments and bridging silos. More than 85% of 
respondents from enterprises with more than 20,000 employees said 
their organization has cloud management consoles capable of greater 
infrastructure performance monitoring, increased security, and proactive 
alerts and notifications than those from organizations with fewer than 
20,000 employees. 

Organizations strive for a seamless cloud experience and new 
consumption models. Security, cost, and integration are notable cloud 
challenges. Decision-makers prefer an as-a-service consumption model 
with the ability to scale resources on demand. They also prefer pay-as-
you-go/grow models and flexible pay-as-you-use/on-demand models 
over more traditional or flat-fee models. 

Users seek improvements to their cloud lifecycle management.  The 
cloud management experience — from purchasing to deploying to 
ongoing monitoring and beyond — requires the adoption of a single, 
unified console to configure, manage, and monitor all cloud and IT 
services. Today, users struggle with inefficient processes, causing 
day-zero, day-one, and day-two tasks to take weeks or months to 
accomplish. Day zero, or the design stage, focuses on resource needs 
and requirements, day one is the initial launch and configuration stage, 
and day two is the ongoing operations and maintenance stage. 
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The COVID-19 pandemic accelerated private, 
public, and multicloud adoption, creating an 
opportunity for seamless cloud management 
solutions that will enable a better user experience 
while improving business outcomes. For this 
study, we surveyed a mix of cloud console users 
and buyers to obtain both perspectives about 
their needs and opportunities. We found that 
depending on the phase of the cloud management 
journey, different personas are taking the lead (see 
Figure 1.) In surveying 514 global IT, cloud, and 
infrastructure and operations (I&O) decision-makers 
responsible for cloud and infrastructure strategy at 
their organizations, we found that:  

• Migration to third-party console cloud 
management is growing. More than half of 
respondents (57%) shared that they use one 
or more consoles currently provided by cloud 
infrastructure partners. Over the next two years, 
nearly three-quarters of decision-makers (71%) 
plan to shift to a third-party console for tracking 
all cloud services. Additionally, interest in 
integrating controls and monitoring into existing 
tools via APIs or connectors is also expected to 
grow in the next two years (see Figure 2).

Cloud Proliferation Creates Management Challenges

Figure 1

Top Persona Managing The 
Following Components 
Of Organizations’ Cloud 
Environments

Base: 514 global IT, cloud, and I&O decision-
makers responsible for cloud and infrastructure 
strategy at their organization
Note: Showing top role by component. 
Source: A commissioned study conducted by 
Forrester Consulting on behalf of Dell, March 
2022
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• Security management is the most common capability offered by 
today’s IT and cloud management consoles. Meeting security and 
compliance requirements is the top expected benefit from leveraging an 
IT and cloud management console. This is particularly true for European 
decision-makers. Ninety-one percent of respondents in EMEA expect 
consoles to help their organizations meet security and compliance 
requirements driven by GDPR compared to 77% in APAC and 71% in North 
America. However, respondents from companies with more than 20,000 
employees reported greater overall console capabilities, with more than 
85% of respondents from large organizations reporting their consoles are 
capable of proactive service/operational alerts and notifications, security 
management, and infrastructure performance monitoring (see Figure 3).

Figure 2

“How are you currently managing your company's cloud infrastructure 
deployment(s)? How do you ideally want to manage your company’s cloud 
infrastructure in the next one to two years?”

Base: 514 global IT, cloud, and I&O decision-makers responsible for cloud and infrastructure strategy at their organizations 
Source: A commissioned study conducted by Forrester Consulting on behalf of Dell, March 2022

We use/will use one or more 
console(s) provided by our cloud 
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or hybrid) in one place.
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During the next two years, 71% of decision-makers 
plan to shift to a third-party console for tracking all 
cloud services.

Figure 3

“Which of the following is your IT and cloud management console(s) capable 
of doing today?”

Base: 514 global IT, cloud, and I&O decision-makers responsible for cloud and infrastructure strategy at their organizations 
Source: A commissioned study conducted by Forrester Consulting on behalf of Dell, March 2022
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• On average, it takes three or more tools to accomplish key IT and cloud 
management tasks. Some respondents report utilizing as many as 20 
tools for certain tasks. This reinforces the need for centralized visibility, 
particularly in cases where task management may be automated or not 
managed for optimization. As more companies rely on multicloud, the value 
of a unified console to configure, manage, and monitor all cloud and IT 
services in one place becomes critical.

• As-a-service models are the preferred approach for IT cloud 
consumption. Provider-managed pay-as-you-go/grow models, as well as 
more flexible pay-for-what-you-use models are secondarily preferred to as-
a-service models (see Figure 4). Decision-makers seek provider-managed 
and provider-maintained technology, allowing them to focus more on key 
priorities and strategic goals. Consoles delivered as a service allow for the 
flexibility to customize services to user needs. Given the diversity of user 
needs, the ability to create role-based access at scale is highly desired.  

Figure 4

“How does your organization prefer to consume IT cloud (public, private, 
or hybrid/multicloud) services?” 

Base: 514 global IT, cloud, and I&O decision-makers responsible for cloud and infrastructure strategy at their organizations  
Source: A commissioned study conducted by Forrester Consulting on behalf of Dell, March 2022
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• Cloud-management console capability needs differ between 
enterprises as well as between console users and buyers. Compliance, 
monitoring, and scaling capabilities are top priorities, particularly among 
buyers. Our research indicates that users and buyers value future 
console capabilities differently. Those making the purchase decisions 
most value managing data across sites and scalability, and users value 
compliance and cost monitoring the most. 

When considering cloud-management options, understanding user needs 
as part of the process is valuable given their familiarity with their technical 
environment needs and tooling functionality. Console users’ day-to-day 
use of management tools drive the prioritization of meeting regulatory 
requirements, cost monitoring, and security management far more  
than for console buyers. 

Nearly half of decision-makers see better 
orchestration of their organization’s cloud 
environment as a key benefit of leveraging 
IT and cloud management consoles.
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Reducing complexity is a critical part of successful digital transformation. 
Therefore, both users and buyers are looking for dynamic and scalable 
solutions for cloud management. Vendor partners play a critical role in helping 
decision-makers overcome challenges by taking over highly manual tasks, 
managing integration, and filling skill gaps. Our study revealed:

• Decision-makers face many challenges when managing cloud 
environments. Nearly half of respondents said integrating with legacy 
applications/platforms (47%) and formulating a strategy to leverage 
multiple clouds (46%) are very challenging.  

• Workforce-related concerns are also challenging to cloud management. 
While security and high cloud costs top the list of challenges, workforce 
requirements like addressing internal skill gaps, performance and 
optimization, and onboarding are also challenging (see Figure 5). 
Decision-makers want to remove unwanted complexity while reducing 
costs as they continue their organizations’ journeys to the cloud. 

Complexity Drives Need For A Simplified, Unified Console

Figure 5

Top Challenges To Managing Cloud Environments

Base: 514 global IT, cloud, and I&O decision-makers responsible for cloud and infrastructure strategy at their organizations 
Note: Showing top 6; total percentages may not equal separate values due to rounding.
Source: A commissioned study conducted by Forrester Consulting on behalf of Dell, March 2022

Security challenges

Internal skills

High cloud costs

Difficulty integrating with legacy applications/platforms

Difficulty in formulating a strategy to leverage multiple clouds

Increasing challenges with performance and optimization

Mildly challenging Very challenging

39%

37%

42%

42%

39%

49%

51% 90%

90%

89%

89%

87%

85%

53%

47%

46%

48%

36%

UNIFIED CONSOLES CREATE A SEAMLESS MULTICLOUD MANAGEMENT EXPERIENCE 10



• Decision-makers today have multifunctional requirements. Flexible, 
customizable offerings are needed to ensure consoles align with 
business outcomes. Eighty-three percent of decision-makers agree that 
adopting a single, unified console to manage their organization’s cloud 
and IT services in one place would help them achieve their outcomes 
better.  
 
In their own words, decision-makers said an IT and cloud management 
console should be:

• Adoption of IT and cloud management consoles is 
expected to create efficiencies and improve output. 
Specifically, decision-makers are looking to cloud 
management consoles for help managing 
costs, better scaling resources, improving 
interoperability across cloud environments, and 
spinning up workloads faster. An infrastructure 
manager at a financial services company said, 
“A cloud management console that ensures 
budgeting, forecasting, easy onboarding, and 
focusing on regulatory security and compliance 
would be ideal.”

 » “[A] one-stop solution for all deployment requirements.”  
   — Senior cloud engineer, energy/utilities 

 » “[An] all-in-one place managing, optimizing costs, security, 
compliance, automating and provisioning, etc.”  
— Cloud engineer, marketing/advertising

 » “Highly configurable, and we should be able to customize features.” 
— Senior architect, energy/utilities 

 » “A customizable dashboard for billing and managing cloud 
resources.”  
— VP of IT, business/professional services

85%  
of decision-makers are 
looking for a seamless 

cloud management 
experience. 
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• The preferred features of IT/cloud consoles will evolve during the 
next two years. While respondents cited workflow monitoring as the 
most useful feature today (75%), they said that in two years, migration 
recommendations will top the list (see Figure 6). Notably, tools have 
evolved to include built-in migration recommendations, and this is 
expected to be a key feature of IT and cloud management consoles in 
the next two years. Thirty-four percent of respondents said they expect it 
to be a key feature today versus 55% in the next two years.

“A console should be easy to control across clouds and 
have a clear user interface. Speed is also important.” 

– Operations engineer, manufacturing

Figure 6

“What are the most useful features that you currently use in your IT and cloud 
management console(s)? What would you like to use in the next two years?”

Base: 514 global IT, cloud, and I&O decision-makers responsible for cloud and infrastructure strategy at their organizations
Source: A commissioned study conducted by Forrester Consulting on behalf of Dell, March 2022
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Reducing Inefficiencies In Cloud Management, 
A User-First Approach

To better understand decision-makers needs and their organizations’ 
journeys to the cloud, we surveyed users (e.g., cloud cost managers, cloud 
architects, I&O practitioners, enterprise architects, etc.) specifically about 
needs and attitudes during day-zero, day-one, and day-two tasks.  

Users understand the tooling as they are intimately aware of their technical 
environment needs, are familiar with the tooling functionality, and use 
management tools on a day-to-day basis. 

However, in managing the lifecycle of cloud technology implementation, 
inefficiencies create challenges at all stages of the journey, referred to here 
as day zero, day one, and day two. For this study, 
we defined each day as follows: 

• Day zero: When infrastructure purchasing and 
deployment happens. 

• Day one: When infrastructure is made ready for 
provisioning and tooling is established. 

• Day two: When workload provisioning and 
ongoing monitoring, maintenance, reporting, 
and forecasting happens.

We found:

• Notable inefficiencies during day-zero, day-
one, and day-two tasks are driven by the need for more strategic 
capacity. In the purchasing and provisioning phases, strategic gaps stand 
out as top inefficiencies. During the ongoing operations and maintenance 
stage, security is the top inefficiency. Security and risk professionals have 
been accelerating adoption of Zero Trust eXtended (ZTX) approaches 
for providing access to cloud-platform consoles for developers for 
DevOps, outsourced systems administrators, or employees of managed 
security service providers. Forrester defines Zero Trust as an information 
security model that denies access to applications and data by default. 
Threat prevention is achieved by only granting access to networks and 

59%  
of decision-makers 

see the ability to better 
scale resources up or 

down as a top benefit of 
leveraging IT and cloud 
management consoles.
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workloads utilizing policy informed by continuous, contextual, risk-based 
verification across users and their associated devices.1

• Users need help on key tasks during each part of their cloud journeys. 
Managing security emerges as an important day-two challenge, and 
because cloud migration defines the maturity of your cloud security 
maturity, it’s imperative to plan and do it well.2 Today, tasks in the cloud 
lifecycle are often time-consuming and manual (see Figure 7). Users are 
seeking solutions that are intuitive and provide access to support. These 
challenges highlight the need for partners to offer people, process, and 
technology support.  

 » Day-zero top inefficiencies are defining storage/CPU/memory needs, 
setting up a roadmap, and assembling a team with the right cloud 
expertise.  

 » Day-one top inefficiencies are defining getting migration 
recommendations, defining policies for usage, security, and capacity, 
and determining automation tooling. 

 » Day-two top inefficiencies are managing security and costs. 

 » The biggest day-zero challenges are testing, a lack to technical 
support, and help with continuous integration and continuous 
delivery (CI/CD) practices. 

 » The biggest day-one challenges are problems with test data 
management and a lack of technical skills. 

 » The biggest day-two challenges are controlling costs and 
managing security.  

52%  
of decision-makers see better interoperability 
across cloud environments as a key benefit of 
leveraging IT and cloud-management consoles.
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Figure 7

Using your best estimate, how much time on average do each 
of the following tasks take to accomplish across all projects?”

Base: 400 global console users responsible for cloud and infrastructure strategy at their organizations
Source: A commissioned study conducted by Forrester Consulting on behalf of Dell, March 2022
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• Most users prefer to manage many tasks on a desktop. However, they 
are most comfortable managing tasks like monitoring infrastructure 
health, getting stakeholder buy-in, and establishing an implementation 
timeline via mobile.   
 
Users acknowledged there are many things needed to improve day-zero, 
day-one, and day-two tasks. They said:   

Integrating cloud management console capabilities with in-house tooling 
via connectors or APIs is a growing reality for many users surveyed. More 
than one-third of users (37%) consider their organization’s proficiency 
level with creating software connectors in-house to be expert or 
advanced, with another 46% rating their proficiency as competent (see 
Figure 8).

 » “It would be desirable to have a single console for the main 
configuration policies.”  
— Senior cloud architect, retail

 » “After deployment, the biggest challenge is to maintain productivity 
without much downtime.”  
— Cloud architect, legal services 

 » “In the absence of proper training, using the interface becomes very 
difficult.”  
— Cloud architect lead, business/professional services

 » “If you don't have expertise and tools, it will be challenging to migrate 
away from your existing on-premises environment.”  
— Global enterprise architect, financial services

On average, 64% of 
software connectors are 
created in-house.
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Public, private, and multicloud will continue to expand, and IT and cloud 
management consoles offer flexible and scalable support.  Leveraging 
a simple, unified console for centralized cloud management will make it 
easier for both buyers and users to handle day-zero, day-one, and day-two 
operations. Key features such as migration recommendations, application 
dependencies, what-if scenarios, and cost forecasting will help address key 
challenges like controlling costs, managing security, and optimizing cloud 
environments. Consoles provide tools to help in-house IT users to get their 
jobs done faster. 

Figure 8

Team’s/Organization’s Proficiency Level With Creating Software Connectors In-House

Base: 514 global IT, cloud, and I&O decision-makers responsible for cloud and infrastructure strategy at their organizations
Source: A commissioned study conducted by Forrester Consulting on behalf of Dell, March 2022

Beginner ExpertDeveloping Competent Advanced

3%9%

28%

14%

46%

UNIFIED CONSOLES CREATE A SEAMLESS MULTICLOUD MANAGEMENT EXPERIENCE 17



Key Recommendations

Cloud usage at scale is trending mainstream for the enterprise organization. 
Early cloud journeys tend to choose management of cloud environments 
directly in the service provider portal. However, using cloud at scale requires a 
unified view of all environments. 

Forrester launched an in-depth survey of 514 IT, cloud and I&O decision-
makers about their challenges in managing their organizations’ cloud 
environments across day zero, day one, and day two. From their responses, 
we yielded these important recommendations:

Get centralized visibility to manage cloud at scale.

Lean on tools that provide management of your environment through a 
single console. Look for tooling that has multicloud management and cloud-
cost management capabilities, implement a governance framework for the 
organization, and optimize your environment with rightsizing and scheduling 
recommendations. Most solutions will have prepackaged regulatory 
frameworks that can be used to identify noncompliant workloads or actions.

Retain and attract top talent by optimizing your enterprise landscape.

Costs incurred don’t come just from a poorly managed environment. Without 
the right tooling, employees can also be frustrated and dissatisfied with their 
jobs. Use a management tool to help automate the smaller, more menial 
tasks to free up your employees for higher-level, more complex tasks. A 
well-managed environment is just as crucial as ensuring your employees 
are satisfied and engaged in their role. This is especially important as tech 
employees are finding it easier to seek and acquire new jobs during the "Great 
Resignation."
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Reduce day-zero and day-one inefficiencies by building out your cloud 
requirements using the cloud management tool. 

Mitigate day-zero inefficiencies by defining early needs such as amount of 
storage, CPU, and memory required. Build a roadmap that supports these 
needs and that aligns to your business targets. Use a migration planner, define 
security, capacity, and usage policies to optimize day-one management.

Limit access to data with Zero Trust frameworks and use budget and 
forecasting to eliminate day-two inefficiencies.

Apply this rule to both business and administrative/privileged users. Business 
users should only have access to the data they need. When they change 
roles, automated processes can be used to change access to data assets 
unnecessary to their new role. Similarly, as part of a Zero Trust approach, 
privileged users should only have insight into the policies and audit logs of the 
cloud infrastructures and workloads they manage. Prohibit them from looking 
at controls they aren’t authorized to work with. Likewise, lean on forecasting 
and budgeting to notify developers when cloud usage is on pace to go over 
budgeting limits. 
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INDUSTRY

Retail 10%

Technology 10%

Financial services 9%

Manufacturing and materials 8%

Consumer product goods 7%

Telecommunications services 6%

Business services 6%

Healthcare 6%

Construction 6%

Consumer services 5%

Electronics 5%

Transportations 4%

Media 4%

Chemicals 4%

Advertising/marketing 3%

Energy and utilities 3%

Government 2%

Education 2%

Hospitality 1%

Agriculture 1%

COUNTRIES

United States 21%

Canada 19%

United Kingdom 13%

Germany 9%

France 9%

Australia 7%

New Zealand 7%

China 5%

India 5%

ROLE

Manager in IT 10%

Cloud cost manager 9%

Cloud architect 9%

Director in IT 8%

I&O practitioner 8%

Enterprise architect 8%

Cloud administrator 7%

Cloud security engineer 6%

Cloud operations engineer 6%

Automation architect 6%

Release manager 6%

Software developer 5%

ROLE (CONT.)

VP in IT 4%

IT administrator 4%

Engineer 4%

In this study, Forrester conducted an online survey of 514 IT, cloud, and infrastructure and operations 
decision-makers responsible for their organization’s cloud and infrastructure in North America, APAC, and 
EMEA to explore buyer and user console journeys. Survey participants included decision-makers in IT, cloud 
management, and I&O. Questions provided to the participants asked about their cloud journeys, challenges, 
and day-zero, day-one, and day-two tasks. Respondents were offered a small incentive as a thank you for 
time spent on the survey. The study began in February 2022 and was completed in March 2022.

Appendix A: Methodology

Appendix B: Demographics

Appendix
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Appendix D: Endnotes
1 Source: “Cloud Workload Security Trends And Best Practices,” Forrester Research, Inc., August 2, 2021.
2 Source: “The Security Best Practices Of Cloud Migrations,” Forrester Research, Inc. September 20, 2021.

Appendix

Appendix C: Supplemental Material

“Gauge Your Cloud Maturity,” Forrester Research, Inc., August 2, 2021
“Cloud Powers The Adaptive Enterprise,” Forrester Research, Inc. January 25, 2022 

RELATED FORRESTER RESEARCH

EMPLOYEE COUNT

20,000 or more 16%

5,000 to 19,999 36%

1,000 to 4,999 47%

DEPARTMENT

IT 49%

Cloud 37%

I&O 14%

Appendix B: Demographics (cont.)

Note: Percentages may not total 100 because of rounding.
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