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PREFACE

Purpose

Related documentation

As part of an effort to improve its product lines, Dell EMC periodically releases revisions of
its software and hardware. Therefore, some functions described in this document might
not be supported by all versions of the software or hardware currently in use. The product
release notes provide the most up-to-date information on product features.

Contact your Dell EMC technical support professional if a product does not function
properly or does not function as described in this document.

NOTICE

EMC Secure Remote Services (ESRS) is being rebranded to Secure Remote Services (SRS).

Note: This document was accurate at publication time. Go to Dell EMC Online Support
(https://support.emc.com) to ensure that you are using the latest version of this
document.

This guide is part of the Secure Remote Services (SRS) Release 3.38 documentation set,
and is intended for use by customers and prospective customers.

Readers of this guide are expected to be familiar with the following topics:

+ Local network administration
+ Internet protocols

+ Dell EMC storage system characteristics and administration

The following Dell EMC publications provide additional information:

o Secure Remote Services Release Notes

& Secure Remote Services Technical Description

& Secure Remote Services Pre-Site Checklist

& Secure Remote Services Site Planning Guide

& Secure Remote Services Port Requirements

& Secure Remote Services Installation Guide

& Secure Remote Services Operations Guide

& Secure Remote Services Policy Manager Operations Guide

& SRS Policy Manager 6.8 Installation Guide - Standard Windows

e SRS Policy Manager 6.8 Installation Guide - Integrated AD (Windows)

Documentation conventions

Dell EMC uses the following conventions for special notices:

SRS Installation Guide 5
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ADANGER

DANGER indicates a hazardous situation which, if not avoided, will result in death or
serious injury.

AWARNING

WARNING indicates a hazardous situation which, if not avoided, could result in death or
serious injury.

ACAUTION

CAUTION, used with the safety alert symbol, indicates a hazardous situation which, if not
avoided, could result in minor or moderate injury.

NOTICE

NOTICE is used to address practices not related to personal injury.

Note: A note presents information that is important, but not hazard-related.

Typographical conventions

Dell EMC uses the following type style conventions in this document:

Bold Use for names of interface elements, such as names of windows, dialog
boxes, buttons, fields, tab names, key names, and menu paths (what
the user specifically selects or clicks)

Italic Use for full titles of publications referenced in text and for variables in
body text.
Monospace Use for:

e System output, such as an error message or script
e System code

e Pathnames, file names, prompts, and syntax

e Commands and options

Monospace italic Useforvariables.

Monospace bold Use for user input.

[ Square brackets enclose optional values

| Vertical bar indicates alternate selections — the bar means “or”

{1} Braces enclose content that the user must specify, such as x ory or z

Ellipses indicate nonessential information omitted from the example

Dell EMC support, product, and licensing information can be obtained as follows:

Product information — For documentation, release notes, software updates, or
information about Dell EMC products, go to Dell EMC Online Support at:

https://support.emc.com


http://support.emc.com

Your comments

Preface

Technical support — Go to Dell EMC Online Support and click Service Center. You will see
several options for contacting Dell EMC Technical Support. Note that to open a service
request, you must have a valid support agreement. Contact your Dell EMC sales
representative for details about obtaining a valid support agreement or with questions
about your account.

Your suggestions will help us continue to improve the accuracy, organization, and overall
quality of the user publications. Send your opinions of this document to:

techpubcomments@emc.com

SRS Installation Guide 7
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CHAPTER 1
System requirements

This chapter provides the specifications that you will need to install and provision
SRS. Topics include:

¢ DPreparing your environment.............ccoeviiiiiiiiiinini s
# Specifications for SRS Virtual Edition and SRS Docker Edition

System requirements

9



System requirements

Preparing your environment

Follow the KB solution for the Network Requirements:
https://support.emc.com/kb/494729

Port 443 and 8443 have to be allowed outbound.

Specifications for SRS Virtual Edition and SRS Docker Edition

Table 1 on page 11 shows the minimum configuration of the SRS deployed on the ESX
Server.

10 SRS Installation Guide
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Table 1 Specifications for SRS Virtual Edition

System requirements

Type

Requirements

Dell EMC
provided
software

Notes

SRS Virtual
Edition (SRS
VE) and
Hyper-V

® Server — VMware ESX 5.0 or later or Windows Hyper-V environment on
Windows 2008 R2 or Windows 2012

® Processor — One or more processors, each 2.2 GHz minimum, must be
SSE2 supported (required for FIPS compliance)

* Free Memory —
Minimum: 4 GB
Recommended: 8GB

¢ Free Disk Space — Minimum disk space required for your SRSv3 appliance
is 64 GB

e CPU-—
Minimum: One vCPU, 2.0GHz or higher, 64-bit
Recommended: Two vCPU, 2.0GHz or higher, 64-bit

e Browser — Internet Explorer 9 +, Mozilla Firefox, or Google Chrome

e 250 device support is applicable for CloudlQ-enabled customers.

Notice: The 3.38 VE can be configured to support a maximum of 250 devices.
CloudIQ-enabled customers are recommended to utilize 2 CPUs during VE
configuration.

SRS

e Default is one vCPU, but
you have the option to
add additional vCPU
before SRS is powered

up.

e SRS requires a
site-supplied ESX or
Windows server.

e Two SRS Virtual Edition
servers deployed on a
separate ESX
servers/Hyper-V servers
are required for a High
Availability
configuration.

e One SRS Virtual Edition
or SRS Virtual Edition
High Availability Cluster
can support up to 250
devices.

e Do not place
VMware/Hyper-Vimages
or storage files on Dell
EMC devices managed
by the SRS Client.

e When running clustered
HA Clients on
VMware/Hyper-V, each
Gateway Client must be
located on different
physical hardware.

e Collocation of a Policy
Manager on the SRS
Host is not supported or
permitted. The
underlying SUSE
operating system is
customized for the SRS
and does not have the
necessary libraries.

e The preferred method of
deploying SRS is
through VMware
vCenter. If the user does
not have VMware
vCenter, then see KB
Article 529262 - SRS:
How to deploy SRS VE
3.26+ without vCenter
https://support.emc.co
m/kb/529262.

SRS Docker
Edition (SRS
DE)

Docker supported Linux distribution (x64 bit)
e Docker engine (Docker runtime installed):
https://docs.docker.com/engine/installation/
® Processor — One or more processors, each 2.2 GHz minimum, must be
SSE2 supported (required for FIPS compliance)
* Free Memory —
Minimum: 4 GB
Recommended: 8GB
* Free Disk Space — 64 GB or higher
e Ports — FTP 21 | HTTPS 443 | SMTP 25 | Provision, WebUI & REST 9443
e CPU—
Minimum: One vCPU, 2.0GHz or higher, 64-bit
Recommended: Two vCPU, 2.0GHz or higher, 64-bit
e Browser — Internet Explorer 9 +, Mozilla Firefox, or Google Chrome
e 250 device support is applicable for CloudIQ-enabled customers.

Notice: The 3.38 VE can be configured to support a maximum of 250 devices.
CloudIQ-enabled customers are recommended to utilize 2 CPUs during VE
configuration.

SRS

Specifications for SRS Virtual Edition and SRS Docker Edition 11
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CHAPTER 2
Installing

This chapter provides the information that you will need to prepare the SRS server for
the installation of SRS. Topics include:

¢ Overview

.......................................................................................................................... 14
+ Configuring SRS on Linux host using Docker Engine (SRS DE) ..........cccccueveacee. 14
+ Configuring Operating System for VM (SRS VE) ........ccoviiniinnniiiiicene, 17

Installing 13



Installing

Overview

Install options

Apart from the SRS backend system, there is an SRS Gateway that is installed on the
customer site either on the product itself (embedded SRS Device Client), on a separate
physical/virtual machine, or as a binary installer for Linux.

There are two install options for SRS:

¢ SRS Docker Edition (SRS DE)

¢ Can be run on a qualified Linux environment that supports Docker containers

Note: Cloud platform support for the SRS Docker Edition is best effort. Passive
FTP is not supported with SRS DE.

+ SRS Virtual Edition (SRS VE)
® SRS can be run 100% virtually
¢ No additional hardware required
¢ No additional OS licenses required

The following section describes the binary install for SRS on a Linux host.

Configuring SRS on Linux host using Docker Engine (SRS DE)

Prerequisites

System Requirements
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To install the SRS Docker on a Linux host, SRS requires that specific assigned ports
(see Port Requirements section below) on the system be available. If the prerequisites
are not provided, then the SRS application installer aborts the installation.

Before installing SRS on a Linux host, the following must already be installed:
¢ Docker supported Linux distribution (x64 bit)
+ Docker Engine (Docker runtime)

Using the binary installer, SRS can be installed on the Linux distributions that support
Docker. For a list of Linux distributions that are supported by Docker and for Docker
installation instructions, refer to the following address:

https:/ /docs.docker.com/engine/installation/.

Note: The Docker Engine is supported on many Linux distributions (such as RHEL,
CentOS, OpenSUSE, and SUSE Linux Enterprise), for example, the following is the
link for a Docker installation on Red Hat Enterprise Linux (RHEL):

https:/ /docs.docker.com/engine/installation/linux/rhel/.




Port Requirements

SRS Installation
Instructions

SRS runs its services on the following ports:

Table 2 Port Requirements

RESTful Connect Home, MFT, keepalive, etc.)

Services Ports
Connect Home support (legacy) - FTP 21
Connect Home support (legacy) - HTTPS 443
Connect Home support (legacy) - SMTP 25
provision, WebUI, RESTful services (such as device management, 9443

Installing

The SRS installer performs the required prerequisite checks. In effect, it validates the

system requirements, Docker runtime, and the specified port availability.

To install SRS:

1. Download the latest SRS Docker Edition (SRS DE) for Linux on Dell EMC Online

Support and copy to the Linux server running Docker:

https://support.emc.com

2. To change the permission of the installer, use the following chmod command

example:

chmod +x esrsde-3.xx.00.01.bin

Server View Tools Help
] "<
f.f.a-.ér-.

B PuTTY sesss

A 10150729

Figure 1 chmod command

3. Run the installer using the following command example:

./esrsde-3.xx.00.01.bin --install

The command will check the following prerequisites, and proceed with

installation:
¢ Disk space availability, must be at least 64 GB
¢ Docker runtime

e Ports 21, 25, 443, 9443, and 8118 are free

Configuring SRS on Linux host using Docker Engine (SRS DE)

= e R .

15
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. MTPUTTY (Mulb- Tatbed PulThE

e IP address is valid

root Edpcalios k= Downloads %

Figure 2 Checking prerequisites

4. Follow the instructions on the prompt to complete the installation.

Servers

During the installation, the installer will request a password to be set for the root
account of SRS, as shown in the following figure.

Note: This is not the root account of the host.

| MTPUTTY (M

Server View Tools Help

LIEN- 12!

{3 PUTTY sessions
A2 10.15.107.239

4 x

Start page root@localhost:~/Downloads X

Figure 3 Setting the root password
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At the end of a successful installation, the installer displays a message stating that
the SRS services are up and running and provides the URL for you to provision
SRS, as shown in the following figure.

Server View Tools Help
=xsq-AL
Servers

182 PuTTY sessions
o 10.15.107.239

Sl TR/ /10, 15,107.239:944

Figure 4 Sample image of successful installation

5. After you copy and paste the URL to a Web browser, follow the steps starting at
the “Root logon and Admin setup” section in Chapter 3.

Configuring Operating System for VM (SRS VE)

Configure Network The following are needed to set up SRS:

¢ IP address
¢ Default gateway
¢ DNS server

The following are optional:

+ Customer proxy server

¢ SRS Policy Manager (strongly recommended)

+ Mail server - if you would like notifications and /or Connect Home failover

Note the following:

¢ Do not change any elements (for example, firewall settings) of SRS, according to
customer security policies.

¢ Do not place VMware/Hyper-V images or storage files on Dell EMC devices
managed by SRS.

Configuring Operating System for VM (SRS VE) 17
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First boot installation

Requirements

18 SRS Installation Guide

¢ When running clustered HA SRS Virtual Edition Clients on VMware /Hyper-V,
each SRS Virtual Edition Client must be located on a different physical ESX server.

Before you can access the SRS Virtual Edition Web Ul, you must perform a first boot
installation.

This section provides the steps to install and configure SRS and to boot it through the
ESX Server/HYPERV.

Before you begin, the following conditions must be met:

+ The SRS Virtual Edition software package has been downloaded by the customer
and is available for installation

Note: The version downloaded must match the virtual environment to be used.

¢ Enterprise level:
* Hypervisor is available at the customer site
* VMware or Hyper-V is available
¢ Customer must create a VM and install the OS.
To configure the SRS during first boot, follow the steps in the following sections.

Downloading the vSphere Client and deploying the SRS image
To download the vSphere Client and deploy the SRS image:

1. Access the vSphere Client and select File > Deploy OVF Template..., as shown in
Figure 5 on page 18. The Deploy OVF Template - Source wizard appears.

=
(%7 vchkv.gslabs.lab.emc.com - vSphere Client

File | Edit View Inventory Administration

Mew v ;'-r =
Deploy OVF Template... |

Export | 22
Report "

Exit | Docker_1
T B e Dl F Lo 4

Figure 5 Deploy OVF Template
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2. In the Deploy OVF Template - Source wizard, use the Browse... button to select
the desired URL to download and install the OVF package, as shown in Figure 6
on page 19, and then click Next. The OVF Template Details window appears.

Deplay from a fle or LAL

i Wsers' \Dereriicads SRS _WE-3.26,00.00. 2ESRS VE T] Browse... I

Enter & URL bo downlaad and irstall the OVF package fraom the Internet, or
spedfy a location accessble from your computer, such a5 a logal hard drive, a
metwaik share, o a COJDVD drive.

Figure 6 Deploy from a file or URL

3. In the OVF Template Details window, verify the details and then click Next to
continue, as shown in Figure 7 on page 19. The End User License Agreement
window appears.

OVF Template Details
S A 3 Proguct: ESRS_VE.x86_54-326.0000.2

Downioad sine: 7IE.3MB

Sape on chek: 1.6 GB (thin pravisiored)
&40 GB (thick provisoned)

Description:

Figure 7 OVF Template Details

Configuring Operating System for VM (SRS VE) 19
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In the End User License Agreement (EULA) window, read the license in its
entirety, and then click Accept. The Name and Location window appears.

OVF Template Details
End User License Agreemi =
Name and Location SUSE(R) Linux Enterprise Server 11 5P3

SUSE Software License Agresment

PLEASE READ THIS AGREEMENT CAREFULLY. BY PURCHASING, INSTALLING AND /OR USING THE
SOFTWARE (INCLUDING ITS COMPONENTS), YOU AGREE TO THE TERMS OF THIS AGREEMENT
AND ACKNOWLEDGE THAT YOU HAVE READ AND UNDERSTAND THIS AGREEMENT. IF YOU DO NOT
AGREE WITH THESE TERMS, DO NOT DOWNLOAD, INSTALL OR USE THE SOFTWARE. AN
INDIVIDUAL ACTING ON BEHALF OF AN ENTITY REPRESENTS THAT HE OR SHE HAS THE
AUTHORITY TO ENTER INTO THIS AGREEMENT ON BEHALF OF THAT ENTITY.

This SUSE Software License Agreement ("Agreement”) is a legal agreement between You (an entity
or a person) and SUSE LLC ("SUSE"). The software product identified in the title of this Agreement,
its structure, organization, and accompanying documentation (collectively the “Software”) is
protected by the copyright laws and treaties of the United States and other countries and is
subject to the terms of this Agreement. Any modification, update, enhancement or upgrade to the
Software that You may download or receive that are not accompanied by a SUSE software icense
agreement expressly is induded as Software and governed by this Agreement.

LICENSES.

The Software and each of its components are owned by SUSE or other licensars and are protected
under copyright laws and other applicable laws. Subject to compliance with the terms and conditions
of this Agreement, SUSE grants to You & perpetual, non-transferable, worldwide license to
reproduce and use copies of the Software within Your Organization (as defined below). Many of the
individual components induded in the Software are licensed pursuant to an open source license
identified in the documentation or located in the  source code or binary code for the component.
This Agreement does not imit Your rights under such licenses or supersede or conflict with the
license terms or obligations for use of any individual open source component. "Organization” means
a legal entity, exduding subsidiaries and affiiates with a separate existence for tax purposes or for
legal personality purposes. An example of an Organization in the private sector would be a
corporation; partnership; or trust, exduding any subsidiaries or affiiates of the organization with a
separate tax identification number or company registration number, In the public sector, an
example of Organization would be a spedfic government body or local government authority.

¢ >

Figure 8 Eula screen

5.

In the Name and Location window, enter a unique name and a location for the
deployed template, as shown in Figure 9 on page 20, and then click Next. The
Host/Cluster window appears.

a0Urce Mame:

o 142222 _FSRS_VE x@6_64-328,0006.0

End Uiser License Agreement

Name and Location The name can contain up to 80 characters and it must be unique within the inventory folder,
B Haost [ Cluster

b Inventory Locabon:

B [9 remoteappsveenterdl.isus.emc. com

B [ [emvi6

E Discovered virtual machine

Figure 9 Name and Location
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6. Inthe Host/Cluster window, select a host or cluster to run the deployed template,
and then click Next. The Specific Host window appears.

=3 |_' esxif
[ esxb-tooe
|'_'|',h remateappscluster

Figure 10 Host / Cluster

7. In the Specific Host window, choose a specific host within the cluster, and then
click Next. The Storage window appears.

Choose a specific hast within the duster,

On dusters that are configured with vSphere HA or Manual mode vSphere DRS, each virtual machine must
be assigned to a spedfic host, even when powered off,

Select a host from the kst below:
Host Mame

[ rapd I5UE. BmC. com
L'] rapic iSUIS. BmC.com

Figure 11 Specific Host

8. In the Storage window, select the destination storage for your v files, and then
click Next. The Disk Format window appears.

Select a destination storage for the virtual madhine flles:
Name Drive Type Capacity | Provisioned Free | Type Thin | &
l-j clariionabluni3 MNon-550 200TE 15978 147 TE VMFS5 Supp
[-ﬁ clariionabluni4 MNon-550 1.14 T8 309.85 GB 1010.97 G VMFS5 Supp
B cdarionablunz Non-550 1023.75 GB 53648 GB 53741 GB WMFS5 Supp
i:-ﬂ clariionablund MNon-550 1023.75 GB 605.03 GB 940.08 GB WMF55 Supp
i darionabluns Non-58D 1023.75 GB 292.08 GB 759.74 GB WMFSS Supp
B clarionablng Non-550 1.05 T8 35468 GB 783.52 GB WMFS5 Supp
@ darionablun? Non-550 82550 GB 65.50 GB 824.93 GB WMFS5 Supp
B clarionablng Non-550 1.57 T8 357.38GB 139TB VMFSS Supp
i darionablung Non-5580 1.57 TB 25630 GB 141 TB WVMFS5 Supp
@ vmax_lunid Non-55D 7.16 T8 371.84 GB 7.12TB VMFSS Supp w
€ >

Figure 12 Storage

Configuring Operating System for VM (SRS VE) 21
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9. In the Disk Format window, select Thin Provision, and then click Next.

Datastore: '-ﬂ_? 7_detestore

e ard Locanor —

Avalabie space [G8]: 710

Thick Proweon Lagy Jeroed
" Thick Provision Eager Zerped

% Thin Provison

Figure 13 Disk Format

10. In the Network Mapping window, select the network the deployed template
should use, and then click Next.

Map the networks used in this OVF template to networks in your inventory

Source Networks Destination Networks
Dis nat bridged VM Network 107
Network Mapping
Properties
Ready to Complete
Description:
The bridged network

Figure 14 Network Mapping

11. In the Properties window, enter details for the following fields, and then click
Next:

ACAUTION

Please enter complete information in this template to enable easy provisioning of
SRS VE. If any detail is incomplete or incorrect, it can only be corrected using YAST or
you will be required to re-enter all the required information in the OVF template.

e DNS1

e DNS2

¢ Hostname

¢ Default Gateway

e Network IPV4 address
¢ Network IPV4 Netmask
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Note: IPV4 address is mandatory and IPV6 is optional.

Note: IPV6 connection only applies to SRS Virtual Edition (SRS VE). It is not
supported on Hyper-V, SRS Docker Edition (SRS DE), and SRS Embedded Virtual
Edition (SRS eVE).

¢ Network IPV6 address
* Network IPV6 Netmask
¢ Time Zone Setting

e NTP Server address

e Root Password

NOTICE

A root Password should be set during deployment. For security reasons, it is
recommended to use a password that is @ minimum of eight characters and
contains a minimum of one upper, one lower, one digit, and one special character.

Please provide all the required information in this wizard for the
successful firstboot and provisioning

Networking Properties

Add Domain Name Serverl

Please Enter Vakd Domain Name Server ]
Ready to Complete .

S 0 .25 .17 . 10

Add Domain Name Server2
Please Enter Vald Domain Name Server2
0,104 ,128 , 235

Hostname

Please enter a fully qualified hostname (for example host.example.com). Do NOT use
spedal characters, only - and ., are alowed as part of the Hostname

|In.|:-c gte

Default Gateway
The Default Gateway address for this VM

o, 236 .142 . 1

Network IPV4 address
Metwork IPV4 address (Ethd used for commurication to EMC)
0,256 14 , 21

Network IPVA Netmask v

Figure 15 Properties

Configuring Operating System for VM (SRS VE) 23
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Ready to Complete

Figure 15 (continued)

Please Enter Valid Domain Name Server1
10 ,254 174 ., 10

Add Domain Name Server2
Please Enter Valid Domain Name Server2

10 ,2% .191 . 41

Hostname

Please enter a fully qualified hostname (for example host.example.com), Do NOT use
spedal characters, only - and . are allowed as part of the Hostname

finux.site

Default Gateway
The Default Gateway address for this VM

10 .2% .12, 1

N k IPV4 add
mmm*w*slmﬂmm.l
| 10,236 . 144 . g

Network IPV4 Netmask
The netmask or prefix for this interface

255 ,255 .255 . 0

mm-d;m
Network IPV6 addr

|2620:0:170:961: 1111:1111:1111:222
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Source
OWF Template Detais

e Agreement

The netmask or prefix for this nterface
/o4

Time Zone Setting
L i Sets the selected time 2one setting for the ¥
Ready to Complete Synchronized with NTP Server
NTP Server Address

Jss.eme. com

Service User

Root Password

A root Password must be set during deployment. For security reasons, it is recommended
to use a password that is a minimum of eight characters and contains a minimum of ane
upper, one loweer, one digit, and one spedal dharacter.

Enter password

Confrm password |"""

ESRS Web Administrator User

ESRS Web Administrator User Name
Add ESRS Web Administrator User Name

admin
W

Figure 15 (continued)

Configuring Operating System for VM (SRS VE) 25
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12. In the Ready to Complete window, review your options, and then click Finish.
The deployment status window appears, as shown in Figure 17 on page 26. When
the deployment is completed successfully, a deployment completed successfully
message appears.

@
Ready to Complete
Are these the options you want to use?
Source
OVF Template Detsils When you dick Finish, the deployment task will be started.
End User License Agreement Deployment settings:
Name and Location Download size: 742.8 MB ~
Host / Cluster Size ondisk: 1.6 GB
%ma : Name: 142_222_ _ESRS_VE.x86_64-328.0006.0
Network Mapping Folder esyi
Properties Host/Cluster: esxif-dev
Ready to Complete SpecificHost rapid .isus.emcoom
Datastone: wmax_|un10
Disk provisioning: Thin Provision
| | Network Mapping: "bridged"to "wMNetwork 107"
IPAllocation: Fixed, IPv4
Property: dns1 = 10.254.174.10
Property: dns2 = 10.104.128.235
Property: host =linux.site
Property: gateway = 10.236.142.1
Property: ip0 = 10.236.142.222
Property: netmask0 = 255.255.255.0
Property: ipl =2620:0:170:961:1111:1111:1111:237
Property: netmaskl = /64
Property: timezone = US{Eastern
Property: ntp =mickey.lss.emc.com
Property: esrsuser =admin
v
[+ Power on after deployment

Figure 16 Ready to Complete

=

Deploying 142_222_ _ESRS_VE.x86_64-328.0006.0

Deploying disk 1 of 1 from
C:\Usersy \Downloads\ESRS_VE-328.0006.0\ESRS_VE.x86_64-328.
0006.0-disk 1. vmdk

1 minute and 2 seconds remaining

I Close this dialog when completed

Figure 17 Deploying SRS

13. In the Deployment Completed Successfully window, click Close, as shown in
Figure 18 on page 27.
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=

Deploying 142_222_ _ESRS_VE.xB6_64-328.0006.0

Completed Successfully

Figure 18 Completed Successfully message

Powering on the  To navigate through the Linux console:
virtual machine
1. In the vSphere Client, ensure that your deployed template is selected in the left
pane directory, and then click Power on the virtual machine in the Getting
Started tab if you did not select that option during deployment., as shown in
Figure 19 on page 27.

Basic Tasks

l, Power on the virtual mach:nel

5 Edit virtual machine settings

24 Convert to a template

Figure 19 Powering on the virtual machine

2. Ifapplicable, go to the Hyper-V Appendix and follow the instructions listed. Then
go to the following step.

3. When the VE is powered on, wait until you see that the first boot is completed.
Then go to the SRS Web Ul by using the IP address that is displayed in the
configuration verification screen, as outlined in red on the screen example below.

Getting Started | Summary | Resource Allocation | Performance ' Tasks & Events | Alarms

20181 [warn] module ssl _module is alre:

done

eached

irg_balancer

Helcome to Linux Enterprise & ~ 3 4} K 3.0.101-0.47.106 . 11-default (t
tyl).

linux login: _

Figure 20 Configuration verification

Configuring Operating System for VM (SRS VE) 27
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Note: The failed services shown in red are expected at this time as some of the services have not
been configured. This issue is addressed in the next section.

Note: The IP address of the SRS should display in the SRS VE webui is running at
https://<SRSve-ip>:9443 field. If it displays anything different, then the network setup is not
correct. This can be addressed by logging on to the SRS shell and using YaST2 to correct the
network configuration. See Appendix B of the SRS Operations Guide for details.

Note: It is recommended that before you launch the Web Ul portion of the SRS install, you log
on to the shell and verify the network, DNS, and default gateway configurations and
connectivity. You can use the CECT to perform these tests. If there are issues with the
configuration, then use YaST2 to correct them. See Appendix B of the SRS Operations Guide for
details.




CHAPTER 3
Provisioning

This chapter provides the information that you will need to prepare the SRS server for
the provisioning of SRS. Topics include:

+ Rootlogon and Admin setup.......ccccceeiviviniiiiiniiiiiiice, 30
& Provisioning screens/SRS SetUP ........cccovveueiiiicciiicicecceennes 34
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Root logon and Admin setup
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The root logon and Admin setup described in this section are only a one-time setup,
which is performed after a successful first boot configuration.

To initially log on to the SRS Web Ul after a first boot:

1. Access the SRS Web Ul using the following URL, either in Internet Explorer 9

(IE9) or later, Google Chrome, or Mozilla Firefox web browsers:
https:/ /<SRSve-ip>:9443/
The SRSv3 home page displays.

On the SRSv3 home page, on the menu bar on the upper-right corner, click Login.
The Root Login page appears.

A& Home # About . Contact & Login

SECURE REMOTE SERVICES '

)

SRS provides a secure two-way connection
that enables proactive remote monitoring
and repair—delivering an average five times
faster problem resolution

r - N\
4 X

\
v

ad — ¥
Proactive Secure Virtual Simple

Figure 21 SRSv3 home page

Note: The Root Login page, as shown in Figure 22 on page 31, only appears the first time you
log on to SRS, after a successful first boot configuration. Also, when you initially provision SRS,
the version being installed displays in the upper-left corner, after the word ESRS Virtual
Edition.
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3. On the Root Login page, in the User Name text box, enter root as the user name,
as shown in Figure 22 on page 31.

Login L
> Login
© The default user name is root First Time Login:
use the root password that was set The first time you log on to the SRS VE using the root
during first boot account, accept the end-user license agreement by clicking
Accept EULA, and then set the Admin account password.
User N Note:

i For security reasons, the Admin user name and password
for the VE WebU| interface is distinct from those used for
the command-line interface and are managed separately

p % The first time you log on to the user interface, the system
dat prompts you to set the Admin password.

Figure 22 Login page

4. In the Password text box, enter the root password that you set during the first
boot installation.

IMPORTANT

If you forget your root password, not your Admin password, then you must
perform the first boot installation again to set up a new root password. The system
can not retrieve your root password. To reset your SRS Version 3 (SRSv3) Web Ul
Admin password using the Web UI, see Chapter 5, “Troubleshooting,” in the
Operations Guide for resetting the SRS Web UI user password.

5. Click Login. The EULA license agreement page appears.

M_L E M C Agreement:

To enable the Submit
. - button, scroll to the bottom
Secure Remote Services (SRS) Software of the page. Continue by
selecting the Accept or Do

License Agreement not Accept option. Note

IMPORTANT - PLEASE READ CAREFULLY gt it youido ol sccem
the license agreement,

This Secure Remote Services (SRS) Software contains computer programs and other then you will not be able to
proprietary material and information, the use of which is subject to and expressly complete the initial sefup.
conditioned upon acceptance of this Secure Remote Services (SRS) Software License

Agreement.

This Secure Remote Services (SRS License Ag (the "Ag it") is a
legal ag it Dell EMC Corporation, with a principal office at 176 South
Street, Hopkinton, MA 01748 USA ("Dell EMC"), and you and the organization on whose
behalf you are accessing this Agreement and Software (the "Licensee”), and governs
Licensee's access to, downloading of, and use of any and all components, associated

) Softs

media, printed materials, doct ion, and progr ']  via the Dell EMC
software (the "Software"). -
Accept Do not Accept Submit

Figure 23 EULA page

Root logon and Admin setup 31
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6. Scroll down to read the agreement in its entirety. Accept the end-user license
agreement by selecting the Accept option.

Note: You will not be able to select the Accept or Do not Accept radio button
unless you scroll to the bottom of the page.

7. After accepting the agreement, click Submit. The Admin setup page appears.
Note that the first time you log on to the user interface, the system prompts you to
set the Admin password.

8. In the Admin setup page, set the Admin password, and then click Log on as
admin, as shown in Figure 24 on page 32. Note the following:

* There is no default password for the Admin user, therefore, you need to
manually set the password when prompted.

¢ If the Admin password is not changed within 15 minutes, then you will be
logged out and will have to start from the beginning by logging on with your
root credentials.

¢ The password must meet the following requirements:
— Be 8 or more characters in length, with a maximum of 16 characters.
— Contain at least one numeric character.
— Contain at least one uppercase and one lowercase character.

— Contain at least one special character suchas " ~!'@#$ % " &*()-_=+[]
{1;<>

— Bea password that does not match the previous password.

— Do not use special characters ‘ (single quote) and “ (double quotes) as part
of the password.

— Do not use special characters / ?:,. |\
— May not be a password that matches the previous password.

o If all of the password requirements are met, then after clicking the Log on as
admin button, you will be logged out as root and logged in as Admin with SRS
Admin rights.

Use a separate Admin account

This Admin account setup only applies when you log on to the SRS VE Web Portal for the first time, after a VE setup
complete.

For security purposes, the admin user name and password for the SRS VE WebU! interface is distinct from the root
credentials and should be managed separately.

Set Password For Admin User et Sperieation:

Be 8 or more characters in length, with a
maximum of 16 characters

Contain at least one numeric character.

Contain at least one uppercase and one
lowercase character

Contain at least one special character such as
~I@RESHAE()-_=+[1{}:<>

Do NOT use Special characters /2, . [\"and "
as part of the password.

Use a password that does not match the
previous password.

@ Use Long Complex Passwords

w o

User Name

admin

~

o

New Password:

@

Confirm Password:

Figure 24 Admin account setup
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IMPORTANT

If you lose or forget your Admin password for the SRS Web user interface (or the
user name defined during the first boot configuration), then see Chapter 5,
“Troubleshooting,” in the Operations Guide for resetting the SRS Web UI user
password. This requires access to the SRS Shell with an SSH client.

9. Go to the “Provisioning screens/SRS setup” on page 34, and follow the steps
listed.

Root logon and Admin setup 33
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Provisioning screens/SRS setup

Registration To register for SRS:

1. In the Primary Contact page, enter the primary contact information, as shown in
Figure 25 on page 34. Dell EMC uses the information provided in this section as
the customer contact for SRS. Dell EMC will reach the primary contact first
regarding any SRSv3 queries.

IMPORTANT

This information is required to proceed with the SRS configuration. Ensure
that this information is accurate as it may have a direct impact on the SRS
support.

@ Registration
PrimaryContact Technical Contact

PRIMARY CONTACT

First Name:* Title Primary Contact
+ The information provided in this section
Last Name:* Company:* will be used as customer contact by Dell
EMC for the SRS VE
« User can contact Dell EMC at later
Email* Dell EMC

stage to update the primary contact
information for the SRS VE

P - Dell EMC will reach Primary contact first
regarding any SRS VE queries

Contact

Mobile:

Figure 25 Primary Contact page

2. When the primary contact information is completed, click the Submit & Go to
Technical Registration button. A status message displays stating that the primary
contact has been saved. This contact information will be used by Dell EMC in the
event of any connectivity issues with SRS.

3. In the status message window, click OK. The message closes and the Technical
Contact page appears.

34 SRS Installation Guide
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4. In the Technical Contact page, as shown in Figure 26 on page 35, enter the
additional contact information. For any SRSv3 queries, if the primary contact is
not available, then Dell EMC uses the technical contact information.

@ Registration
PrimaryContact Technical Contact

TECHNICAL CONTACT
First Name:* Title Technical Contact
+ The information provided in this section
Last Name ™ Company* will be used as customer contact by Dell
EMC for the SRS VE.
Email* Dell EMC + Providing a technical contact is

beneficial in the case when primary
Contact user is no longer valid
+ Dell EMC will reach Technical contact
regarding any SRS VE queries, if
Primary contact is not available.

Phone:*

Mobile:

Skip Technical contact Submit & Go to Provisioning

Figure 26 Technical Contact page

You can skip this step by clicking the Skip Technical contact button. The
Provisioning tab displays with the Proxy Server, Network Check, and Provision
sub tabs.

Note: Although this information is optional, Dell EMC highly recommends that you
provide it. This should be your secondary contact for SRS. Ensure that this information is
accurate as it may have a direct impact on SRS support.

5. After you enter the technical contact information, click Submit & Go to
Provisioning. A status message appears stating that the technical contact has been
saved.

6. Click OK. The Provisioning tab appears with the Proxy Server, Network Check,
and Provision sub tabs.

7. For the Proxy Server sub tab, if a proxy server is not required, then you can skip
this step. If you need to provision the SRS with a proxy server, then follow these
steps:

1. In the Proxy Server tab, select the Enable Proxy between Client and EMC
checkbox and enter the required details, as shown in Figure 27 on page 36.

Provisioning screens/SRS setup 35
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2. If your proxy server requires credentials, then select the Authenticate using
the following information checkbox and complete the applicable details, as

shown in Figure 27 on page 36.

@ Registration @ Provisioning
Network Check Provision

PROXY SERVER

Enable Proxy between Client and Dell EMC
HTTP SOCKS

IP Address/Host
Port

Authenticate using the following information:

User Name:

Password:

Figure 27 Proxy server tab

Proxy Configuration

+ The first time you use SRS VE, you are asked
if you would like to configure the proxy
setlings.For additional help, contact your
network or server administrator.

« To check the server connection, click Test
button.Message is displayed to indicale if the
connection was successful

+ I the connection was unsuccessful, then
reenter the correct settings and click Submit.

Note: Proxy configuration is optional.

Test

Submit & Go to Network Check

3. Click Test to test the connectivity through the proxy to Dell EMC enterprise. A
message displaying the result appears next to the Test button.

4. Click the Submit & Go to Network Check button. A message appears stating
that the proxy configuration has been saved.

5. Click OK. The status message closes and the Network Check tab appears.

8. In the Network Check tab, you can run network checks to check the connectivity
between the SRS Ul node, the core node, and the GAS servers.

To check the network connectivity from SRS to all the required Dell EMC servers,
click the Run Test button. For Customers, Employees, and Partners, the Run Test
button is enabled and the Go to Provision button is disabled by default, as shown

in Figure 28.

@ Registration @ Provisioning

Proxy Server m Provision

t P Ping Time Ping Port Port
e Address (ms) Status 443 8443

Ping
Channel

Network Connectivity testing to
Dell EMC

= Use the Run Test button to check the
network connectivity from the SRS VE
1o all the required Dell EMC servers.

= Upon any conneclivity failures, please
contact your network or server
administrator to fix any proxy or firewall
rglated issues

Users should perform a run test so this is-

GAS (Global Access) servers will not 4
prevent user o proceed with the SRS
VE setup. Please make sure to fix any
Dell EMC GAS sefver connectivity
issues to get the remote support from
Dell EMC.

This is disabled. >

Figure 28 Network Check
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1. If any single test fails, including connectivity failures to Dell EMC GAS (Global
Access) Servers, then a pop-up message appears stating there is a failure in the
network check and the user has an option to proceed with provisioning
(despite the network fail) or go back, as shown in Figure 29.

@ Registration

® Provisioning

Proxy Server Nebwork Check Provision

Host Name

esr3gdustgli-
dbi.isus.emc.com

esr3gdustgl2-
dbi.isus emc_com

esr3gdusigl3-
dhi.isus. emc.com

esrs3sty isus.emc.com

Ping Ping Port Port
IP Address Time{ms) Status 443 8443
101052166 145 ® ® @
101052167 143 ® @ @
101052168 0 ® & @
10.105.130.236 180 ® @ n

Figure 29 Status popup window

Ping
Channel

Proxy not
enabled

dl

The Network Check results indicate a
"? failure, It is not recommendead to
proceed as unexpectad issues can arise.

Status

Network Connectivity testing to
Dell EMC

= Use the Run Test button to check the
the SRS VE

connectivi
required Dell EMG semvers.

please

Proceed Anyway Go Back

Go to Provision

a. Selecting Proceed Anyway will enable the Go to Provision button, as
shown in Figure 30. The user can then select Go to Provision to continue.

@ Registration

® Provisioning

Proxy Server HNetwork Check Provision

Host Name IP Address
esr3gdusigli- 10.105.21.68
dbi.isus emc.com

esr3gdusigl2- 10.105.21.67
dbi.isus_emc_com

esr3gdusigl3- 10.105.21.68

dbi.isus.emc.com

esrs3stg.isus.emec.com 10105130236

Figure 30 Test Results with Go to Provision button enabled

Ping Ping Port Port
Time{ms) Status 443 3443
145 @ ® @
143 @ ® @
D‘ Iil I‘I Iil
180 ® @&

Ping
Channel

Praxy noi
enabled

Proxy nof
enabled

Proxy not
enabled

Proxy not
enabled

Network Connectivity testing to
Dell EMC

s s the Run Test button to check the
om the SRS VE

to &l the required Dell EMC s=rvers,

network conneciivity

= Upon any pleazs

contact you

connectivity failures

I NEtwiork or sener
sdministrator to fox any proxy or firewsl

relsted isswes

= Connectivity test faileres 1o Dell EMC

BAS (Global Access) servers will not
prevent user to procesd with the SRS
WE s=tup. Pleass make sure fo fix any
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b. Selecting Go Back takes the user back to the Test Results page with the Run
Test button enabled to run the network check again, as shown in Figure 31.
Verify that the appropriate firewall hosts and ports are open to Dell EMC
before trying the network check again. Each run test is refreshed.

Roum Test Metwork Connectivity testing to

EM(

Run Taad Dutian §

Figure 31 Test Results with Go to Provision button disabled

Note: If the tests are successful, then the result shows connected (green circles).
If any of the tests are unsuccessful or unable to connect, then the results
display unconnected (red circles).

Note: The customer is responsible for the configuration and resolution of the
proxy server/firewall issues that impact connectivity to the Dell EMC SRS
infrastructure.

IMPORTANT

To ensure communication integrity, proxy servers and devices external to your
DMZ must not perform any method of SSL checking on outbound or inbound
traffic. SSL checking will cause a loss of connectivity to Dell EMC. If SSL checking
is performed on outbound communications by customer firewalls, proxies, Web
traffic filtering appliances or applications, web traffic shaping/load balancing,
certificate verification or proxying, or Intrusion Detection Services (IDS), then
there will be connectivity loss to Dell EMC.

9. (lick Go to Provision. The Provision tab displays.

10. The following classes of users can log on to the Provision tab:
¢ Partner
¢ Employee

e Customer

SRS Installation Guide
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11. Partner/employee provisioning log in:

1. Enter your Dell EMC Online Support Credentials in the Provisioning page and
then click Next.

@ Registration @ Provisioning
Proxy Server Network Check

PROVISIONING

User Name Provisioning
- Dell EMC Customers, please enter your Online Support
Password credentials to continue SRS provisioning
* Dell EMC employees and pariners, please use your secure
RSA to continue SRS provisioning

- If you have difficulty logging in, please contact Dell EMC
Customer Service.

Click here to initiate a Live Chat session: Live Chat

Click here for Dell EMC Customer Service contact
numbers:Dell EMC Global Support Centers

Figure 32 Enter Credentials

2. After you are successfully authenticated under the Provisioning page, the
Enter Site ID page opens. Enter your Site ID in the Site Id field as shown in
Figure 33 on page 39.

PROVISIONING

Provisloning

Figure 33 Provision Site ID tab

3. Click Next to continue. After Dell EMC verifies the Site ID, you are directed to
the Confirmation page.

Provisioning screens/SRS setup 39
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4. Verity the information on the Confirmation page and then click Next to
continue, as shown in Figure 34 on page 40. Provisioning commences, as
shown in Figure 35 on page 40.

PROVISIDNING

You have selected: Provisloning

o Salaei M oo

Figure 34 Confirmation page

G W Vs W,

Figure 35 Provisioning commences with status indicator

5. When provisioning is done, click OK to accept, as shown in Figure 36 on
page 40. Your provisioning is complete. Proceed to “Email Configuration” on
page 46.

Status
SRS was successfully provisioned with
serial number

OK

Figure 36 Provisioning completed
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Provisioning

12. Customer provisioning log in:

1. Enter your Dell EMC Online Support Credentials in the Provisioning page

and click Next.

Proxy Server Network Check

PROVISIONING

@ Registration

User Name:

Password:

Figure 37 Enter Credentials

@ Provisioning

Provisioning
+ Dell EMC Customers, please enter your Online Support
to continue SRS
+ Dell EMC employees and pariners, please use your secure
RSA credentials to continue SRS provisioning.
= If you have difficulty logging in, please contact Dell EMC
Customer Service.

Click here lo iniliale a Live Chat session: Live Chat

Click here for Dell EMC Customer Service contact
numbers: Dell EMC Global Support Centers

2. In Figure 47, “Customer Provisioning Page” click Email my access code to

receive an access code.

@ Provisioning

Proxy Server MNetwork Check

PROVISIONING

Step 1:Get Access Code
Mota: We will = & L

Email my access code

Step 2:Enter Access Code

Enter your access code:

Yoy g R

e, yous will b

Figure 38 Customer Provisioning Page

Provisioning 2
= Access code will only be vald for 30 minutes.
= Chck the button to get 3 unique, one-time access
code.
= The acocess code will be D registerad ema
address within & faw minutes
= Please be sure to check Spam or Junk folders if you
do not see a message from us.
= If you have difficulty logging in, please contact Dedl -

ERI™ e Srrdian
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Proosy Server Metwork Chack

3. After a new access code is generated, an email containing the access code is
sent, and a Status window opens telling you to check your email, as shown in
Figure 39 on page 42. Click OK to close this window.

PROVISIONING
Step 1:Get Access Code Provisioning
Mobe; Ve will vend an accews Code o yous vegesiened emad sddress minules
Erriail ey coess code Status - vl D
Slared ama

Please check your inbox., We've sent you

an access code fo: h**=™ 'lﬁ . SOOI, i Hokdan
Step I:Enter Access Code [ o
Mobe; Dince vl tECEWE ST mansage vl will Rgwe 1) mimdes B2 ender the 3z . 2
5 Dol baicar o oK Ba contact |

Enfer your access code

Figure 39 Status window

Note: The generated access code is an 8-digit long pin code and is valid for 30
minutes from the time it is generated. You must complete the installation
within that time frame.

4. After you obtain your access code, enter it in the Enter your access code field,
as shown in Figure 40 on page 42, and then click Next.

Proxy Server Network Check

Step 1:Get Access Code Provisioning
Note: We will send an access code to your registered email address. = Access code will only be valid for 30 minutes.

Email my access code « Click the button to get a unique, one-fime access code.
» The access code will be sent to registered email

address within a few minutes.

Step 2:Enter Access Code - Please be sure to check Spam or Junk folders if you do

not see a message from us.
Note: Once you receive our message, you will have 30 minutes to enter the access code in

the field below « If you have difficulty logging in, please contact Dell

EMC Customer Service.

Enter your access code: X

Figure 40 Enteraccess code

42 SRS Installation Guide



Provisioning

NOTICE

If a Customer account has more than 100 sites associated, then the Customer Site page
will display the first 100 sites and a Search option, as shown in Figure 41.

PROVISIONING

Mote: By default ihe Siles associaed o the Cuslomer profile condining to only 100 Sites in number will be displayed in he below BSL In case you do nol fnd your
sile in the below s, Please refing your search with Site 1D or Site Name or City using Advanced Search

Show 10 *  enbies Search
Sse D § Sie Nams Addess Rtate & Cowniry
13027439 HMerdsinom 1501 4TH AVE STE 2200 SEATTLE WA, UNITED STATES
18553151 KOOI CERIKCPS) Tama dNC 32 KARAKIDS FDOE TAMA M4 HNETWORK CENTER THMA TOEYD JAPAN
15112364  EMC ELAE DURHAM 4121 SURLES CT DURHAM 1= UNITED STATES
15781013 NORDSTROM 401 N BROAD 8T FHILADELPHLA, PA Liniad States
15408480  ARROW ECS POLAND ARROW ECS SP 200 Wl S0snoewcks 79 KAk nul Potand
TREEET HORDSTROM INC 1004 3RD AVE SEATTLE WA, UNITED STATES

TRE4ETS NORDSTROM INC 13249 E CALEY AVE CENTENNLIAL (] Linisd States

1 eSS NOROSTROM. COM 9708 IRD AVE NE STE 400 SEATTLE WA UNITED ETATES
1984914 NORDSTROM COM NORDSTROM COM 140 4TH AVE N FISHER PLAZA SEATTLE WA UMNITED STATES
Showing 1 io 35 of 82 eninies Prevvdmns 1 2 a 4 5 [ T Mt

Figure 41 Customer Site page

5. If using the Search option, then enter the input value based on the drop-down
selection, and then click Search. The search results list displays.
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@ Registration

Note: You can also select the number of entries per page from the Show

drop-down list.

@ Provisioning

Proxy Server Network Check

PROVISIONING

Note: By default the Sites associated to the Customer profile confining to only 100 sites in number will be displayed in the below list. In case you do not find your
site in the below list, Please refine your search with Site D or Site Name or City using Advanced Search.

sitelD V]

Site Name

Advanced Search

* Address

Search:

Topsip L BOROUGH COUNTCSHERIFES 2008 E 8TH AVE TAMPA P I

1003570200 NORDSTROM 6906 S 204TH ST KENT WA United States
1003919654  HAUTELOOK 17335 Glen Helen Plwy TR, CA  United States
1003937808  NORDSTROM 1301 2ND AVE SUITE 300 SEATTLE WA United States
1003937812 NORDSTROM 13249 E CALEY AVE 319 Nordstrom Data Center ENGLEWOOD CO  United States
1004091034  NORDSTROM 12125 FLOWER STFL3 LOS ANGELES CA  United States
1004171645 NORDSTROM DATA CENTER 1301 2ND AVE SUITE 300 SEATTLE WA United States
1004187668 HAUTELOOK 700 S FLOWER 5T LOS ANGELES CA  United States
1004321463  NORDSTROM 3000 CORVIN DR SANTA CLARA CA  United States
1004336630  NORDSTROM ey 2 AHEANDAAVE Blofdstrom: SN iirano ta CHICAGO IL United States

Showing 1 to 10 of 82 entries Previous 1 2 3 i} 7 Mext

SRS Installation Guide
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6. Select the site that you want to provision from the list, and then click Next. You
may also use the search function to search a site by Site ID/Site Name/City.
Note that at this point, you do not need administrator privileges to select sites.
The page displays what you have selected, as shown in Figure 43 on page 45.

@ Registration @ Provisioning
Proxy Server Network Check

PROVISIONING

You have selected: Provisioning

SERVICE PLANNING - SVT _
+ Select 'Next' to complete the provisioning
Site ID: 11145366

- Select 'Back’ to select different site_

171 SOUTH ST
HOPKINTON, MA
United States

=3

Figure 43 Site confirmation

7. Click Next to continue. The provisioning status appears, as shown in Figure 44
on page 45.

@ Ragistration ® Proviskoning
Prony Senver Metwork Check m

&f Login
&f Authorize

& SoftwareList

-f Downioad

*4 Censicate

Figure 44 Provisioning status
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@ Registration

When provisioning is completed, the Status window appears. If provisioning is
successful, then the Dell EMC certificates are installed, SRS is provisioned and
registered on the Dell EMC Enterprise, and a status message appears on the Web
UL, as shown in Figure 45, “Provisioning Success window.”

@ Provisioning

Proxy Server Network Check

Email Configuration
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Status
SRS was successfully provisioned with

serial number

0K

Figure 45 Provisioning Success window

Note: If, at any time during the 30-minute window for this procedure, you re-click
Email my access code, then the previous code is automatically invalidated, and
you must use the most current code.

8. Click OK to continue. The Email Configuration tab displays.

In the Email Configuration tab, the following details need to be configured to get the
notification mails, as shown in Figure 46 on page 47.

Note: The email server is on the customer's network. SRS should not be used for
SMTP traffic destined for the customer, that is, mail will not be forwarded.

1. To send notification emails and Connect Home files (if enabled), provide the email
server and its port details in the Email Server and Port text boxes.

2. Provide an email address in the Sender Email section.This address will be used as
the FROM address in the email notifications.

3. Provide an email address in the Notification Email(s) section. This address will be
used as the recipient address for any critical failure event notifications or failed
Connect Homes on the SRS.
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4. 1If you select Enable on Success Notification, then the customer will receive
emails when a Connect Home is forwarded successfully to Dell EMC (if
configured). Multiple email users and distribution lists can be added by
separating the names with a comma.

@ Registration @ Provisioning @ Configuration

EMAIL CONFIGURATION

3 st miailhub |55 em
3l SeTve 2

Notification scitings

mad address i the Sender Emal soction

Subimit & Go to Policy Manager

Figure 46 Email Configuration

5. Click Test. A pop-up window indicating that the test email was successfully sent
displays.
If the server settings are incorrect after clicking Test, then an error message
displays.

If you click OK and then click Submit & Go to Policy Manager when the server
validation fails, then a pop-up warning message appears, as shown in Figure 47
on page 47. During initial provisioning process only, this pop-up message appears
if the email configuration is for the first time only and it fails.

Warning

Emaidl server vahdation failed. Please

choose an oplion L0 proceed

Figure 47 Warning pop-up message

The email information is not saved in the SRS database if the email configuration
information is incorrect.

You have to choose Configure Later or Retry.

If you click Configure Later, you are taken to the next tab to continue provisioning
SRS. You will have the option to configure the email after provisioning SRS.

Note: Configure Later button does not save the email information in the SRS database.
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Policy Manager

48
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If you are using Policy Manager (it must be installed and operational), then complete
the applicable information on this tab as follows:

Note: SRS can use any version of Policy Manager.

1. In the Policy Manager tab, enter the following applicable information:

¢ To enable Policy Manager on this page, enter the IP address, the port number,
and the SSL strength (Low, Medium, or High). Dell EMC recommends that the
SSL strength be High.

¢ If you are not using SSL for communication to the Policy Manager, then clear
the Enable SSL checkbox.

¢ For Enable Agent Authentication for Policy Manager option, if this option is
selected, then the user can send authentication requests. Agent authentication
is available only for SSL. Once the user selects this option, they are required to
enter the following details:

Note: This option does not apply to eVE in Unity/CloudIQ Collector.

— User Name - Policy Manager admin user name
— Password - Policy Manager admin password
— Policy Manager Port - Policy Manager user port

Note: Enable agent authentication is available only if the user enters the
port number 8445.

— Agent PassKey - Passkey provided during installation (encrypted in UI)
— Configure - User can send authentication request using this option

e If a proxy server is not used for communication to the Policy Manager, then
clear the enable proxy server checkbox as well.
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2. When you are done, click the Test button to check the connectivity to Policy
Manager from SRS. If the connection is successful, then a message appears
beneath the Test button, as shown in Figure 48 on page 49.

DEALEMC st vt o [ 2§

Enable Agent Authentication For Policy Manager (6.9)

PM User Name FI Password
PM o Agen Pass Key
CUSTOMER PROXY SERVER FOR POLICY MANAGER

Enable Proxy Server for Policy Manager only Policy Manager
HTTR LSOCKS

P AGESS

Port

Authenticate using the following information

User Mame

Fasswond

Submit & Go 1o Connect Home

Figure 48 Policy Manager

3. Click Submit & Go to Connect Home. The status pop-up window appears.
4. Click OK to continue. The Connect Home tab displays.

Connect Home Managed File Transfer (MFT) is the default and primary channel for the Connect
Home files. In the event MFT is not available, Connect Home will failover to the SRS
channel.

On the Connect Home tab, you can configure and test Connect Home failover to
alternate paths using FTPS and/or Email (SMTP) via the customer SMTP server.

Note: Connect Homes to Dell EMC on alternate paths will only occur if the Primary
Method of SRSv3 (MFT) is unavailable.

Completing the Connect Home tab is highly recommended but not required. Your
firewall(s) and proxy server may need to be configured to pass this traffic. See the
Ports Requirement Document for ports used. Again, note that these alternate paths
are only used if the MFT channel is unavailable.

To enable Connect Home failover:

Note: ConnectEMC can be enabled for the following transport types as a failover channel in the
corresponding order: 1) FTPS, 2) Email.
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1. Select either or both of the Connect Home connections. The Test button becomes
enabled, as shown in Figure 49 on page 50.

@ Registration @ Provisioning @ Configuration
e —— h R

Connect Home

Complene Setup

Figure 49 Selecting connections

2. Click the Test button to test the connection to Dell EMC.

3. If the tests are successful, then the following messages appears at the bottom of
the page:

e For FTPS: Test connect home using FTPS was successful

¢ For email: Test connect home using Email was successful

Note: The customer must configure their proxy server(s)/firewalls per the Ports
Requirement document.

4. Click Complete Setup. The Setup Complete page appears.

5. In the Setup Complete page, click the Home button (as shown in Figure 50 on
page 50) to access the SRS Web UI Dashboard, as shown in Figure 51 on page 51.

Setup Complete

Figure 50 Home button

50 SRS Installation Guide



Provisioning

DELLEMC

Configuration v Auscit v

SN : ELMESROA0E7IVD VER @ oL UPDATE AVATLABLE (VERSTON : 0T ) VIEW UPDATE
Remote Sessions : 0 Connect Homes : 0

Connecting to: esrsl-coresty. isus.emc.com on port 443 VE Starhus Online Set Offline
Connectivity Status: Connected Humber Of Managed Devices: 0

Customer Prosy Server.  Disabled CPU Information: icinted{R) Xeon{R) Gold 6126 CPU & 2.60GHz

Policy Manager Disabled Disk Space: Total Available: Eh—

551 Disabled 6127168 55.T6GE

Carsicate: Enabled, supported trss oo 41568

Average HB Response 000D seconds VM Information Wihware Virtual Platform

Chustes Info. Samnvdabodue

7 Dl BMC Conporation. All rights reserved,

Figure 51 Dashboard
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APPENDIX A
IP Addresses used by SRS

This appendix lists the article that provides the IP addresses used by the Secure
Remote Services Virtual Edition.

o Key information ..........ccocovviviiiiiiiiiiiiiiicsccccceces 54
@ ATHCLE ACCESS ...ttt e s ee e 54

IPAddresses used by SRS 53
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Key information
Article Number: 0000494729
Version: 1
ID: emc238467
Domain: EMC1
Solution Class: 3.X Compatibility

Note: Always check support . emc. com for the latest version of this article as it may have been
updated.

Article access

The following is a Primus(R) eServer solution.

Article Title: What IP addresses are used by the EMC Secure Remote Services IP
Solution?

This is from KB article 494729. To access this article, go to:
https://support.emc.com/kb/494729
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APPENDIX B
SRS v3.x on Hyper-V Install Process

This appendix describes the Hyper-V install process for SRS v3.xx.

@ PrOCEAUTE ..ot 56
+ Network Configuration Using YaST .........cccccccevvinnnninnncncnnn 64

SRS v3.x on Hyper-V Install Process 55



SRS v3.x on Hyper-V Install Process

Procedure

Follow the steps below to install the SRS Virtual Edition (SRS v3.xx) on your Hyper-V:

1. Copy the VHD for the SRS Virtual Edition to the location where you wish to host
the virtual disk for the virtual machine.

2. Uncompress the zip file.

3. Launch the Hyper-V Manager, as shown in Figure 52 on page 56.

Hame_« | Sate
i. ESRSVENE1S120-24405 Purnng 0% 4056 MB e g
d VEIGpmd-126pached  Funnng 0% 409 MB s Impert Virtual Machine....
i vEna Fureirsg 0% 4056 ME
= rypery Setings.,
FE Vet Network Manager .,
gl Btk
£ Indect Dk,
®) Stop Service
P Bemove Server
1| | LTI
i Refesh
Smapshots. L=

Thee snincind wriual machire s no snapshets

ESRSVE-VELS-120-24-stg

|b Reset
Crested: 7/26/200 34125 FM Heaart bl oK a '
Hotes:  Hone Asmgned Memory: 405 M8

o] Rensse,.,

Help

Figure 52 Launching Hyper-V Manager

56 SRS Installation Guide



SRS v3.x on Hyper-V Install Process

4. Create the virtual machine that will be hosting the SRS Virtual Edition.

a. In the upper-right corner, select New > Virtual Machine, as shown in

Figure 53 on page 57.
E ¥ Myper W Hanager
G0 Fe ammn Vew Windew el
% nmHm
23 rtvper ¥ Marager
aam Mrtwal Fachines -
tame - [ e [ €70 nage | Ao Memory | Momery Boma
§ ESROVEVEIS12026ey Fuming 0% 3P ME
i Elbpod-1Bpmced  Funning 0% 4irsE Ml
4 VEMa1Z Furreng 1% 4IBE MB
£l |
Saaphots
The maiesctisd wnsl muching Fas i wacetots
ESRSWE-WELS-108-24-3in
Crealed: 720201834125 P1 Hearbeal | o
Motea e Masigred Memory 4056 WB
i
[Dpdarys e foew vintuaal machine wazand.

Figure 53 Selecting New > Virtual Machine

b. Click Next, as shown in Figure 54 on page 57.

i3 Hew Virtual Machine Wizard

] | Before You Begin

_ mmmmaﬁmwmm Yiou can use virtual machines in place of physical
computers for a variety MYwmmehmdhmnﬁglthwmmm,m
Specify Name and Location you can change the configuration later using Hyper-V Manages,

LS To create a virtual machine, do one of the following:
Configure Nebvorking
» Chick Finish to areate a virtual machine that is configured with default values.
Connect Virtual Hard Desk « Chick Mext to reate a virtual machine with a custom configuration,
. ™ Do not show this page again

More shout creating virtusl machines

Figure 54 Selecting Next
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c. Inthe upper-right corner, select New > Virtual Machine, as shown in
Figure 55 on page 58.

B MgV Marager
8 WN-FUTRPORSCL Virtual Machines
Mt * Lt CPUge  Masggewd Memcey  Upl

[ vtiomen 122 Puving 11 47 M 161

3 Ve - & Impan Vihsal Machene
3 VeI o M-V Satfings.
3 WA O e OF i Virtual Seetch Rnager

WIN-FUTRIPORSOL

New

Virtual SAN Marager
jib Eda Duk
5 Iepect Dk
Stop Senvte
Fameve Servur
T et o8 P ik T Refresh
Vb
[ e
212:V-Grsson- 102

o] Cotmer

Created 17120M 28N [ i Seforge
molex  Mrs Hartbeat: 0% e Joplca | (81 Tom DA
@ shut Down

@ S
Il Puse
b Resst

ZK12-V-Grigaon-102

S, Casaskas

Diplays the Mew Yatual Machene Wil

Figure 55 Selecting Virtual Machine

d. Name the virtual machine, as shown in Figure 56 on page 58, and then click

Next.
= New Virtual Machine Wizard .
*n’ Specify Name and Location
Before You Begin Choose a name and location for this virtual machine,
The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Assign Memary identify this virtual machine, such as the name of the guest operating system or workdoad,
Configure Networking MName: |3(12-\.'v4;nssurn-1031 |
Connect Virtual Hard Disk You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Installation Options folder, the virtual machine is stored in the default folder configured for this server.
Summary [[] Store the virtual machine in a different location

E:\Hyper-V',

dh

<Previous | [ next> Finish Cancel

Figure 56 Specifying name
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e. Define the memory (4 GB [4096 MBJ), as shown in Figure 57 on page 59, and
then click Next.

Before You Begin

Specify Name and Location

Configure Networking

Connect Virtual Hard Disk
Instalation Options

Summary

*F Assign Memory

New Virtual Machine Wizard .

Spedfy the amount of memory to allocate to this virtual machine. Yeou can spedify an amount from &
ME through 14072 MB. To improve performance, spedfy more than the minimum amount
for the operating system.

Startup memory: MB

[] wee Dynamic Memory for this virtual machine.

@ when you decde how much memory to assion to a virtusl madhine, consider how you intend to
use the virtual machine and the operating system that it will run.

(Prwimsllﬂm:-' Finish .Camd

Figure 57 Assigning Memory

f. In the Connection menu, select the network card that will be used by the
virtual machine, and then click Next, as shown in Figure 58 on page 59.

Before You Begin

Specify Name and Locabion

Assign Memory

Connect Virtual Hard Disk
Installation Optons

SUMMAary

:hu' Configure Networking

New Virtual Machine Wizard .

Eaxch new virtual machine indudes a network adapter. You can configure the network adapter touse
wirtusal switch, or it can remain disconnected.

Connection: Mot Connected
Mot Connected
Broadcom BCMST0SC Metitreme [1 GigE (NDILS VBD Chent) #45 - Virtual Switd

v]

<prevous ||| vext > Frishn | [ Concel

Figure 58 Configuring Networking
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g. Select the location to which you copied the VHD file for this SRS, as shown in
Figure 59 on page 60.

I=

H Connect Virtual Hard Disk

A virtual machine requines storage so that you can install an operating system. You can spedfy the
sterape now of configure it later by modifying the virtual machines properties.

) Create a virtual hard disk
Liea this aplion to create a dynamically expanding virtual hard disk with the default format (VHDX).

12 rissom-103.vhdx

+ E:\hypear-Viyirbual Hard Disks)

127 | GB (Maxirrum: 64 TE)

(®) Use an existng virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

-Vi¥rtusal Hard Disks\ |[ Browse...

) Attach & virtual hard disk later
Lis= Ehis aption to skp this step now and attach an existing virtusl hard disk later,

Figure 59 Selecting location

h. Click Open, as shown in Figure 60 on page 60.

= 1 [k « Vintual H.. » GrisomUAT1-103 v & | [ Search GrisomUAT1-103 o

Organize =  MNew folder = o« [ @
B Desktop ~ MName Diate rmodified Type
& Downloads
Fl Recent places

= ESRS_VE.xBS_64-1.1.5.vhd 82972014 221 PM Hard Digk |

w4 Libraries
i Documents
Jl Pusic
=] Pictures
B videos

™ Computer
B Local Disk (C:)

o Backdrive (E:)

i esrs_2.0 (110,241

G C an USKXCADO

e 0 ontrsoacann ™ <]

File nare: | ESRS_VEx26_64-1.1. 5.vhd

Figure 60 Clicking Open
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i. Browse for the location of the virtual hard disk, and then click Next, as shown

in Figure 61 on page 61.
s New Virtual Machine Wizard .
*J Connect Virtual Hard Disk
Before You Begin A virtual maching requires storage 5o that you can install an operating system, You can specfy the
coeciy Name ard Location storage now or configure it later by medifying the virtual machine s properties.
Assign Memary O Create a virtual hard disk
Configure Me Use this oplion to create a dynamicaly expanding virtual hard disk with the default format (VHDX).

Summary

127 GB (Maimums 64 TE)

&) Use an existing virtual hard disk
Use: this option to attach an existing virtual hard disk, sither VHD or VHDX format.

(Pl [V i tual Far d Disks\GrisomuAT 1103 \ESRS Ve, x36_64-1. 1 5.vha | it o
©) Attach & virtual hard dk later

Use this opfion to skip this step now and attach an existing virtual hard disk later.

[[<rrevoudl| Het> [PuFn | [ coel
——

—

Figure 61 Entering location and clicking Next to continue

j- Review the summary, and click Finish, as shown in Figure 62 on page 61. The
new SRS Virtual Edition virtual machine is now configured in the Hyper-V

environment. You must now connect to the virtual instance and start the host,
which starts the first boot process.

a New Virtual Machine Wizard -

Ai Completing the New Virtual Machine Wizard

Before You Begin You have successfuly completed the New Virtual Machne Wizard, You are about ta create the
e follwing virtual machine,

Assion Memory Description:

Configure Networking Mame: 12-v-grissom-103

Connect Virtual Hard Disk Memory: 4096 MB

Metwork:  Broadoom BCMS703C Netitreme 11 GigE (NDIS VBD Chent) 245 - Virtual Switch
m Hard Disk:  Ex'Hyper-¥/\Virtual Hard Disks\GrisomUIAT 1-103\ESAS_VE.xB86_64-1.1.5.vhd (VHD, dynam

£ m

To create the virtual maching and dose the wizard, dick Frish,

Figure 62 Clicking Finish to complete
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k. The first boot process starts the virtual host. You must configure the host name,
the network, the password of the root user, and so forth.

ACAUTION

For SRS VE running on Hyper-V, to avoid SRS connectivity loss under specific
circumstances, make sure the MAC address is set to Static in the Advanced Features of
the Network Adapter.

E7 Settings for ESRS

% Hardware = Advanced Features
B* Add Hardware
B BIOS MAC address
. Secunty
B Memory 00 (- 15 |-| 5D |- FA |- 80 |-
+ |[J Processor MAC address spoofing allows virtual machines to
1 address in outgoing packets to one that is not
= [ IDE Controller O [[] Enable MAC address spoofing
+ oz Hard Drive
' DHCP guard
= [l IDE Controler 1 DHCP guard drops DHCP server messages from
DVD Drive pretending to be DHCP servers.
[[] Enable DHCP guard
&l sCsI Controller
4§ MNetwork Adapter
P £y Router guard
Hardware Acceleration Router guard drops router advertisement and redire
Advanced Features unauthorized virtual machines pretending to be rou
' coM 1 [] Enable router advertisement guard

Figure 63 Advanced Features
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I Select the new virtual machine, and then click Connect, as shown in Figure 64

on page 63.
Hyper-V Manager bm
Fie Acton View Help
. ¥
A tiomn
Virtual Machines
Fasma - Lrgte CPU Unage Anuigead Mamory Liptia el -
Rur L5 L
x v
Snapshots 2 4
7]
SR N i S —— | | s s
L} ..- T b
il Comnes
2k12-v-grissom-103 © sua
Created B20WZ0MPM Ostered N Moe

edes:  Morw

e TR L

Figure 64 Clicking Connect

m. The following screen appears. Click the Start icon, as shown in Figure 65 on

page 63.

& 2k12-v-grissom-103 on WIN-FUTRIPDRSQL - Virtual Machine Connection I;Ii_
File Action Media Chpboard View Help

The virtual machine "2k12-v-grissom-103' is turned off

To start the virtual machine, select "Start’ from the Action menu

Status: Off

Figure 65 Powering on
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n. The SRS starts the first boot process, as shown in Figure 66 on page 64.

e

| OO Nk S

Boot Options

Figure 66 First boot configuration

0. When the first boot process is completed, go to Network Configuration Using
YaST.

Network Configuration Using YaST

Note: Requires shell or console access to the shell of the SRS.
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1. From an ssh session or a console session of the SRS shell, log in using the root
credentials established during the first boot configuration of the install process, as
shown in Figure 67 on page 65.

Figure 67 Logging in as root

2. At the prompt, type yast2, and then press Enter. The YaST2 user interface appears,
as shown in Figure 68 on page 65.

Figure 68 User interface

3. Select Network Devices, as shown in Figure 69 on page 66.
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Figure 69 Selecting Network Devices

4. Use the Tab key to navigate to the right-side pane, and then select Network
Settings, as shown in Figure 70 on page 66.

Hetwark Seceings

Figure 70 Selecting Network Settings
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5. Press Enter. The Network Settings screen appears, as shown in Figure 71 on
page 67.

10.241.172.19 - PuTTY ™

tual Ec et Card O
| 00:15:5d:rac:0b:05
BusID : vmbus_0_9
= Device Name: ethO
= Started autcmatically at boot
i IP address: 10.241.172.19/24

Figure 71 Network Settings screen

6. In the Network Settings screen, you can perform the following:

a. Edit the IP address or host name (as shown in Figure 72 on page 67) by using
the Tab key, Alt-1, or F4. When done, use Tab, Alt-N, or F10 for Next.

Figure 72 Network Card Setup screen
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b. Edit the DNS configuration using Alt-S, as shown in Figure 73 on page 68. If
editing is complete, then use Tab, Alt-O, or F10 for OK. All edits to the
network configuration will be written to the system configuration.

Figure 73 Changing DNS configuration

c. Edit the default route/gateway using Alt-U, as shown in Figure 74 on page 68.
When editing is complete, use Tab, Alt-O, or F10 for OK. All edits to the
network configuration are written to the system configuration and the network
services become activated, as shown in Figure 75 on page 69.

Figure 74 Editing the default gateway
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Figure 75 Saving network configuration

7. If you need to set the date and time, then select System on the left-side pane, tab
to the right- side pane, select Date and Time as shown in Figure 76 on page 69,
and then press Enter. The Clock and Time Zone screen appears.

Figure 76 Setting date and time
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8. In the Clock and Time Zone screen, make the desired changes, as shown in
Figure 77 on page 70. When you are done, use Tab, Alt-O, or F10 for OK. This step
takes you to the original page of the YaST2 Tool, as shown in Figure 78 on page 70.

Figure 77 Clock and Time Zone screen

Figure 78 YaST2 Control Center
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9. Use Tab, Alt-Q, or F9 to Quit. You return to the command prompt.

10. Test the network connectivity using the normal tools process (Ping, dig, etc.).
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APPENDIX C
Unzipping files using WinZip

This appendix describes the process for unzipping files using WinZip.
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Procedure
To unzip a file using WinZip:
1. Open WinZip (You can also use 7-Zip or WinRAR).
2. Select Options, as shown in Figure 79 on page 74.

File Actions |Options

Open

Modified

4 1L

Choose "New” to create or "Open” to open an archive

Figure 79 Selecting Options

3. Select Configuration, and then the Miscellaneous tab, as shown in Figure 80 on
page 74.

Meagt tirme: start with the Wizerd intedace
| Automatically show the Open Archive dialog box
Other
o Windows: Explocerstyle Extract dialog hox | Use Recycls Bin for move operations
] TAR fie smart CR/LF conversion | Frompt when View button is pushed
] Always have WinZe on top - [¥] Desktop theme/screen saver installer

Beep after long anchive operations | Show comments when opening Jp files
V| Smart DOC file handing o | Deplay status dialog for long operations
Mumnber of fies in recent file ist: 9 Restore all caution messages J

Show Add dialog when dropping files on:
| an archive in Exploner
| an open Windp window

Figure 80 Selecting Miscellaneous tab
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4. Clear the TAR file smart CR/LF conversion checkbox, and then click OK, as
shown in Figure 81 on page 75. The box will remain unchecked until it is selected
again, or WinZip is reinstalled.

View |Tm|m:|5m|5m:mm;lﬁwmm|umﬂms !

Stast-up
[7] Mhast time start with the Wizand interdface
[7] Automatically show the Open Archive dialog box

Citheer
5] Winedowes Explorershyle Extract dialng bo [¥] Use Recycle Bin for move operations

[ TAR file smart CR/LF conversion | (7] Promat when View bution is pushed
i Abways have Windp on top g 7] Deskiop theme./'screen saver installer

[] Beep after long archive operations ] Show comments when opening Zip files
[#] Smart DOC file handing | Display status dislog for lang operations
Numiber of files in recent fle lst: 9 g [ Restors sl coution messages |

Show Add dialog when dropping files on:
[¥f] an archive in Explorer
[+] an open WinZip window

Figure 81 Clearing the TAR file smart CR/LF conversion checkbox

5. Unzip and import the data.
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GLOSSARY

access
connect home

Dell EMC Online
Support Site

DMZ

Dynamic IP address

failover

firewall

FTP

Gateway 2.x

Policy Manager

proxy server

This glossary contains terms related to remote services and SRS.

A

See Remote Access.

C

Connecting from a remote site to Dell EMC’s support network.

D

Web-based access on support.emc.com to documentation, downloads, and support
information for Dell EMC customers and internal Dell EMC users.

Demilitarized zone — Device used to secure an internal network from unauthorized
external access.

An address that is assigned by the access device by which the user's host connects
over a dialup telephone line or by a set-top box for an IP over cable network.

F

The capability to switch over automatically to a standby server upon the failure or
abnormal termination of the previously active server. Failover happens without
human intervention and generally without warning.

A hardware or software device that is configured to permit, deny, or proxy data
through a computer network which has different levels of trust.

File Transfer Protocol — Used to transfer data from one computer to another, over the
Internet or through a network.

G

An SRS 2.x software component that is installed on a customer-supplied dedicated
server (or servers) or VMware instance. The servers act as the single point of entry
and exit for all IP-based Dell EMC remote notification and remote support activity.

P

An SRS software component that is installed on a customer-supplied server or
servers. It enables customizable control of remote access to customer devices and
maintains an audit log of remote connections.

A server (a computer system or an application program) which services the request of
its servers by forwarding request to other servers. A server connects to the proxy
server, requesting some service, such as a file, connection, web page, or other
resource, available from a different server. The proxy server provides the resource by
connecting to the specified server and requesting the service on behalf of the server. A
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proxy server may optionally alter the server’s request or the server’s response, and
sometimes it may serve the request without contacting the specified server.

R

Communication with a processing device from a remote location through a data link.

S

Simple Mail Transfer Protocol — The de facto standard for email transmissions across
the Internet.

Secure Remote Services is an IP-based automated connect home and remote support
solution enhanced by a comprehensive security system. SRS creates both a unified
architecture and a common point of access for remote support activities performed on
your Dell EMC products.

Secure Remote Services, Virtual Edition, which is installed on an ESX or Hyper-V
Server, acts as the single point of entry and exit for all connect home and remote
support activities

T

Network configuration, including firewalls, servers, devices, and ports used for
communication between all devices.

A port that uses cryptographic protocols to provide secure Internet communications
for data transfers.
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