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Executive Summary

Executive Summary

VMware Virtual Volumes are an integration and management framework (referred to as the vVol framework)
that moves management from the datastore to the virtual machine. vVols virtualize storage, enabling a more
efficient operational model that is optimized for virtualized environments and centered on the application
instead of the infrastructure. vVols map virtual disks, configuration files, clones, and snapshots, directly to
virtual volume objects on a storage system, i.e., volumes. This mapping allows VMware to offload more
storage operations to the PowerMax, such as VM snapshots.

vVols simplify the delivery of storage capabilities to individual applications by providing finer control of
hardware resources and allowing the use of native array-based data services such as SnapVX and SRDF® at
the VM level.

Enterprise-level applications like Oracle Real Application Clusters which previously required the use of raw
device mappings (RDMs) to take advantage of array technologies can now be managed with greater ease on
vVols, yet retain the benefits of the PowerMax like QoS and replication.

A critical component of Oracle databases is disaster recovery. Traditionally, DBAs have used RMAN and
Oracle Standby/Data Guard to enable disaster recovery, but as software solutions they are limited by their
networks, CPU, and memory. SRDF, the gold-standard in array replication, provides a robust solution to
disaster recovery regardless of host resources. With VASA 3, VMware SRM supports vVol replication utilizing
SRDF/A to protect Oracle databases from loss of data.

This paper will show how to configure a four-node Oracle RAC environment on VMware virtual volumes and
replicate it with VMware SRM. Details will include how to enable an Oracle test environment to run at the
recovery site using SRM testfailover with and without reconfiguration. Additionally, the final chapter will cover
how to use VMware PowerCLI and a partially replicated VM to refresh an Oracle RAC test cluster at the
recovery site without reconfiguring the Oracle Grid software.

This paper does not include details on the VMware Virtual Volumes implementation on the PowerMax except
as needed to elucidate the solutions contained herein. Though there is some overlap with other papers by
necessity, for a complete understanding of the vVol implementation on the PowerMax including the use of
VMware SRM, please see the white paper Using VMware vSphere Virtual Volumes 2.0 and VASA 3.0 with
Dell EMC VMAX and PowerMax.

Audience

This technical white paper is intended for VMware, Oracle, and/or PowerMax administrators responsible for
deploying Oracle Real Application Clusters (RAC) on VMware vSphere 7.x, utilizing VMware Virtual Volumes,
on PowerMax.
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1 SRDF Overview

The Dell EMC Symmetrix® Remote Data Facility (SRDF) family of products offers a range of PowerMax-
based disaster recovery, parallel processing, and data migration solutions.

SRDF disaster recovery solutions are based on active remote mirroring and dependent-write consistent
copies of data maintained at one or more remote locations. A dependent write is a write operation that cannot
be issued by an application until a prior, related write I/O operation completes. Dependent-write consistency is
required to ensure transactional consistency when the applications are restarted at the remote location.

SRDF configurations with vVols require at least two PowerMax systems. In two-site, non-SRDF/Metro
configurations, these systems are usually also known as the primary and the secondary systems. Both sites
can be located in the same room, in different buildings within the same campus, or hundreds to thousands of
kilometers apart.

The PowerMax enables asynchronous replication with virtual volumes through SRDF with a maximum
Recovery Point Objective (RPO) of 300 seconds’. Replication is controlled at the VM-level and fully initiated
and controlled from within VMware vCenter. VMware SRM is supported on the PowerMax beginning with
vSphere 7 and VASA 3.

" Asynchronous SRDF is the only mode supported with vVols.
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2

2.1

Oracle Real Application Clusters

Oracle Real Application Clusters, or RAC, is a feature of the Oracle database which permits clustering of
multiple instances accessing a single database on shared devices. In order to enable Oracle RAC, Oracle
Clusterware is required to provide the infrastructure to share the database. The Clusterware also manages
network and service resources. Although Oracle Clusterware can be used with non-RAC databases, it is
mostly associated with RAC. The Clusterware, when used in conjunction with Oracle Automatic Storage
Management (ASM), make up the Oracle Grid Infrastructure. ASM allows the user to create and make
available a pool of storage through ASM disk groups. Using the Oracle Grid Infrastructure negates the
requirement for third-party clustering software such as Veritas, though it is still possible to use it.

Oracle RAC provides both scalability and high availability. Additional nodes (instances) can be added at any
time to increase processing power and resiliency. Oracle also offers Extended RAC which as its name
suggests extends the instances across a campus cluster. Dell EMC can enable this using SRDF/Metro on the
PowerMax, though not supported for vVols.

Oracle RAC can be run on both physical and virtual hosts, including VMware. While ASM provides for sharing
devices across RAC instances, when using VMware, it is necessary to make the devices accessible to all
VMs in the cluster through the multi-writer flag, regardless of the type of VMware storage used, e.g., VMFS,
RDMs, or vVols.

Environment

In the current use case, vVols is being used as storage. As noted, it is necessary to set the multi-writer flag for
each vmdk involved with the Oracle database to enable sharing across the VMs. Oracle does not require any
additional configuration such as SCSI 2 or 3 reservations to operate. Dell EMC recommends deploying the
Clusterware files, OCR and voting, on their own ASM disk group using “Normal” redundancy, while using
“External” redundancy for the other disk groups that will house the Oracle RAC database. The RAC
environment contains four nodes, each with two non-shared vVols for the OS and Oracle software, and the
remaining seventeen devices for the RAC database shared by all using the multi-writer attribute. Figure 1
below shows a local disk (Hard disk 2) and a shared disk (Hard disk 3) with multi-writer attribute set for one of
the RAC nodes. Note that both disks have the same VM storage policy and Replication Group.
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Edit Settings = dsib2019.Iss.emc.com %

v Hard disk 2 * 75 GB v
Maximum Size 1364 TB

VM storage policy

Replication Group ORADB v
Type Thin Provision

Sharing ; v

Disk Mode epende v

Virtual Device Node SCSI cc e v oS H

v Hard disk 3 * 25 GB v
Maximum Size 13.59 TB

VM storage policy Diamond_355_450_Replication v

Replication Group ORADB ~ .
Shared disk

Type Thin Provision

Sharing £ ar w

Disk Mode anandant o

Virtual Device Node e v Ha : v

Figure 1. Local and shared disk for RAC node

The policy, shown in Figure 2, has two attributes assigned to it from the VASA Provider: Diamond service
level and Asynchronous replication. Note that although each of the other three nodes share seventeen disks
between them, all nodes must be assigned to the same storage policy, not just the first RAC node.
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vm vSphere Client Menu v O\ C @ v Administrator@PROTECTION.LOCAL v

Policies and Profiles

VM Storage Policies

E vMm Storage Policies

@ VM Customization Specifications

B, Host Profiles CREATE EDIT CLONE CHECK REAPPLY DELETE
@ Storage Policy Components D Name ve
D @ A_ORACLE_RAC dsib2224 |ss.emc.com
) & Bronze_355_450_Replication dsib2224.Iss.emc.com
D E CNS_Diamond dsib2224 |ss.emc.com
) & CNS_Gold dsib2224 Iss.emc.com
E@ Diamond_355_450_Replication E' dsib2224 Iss.emc.com
1
Rules VM Compliance VM Template  Storage Compatibility
General
Name Diamond_355_450_Replication
Description

Rule-set 1: VmaxVVolProvider

Placement
Storage Type VmaxVVolProvider
"Service Level" Diamond

Replication > Custom
Provider VmaxVVolProvider.RemoteReplication

DELLEMC PowerMax Vol Remote Replication Capabilities

Replication Type Asynchronous
TargetFaultDomain PMAX_000197600450
Recovery Point Objective(RPO) 300 seconds

Figure 2. Storage policy for Oracle RAC nodes

Once assigned, VMware will prompt the user to select a Replication Group — in this example ORADB. This
should be the same for every disk that is part of the VM. In Figure 3, the first node, dsib2019.Iss.emc.com is
displayed. Because all of the devices are in a consistent replication state, the VM is reported as compliant
with the storage policy.
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vm vSphere Client Menu v Q C (®) v | Administrator@PROTECTION.LOCAL v ©®
: A = o
IR} B © & dsib2019.Iss.emc.com 00 @ & | acronsv
v dsib2224 Iss.emc.com Summary Monitor Configure Permissions Datastores Networks Snapshots Updates
v [# Boston
[ dsibo180.Iss.emc.com Guest OS: Oracle Linux 8 (64-bit) CPU USAGE
E dsib0182.Iss.emc.com Compatibility: ‘ ESXi 7.0 U1 and Iéter (VM version 18) 518 MHZ
VMware Tools: Running, version:10346 (Guest Managed)
dsib0184.1
Gl asi ss.eme.com MORE INFO —  MEMORY USAGE
@ dsibo186.1ss.emc.com DNS Name: dsib2019.Iss.emc.com =2 491 MB
> (© COMPOSITE IP Addresses: 192.168.1.150
VIEW ALL 6 IP ADDRESSES SRS EE
> (O Kubernetes LAUNCH WEB CONSOLE @ 545 TB
v (© Oracle_vVol LAUNCH REMOTE CONSOLE @ Host: dsib0180.Iss.emc.com o
& dsib2019.Iss.s «
&0 dsil ss.emc.com [_\ {ﬁi‘%
& dsib2020.Iss.emc.com
& dsib2026.Iss.emc.com
E.ﬁ dsib2036.Iss.emc.com VM Hardware ~ Notes ~
> (@ SRM_ASYNC
> CPU 8 CPU(s)
© UNMAP
> @ Veeam > Memory D 48 GB, 0.48 GB memory active
> ©VMs VM Storage Policies A~
> Hard disk 1 50 GB
> @ vVol_VMs
. VM Storage Policies @ Diamond_355_450_Replication
& 355-357-vm Total hard disks 19 hard disks
@ A9_357_VM_1 VM Storage Policy Compliance .~ Compliant
o - - > Network adapter 1 VM Network (connected) g Y 2 e
ﬁﬁ dsib0044.Iss.emc.com
Last Checked Date 06/29/2021, 8:26:29 AM
& dsib0180_vm > Network adapter 2 RAC_lInternal (connected)
&% dsil VM Replication Groups ORADB
G dsib0197 Iss.emc.com CD/DVD drive 1 Disconnected QG v p B
@ dsib0199.Iss.emc.com ) Check VM Storage Policy Compliance
@5 dsib0227.Iss.emc.com > Video card 8 MB

Figure 3. Oracle RAC nodes assigned the same VM Storage Policy

211 Configuration

The following steps provide the high-level process for creating the four-node Oracle RAC environment in this
use case running on vVols. The procedure assumes that the basic setup of vVols with VASA 3 and replication
is complete before undertaking. This includes, but is not limited to:

» Creation of storage containers on both arrays

» Setup of VASA Replication Groups between the storage containers

» Provisioning of protocol endpoints to ESXi hosts at the protection and recovery sites

» Registration of active and standby VASA Providers on each vCenter at protection and recovery sites
respectively

» Creation of vWol datastores of sufficient size to support SRM testing. Dell EMC recommends that the

storage resource on the recovery site should be at least double in size of the protection site to
accommodate testfailover testing as the VASA Provider will create an equal number of target vVol
devices as the production devices. Remember that a storage container is only logical space and does
not consume storage from the SRP except when data is written. Therefore there is no penalty in
oversizing it.

» Creation of storage policies

» Configuration of network for public and private interfaces

2.1.1.1 Installation overview
This installation overview is not meant to take the place of the Oracle Clusterware and Database installation
documentation, rather it should provide overall guidance to the process. The list below follows the installation
present in this whitepaper, and thus references objects specific to it, e.g., storage policy.
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Configure an NTP client for use in the environment.

Create a single VM with Guest OS set to Oracle Linux 8 (64-bit) with two vmdks,
one to hold the OS, and another to hold the Oracle database binaries. These disks
are assigned the storage policy Diamond_355 450_Replication in this
environment. When selecting the policy as shown in Figure 4, VMware will list the
compatible datastores. After selecting the proper vVol datastore which supports
replication, VMware will require the user to set a Replication Group, in this
example ORADB.

New Virtual Machine

+ 1Select a creation type
v 2 Select a name and folder

+ 3 Select a compute resource

Select storage

Select the storage for the configuration and disk files

4 Select storage : C - - -
VM Storage Policy n

Diamond_355_450_Replication v ‘ 4—
[:\ Disable Storage DRS for this virtual machine
Name T Storage Cor v Capacity v Provisione: v Free A d Type A 4
[3 ORACLE_VVOL_355_SRM Compatible 4883 1B oB 4883 TB vVol
B INFRA_VM_1 Incompatible 678 3.74TB 2378 VMFS 6
B INFRA_VM_2 Incom 678 02 TB MF
B INFRA_VN In 273 7B MFS &
B INFRA_ Inc 374 TB MFS 6
& local_d In 95.5 GB 94.09 GB MFS 6
B local_dsib0049 Incompatible 94 5B VMFS
B 1oc Inc 141GB MFS ¢
& 1ocal_dsibo078 Inc 141 GB MFS ¢
3 item 1 2 > >
| Replication Group ORADB v @
Compatibility
| Compatibility checks succeeded I

Figure 4. Selecting storage policy, compatible datastore and replication group

The VASA Replication Group can be seen in Unisphere for PowerMax in Figure 5.
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vVol Dashboard > VASA Replication Groups

Modify [ ] = 0
] Replication Group « Local Storage Replication Group Label a Remote Replication Group Remote Storage State InUse Online Tran =
| ~ 000197600450
(] 312 VMUG_Protec VMUG1 2(1) VMUG_Recovery Target
1] 33(20) 355_wol FIN 33(20) 450_Demo Source
| 34 (21) 355_wVol DB 34(27) 450_Demo Source
(] 35(22) 355_wVol TEST 35(22) 450_Demo Target
40 (27) CNS_wVol ORADB 40 (27) 450_Demo Source

| 43 (2A) VMUG_Protec VMUG 43 (2A) VMUG_Recovery.. Source

Figure 5. ORADB VASA Replication Group

3.

10.

11.

12.

13.

Add a second NIC to the VM which will be used for the private network. Set both
NICs to VMXNET3. These NICs are on VMware networks configured on their own
physical adapter to separate traffic.

Install Oracle Enterprise Linux. Once complete, this VM can be used as a template
for the other nodes as was done in this use case.

Configure NTP on the node.

Create vmdks for the Oracle database and CRS/voting disks being sure to assign
the correct storage policy and replication group. For this environment a total of
seventeen disks were created in addition to the two previously created, with three
ASM disk groups: DATA, REDO and OCR. Normally all vmdks for RAC (and
shared disks) need to be disk type eagerzeroedthick (EZT); however, vVols are an
exception as all vVols are thin, yet they act as thick and reserve space in the
datastore like EZT. The disks should be assigned to a Paravirtual SCSI controller.
Be sure the controller is set to the default of “None” for SCSI Bus Sharing so that
vMotion will work.

Use VMware KB article 1034165 to set the multi-writer flag on the vmdks, allowing
more than one node to access the disk.

Use fdisk to configure a single partition on all the disks. It is important to align
the partition on the disk since neither Oracle nor VMware will do this automatically.
VMware ensures the VMFS is aligned but not the file systems on vmdks.

Change the ownership of the disks/partitions so that the ASM assistant will
recognize them as available for use.

Install and configure Oracle Grid Infrastructure 19c. There are many prerequisites
that must be completed before installation. Oracle uses the Cluster Verification
Tool (CVU) to ensure the nodes are ready for installation. The Clusterware install
will setup and use a single ASM disk group during installation. Set this disk group
to “Normal” redundancy which will ensure multiple voting disks as Oracle
automatically determines the number of files based on redundancy. This ASM disk
group ( e.g., OCR) need not be large as the Clusterware files are small.

Create the remaining ASM disk groups using the ASM GUI or ASM CLlI, being sure
to set redundancy to “External.”

Install Oracle database binaries on all nodes at once through the installer. Note
that it is possible to add nodes after the initial RAC node is configured rather than
doing them all at once.

Use DBCA to create the new database and all the RAC instances.
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The RAC nodes are now ready for configuration with VMware Site Recovery Manager.
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3.1

3.1.1

3.1.2

VMware SRM setup

VMware vCenter Site Recovery Manager (SRM) leverages storage array-based replication such as Dell EMC
Symmetrix Remote Data Facility (SRDF) to protect virtual machines in VMware vSphere environments. The
interaction between VMware SRM and storage array replication is governed by a well-defined set of
specifications. These VMware-defined specifications are implemented by the storage array vendor as either a
lightweight application referred to as the storage replication adapter (SRA) for VMFS/NFS/RDMs, or within the
VASA 3.0 Provider for virtual volumes.

Dell EMC embedded VASA 3.0 Provider (EVASA) enables VMware SRM to interact with a PowerMax
environment running vVols. It allows VMware SRM to automate storage-based disaster restart operations on
PowerMax arrays in an SRDF configuration. Unlike the SRDF SRA, there is no configuration required outside
of SRM for vVols.

The installation and general configuration of SRM will not be covered in this section. If instructions are
needed, please follow the VMware documentation for installing SRM 8.4 with vSphere 7.0 as there is nothing
about its configuration that requires changes for vVols. No additional software must be installed (e.g. an SRA)
to use SRM with vVols, save for registering the VASA 3.0 Provider which is necessary to run vVols even
without replication. Where necessary, however, specific SRM vVol information pertinent to the environment
will be included below.

SRM restrictions

VMware and Dell EMC have a number of restrictions when using SRM with vVols which are important to
understand prior to the configuration with Oracle RAC.

VMware
Some of the most important restrictions from VMware are the following. Note these apply only to SRM.

» Site Recovery Manager does not support protection of vVol virtual machines that have non-replicated
virtual disks.

» Site Recovery Manager does not support placing replication groups from different fault domain pairs
in the same vVol protection groups. For example, if Array A has VMs replicating to Array B in
replication group 1, and other VMs replicating to Array C in replication group 2, there cannot be a
single protection group with both group 1 and group 2. Each group would have to be in a different
protection group, though they could be in the same recovery plan.

» Site Recovery Manager does not support the protection of virtual machines with different vVVols-based
disks, replicated by different storage policies or different vVol replication groups.

» VvVols does not support the recovery of template virtual machines.

Be sure to review the VMware SRM documentation for more details around other limitations, particularly
maximums for object like protection groups and VMs.

Dell EMC
The following limits apply to Dell EMC’s implementation of SRM with vVols on the PowerMax:
» 250 VMs supported with SRM

- 2000 vVols — average of 8 vVols per VM; however, the 2000 vVols may allocated as required
across VMs. In this use case, for example, each RAC node has 19 devices; however as only two
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are unique to each VM, the total devices for all four VMs is only 33 (one config vVol, one swap
vVol, and two local vVols for each VM and seventeen shared vVols across all VMs).

» 25 VASA Replication Groups

3.2 SRM configuration for Oracle RAC

The following sections cover the salient points of the SRM configuration for the Oracle RAC environment
running on vVols. As much of the setup of SRM, including mappings between the sites, is universal to all
environments, it is for the most part not included.

3.2.1 Storage policy mappings
For this environment, a single storage policy mapping was configured, though the policy itself is named
differently on each site as shown in Figure 6. On the protection site, the policy is named
Diamond_355_450_Replication and the recovery site, Diamond_450_355_Replication.

Storage Policy Mappings
dsib2226.1ss.emc.com

NEW

dsib2224 |ss.emc.com T dsib2226.Iss.emc.com T Reverse Mapping Exists

E& Diamond_355_450_Replication E8 Diamond_450_355_Replication Yes

Figure 6. Storage policy mapping SRM

3.2.2 Create a Protection Group and Recovery Plan

The following is a walk-through of setting up the protection group and recovery plan for this Oracle RAC
implementation. For more detail, please see the VMware documentation.

Within SRM, in step 1, select NEW under the Protection Groups screen to start the dialog as shown in Figure

vmw Site Recovery  dsib2224.ss.emc.com - dsib2226.Iss.emc.com v \ Administrator@PROTECTION.LOCAL v ©
Site Pair O Protection Groups D Recovery Plans
Q Protection Groups 0 Learn more ]
Protection Groups NEW
© VMFs_test Name 1 y | ProtectionStatus y | RecoveryStatus vy | Protection Type Y | Protected Site Y | Recovery Site v
O Wol_test O VMFS_test v/ OK Ready Datastore groups Boston London
O vVol_test Vv OK Ready Virtual Volumes Boston London
EXPORT v 3 group(s)

Figure 7. Create SRM Protection Group: Step 1



VMware SRM setup

In step 2 shown in Figure 8, name the group, add a description if desired, and select NEXT. Be sure the

Direction is correct.

New Protection Group

1 Name and direction

Name and direction

Name: RAC_Protection_Group

60 characters remaining

Description:

12 )

Protection group for Oracle RAC vVol environment with VASA Replication group

ORADB.
4013 characters remaining
Direction: © Boston - London

London - Boston

Location:

Q

Protection Groups

CANCEL NEXT

Figure 8. Create SRM Protection Group: Step 2

Next, in step 3 shown in Figure 9, select the Virtual Volumes radio button. Select the desired Fault Domain
(remote array) and then NEXT.

New Protection Group

1 Name and direction

2 Type

Type
Select the type of protection group you want to create: e

Datastore groups (array-based replication)

Protect all virtual machines which are on specific datastores

Individual VMs (vSphere Replication)

Protect specific virtual machines, regardless of the datastores.

° Virtual Volumes (vVol replication)

Protect virtual machines which are on replicated vVol storage

Storage policies (array-based replication)

Protect virtual machines with specific storage policies.

Select fault domain.

Fault Domain ™ v Description

° 000197600355 PowerMax Array 000197600355

Y Status

v OK

1domains

CANCEL BACK NEXT

Figure 9. Create SRM Protection Group: Step 3
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In step 4 shown in Figure 10, locate the VASA Replication Group being used with the Oracle RAC VMs and
check the box next to it. Be sure all RAC nodes are listed and then select NEXT.

New Protection Group Replication groups e X

1 Name and direction Select replication groups. Replication groups contain virtual machines which are recovered together.

SELECT ALL CLEAR SELECTION

2 Type
Replication Group Y Virtual Machines Status
N > DB 3
3 Replication groups
> HR 1
v ORADB 4 Add to this protection group
Virtual machine Status
dsib2020.Iss.emc.com + OK
dsib2019.Iss.emc.com + OK
dsib2036.Iss.emc.com + OK
dsib2026.Iss.emc.com + OK
> test None
> VMUG 1
1 5 replication groups

‘:) Show unprotected replication groups which do not contain any virtual machines that can be protected

CANCEL BACK NEXT

Figure 10. Create SRM Protection Group: Step 4

Finally, in step 5 shown in Figure 11, choose whether to create a new recovery plan or skip it for now and
select NEXT. The option to skip is selected here so the entire Recovery plan wizard can be shown.

New Protection Group Recovery plan X
You can optionally add this protection group to a recovery plan. 6
1 Name and direction Add to existing recovery plan

Add to new recovery plan

2 Type © Do not add to recovery plan now

3 Replication groups /\ The protection group cannot be recovered unless it is added to a recovery plan.

4 Recovery plan

CANCEL BACK NEXT

Figure 11. Create SRM Protection Group: Step 5

Review the options shown in Figure 12 and then execute FINISH.
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New Protection Group Ready to complete e X
Review your selected settings.

[atlamelanaiditeetion Name RAC_Protection_Group

2 Type Description Protection group for Oracle RAC vVol environment with VASA Replication group ORADB.
Protected site Boston

3 Replication groups
Recovery site London

SEsceevieian Location Protection Groups

5 Ready to complete Protection group type Virtual Volumes (vVol replication)
Replication groups ORADB
Total virtual machines 4
Recovery plan none

Figure 12. Create SRM Protection Group: Step 6

If the recovery plan was not created as part of the protection group wizard, do so now. From the Recovery
Plans screen, select NEW in step 1 shown in Figure 13.

vmw Site Recovery  dsib2224.ss.emc.com - dsib2226.Iss.emc.com Vv

Site Pair O Protection Groups D Recovery Plans
0, Recovery Plans o Learn more (7
Recovery Plans NEW
D VMFS_test Name M 4 Status Y Protected Site 4 Recovery Site Y
] wol_test Bl VMFS_test — Ready Boston London
vVol_tes
El vVol_test —> Ready Boston London
EXPORT v 3 plan(s)

Figure 13. Create SRM Recovery Plan: Step 1

In step 2 shown in Figure 14, type in a Name and Description if desired, and then select NEXT. Be sure the
Direction is correct.
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Create Recovery Plan

1 Name and direction

Name and direction 9 X

Name: RAC_Recovery_Plan
63 characters remaining
Description:
Recovery plan for Oracle RAC vVol environment with VASA Replication group
ORADB.
Yz
4015 characters remaining
Direction: © Boston > London

London - Boston
Location: Q,

Recovery Plans

CANCEL NEXT

Figure 14. Create SRM Recovery Plan: Step 2

In step 3 shown in Figure 15, select the protection group previously created by checking the box. Then select

NEXT.

Create Recovery Plan

1 Name and direction

2 Protection Groups

Protection Groups o X

o Protection groups for individual VMs or datastore groups

Storage policy protection groups

All Selected (1)

Name (N 4 Description

O RAC_Protection_Group Protection group for Oracle RAC vVol environment with VASA Replication gr
O VMFs_test
QO vVol_test

1 3 group(s)

CANCEL BACK NEXT

Figure 15. Create SRM Recovery Plan: Step 3

For the test networks shown in step 4 in Figure 16, keep the default site-level mapping and select NEXT.
Network re-mapping will be addressed as part of the modifications in the section SRM testfailover networking.
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Create Recovery Plan

1 Name and direction
2 Protection Groups

3 Test Networks

Test Networks

Select the networks to use while

X
running tests of this plan.

@ If "Use site-level mapping" is selected and no such mapping exists, an isolated test network will be created.

Recovery Network

Q London > RAC_Internal

Q London > VM Network

T~ v Test Network

Q Use site-level mapping CHANGE

€ Use site-level mapping CHANGE

2 network(s)

CANCEL BACK NEXT

Figure 16. Create SRM Recovery Plan: Step 4

In step 5 shown in Figure 17, select FINISH.

Create Recovery Plan

1 Name and direction
2 Protection Groups
3 Test Networks

4 Ready to complete

Ready to complete

Review your selected settings.
Name
Description
Protected site
Recovery site
Location

Total protection groups

5 :

RAC_Recovery_Plan

Recovery plan for Oracle RAC vVol environment with VASA Replication group ORADB.
Boston

London

Recovery Plans

1

CANCEL BACK FINISH

Figure 17. Create SRM Recovery Plan: Step 5

An architectural view of the completed SRM environment is shown in Figure 18.
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AVirlgnaI Virtual

ppliance Appli

Oracle RAC Bl - Placeholder
--.-:-.n-J ()_j‘f

e VMs

VMs

Oracle Oracle Oracle Oracle
RACN1 RACN2 RACN3 RACN4

Oracle Oracle Oracle Oracle
RACN1 RACN2 RACN3 RACNA4

l/’
-
—

g

SRDF/A

PowerMax PowerMax
2000 2000

T ESXi

Figure 18. Oracle RAC environment showing the protection and recovery site

In the next chapter, DRS Affinity Rules are covered. These will dictate how RAC nodes are assigned to hosts
at the recovery site during testfailover or failover.
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4 DRS Affinity Rule

DRS Affinity Rules dictate on which ESXi hosts VMs must or should run. When using DRS Affinity Rules on
the protection site in an SRM configuration, however, they do not carry over to the recovery site because
there is no mapping capability between them as there is for objects like storage policies. Therefore, it is
necessary to pre-configure rules on the recovery site so that when a testfailover or failover is run, the VMs will
be placed on the desired hosts.

The following sections detail how to configure the DRS Affinity Rules for the recovery site described in this
paper.

4.1 VM/Host Groups

First, create a host rule for each ESXi host at the recovery site. In step 1 shown in Figure 19, highlight the
recovery site cluster in the left-hand panel, select the Configure tab on the right, then highlight the VM/Host
Groups option under the Configuration section. Select ADD....

vm vSphere Client Administrator@RECOVERY.LOCAL v O
[ B8 @ (@ London_Cluster | acrions v
v dsib2226.Iss.emc.com Summary Monitor Configure Permissions Hosts VMs Datastores Networks Updates
v [} London
M ([]] London_Cluster Seivices h VM/HOSt GrOUpS
[ dsib0027.Iss.emc.com vSphere DRS ADD... o Y
[ dsib0049.Iss.emc.com vSphere Availability
N
[ dsib0051.Iss.emc.com Configuration o ame Type

[f] dsib0078.Iss.emc.com
v ( Oracle_vVol

Quickstart

General
=1 dsib2019.Iss.emc.com

Key Provider m 0 items
D dsib2020.Iss.emc.com

VMware EVC

N dsib2026.Iss.emc.com
VM/Host Groups
1 dsib2036.Iss.emc.com
VM/Host Rules
> (© SRM_ASYNC
© SRM_VMFS_Testing
> @ VMFS_VMs
> O VMs
> @ vVol_VMs

VM Overrides
1/O Filters
Host Options
Host Profile

Figure 19. Host Group creation: Step 1

Next, in step 2 shown in Figure 20, type in a name for the host group, select Host Group from the drop-down
menu next to Type, and select ADD....
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Create VM/Host Group  London_Cluster X
Name: dsib0027.Iss.emc.com
ADD...
D Members ™
1 0 items

Figure 20. Host Group creation: Step 2

Using the checkbox, select the appropriate host in step 3 shown in Figure 21. Select OK to save.

Add Group Member  London_Cluster e %
Hosts Selected (1)
Y Filter
D Name T State Status Cluster Consun
dsib0027 Iss.emc.com Connected ® Normal [[] London_Cluster

0 B dsiboo49.iss.emc.com Connected @ Normal [[] London_Cluster 1

O dsib0051.Iss.emc.com Connected @ Normal [[] London_Cluster |

) dsib0078.Iss.emc.com Connected ® Normal () London_Cluster |

Figure 21. Host Group creation: Step 3

In the final screen in step 4 shown in Figure 22, review and then select OK.
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Create VM/Host Group  London_Cluster X

Name: dsib0027.Iss.emc.com

Type: Host Group v

D Members T

UJ dsib0027 Iss.emc.com

il | 1item

Figure 22. Host Group creation: Step 4

Repeat these four steps for all four hosts in the recovery site cluster. When complete, the final result will
appear similar to what is shown in Figure 23.

vm vSphere Client Menu v Q C (?) v | Administrator@RECOVERY.LOCAL v (@®)
[ 8 @ @ London_Cluster = acrions v
B dsiboo51.Iss.emc.com Summary Monitor Configure Permissions Hosts VMs Datastores Networks Updates
Bl dsib0078.1ss.emc.com VM/Host G
Services v
v (O Oracle_wVol 0s roups
& dsib2019.Iss.emc.com vSphere DRS ADD... A g
1 dsib2020.Iss.emc.com vSphere Availability
- Name Type
£ dsib2026.1ss.emc.com Configuration v
o e ‘ F0 dsib0027.Iss.emc.com Host Group
&1 dsib2036.Iss.emc.com QuidEET: —
> (@ SRM_ASYNC o B dsib0049.Iss.emc.com Host Group
- General —
© SRM_VMFS_Testing ) o FP dsibOO51.Iss.emc.com Host Group
- - Key Provider B
)
> @ VMFS_VMs VMware EVC ) FP dsib0078.1ss.emc.com Host Group
VM 8
> © ° VM/Host Groups a fems
vVol_VMs
> © - VM/Host Rules
£ 355-357-vm )
VM Overrides ADD...
¥ dsib2012.Iss.emc.com )
1/O Filters
EE dsib2013.Iss.eme.com Host Options D dsib0027.1ss.emc.com Group Members T
@5 dsib2014.Iss.emc.com
Host Profile [ ] [l dsib0027.Iss.emc.com
@5 dsib2030.Iss.emc.com
¥ dsib2031.Iss.emc.com icensing v
&% dsib2032.ss.emc.com VSAN Cluster
il } Titem
_-fff dsib2118.Iss.emc.com Supervisor Cluster
Recent Tasks Alarms A

Figure 23. Host Group creation summary

Using the same wizard shown in Figure 19 for step 1, now create the VM Groups. In step 2 shown in Figure
24, provide a name for the VM Group and use the drop-down box next to Type to select VM Group. Select
ADD... to choose the appropriate VM.
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Create VM/Host Group

London_Cluster

Name: dsib2019.Iss.emc.com
Type: 9
ADD...
D Members ’F

CANCEL

N

Figure 24. VM Group creation: Step 2

In step 3 shown in Figure 25, use the check box to select one of the RAC nodes and hit OK.

Add Group Member = London_Cluster e X
Virtual Machines Selected (1)
v Filter
[:] Name T State Status Provisioned Space Used Space Host
(] &P 355-357-vm Powered ... © Normal 4.95 GB 0B 0 Hz
O & dsib2010.Iss.emc.com Powered ... © Normal 20.08 GB 6.18 GB O Hz
[:] &Y dsib2018.Iss.emc.com Powered ... ® Normal 518.6 GB 518.6 GB 127 ¢
z dsib2019.Iss.emc.com Powered .. ® Normal
(] &P dsib2020.Iss.emc.com Powered ... ® Normal 497 GB oB O Hz
(] &P dsib2026.Iss.emc.com Powered ... ® Normal 497 GB 0B 0 Hz
CANCEL { OK ]

Figure 25. VM Group creation: Step 3

In step 4 shown in Figure 26, review the screen and select OK.
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Create VM/Host Group  London_Cluster X

Name: dsib2019.Iss.emc.com e
Type: VM Group v

E] Members T

J zn dsib2019.Iss.emc.com

E3EE

Figure 26. VM Group creation: Step 4

Repeat the VM Group creation for the other three RAC nodes. Next, setup the rules which govern how the
startup of the VMs behave.

4.2 VM/Host Rules

After the VM/Host Groups are available, rules need to be configured. These will be similar to those created on
the protection site. Each VM will be assigned to one of the ESXi hosts. The exact mapping of VM to host is
not important so long as there is a one to one assignment as there are four VMs and four hosts. In step 1
shown in Figure 27, again navigate to the cluster on the left-hand panel, then the Configure tab on the right,
and finally VM/Host Rules under Configuration. Select the + Add... button

vm vSphere Client Menu v Q C (®) v | Administrator@RECOVERY.LOCAL v @)
(K] B @ [ London_Cluster = acrions v
v dsib2226.Iss.emc.com summary Monitor Configure Permissions Hosts VMs Datastores Networks Updates
v [} London
M (1] London_Cluster Services v VM/Host Rules
dsib0027.Iss.emc.com vSphere DRS + Add...
dsib0049.Iss.emc.com vSphere Availability Name Type Enabled Conflicts Defined By
[] dsib0051.Iss.emc.com Configuration v
] dsib0078.1ss.emec.com .
Quickstart
v (© Cracle_vVol
General

0 dsib2019.Iss.emc.com
Key Provider
1 dsib2020.Iss.emc.com
VMware EVC
) dsib2026.Iss.emc.com

VM/Host Groups
) dsib2036.Iss.emc.com

VM/Host Rules
> (@ SRM_ASYNC

VM Overrides
© SRM_VMFS_Testing

> @ VMFS_VMs
> © VMs
> @ vVol_VMs

I/O Filters

Host Options No VM/Host rule selected

Host Profile

Figure 27. Host Rules creation: Step 1
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Steps 2 through 6 are shown in Figure 28. In step 2 add a name. Note the Enable rule box is automatically
checked. When creating the rule, in step 3 select the Type Virtual Machines to Hosts using the drop-down
box which then populates the three options in the bottom panel. Selecting this type tells VMware to start a
selected VM Group on a particular Host Group. Using the drop-down under VM Group in step 4, select the
appropriate one previously created. Then, in step 6, select one of the host groups under Host Group. The
most important option, however, is for dictating the condition under which the rule is enacted which is shown
in step 5. The option, Should run on hosts in group, must be selected, and not Must run on hosts in a
group. The use of should provides VMware the flexibility to start the VM on a different host if there is an issue
with the configured one. Setting the value to must would prevent the VM from starting at all as it would be
bound only to the chosen host. So, as shown in Figure 28, the VM dsib2019.Iss.emc.com, whether in
testfailover or failover, will attempt to start on host dsib0027.Iss.emc.com. If the host is unavailable, VMware
will select one of the other three hosts.

Create VM/Host Rule = London_Cluster X

Name 9 dsib20019_dsib0027 Enable rule

Figure 28. Host Rules creation: Steps 2 - 6

Create three additional rules for the other VMs. The new rules for each VM are shown in Figure 29.
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VM/Host Rules

+ Add.. £ Edit.. &3 Delete

Name Type Enabled Conflicts Defined By
[T dsib2019_dsib0027 Run VMs on Hosts Yes 0 User
[T dsib2020_dsib0049 Run VMs on Hosts Yes 0 User
[T dsib2026_dsib0051 Run VMs on Hosts Yes 0 User
[T dsib2036_dsib0078 Run VMs on Hosts Yes 0 User

VM/Host Rule Details

Virtual Machines that are members of the VM Group should run on hosts that are members of the Host Group.

+ Add.. + Add...
dsib2019.lss.emc.com Group Members | dsib00271ss.emc.com Group Members |
= dsib2019.Iss.emc.com dsib0027Iss.emc.com

Figure 29. VM/Host rules for recovery site
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3)

5.1

5.1.1.1

VMware SRM testfailover

Before demonstrating the testfailover it is worthwhile to mention how vVol testfailover differs from VMFS/RDM
testfailover on the PowerMax. When using a VMFS/RDM configuration, the PowerMax requires the use of the
SRDF SRA which integrates the storage with SRM. SRM makes calls to the SRA and the SRA then performs
storage related commands. For example, when running testfailover, the SRDF SRA will take a snapshot of
the R2 devices in real time, and then create the snapshot targets and perform the link. These target devices
become the test devices which avoids impacting the R2s.

When using vVols, there is no SRDF SRA. Instead, the VASA Provider takes over that role and works in
conjunction with SRM. The workflow, however, changes somewhat. Rather than creating real time snapshots,
the PowerMax automatically takes snapshots of all the R2 devices in a VASA Replication Group on a five-
minute cycle, always retaining five copies on the recovery array. When the user runs a testfailover of a
recovery plan, the latest snapshot will be used for that test. The VASA Provider will create new vVol target
devices and then link the snapshot to those devices. Like VMFS/RDM, the production devices are never
impacted.

Oracle RAC testfailover without modification

This section will demonstrate an SRM testfailover of the recovery plan without making any modifications to
SRM or the VMs. SRM will create a bubble or test network in which to run the VMs based on the default
network mapping.

Oracle RAC testfailover

The following is the execution of a testfailover after creation of the recovery plan. No modifications to the
recovery plan have been made, in particular as shown previously in Figure 16, SRM will create a test network.
From within SRM, navigate to the Recovery Plans tab and highlight the RAC_Recovery_Plan on the left-
hand side. Then select TEST as shown in step 1 in Figure 30.
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vmw Site Recovery  dsib2226.Iss.emc.com - dsib2224.Iss.emc.com Vv

Site Pair O Protection Groups D Recovery Plans 1

Q | RAC_Recovery_PIan EDIT  MOVE  DELETE RUN Learn more [

Recovery Plans
Summary Recovery Steps Issues History Permissions Protection Groups Virtual Machines

|:| RAC_Recovery_Plan

Recovery Plan: RAC_Recovery_Plan

F] VMFs_test
Protected Site: Boston
B vvol_test Recovery Site London
Description:
v Plan Status v VM Status
Plan Status: ~ Ready Ready for I/ VMs
Recovery:
This plan is ready for test or recovery
In Progress: 0 VMs
Success: 0 VMs
Warning: 0 VMs
Error: 0 VMs
Incomplete: 0 VMs

Total: 4 VMs

Figure 30. Testfailover: Step 1

In step 2 shown in Figure 31, the box to replicate changes will be checked, though as the message shows it
has no impact on the data. Select NEXT.

Test - Confirmation options X
RAC_Recovery_Plan e

Test confirmation

1 Confirmation options ij Running this plan in test mode will recover the virtual machines in a test environment on the recovery site.
2 Ready to complete Protected site: Boston

Recovery site: London

Server connection: Connected

Number of VMs: 4

Storage options

Specify whether to replicate recent changes to the recovery site. This process might take several minutes and is only

available if the sites are connected.

Replicate recent changes to recovery site

This check box has no bearing on the
Dell EMC vVol implementation. By
default it is checked. CANCEL NEXT

Figure 31. Testfailover: Step 2

In the final step shown in Figure 32, select FINISH.
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Test -
RAC_Recovery_Plan

1 Confirmation options

2 Ready to complete

Ready to complete

Review your selected settings.

Name

Protected site

Recovery site

Server connection

Number of VMs

Storage synchronization

e ><
RAC_Recovery_Plan
Boston
London
Connected

4

Replicate recent changes to recovery site

CANCEL BACK FINISH

Figure 32. Testfailover: Step 3

The recovery plan finishes in under five minutes and reports a successful result shown in Figure 33.

fe RAC_Recovery_Plan EOIT

Recovery Steps

Recovery Step

> [B 8. Power on priority 3 VMs

on priority 5 VMs

EXPORT STEPS CLEANUP
Plan status o Test
Description The virtual machines h

MOVE DELETE  TEST RUN Learn more (7
lete
at the recovery site. Review the plan history to view any errors or warnings

Statu Step Started Step Completed

v/ Success Friday, September 17, 2021 1:03:55 PM Friday, September 17, 202 4:27 PM

v/ Success Friday, September 17, 2021 1:04:27 PM Friday, September 17, 202 4:27 PM

v'S ptember 17, 2021 1:04:27 PM Frid P

v/ Success mber 17, 20211:05:57 PM Frida 1PM

+/ Success Friday, September 1 )211:05:58 PM Friday, Septembel 2 1PM

Figure 33. Testfailover result

5.1.1.2 RAC testing

With the testing complete, there is now an isolated four node RAC cluster available for testing. The problem,
however, is the test network. Oracle RAC is very reliant on host names and in this test network they are no
longer viable. Neither the public nor the private network functions, and thus the Clusterware cannot come up
as shown in Figure 34.
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5.2

A dsib2019.Iss.emc.com - VMware Remote Console
!MRC v II v % [Dj = t"_‘ t"_‘ t"_‘ t"_‘ l'—‘ ('—‘ ('—‘ ('—‘ ('—‘ ('—‘ ('—‘ ('—‘ l‘—‘ l‘—‘ l‘—‘ l"_‘. l"_‘. l"_‘. l"_‘l e

@ Activities [ Terminal «

oracle@dsib2019:~

Search Terminal Help

2019 ~]$ . ./.bash profile
e ASM or DB
. ASM
2. rv'a-'” DB
3. slob DB

ORACLE SID: +ASM1

PRKH-10190 : e >
PRK 03 F ot with the CSS daemon failed

oracle:/home/oracle$

ORACLE

Linux

Figure 34. Inoperable Clusterware on SRM test network

Each node has the same issue and without changes to the network, the Oracle RAC database will never
come up. Therefore, in order to create a viable test environment, modifications are needed to either the
network, the VMs or both. The next section will detail how to use the existing production network on the
recovery site by modifying some network components of the RAC nodes themselves so that both production
and test nodes can be operational at the same time.

Oracle RAC testfailover with modification

The following procedure will detail how to automate the SRM post-testfailover modifications to the Oracle
RAC nodes (VMs) so that a viable environment is produced with both ASM and the Oracle database
operational on all four nodes. As mentioned above, the changes are made within the production network so
subnets will remain the same, though IPs are altered to prevent conflict.

Generally, enterprise customers have many network options available, in particular the ability to use VLANs
which avoid many of the issues the following procedure is meant to overcome. The process herein assumes a
lab environment where only the existing network is available.
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5.2.1

5.2.2

5.2.2.1

Oracle RAC networking

Oracle RAC networking can be complicated to configure and even more so to alter after being successfully
implemented. This is mostly due to Oracle’s reliance on the host (node) name. The host becomes part of the
cluster information and cannot be altered without modifying the Clusterware underlying it. In a scenario with
VMware SRM, it is impractical to consider changing the software upon failover as essentially it is a
reinstallation. If customers desire using a different set of host (node) names at the recovery site, rather than
SRM, it is easier to pre-configure the Clusterware on hosts at the recovery site and avoid replicating those
disks. In that scenario it is only necessary to failover the database files, though using SRM is not possible as
partial VM failover is not supported. A similar situation is covered later in this paper in the section VMware
PowerCLI RAC testing.

SRM testfailover networking

As explained in the previous section, by default, SRM will auto create “test” networks which are isolated. The
VMs are assigned to these temporary networks that are not connected to any physical network. Therefore,
there is no concern about conflicting IPs with the production environment. While this might be useful for VMs
where the network is not critical, it is not practical for an Oracle RAC environment which relies on viable IP
addresses to function as previously shown. Assuming that the production nodes must remain online and that
a non-conflicting network is not available (e.g. VLAN), the best option is to use the production network at the
recovery site but change the IP addresses of the Oracle RAC environment. Recall that Oracle will not tolerate
host name changes without reconfiguration of the Clusterware, i.e., reinstallation, so that is not an option.

There are two methods to change the SRM test network. It can be done at the site level (site-level mapping)
so that every recovery plan will automatically use the same ones, or it can be done individually on the
recovery plan level. Both methods are addressed below.

Site-level default test network
By default, when creating the network mappings, VMware will assign the Test Network to Isolated network
(auto created) as shown in Figure 35.

vmw Site Recovery  dsib2224.lss.emc.com - dsib2226.Iss.emc.com Vv

Site Pair o Protection Groups D Recovery Plans
Summary Network Mappings Learn more [7
Issues dsib2224.Iss.emc.com dsib2226.Iss.emc.com
) NEW SELECT ALL
Configure v
dsib2224.Iss.emc.com > v Recovery Network Y Reverse Mapping Y Test Network Y IP Customization
Array Based Re... o 9 RAC_Internal Q RAC_Internal Yes Isolated network (auto created) No
Storage Replicatio... Q VM Network g VM Network Yes Isolated network (auto created) No
Array Pairs
EXPORT v 2 network mapping(s)
Network Mappings

Figure 35. SRM Site-Level Test Network

To change the test network, use the check box to select one of the networks as shown in step 1 in Figure 36.
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dsib2224 Iss.emc.com - dsib2226.Iss.emc.com Vv

vmw Site Recovery

Site Pair O Protection Groups D Recovery Plans
Learn more [

Summary Network Mappings

Issues dsib2224.Iss.emc.com dsib2226.1ss.emc.com
“ee SELECT ALL CLEAR SELECTION

) NEW EDIT DELETE
Configure v
dsib2224.Iss.emc.com O 4 Recovery Network Y Reverse Mapping Y Test Network Y IP Customization
Array Based Re.. v o Q RAC_Internal Q RAC_Internal Yes Isolated network (auto created) No
Q VM Network Q VM Network Yes Isolated network (auto created) No

Storage Replicatio...

Array Pairs
1 EXPORT v 2 network mapping(s)
ADD

Network Mappings

IP Customization

Folder Mappings
Figure 36. Assign site-level test network: Step 1

In step 2, use the three buttons and select Edit Test Network Mapping as shown in Figure 37.

dsib2224.Iss.emc.com - dsib2226.Iss.emc.com Vv

vmw Site Recovery

Site Pair O Protection Groups D Recovery Plans
Summary Network Mappings Learn more [7
Issues dsib2224.Iss.emc.com dsib2226.1s 2 com
) NEW EDIT  DELETE 1 SELECT ALL  CLEAR SELECTION
Configure v
dsib2224.Iss.emc.com v Reverse Mapping Y Test Network ) 4 IP Customization
Array Based Re.. v Q RAC_Internal Yes Isolated network (auto created) No
Storage Replicatio... Q VM Network | Edit Test Network Mapping | Yes Isolated network (auto created) No
Array Pairs
EXPORT i
. [ Y Add IP Customization Rule 2 network mapping(s)
Network Mappings . .
IP Customization ADD
Folder Mappings
n rule attached to this network mapping.
Resource Mappings

Figure 37. Assign site-level test network: Step 2

Finally in step 3 shown in Figure 38, select the radio button Select a specific network and choose the
production network at the recovery site that matches the protection site, in this case RAC_Internal.
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Edit Test Network - RAC_Internal X

Select a test network. This affects all network mappings that use "RAC_Internal" as

a recovery network.

Isolated network (auto created)

° Select a specific network
Q, e

v G] dsib2226.Iss.emc.com
v [ London

© © RAC_Internal

CANCEL SAVE

Figure 38. Assign site-level test network: Step 3

Complete the previous steps for the other network used in the Oracle VMs, VM Network. The final result

required for failover testing is shown in Figure 39.

vmw Site Recovery dsib2224.Iss.emc.com - dsib2226.Iss.emc.com Vv

Site Pair O Protection Groups D Recovery Plans
Summary Network Mappings
Issues dsib2226 Iss.emc.com
. NEW
Configure '
dsib2224.Iss.emc.com O 4 Recovery Network Y Reverse Mapping v
Array Based Re.. v € RAC_Internal € RAC_Internal Yes
Storage Replicatio... § VM Network @ VM Network Yes
Array Pairs
EXPORT v
Network Mappings

SELECT ALL

Learn more [/

Test Network
© RAC_Internal
€ VM Network

IP Customization
No
No

2 network mapping(s)

5222

Figure 39. Complete site-level test networks

Recovery plan level test network

If multiple recovery plans are being used, and each needs a different test network, it is advisable to change
the test network at the recovery plan level rather than at the site level. To do this, begin by highlighting the
recovery plan in SRM in the left-hand panel and selecting EDIT shown in step 1 on the right-hand panel in

Figure 40.
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vmw Site Recovery dsib2224.Iss.emc.com - dsib2226.Iss.emc.com Vv

Site Pair O Protection Groups D Recovery Plans

Q =] RAC_Recovery_Plan MOVE  DELETE  TEST RUN Learn more [

Recovery Plans . o . . .
Summary Recovery Steps Issues History Permissions Protection Groups Virtual Machines

El RAC_Recovery_Plan

Recovery Plan: RAC_Recovery_Plan

F] VMFs_test
Protected Site: Boston
El vVol_test Recovery Site: London
Description Recovery plan for Oracle RAC vVol environment with VASA Replication group ORADB.
v Plan Status v VM Status
Plan Status: -5 Ready I ¢ VM
Recovery:
This plan is ready for test or recovery
In Progress: O VMs
Success: 0 VMs
v Recent History
Warning: 0 VMs
This list is empty E— 0 VMs
Incomplete: 0O VMs

Total: 4 VMs

Figure 40. Assign recovery plan-level test network: Step 1

In step 2 shown in Figure 41, select CHANGE next to the chosen network.

Edit Recovery Plan - Test Networks %
RAC_ReCOV@ry_pIan Select the networks to use while running tests of this plan.

. X @ If "Use site-level mapping" is selected and no such mapping exists, an isolated test network will be created.
1 Name and direction

Recovery Network [ 4 Test Network

2 Protection Groups
Q London > RAC_Internal Q Use site-level mapping CHANGE

3 Test Networks © London > VM Network € Use site-level mapping CHANGE

2 network(s)

CANCEL BACK NEXT

Figure 41. Assign recovery plan-level test network: Step 2

In step 3 shown in Figure 42, select the radio button Select a specific network and choose the production
network at the recovery site that matches the protection site, in this case RAC_Internal.
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a recovery network.

Use site-level mapping

° Select a specific network

Q

A
v [S] dsib2226.Iss.emc.com

v [if London

| © © RAC_Internal

€ VM Network

Edit Test Network - RAC_Internal

X

Select a test network. This affects all network mappings that use "RAC_Internal” as

CANCEL SAVE

Figure 42. Assign recovery plan-level test network: Step 3

Follow steps 1-3 for the other network VM Network shown in step 4 in Figure 43 and then select NEXT.

Edit Recovery Plan -
RAC_Recovery_Plan

1 Name and direction
2 Protection Groups

3 Test Networks

Test Networks

Select the networks to use while running tests of this plan.

@ If "Use site-level mapping" is selected and no such mapping exists, an isolated test network will be created.

Recovery Network

Q London > RAC_Internal

Q London > VM Network

N

Y

Test Network

Q RAC_Internal

Q VM Network

CHANGE

CHANGE

2 network(s)

CANCEL BACK NEXT

Figure 43. Assign recovery plan-level test network: Step 4

Complete the test network assignment by selecting FINISH as shown in Figure 44.
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1 Name and direction

Create Recovery Plan Ready to complete X

Review your selected settings.

Name RAC_Recovery_Plan
2 Protection Groups Description Recovery plan for Oracle RAC vVol environment with VASA Replication group ORADB.
Protected site Boston
3 Test Networks
Recovery site London
4 Ready to complete
Y P Location Recovery Plans

Total protection groups 1

CANCEL BACK FINISH

5.2.3

5.2.3.1

Figure 44. Complete recovery plan-level test network

Now when the recovery plan is executed, it will use the newly configured test networks without changing the
site-level test networks.

Oracle RAC — Public IP, VIP, SCAN, and GNS

When configuring Oracle RAC 11.2 and higher, the user can choose between using Virtual Internet Protocol
(VIP) addresses and Single Client Access Name (SCAN) or Grid Naming Service (GNS). GNS is designed to
simplify management of the networking component as it does not require using the VIP or SCAN. Instead it
uses DNS and a DHCP server to assign addresses to the RAC nodes. Using GNS with SRM is possible but
requires a different process than is covered in this paper. To understand GNS implementation, please review
Oracle support document 946452.1.

In a non-GNS configured Oracle RAC environment, there are four different IP addresses a user assigns to a
node: Public IP, Virtual IP (VIP), SCAN, and an internal IP for RAC inter-communication. Of these, the only IP
address that can be carried over to the recovery site is the internal IP since it is only accessible between the
nodes on the ESXi hosts through the internal network and will not conflict with the production ESXi hosts. The
other three addresses need to be altered so as not to conflict with production as in this environment they all
share the same network. As noted, as long as the host or node name is not changed, Oracle will permit IP
changes for the public, VIP and SCAN addresses. Since the host names will not change, the hosts file on the
Oracle nodes will be used instead of DNS. It is also possible to use a different DNS if there is one configured
that re-assigns the hostnames to the new IPs.

Two of the IP changes will be initiated by a Post Power On script, but the public IP will be changed directly by
VMware through the SRM interface. As the hosts file is essential in this configuration, a new one will be
generated that will replace the original at the test site.

Hosts file

The two hosts files are listed below. The first is from the protection site, the original hosts file, and the second
from the recovery site, hosts.testfailover. The recovery site hosts file (hosts.testfailover) is stored on the
production nodes so it is available on the test nodes once the testfailover is run. The script will then replace
the original hosts with it. Note that the private IPs of the four nodes, named <host>-priv, remain the same
between the files as explained above.
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hosts

10.228.246.19 dsib2019.1ss.emc.com dsib2019
10.228.246.20 dsib2020.1lss.emc.com dsib2020
10.228.246.26 dsib2026.1lss.emc.com dsib2026
10.228.246.36 dsib2036.1lss.emc.com dsib2036
10.228.246.21 dsib2021.1lss.emc.com dsib2021
10.228.246.22 dsib2022.1lss.emc.com dsib2022
10.228.246.28 dsib2028.1ss.emc.com dsib2028
10.228.246.37 dsib2037.1lss.emc.com dsib2037
192.168.1.150 dsib2019-priv

192.168.1.151 dsib2020-priv

192.168.1.152 dsib2026-priv

192.168.1.153 dsib2036-priv

10.228.246.23 dsib-scan dsib-scan.lss.emc.com
10.228.246.24 dsib-scan dsib-scan.lss.emc.com
10.228.246.25 dsib-scan dsib-scan.lss.emc.com

hosts.testfailover

10.228.246.137 dsib2019.1ss.emc.com dsib2019
10.228.246.138 dsib2020.1lss.emc.com dsib2020
10.228.246.139 dsib2026.1lss.emc.com dsib2026
10.228.246.140 dsib2036.1lss.emc.com dsib2036
10.228.245.214 dsib2021.1lss.emc.com dsib2021
10.228.245.215 dsib2022.1lss.emc.com dsib2022
10.228.245.216 dsib2028.1lss.emc.com dsib2028
10.228.245.217 dsib2037.1lss.emc.com dsib2037
192.168.1.150 dsib2019-priv

192.168.1.151 dsib2020-priv

192.168.1.152 dsib2026-priv

192.168.1.153 dsib2036-priv

10.228.246.161 dsib-scan dsib-scan.lss.emc.com
10.228.246.162 dsib-scan dsib-scan.lss.emc.com
10.228.246.144 dsib-scan dsib-scan.lss.emc.com

5.2.3.2 Post Power On Script

The basic script (no error handling) below is designed to make all the necessary changes to the IP addresses
which will enable Oracle RAC to operate in the test environment. The script has multiple steps to accomplish
the IP changes after the VMs power on at the recovery site. Before SRM executes the script, it changes the
public IP which is essential to the successful running of the script. There are four different scripts, as each
must be customized to the individual RAC node. Each customized script should be placed on the appropriate
production node so it is available after testfailover. Only the script for node dsib2019 is included below. Each
script takes the following actions:

» The script begins by sleeping ten minutes because the Clusterware must be given time to start as the
VIP and SCAN changes are driven by Oracle Server Control (srvctl) which relies on the
Clusterware daemons.

» After ten minutes, the Clusterware environment (e.g. GRID_HOME) is sourced by root.

» Before the IPs can be changed, the old hosts file is then removed and replaced with the
hosts.testfailover file which points to the new IPs.
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» At this point, with the Clusterware running and the hosts pointing to new IPs, Oracle Server Control
can be used to update the network. It is essential for Clusterware to be operational before the hosts
file is changed, otherwise it would fail to start and the IP changes could not be made.

» Using the command srvctl modify network, a new IP is assigned for VIP at the appropriate NIC
and network number. It's necessary to stop and start VIP for the changes to take effect.

» Forthe SCAN IPs, it is unnecessary to directly assign the IPs. Instead the services for SCAN and the
SCAN_LISTENER are stopped and then the command srvctl modify scan is run which will pick
up the new IPs from the changed hosts file. Note that since only the hosts file is being used here, only
a single IP is going to be selected, though it won’t necessarily select the first one. It is possible to
setup a local DNS on the host so that the scan name is associated with all three IPs.

» Restart the SCAN and SCAN_LISTENER services.

ora_change_IPs.sh

#!/bin/sh

#

# AUTHOR

# drew. tonnesen@dell.com

#

# NAME

# ora_change_IPs.sh

#

# DESCRIPTION

# Script to assign new IPs for VIP and SCAN to Oracle RAC in SRM
testfailover environment

#

# NOTES

# Runs as root. Must sleep 10 minutes for Clusterware to start. Relies on
second file, hosts.testfailover, with new IPs.

#

# MODIFIED (MM/DD/YYYY)

# drew. tonnesen@dell.com 06/30/2021 - Creation

#

sleep 600

/home/oracle/.grid_profile
rm -f /etc/hosts
cp -f /home/oracle/hosts.testfailover /etc/hosts
srvctl modify network -netnum 1 -subnet 10.228.245.214/255.255.252.0/ensl192
srvctl stop vip -n dsib2019 -f
srvctl start vip -n dsib2019
srvctl stop scan_listener
srvctl stop scan
srvctl modify scan -scanname dsib-scan
srvctl start scan
srvctl start scan_listener
exit O

With the script in place, the changes to the recovery plan can be added in SRM. First the new public IP will be
assigned, then the script added as a Post Power On job.
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5.2.4  Public IP and Post Power On Steps changes

The following will use the Configure Recovery wizard to change the public IP of each VM and add a Post
Power On script. The public IP can be changed through customization within SRM without a script. In SRM in

step 1 highlight the recovery plan in the left-hand panel, then use the checkbox to select the first RAC VM as
shown in Figure 45.

vmw Site Recovery dsib2226.Iss.emc.com - dsib2224.Iss.emc.com VvV

Site Pair O Protection Groups D Recovery Plans
Q B RAC_Recovery_Plan EDIT  MOVE  DELETE  TEST RUN Learn more (7
Recovery Plans
Summary Recovery Steps Issues History Permissions Protection Groups Virtual Machines
[] RAC_Recovery_Plan -
CONFIGURE RECOVERY  PRIORITY GROUP Y  STARTUP ACTION v SELECT ALL  CLEAR SELECTION
] VMFs_test
Virtual Machine N ¢
B vvol_test »  [F1dsib2019.Iss.emc.com
» 51 dsib2020.Iss.emc.com o
» 51 dsib2026.Iss.emc.com
» 51 dsib2036.Iss.emc.com
1 EXPORT v 4 VM(s)
Figure 45. Configure Recovery: Step 1
Next, in step 2, right-click on the VM and select Configure Recovery from the Actions menu as shown in
Figure 46.
El RAC_Recovery_Plan EDIT MOVE  DELETE  TEST RUN Learn more [
Summary Recovery Steps Issues History Permissions Protection Groups Virtual Machines

CONFIGURE RECOVERY PRIORITY GROUP v SELECT ALL CLEAR SELECTION

Virtual Machine

»  [91dsib2019.Iss.emc.com
Actions - dsib2019.Iss.emc.com

» {1 dsib2020.Iss.emc.com
» 1 dsib2026.Iss.emc coml Configure Recovery |

» F1 dsib2036.Iss.emc.com Priority Group

Startup Action >

Figure 46. Configure Recovery: Step 2

Selecting this brings up the dialog where the user can customize how VMware treats the VM during failover.

By default, the Recovery Properties tab is selected. Select the IP Customization tab shown in step 3 and 4
in Figure 47.
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VM Recovery Properties - dsib2019.Iss.emc.com X
Changes to these properties will apply to this VM in all recovery plans. e
Recovery Properties IP Customization
3 (Medium)
Priority Group All virtual machines within a priority group will be started before proceeding to the next priority group. The startup order of virtual
machines within a priority group may be specified by adding VM dependencies. The virtual machines within a priority group will start in

parallel, unless ordered by VM dependencies.

> VM Dependencies None
vMotion
s Shutdown Action Shutdown guest OS before power off (requires VMware Tools)

Shutdown actions are used to power off VMs at the protected site during a Recovery. Shutdown actions are not used for Test or Cleanup.

Power on

> Startup Action

Startup actions are used to power on VMs at the recovery site during Test and Recovery.
> Pre Power On Steps None
> Post Power On Steps None

VM Recovery Properties - dsib2019.Iss.emc.com e X
Changes to these properties will apply to this VM in all recovery plans.
Recovery Properties IP Customization

Select IP customization mode @

Auto

e |f the advanced setting 'recovery.uselpMapperAutomatically’' is set to True - Site Recovery Manager evaluates the IP subnet mapping rules during recovery to
customize the virtual machines.
* |f the advanced setting 'recovery.uselpMapperAutomatically’' is set to False - Site Recovery Manager does not evaluate the IP subnet mapping rules during

recovery.

Figure 47. Configure Recovery: Steps 3-4

In step 5, under Select IP customization mode, use the drop-down box to select Manual IP customization
shown in Figure 48.
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VM Recovery Properties - dsib2019.Iss.emc.com X
Changes to these properties will apply to this VM in all recovery plans e
Recovery Properties IP Customization

Select IP customization mode (7)

Manual IP customization

> IP settings - NIC 1

> IP settings - NIC 2

Figure 48. Configure Recovery: Step 5

In step 6 expand the first selection, IP settings — NIC 1, and select the CONFIGURE button next to the
Recovery Site. This is the public IP NIC that needs to be updated, while NIC 2 is the private one which does
not require alteration.

VM Recovery Properties - dsib2019.Iss.emc.com X

Changes to these properties will apply to this VM in all recovery plans.

Recovery Properties IP Customization

Select IP customization mode (i)

Manual IP customization

v |P settings - NIC 1

Protected Site: Boston CONFIGURE
Recovery Site: London e

Property Protected Site Recovery Site
IPv4 Configuration Not configured DHCP
IPv6 Configuration Not configured DHCP
DNS Configuration Not configured Static

Figure 49. Configure Recovery: Step 6

In step 7 shown in Figure 50, enter the new IP address. This should be the IP that is matched to the
hostname in the new hosts file. Select OK to save.
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Configure Recovery Site IP Settings - NIC 1 X

IPv4 IPv6 DNS

IPv4 Address for Recovery Site

Use DHCP to obtain an IP address automatically

© Use the following IPv4 address:

IPv4 Address: 10.228.246.137

Subnet Mask: 255.255.252.0 o
Default Gateway: 10.228.2441

Alternate Gateway:

Figure 50. Configure Recovery: Step 7

Step 8 shown in Figure 51 demonstrates the final result. Do not select OK or the dialog will close. Rather,
return to the Recovery Properties tab at the top.

VM Recovery Properties - dsib2019.Iss.emc.com X

Changes to these properties will apply to this VM in all recovery plans.

Recovery Properties IP Customization
Select IP customization mode ()
Manual IP customization
v IP settings - NIC 1

Protected Site:  Boston CONFIGURE

Recovery Site: London CONFIGURE

Property Protected Site Recovery Site
IPv4 Configuration Not configured Static
IP address 10.228.246.137
Subnet mask 255.255.252.0
Default gateway 10.228.244.1

Figure 51. Configure Recovery: Step 8

In step 9 shown in Figure 52, expand the bottom option, Post Power On Steps.
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VM Recovery Properties - dsib2019.1ss.emc.com X

Changes to these properties will apply to this VM in all recovery plans 9

Recovery Properties IP Customization

3 (Medium)

Priority Group > order of virtual

p will start in

> VM Dependencies None
vMotion
s Shutdown Action Shutdown guest OS before power off (requires VMware Tools)
Shutdown actions are used to power off VMs at the protected site during a Recovery. Shutdown actions are not used for Test or Cleanup.
> Startup Action faoSrion
Startup actions are used to power on VMs at the recovery site during Test and Recovery
> Pre Power On Steps None
> Post Power On Steps None
s
Figure 52. Configure Recovery: Step 9
Select the + NEW button to add a step to the VM recovery. This is shown in Figure 53.
VM Recovery Properties - dsib2019.1ss.emc.com X

Changes to these properties will apply to this VM in all recovery plans

Recovery Properties IP Customization
. Power on
> Startup Action
Startup actions are used to power on VMs at the recovery site during Test and Recover
> Pre Power On Steps None

v Post Power On Steps

These steps run after the VM is powered on. @

Name Type Timeout

0 step(s)

Figure 53. Configure Recovery: Step 10

There are three options available when executing a step for the post power on VM recovery shown in step 11
in Figure 54. In this example select Command on Recovered VM because the script is on the recovered VM
and that is where it needs to be run. Provide a name to the step. In the Content box, add the the script. Here,
a shell is included in the command and the script is redirected to a log that can be reviewed after the

recovery. Most important, change the Timeout from the default of five minutes to fifteen minutes. Remember
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the script will sleep for ten minutes so that the Clusterware can come up, which means this post-recovery step
needs to account for that. Finally select ADD to finish.

Add Post Power On Step I X
Prompt (requires a user to acknowledge the prompt before the plan continues)
© Command on Recovered VM

Type: Command on SRM Server

Name: Change Oracle IPs

63 characters remaining

Content:
/bin/bash /home/oracle/ora_change_IPs.sh > /fhome/oracle/ora_change_IPs.log

4022 characters remaining

Timeout: 15 minutes O seconds

Figure 54. Configure Recovery: Step 11

Step 12 shown in Figure 55 now lists a new Post Power On Step. Select OK to save it which will also save
the public IP change.

VM Recovery Properties - dsib2019.Iss.emc.com

@ :
Changes to these properties will apply to this VM in all recovery plans.

Recovery Properties IP Customization

Shutdown actions are used to power off VMs at the protected site during a Rec:
Cleanup.

y. Shutdown actions are not used f

or Test or

" Power on
> Startup Action

Startup actions are used to power on VMs at the recovery site during Test and Recovery
> Pre Power On Steps None

v Post Power On Steps

These steps run after the VM is powered on.

+ NEW 2 ebit X DELETE
Name Type Timeout
© Change Oracle IPs Run on Recovered VM 15 min O sec

1step(s)

Figure 55. Configure Recovery: Step 12
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Figure 56 shows the result of the modifications. These steps need to be repeated for each of the other three
RAC VMs before the testfailover is run. Note that Oracle RAC nodes can start in any order so it is
unnecessary to prioritize one over another.

vmw Site Recovery dsib2226.Iss.emc.com - dsib2224 Iss.emc.com Vv

Site Pair O Protection Groups D Recovery Plans
o Summary Recovery Steps Issues History Permissions Protection Groups Virtual Machines
Recovery Plans SELECHE e
F] RAC_R - Virtual Machine T
_Recovery_Plan .
&) dsib2019 Iss.eme.com & dsib2019.1ss.emc.com X
] VMFs_test
» (3 dsib2020 Iss.emc.com Recovery Properties IP Customization
El vvol test » 51 dsib2026.Iss.emc.com
» 51 dsib2036.Iss.emc.com Priority Group 3 (Medium)
> VM Dependencies None
vMotion
> Shutdown Action Shutdown guest OS before power off (requires VMware Tools)
> Startup Action Power on
> Pre Power On Steps None
> Post Power On Steps 1Step

Figure 56. Configure Recovery result

5.2.4.1 Testfailover
With the changes complete, run the testfailover in SRM for the recovery plan. Because of the script, the plan
will take more than fifteen minutes to complete, far longer than the three minutes when making no alterations
to the plan; yet the storage actions themselves do not take any longer than without the script present.

=] RAC_Recovery_PIan EDIT  MOVE  DELETE  TEST RUN Learn more [7
Summary Recovery Steps Issues History Permissions Protection Groups Virtual Machines
EXPORT STEPS CLEANUP
Plan status: o Test complete
Description: The virtual machines have been recovered in a test environment at the recovery site. Review the plan history to view any errors or warnings. When you are ready to remove the

test environment, run cleanup on this plan.

View:
Recovery Step Status Step Started Step Completed
> % 1. Synchronize storage Vv Success Thursday, July 1, 2021 9:39:49 AM Thursday, July 1, 2021 9:40:23 AM
G 2. Restore recovery site hosts from standby Vv Success Thursday, July 1, 2021 9:40:23 AM Thursday, July 1, 2021 9:40:23 AM
oo s Suspend non-critical VMs at recovery site
> {é} 4. Create writable storage snapshot +/ Success Thursday, July 1, 2021 9:40:23 AM Thursday, July 1, 2021 9:43:21 AM
> {é} 5. Configure test networks Vv Success Thursday, July 1, 2021 9:42:59 AM Thursday, July 1, 2021 9:43:22 AM
n 6. Power on priority 1VMs
B 7. Power on priority 2 VMs
> [B) 8. Power on priority 3 VMs Vv Success Thursday, July 1, 2021 9:43:00 AM Thursday, July 1, 2021 9:57:51 AM

@ 9. Power on priority 4 VMs
B 10. Power on priority 5 VMs

Figure 57. Testfailover with modified recovery plan
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After the recovery plan completes, SSH or use VMware remote console into the box to check if the changes
were made. Note that when using SSH the new public IP is used, as using the hosthame will resolve to the
old IP unless the accessing box has a different DNS. Once accessed, run the OS command ifconfig at the
shell prompt to retrieve IP information. Shown in Figure 58, each new IP in the Oracle RAC environment is
colored and labeled. Note that the public IP is changed by VMware during the initial steps of testfailover
before the post-script is executed. The post-script changes the virtual IP (VIP) and the SCAN IPs. Recall that
as the internal network is shielded from the production vCenter network ESXi hosts, it was unnecessary to
change it.

g"jj‘ root@dsib2019:/home/oracle
fig
QT RITNMTNGE MULTICAS
255.252.0

frame 0
3 MiB)
collisions

mtu 1500

broa 16¢
(Ethernet)

virbrO:

0 overruns 0 <carrier 0 collisions

[root@dsib2019 oraclel# [J

Figure 58. IP changes in recovery site VM

With the IP changes made, one can see in Figure 59, both ASM and the RAC database are fully operational
on all nodes.
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&~ oracle@dsib2019:~

[root@dsib2019 ~]# su - oracle

Ch > the ASM or DB.

ASM
ra
sl

c DB
slob DB
1

ORACLE SID:

oracle:/home/oracle$
ASM is running on ds
oracle:/home/oracle$
Instanc obl is runninc
Instanc ob2 is

ob3 is

- is running on

oracle:/home/oracles$

Figure 59. ASM and Oracle RAC database operational on all nodes

5.2.4.2 Testfailover and failover behavior

It's critical to remember that any modification to the recovery plan VMs such as those outlined here, are
honored when running testfailover, planned migration or failover. Normally, customers use a single recovery
plan for testfailover and failover, but when a recovery plan is modified in the manner discussed here, the best
practice is to create a second recovery plan which has no modification. This will ensure that a planned

migration or failover results in the same configuration as the production VMs.
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6 VMware PowerCLI RAC testing

While VMware Site Recovery Manager (SRM) replicates and recovers at the VM level, there are use cases in
which it is desirable to recover only some of the vmdks of a VM, whether in a testfailover or failover scenario.
One of those particular scenarios is in order to refresh an Oracle RAC database but not refresh the software
(grid and database) to avoid the issues with host names and IPs covered in the previous sections. This can
be accomplished using VMware PowerCLI (PowerCLI).

6.1 Managed vs unmanaged snapshots

VMware supports both managed and unmanaged vVol snapshots. The distinction between them is whether
VMware is aware of the snapshot or not. A managed snapshot, therefore, is one VMware initiates through its
software (e.g. vCenter), while an unmanaged is one is created through array software. On the PowerMax the
snapshot would normally be initiated through Solutions Enabler or Unisphere for PowerMax, however, the
PowerMax does not support unmanaged snapshots so there is no way to create these vVol copies outside of
VMware. Therefore, vVol snapshots initiated by the user on the PowerMax are done at the VM level, not the
device level, typically in vCenter with the Take Snapshot functionality.?

6.1.1 Remote replication

Remote replication presents a special use case for snapshots in a PowerMax environment. Normally, when a
testfailover or failover is executed against a VASA replication group, VMware would instruct the array through
the VASA Provider to either create a snapshot off the remote site for failover testing, or in the case of failover,
activate the remote devices directly. On the PowerMax, the remote devices (aka R2) are never activated
directly whether for testfailover or failover. Instead, the array maintains five snapshots of the devices in a
VASA replication group, five minutes apart. This achieves the published RPO of 300 seconds and offers
redundancy in the event a snapshot cannot be taken. Using testfailover as the example, when VMware
requests that the array present a copy of the devices in a replication group, the Dell EMC PowerMax VASA
Provider will use the most recent snapshot of the five, and create linked target devices, presenting them as
the requested snapshot. Note that this is true whether testfailover is being executed in VMware SRM, or
manually through PowerCLI.

In some ways, this implementation of snapshotting in remote replication meets the definition of unmanaged
snapshots since VMware is not initiating, nor is it aware of the five snapshots; however, since the user is
unable to initiate or manage them either, they are not unmanaged. The snapshots will only be used as a
result of a command issued through the VASA Provider by VMware, whether GUI or CLI. But there is a
difference in how the snapshots are handled in SRM (GUI) versus PowerCLI (CLI).

6.1.1.1  VMware SRM and PowerCLI

SRM is an orchestration tool that is fully integrated with vVols and the VASA Provider. It is privy to the
vCenter information including all the VMs and whether or not they are replicated. It is a complete solution
since it ties VMware to the array through a set of orchestration steps. But as previously noted, SRM works
with the entire VM, not just part of it. The only way to work with snapshots for a subset of replicated vVols in a
VM is with PowerCLI. By necessity in such a case, therefore, a VM might have multiple storage policies
associated with it. This, in and of itself, would invalidate it for use with SRM. It is important to remember,
however, that the user still has no control over the snapshots. Using PowerCLI for testfailover or failover will

2 Utilities such as PowerCLlI also offer this capability.
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still access one of the five snapshots on the array, not create new ones. The biggest difference between SRM
and PowerCLlI, therefore, is that while SRM is able to recover the VMs from the snapshot as part of the
orchestration, VMware knows nothing about the snapshot when manipulated through PowerCLI. After
testfailover or failover, therefore, the user must tell VMware about it. This is accomplished by “importing” the
snapshot into the VASA database. Note that this is the same step that is required of an unmanaged snapshot,
though technically these are still managed.

6.2 Environment

The following sections will walk through the process of refreshing the Oracle database in a test environment
using PowerCLI. Though this is not an SRM configuration, the source site will be referred to as the production
or protection site, while the target site will be called disaster recovery or simply recovery site.

In this example, the production database consists of two Oracle RAC nodes using ASM for storage in a
similar configuration as the other database in this paper. There are only two ASM disk groups in this setup,
DATA and VVOL_REFRESH. The vvol database is solely located in the VVOL_REFRESH disk group seen in
Figure 60. It is comprised of three vmdks/vVols as shown in Figure 61. The DATA disk group is used for other
objects and purposely will remain mounted through this process to demonstrate the online nature of the
refresh.

_IZZD' oracle@dsib1236:~

Production

QL> select name, state from v$asm diskgroup

MOUNTED
VVOL REFRESH MOUNTED

SQL>

Figure 60. ASM disk groups

g{q oracle@dsib1236:~

VVOL. REFRESH
VVOL REFRESH
VVOL REFRESH

Figure 61. VVOL_REFRESH ASM disks
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The production vvol database is comprised of two RAC instances running on nodes dsib1249 and dsib1236
as shown in Figure 62.

+~ oracle@dsib1236:~

Figure 62. ASM and RAC instances on protection site

6.2.1 Storage policies
For each RAC node there are two different policies because only part of the VM requires replication. The first
storage policy is named ORA-vVol. It is associated with a service level of Diamond and has no replication
associated with it as shown in Figure 63.
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VM Storage Policies
CREATE EDIT CLONE CHECK REAPPLY DELETE

(]| Name vC

[ E2 Management Storage Policy - Stretche dsib2226 . Iss.emc.com
] E2 Management Storage policy - Thin dsib2226.Iss.emc.com

-1 ORA-vVolI

fd VM Encryption Policy dsib2226 Iss.emc.com

] @ VvVol No Requirements Policy dsib2226 Iss.emc.com
[il B vVol_Oracle_PowerCLI_Replication dsib2226.Iss.emc.com
Rules VM Compliance VM Template Storage Compatibility
General
Name ORA-vVO

Rule-set 1: VmaxVVolProvider

Placement

Storage

Figure 63. ORA-vVol storage policy

The second storage policy is named vVol_Oracle_PowerCLI|_Replication. It also has a service level of
Diamond but supports replication as shown in Figure 64.
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VM Storage Policies

CREATE EDIT CLONE CHECK REAPPLY DELETE
) | Name e
] tretche

[ Requirements P
¥ | & vVol_Oracle_PowerCLI_Replication

Rules VM Compliance VM Template age Compatibility
General

Name vVVol_Oracle_Pow

Rule-set 1: VmaxVVolProvider

Placement

Type VmaxVVolProvider

/olProvider RemoteReplication

Figure 64. vVWol_Oracle_PowerCLI_Replication storage policy

The three vmdks for the VVOL_REFRESH disk group are assigned the vVol_Oracle_PowerCL|_Replication
storage policy. The vmdks that hold the software and the DATA disk group are assigned the ORA-vVol
storage policy as they are not needed at the recovery site. Note in Figure 65 below where the DATA disk
(Hard disk 3) and the VVOL_REFRESH disk (Hard disk 4) are assigned the different policies. As is required,
the VVOL_REFRESH disk is also associated with a VASA replication group, ORAPCLI. Such a VM

configuration is not permitted by SRM.
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Edit Settings = dsibi236.ss.emc.com X

~ Hard disk 3

Maximum Size i&6 TE

VM storage policy

Figure 65. Oracle VM storage policies

The three disks of the VVOL_REFRESH disk group are assigned the ORAPCLI group label which is VASA
replication group 37 on the array as seen in Figure 66. Since the replication is SRDF/A, all disks must be
associated with the same group to guarantee consistency. But because ASM disk groups are independent,
and the database is only located in the VVOL_REFRESH disk group, the DATA disk group does not have to
be replicated.

vVol Dashboard > VASA Replication Groups

Modify []

O Replication Group = Local Storage Container Replication Group Label « Remote Replication Group ~ Remote Storage Container ~ State In Use SRDF Mode  Online =
[J ~ 000197600355

O 33(20) 450_Demo FIN 33(20) 355_wVol Target Async (V]

O 34(21) 450_Demo DB 34(21) 355_wol Target Async (V]

O 35(22) 450_Demo TEST 35(22) 355_wVol Source Async (V)

v | 37(24) vVol_Oracle_PowerCLI ORAPCLI 37(24) vVol_Oracle_PowerCLI Source Async (V]

O 40(27) 450_Demo ORADB 40(27) CNS_wol Target Async (V]

Figure 66. Unisphere VASA Replication Group
6.2.2 Recovery site

As SRM is not being used, there are no placeholder VMs configured at the recovery site. Rather, the point of
using PowerCLlI is so the recovery site VM can be operational, fully online. In this example, there is a single
VM at the recovery site, dsib1246.1ss.emc.com, with Oracle RAC configured using ASM. The VM’s
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configuration is similar to the production VMs. There are two disks for the software and one disk for a DATA
disk group (which contains the voting and cluster information). All disks are using the same storage policy,
VVol No Requirements Policy, as performance is not of primary concern on this test VM and this policy
instructs the VASA Provider to use the least performance service level (e.g., Bronze) in the container. The

software and DATA disk are shown in Figure 67. Note the multi-writer flag for the ASM disk would permit
more test nodes if desired.

Edit Settings = dsib1246.Iss.emc.com X

v Hard disk 2 ~

Maximum Size 12TB

VM storage policy Vol No Requirements Policy

Type Thin Provision

Sharing v

Disk File [vVol_Oracle_PowerCLI]

Shares Normal v

Limit - IOPs Unlimited v

Disk Mode

Virtual Device Node v

~

v Hard disk 3 ~

Maximum Size 124178

VM storage policy VVol No Requirements Policy v

Type Thin Provision

Sharing er v

Disk File [vVol_Oracle_PowerC

Figure 67. Recovery site VM dsib1246.Iss.emc.com

The test VM currently has a single RAC node as shown in Figure 68, with ASM running, but the database is
not mounted or open as it is located in the VVOL_REFRESH disk group which is not yet present. There is,
however, a parameter file for the vvol instance which references the missing disk group.
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_afm‘ oracle@dsib1246:~

Last login: Thu Sep 23 11:21:05 2021 from 10.184.70.30
Choose the ASM or DB.
1. ASM
2. rac DB
3. vVel DB
1
ORACLE SID: +ASMI1

: /home/orac
running on d
/home/orac 3 t]l status database -d wvvol
ance vvoll not running on noc
oracle:/home/oracle$ sglplus / as

19.0.0.0.0 - Production on Thu Sep 23 12:44:12 2021
0

Oracle. All rights reserved.

> Enterprise Edition Release 19.0.0.0.0 — Production

state from vSasm d
STATE

MOUNTED

Figure 68. ASM and RAC instance on recovery site

With the environment prepared, the testfailover can be executed.

6.2.3 Testfailover with PowerCLI

The procedure covered here assumes the user is familiar with both PowerShell and VMware PowerCLI.
VMware PowerCLI is a set of modules that is executed from within PowerShell. The modules can be installed
within PowerCLI or downloaded as a zip and manually extracted to the proper directory. The procedure in this
chapter uses PowerShell version 5.1.x and PowerCLI 12.3.x.

PS C:\WINDOWS\system32> $SPSVersionTable
Name Value

PSVersion 5.1.18362.1593

PSEdition Desktop

PSCompatiblevVersions {1.0, 2.0, 3.0, 4.0...}
BuildvVersion 10.0.18362.1593

CLRVersion 4.0.30319.42000
WSManStackVersion 3.0
PSRemotingProtocolVersion 2.3
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SerializationVersion 1.1.0.1

PS C:\WINDOWS\system32> Find-Module -Name VMware.PowerCLI
Version Name Repository Description

12.3.0.... VMware.PowerCLI PSGallery This Windows PowerShell module contains
VMware.PowerCLT

Begin by connecting to the target vCenter where the test VM is running as shown in Figure 69. All commands
will be run against this target vCenter at the recovery site.

2. Administrator: Windows PowerShell

PS C:\emc\PowerCLI> Connect-VIServer 10.228.246.224 administrator

NETS] Port User

10.228.246.224 443 PROTECTION.LOCAL\Administrator

PS C:\emc\PowerCLI> Get-VM dsib1246.1ss.emc.com

Name PowerState Num CPUs MemoryGB

dsib1246.1ss.emc.com PoweredOn

PS C:\emc\PowerCLI>

Figure 69. PowerCLI connection to target vCenter with test VM

Prior to running the testfailover, information about the snapshot target vVols is required. The next section
details how to obtain that data.

6.2.3.1  WWN identification
One of the challenges of using PowerCLI instead of SRM is the identification of the snapshot target devices.
When using SRM, the VASA Provider is able to communicate this information to VMware and the VMs are
automatically assigned the devices. With PowerCLI, the user must obtain this information as the WWNs are
needed as part of the testfailover process.

The identification processes explained here are purposely basic so that a user need not be proficient in
scripting to obtain the information. More advanced scripting methods are possible and the user is encouraged
to explore those options; however, be mindful that when working with vVols there are command limitations in
the Solutions Enabler CLI.

The most basic way to get the information, assuming the vVol environment is static during the test (no new
vVol creation), is to run the following command as shown in Figure 70 before and after the testfailover.

symdev list -wwn -vvol -sid xxx

Comparing the two results will reveal the new vVol devices.
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_IZZD' root@dsib2017:~

L login: Thu 14: 9 2021 from 10.18
[ t@dsib2017 ~ dev ist —wwn —-vvol —sid 8

Symmetrix ID: 00019760

Attr WWN

) Not Vis = VVOL
C Not 5 VVOL
Not Vis VVOL

Not ? VVOL

© Not Vis VVOL

8 Not Vis VVOL

9 Not 3 VVOL
Not 1 VVOL

s1bZ

Figure 70. Listing WWN of vVol devices

A similar method is to determine which vVol devices are snapshot targets before and after testfailover. If the
environment is actively creating vVols, this way is preferable as the list is likely smaller. The previous
command, symdev, can also be used to find this information using the verbose output. A row called Snapvx
Target will provide a Boolean output, so the user is looking for True as shown in Figure 71. The command is:

symdev list -vvol -sid xxx —v|grep “Snapvx Target”|grep “True”

# root@dsib2017:~

—v|grep "Snapvx Target"|grep "True"

[root@

Figure 71. Snapvx Target

Each line returned in the previous command represents a vVol snapshot target. If any results are returned,
therefore, repeat the command without the filter and redirect the results to a file:

symdev list -vvol -sid xxx -v > verbose_output.txt

The output can be searched to obtain the device WWN (and device ID) as shown in Figure 72.
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&~ root@dsib2017:~

Device External Identity

{
Device WWN : 600009700BC72A5B45A0006E00000081

Front Director Paths (0): N/A

Geometry : User Defined
{
Sectors/Track
Tracks/Cylinder
Cylinders :
512-byte Blocks : 8388608
MegaBytes : 4096
KiloBytes : 4194304
}

}

Device Configuration : VVOL
SCSI-3 Persistent Reserve: Enabled

Dynamic Spare Invoked

Extent Based Clone
Snapvx Source
Snapvx Target

Data Destaged

DIF1 Flag

Figure 72. SnapVX target device

This procedure is run prior, and subsequent to testfailover. Record the WWNs that did not appear prior to
testfailover.

6.2.3.2 Testfailover command
Two commands are required for running testfailover with PowerCLlI, one to set the replication group variable,
the second to run the testfailover. Figure 73 shows that the variable $RG is first set to ORAPCLI. Then, in the
second command, the testfailover cmdlet Start-SpbmReplicationTestFailover is called. The testfailover takes
less than a minute to complete. Note that the option -Server is only required in the commands if more than
one vCenter has a connection in PowerShell.
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& Adminstrator Windows Powershell

Start-Spbmiep
percent co
[ ooooopooo

licationTestFailover
mplete: 46
QgaCC-0 0000000020 D D00 0a0oC-C0 0 D0 000aCO-C0 D DD 000030200 00000003000 D0 000a3C-20 0000

Figure 73. PowerCLI testfailover

When viewing the VASA replication group in Unisphere on the target array, the group will change from Target
to Intest as seen in Figure 74, just as it does with testfailover in SRM.

vVol Dashboard > VASA Replication Groups
Modify [ 1iems = @)
O Replication Group = Local Storage.. Replication Group Label Remote Replication Group Remote Stora.. State In Use Online Transmitldle =
\:\ ~ 000197600450
J 3(2) VMUG_Prote..  VMUG1 2(1) VMUG_Recov.. Target 9
v 37(24) vVol_Oracle_.. ORAPCLI 37 (24) vol_Oracle_.. Intest (V]
] 40 (27) CNS_wol ORADB 40(27) 450_Demo Source (V]
O 43 (2A) VMUG_Prote..  VMUG 43(2A) VMUG_Recov... Source (]
Figure 74. Intest VASA Replication Group: ASM VVOL_REFRESH disk group
When the command completes, in this example there should be three snapshot target devices created for the
VVOL_REFRESH ASM disk group. Using the process outlined in the section WWN identification, the three
WWNs for the linked targets are determined to be:
» 600009700BC7246338010036000011C1
» 600009700BC7246338010036000011C2
» 600009700BC7246338010036000011C3
As VMware knows nothing of these new snapshot target devices, they must now be imported into the VASA
database. Be aware that until they are imported, the devices cannot be seen in the vVol datastore on the
target vCenter.
6.2.3.3 Import the snapshots (linked targets)

The method used in PowerCLlI to import the snapshots into VASA/VMware is called
ImportUnmanagedSnapshot which is a part of virtualDiskManager. The method takes three parameters:

» The vmdk path (any file location in the datastore set by the user)
» The target vCenter datacenter name
» The WWN of the vVol. Note as with other disks presented to VMware, the prefix naa. is required.

Begin by setting the virtualDiskManager to the view of the target vCenter by running the following command:

$virtualDiskManager = Get-View (Get-View
ServiceInstance) .Content.virtualDiskManager -Server 10.228.246.224
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Next, assign the datacenter to a variable, $dc, so that it can be used in the import snapshot call. Note only the
managed object reference (MoRef) will be necessary in the import call.
$dc = get-datacenter "Boston"

Each of the three vVols now must be assigned a variable as there are three import calls. Again, note the naa

prefix.

$uuidl = "naa.600009700BC7246338010036000011C1"
$uuid2 = "naa.600009700BC7246338010036000011C2"
$uuid3 = "naa.600009700BC7246338010036000011C3"

Finally, assign a vmdk path in the target vVol datastore to three more variables. These vmdks can be placed
anywhere in the vVol datastore, so long as the path exists. It may be necessary to pre-create folders for this
purpose. In this example the vmdks will go into the folder with the test VM, though the file names themselves
reflect the production VM from whence they came. The naming convention for the path is: datastore in
brackets, followed by folder(s) name, then vmdk name.

$vvolpathl = "[vVol Oracle PowerCLI]
dsibl246.lss.emc.com/dsibl236.lss.emc.com 1.vmdk"
$vvolpath2 = "[vVol_Oracle PowerCLI]
dsibl246.1lss.emc.com/dsibl236.1lss.emc.com_ 2.vmdk"
$vvolpath3 = "[vVol Oracle PowerCLI]
dsibl246.lss.emc.com/dsibl236.1lss.emc.com 3.vmdk"

With the last of the variables set, run the import command as shown in Figure 75. When the user executes
the command, VMware will import the vVol into the VASA DB, bind it to a Protocol Endpoint, and create the
pointer file in the datastore so that it can be added it to the VM (as an existing disk). The commands complete
fairly quickly and do not return a response unless there is a failure.

2. Administrator: Windows PowerShell

PS C:\emc\PowerCLI> $virt i nager.ImportUnmanagedSnapshot($vvolpathl, $dc.ExtensionData.MoRef, fuuidl)
PS C:\emc\PowerCLI> Manager . ImportUnmanagedSnapshot($ 2,$dc.ExtensionData.MoRef, $uuid2
PS C:\emc\PowerCLI> tual Manager . ImportUnmanagedSnapshot($vvolpath3, $dc.ExtensionData.MoRef, $uuid3)

PS C:\emc\PowerCLI>

Figure 75. Import snapshots

When the commands complete, check the vVol datastore for the imported vVols at the path specified. The
imported snapshots are shown in Figure 76.



VMware PowerCLI RAC testing
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6.2.3.4

Figure 76. vVol datastore vmdks

Add to VM

With the vVols available they are like any other vmdk, add them to the test VM using the add "Existing Hard
Disk" functionality. Normally this action should be available through the vCenter GUI or CLI, but the vCenter
GUI will produce a VMware storage policy error that is seen in Figure 77.

Figure 77. vCenter error

The reason the vCenter does not work is because of the SPBM plugin. Basically, VMware is looking for a
replication group for this vVol as it is a mandatory field in the spec but there is none, so it produces the error.

VMware has chosen not to address this bug, as it is still possible to use the vSphere Client GUI or CLI to add
the disks.

To import the disks through PowerCLI, issue the following commands:

$vm = get-vm dsibl246.lss.emc.com

$vm |new—harddisk -Diskpath $vvolpathl
$vm |new-harddisk -Diskpath $vvolpath2
$vm |new-harddisk -Diskpath $vvolpath3

The devices will come in with a Datastore Default policy and Sharing set to No sharing as shown in Figure
78. In this example the lack of multi-writer is not a problem since the RAC test environment is a single node;
however, some test environments are likely to have multiple nodes and will need sharing. While it is possible
to change the multi-writer flag with PowerCLI while the VM is powered on, VMware does not provide for




VMware PowerCLI RAC testing

passing the sharing flag when adding the disk. This has been an issue for many years. There are scripts®
available to modify the flag but they are beyond the scope of this example.

Edit Settings dsib1246.lss.emc.com

Figure 78. Adding existing snapshot vVols

6.2.4  Mounting VVOL_REFRESH ASM disk group
Once the vmdks are added to the test VM, ASM will immediately recognize the devices as having an ASM
header and show the VVOL_REFRESH ASM disk group as DISMOUNTED. Recall that the three disks
comprising the group are part of the same SRDF/A group and thus are consistent with each other. All that
remains is to mount the disk group and then start the vvol database as shown in Figure 79.

3 For information about adding the device online with multi-writer set, please see https:/williamlam.com/2015/10/new-method-of-enabling-multiwriter-
vmdk-flag-in-vsphere-6-0-update-1.html.
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QE' oracle@dsib1246:~

1
ORACLE STID: +ASM1
ORACLE HOME: /u0l/app/19.0.0/grid

B I b b e I e I L o

oracle:/home/oracle$ sglplus / as sysasm

SQL*Plus: Release 19.0.0.0.0 - Production on Fri Sep 24 10:34:58 2021
Version 19.10.0.0.0

Copyright (c) 1982, 2019, Oracle. BAll rights reserved.

Connected to:
Oracle Database 19c Enterprise Edition Release 19.0.0.0.0 - Production
Version 19.10.0.0.0

SQL> select name, state from v$asm diskgroup;

VVOL REFRESH DISMOUNTED
DATA MOUNTED

SQL> alter diskgroup VVOL_REFRESH mount;
Diskgroup altered.

SQL> exit

Disconnected from Oracle Database 19c Enterprise Edition Release 19.0.0.0.0 - Production
Version 19.10.0.0.0

oracle:/home/oracle$ . ./.db vVol profile

oracle:/home/oracle$ sglplus / as sysdba

SQL*Plus: Release 19.0.0.0.0 - Production on Fri Sep 24 10:38:41 2021
Version 19.10.0.0.0

Copyright (c) 1982, 2019, Oracle. BAll rights reserved.

Connected to an idle instance.

SQL> startup pfile=/u0l/app/oracle/product/19.0.0/dbhome 1/dbs/initvvoll.ora
ORACLE instance started.

Total System Global Area 7532967056 bytes
Fixed Size 8914064 bytes
Variable Size 1308622848 bytes
Database Buffers 6207569920 bytes
Redo Buffers 7860224 bytes
Database mounted.

Database opened.

SQL> show parameter CONTROL FILES

+VVOL REFRESH/VVOL/CONTROLFILE
/current.280.1078917417, +VVOL
_REFRESH/VVOL/CONTROLFILE/curr
ent.279.1078917417

Figure 79. Mounting VVOL_REFRESH ASM disk group and starting vvol database
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It is now possible to conduct testing, all of this accomplished without altering any IP addresses or having to
reconfigure the ASM Clusterware.

6.2.5 Testcleanup
When testing is complete, or a refresh is required, the process should be reversed before repeating. The
following steps need to be completed. Note that failure to complete these initial steps before stopping
testfailover will result in an error as VMware will recognize that the devices are still in use.

» Shutdown the vvol database and dismount the VVOL_REFRESH ASM disk group as shown in Figure
80.

g’q oracle@dsib1246:~

on Fri Sep 24 12:47:57 2021

Copyright (c) 1982, 2019, Oracle. All rights reserved.

9c Enterprise Edition Release 19.0.0.0.0 - Production

SQL> alter diskgroup VVOL REFRESH dismount;

Diskgroup altered.

n Oracle Database 19c Enterprise Edition Release 19.0.0.0.0 - Production

Figure 80. Shutdown RAC database and dismount VVOL_REFRESH disk group
» Remove the devices from the VM (both GUI and CLI work for this), include the checkbox to remove
the vmdk pointer file if using GUI. A CLI example is shown in Figure 81.
2. Administrator: Windows PowerShell
:\emc\PowerCLI> Remove-HardDisk $false

:\emc\PowerCLI> $hdd Get-HardDisk
:\emc\PowerCLI> Remove-HardDisk $false

:\emc\PowerCLI> Remove-HardDisk $false

C
C
C
C:\emc\PowerCLI> $hdd Get-HardDisk
C
C:\emc\PowerCLI>

Figure 81. Remove vVols from test VM

» Stop the testfailover as shown in Figure 82.
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PS C:\emc\PowerCLI> Stop-SpbmReplicationTestFailover

18.228.246.224

Name ReplicationState

ORAPCLI

Figure 82. End testfailover for RAC test environment

The environment is now reset and a new refresh could be executed.
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Conclusion

This paper served to demonstrate how to configure an Oracle RAC environment on VMware Virtual Volumes
and enable VMware SRM as a disaster recovery solution. VMware vVols enables Oracle RAC customers to
move away from raw device mappings (RDM) yet retain the one to one mapping of vmdk to array volume that
they desire. In addition, the paper included detail on creating an Oracle RAC test environment when only a
subset of vmdks are replicated using PowerCLlI, avoiding Oracle software reconfiguration at the test site.
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A Error/Warning messages

The following sections detail some expected errors or warnings that the user may encounter.

A.1.1 Testfailover

When an SRM testfailover is executed, the test VMs no longer satisfy the storage policy requirements, e.g.,
replication. Therefore, the VM will show as noncompliant as shown in Figure 83.

(H)] B @ 2% dsib2019.Iss.emc.com 2 & & | actonsv
com Summary Monitor Configure Permissions Datastores Networks Snapshots Updates
G CPU USAGE
o y
X 466 MHz
VM ols:
MEMORY USAGE
DNS Name 983 MB
IP Ac e C
LAUNCH WEB ¢ @ 5.45TB
Host .
LAUNCH REMOTE CONSOLE @
Managed By
DETAILS
AN
VM Storage Policies ~ Notes A
VM Storage Policies @ Diamond_450_355_Replication Edit Notes
VM Storage Policy Compliance x) Noncompliant
Custom Attributes A
Last Checked Date
Attribute Value
VM Replication Groups )010 _
SRM-comvmw pro
heck A Compliance

Figure 83. Noncompliant VM after testfailover in SRM
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Technical support and resources

Dell.com/support is focused on meeting customer needs with proven services and support.
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