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1 Preface 
This document reviews Dell Compellent features and key considerations of using Oracle 11gR2 standalone 

databases on Oracle compatible RedHat Linux 5.7 (x86-64) on Dell servers and the Compellent FS8600 

network attached storage (NAS) appliance. It should not be considered a how-to or a comprehensive user 

guide in any of the included topics, but a best practices guide as it applies to general recommendations 

only. Specific implementation requirements and instructions are left up to the reader to define and 

implement and should be adjusted for each environment. It also does not discuss performance tuning of 

the operating system (OS), transmission control protocol (TCP) network, network file system (NFS) stack or 

Oracle software and database. 

For detailed information on Dell Compellent Storage Center or FS8600, refer to the information provided 

at Dell TechCenter for Storage Center or FS8600. For detailed information on Oracle configuration, refer 

to Oracle documentation and My Oracle Support at http://support.oracle.com/. For additional information 

and URLs, see the references at the end of this document. 

1.1 Audience 
The intended audience for this document is database administrators (DBAs), system administrators and 

storage administrators who are seeking best practices for using Oracle on Dell Compellent FS8600 NAS 

appliances. Readers should be familiar with the Dell Compellent FS8600 and have prior experience in: 

 Oracle architecture 

 Oracle 11g databases 

 Oracle Single Instance 

 General understanding of the FS8600 

 General understanding of Ethernet networks 

 General understanding of NFS 

 General understanding of SAN and NAS administration 

 FS8600 networking best practices 

 OS platform architecture 

 OS administration 

1.2 Customer support 
Dell Compellent provides live support 1-866-EZSTORE (866.397.8673), 24 hours a day, 7 days a week, and 

365 days a year. For additional support, email Dell Compellent at support@compellent.com. Dell 

Compellent responds to emails during normal business hours. 

http://en.community.dell.com/techcenter/storage/w/wiki/3850.dell-compellent-storage-center-sc8000.aspx
http://en.community.dell.com/techcenter/storage/w/wiki/4135.dell-compellent-fs8600.aspx
http://support.oracle.com/
http://support.oracle.com/
mailto:support@compellent.com
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2 Introduction 
NAS has been around since the mid-80s and has become more conventional as a storage solution in data 

centers. The pervasive usage of NAS is in part due to a number of its operating characteristics when 

compared to storage area networks (SANs). NAS tends to be simpler to provision, more agile, easier to 

maintain and is less expensive. 

NFS-Ethernet gives a client the ability to access file systems on a NAS server through the native NFS kernel 

driver on the client, and is one key driver of NAS performance. With Oracle 11g Direct NFS (dNFS), Oracle 

has tightly integrated the NFS client within the Oracle kernel, there by optimizing the I/O access path to 

the NFS server. 
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3 FS8600 introduction 
FS8600 scale-out NAS consists of one to four FS8600 appliances configured as a FluidFS cluster. Each 

NAS appliance is a rack-mounted 2U chassis that contains two hot-swappable NAS controllers in an 

active-active configuration. In a NAS appliance, the second NAS controller that has one paired NAS 

controller is called the peer controller. FS8600 scale-out NAS supports expansion; NAS appliances can be 

added to the FluidFS cluster as needed to increase performance. 

The FS8600 shares a back-end infrastructure with the Storage Center. The SAN network connects the 

FS8600 to the Storage Center and carries the block level traffic. The FS8600 communicates with the 

Storage Center using either the internet small computer system interface (iSCSI) or Fibre Channel 

protocol, depending on the NAS appliance configuration purchased. 

3.1 FS8600 internal network 
An internal network is used for communication between NAS controllers. Each NAS controller in the 

FluidFS cluster must have access to all other NAS controllers in the FluidFS cluster to achieve the following 

goals: 

 Provide connectivity for FluidFS cluster creation 

 Act as a heartbeat mechanism to maintain high availability 

 Enable internal data transfer between NAS controllers 

 Enable cache mirroring between NAS controllers 

 Enable balanced client distribution among NAS controllers 

 

3.2 FS8600 LAN/client network 
The LAN/client network is used for client access to the common internet file system (CIFS) shares and NFS 

exports. It is also used by the storage administrator to manage the FluidFS cluster. The client network is 

assigned one or more virtual IP (VIP) addresses that allow clients to access the FluidFS cluster as a single 

entity. The client VIP also enables load balancing between NAS controllers, and ensures failover in the 

event of a NAS controller failure. 

If client access to the FluidFS cluster is not through a router (in other words, a flat network), define one 

client VIP per NAS controller. If clients access the FluidFS cluster through a router, define a client VIP for 

each client interface port per NAS controller. 
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4 Oracle Disk Manager (ODM) 
Oracle I/O and its file management infrastructure is managed by the Oracle standard ODM library. ODM 

provides a new approach in how I/O activity interfaces with and is managed by Oracle. ODM can manage 

NFS devices without using the native Linux NFS kernel (kNFS) client, providing the standard ODM library is 

replaced with the ODM library with the embedded Oracle NFS client. When ODM manages NFS devices 

with the embedded NFS client, the environment is said to be using the Oracle Direct NFS (dNFS) client. If 

ODM manages NFS devices with the standard ODM library, NFS calls will be processed by the kNFS client. 

Oracle 11g introduced an ODM interface, made up of four new dynamic views that are used by the ODM 

library to monitor and manage NFS storage devices. A user may also query the dynamic views to monitor 

the status, performance and configuration of dNFS storage devices. A full description of the dynamic 

tables can be found in the Oracle Database Reference 11gR2 guide at 

http://docs.oracle.com/cd/E18283_01/server.112/e17110.pdf. 

Table 1 dNFS dynamic performance views used by ODM 

Dynamic view Description 

v$dnfs_channels Displays open network paths/channels to servers for which dNFS is providing files 

v$dnfs_files Displays files currently open using dNFS 

v$dnfs_servers Displays servers accessed using dNFS 

v$dnfs_stats Displays performance statistics for dNFS 

 

ODM dNFS does not negatively affect kernel performance. It manages and standardizes all NFS 

configurations and options that can be tuned, and it performs load balancing across all available dNFS 

network paths. In summary, ODM dNFS features greatly improve the performance of NFS operations and 

provide greater stability, scalability and manageability of the Oracle dNFS operations. 

http://docs.oracle.com/cd/E18283_01/server.112/e17110.pdf
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5 Oracle Direct NFS (dNFS) 
dNFS is an NFS client that has been optimized for Oracle database I/O and is built directly into the Oracle 

ODM library as a part of the Oracle database kernel. dNFS provides greater stability, better reliability, faster 

access and more scalable access to NFS storage devices over TCP/IP than kNFS. With dNFS, an 11gR2 

database can be configured to access NFS version 3 filers directly using the Oracle dNFS client, thereby 

bypassing the kNFS I/O stack. 

The advantage of using Oracle dNFS lies within how the Oracle kernel manages I/O. With Oracle dNFS, the 

NFS version 3 protocol is embedded within the Oracle database kernel and all I/O to NFS storage devices 

are serviced by the Oracle dNFS client rather than by the kNFS client. This process gives the Oracle 

database kernel the ability to manage the best possible configuration, automatically tune itself and take 

advantage of the Oracle buffer cache and use of available resources for optimal NFS I/O. Conversely, kNFS 

does not provide the Oracle database the ability to manage the best possible configuration, does not 

automatically tune itself for optimal NFS I/O and relies on the file system cache, not the Oracle buffer 

cache, nor does it provide the stability, reliability and scalability of dNFS. 

dNFS provides the capability to define up to four network paths between the NFS server and NFS client for 

each NFS mount point. dNFS also performs automatic load balancing across these paths. If a path fails, 

dNFS reissues requests over any remaining path. Also, the optional paths aid in tuning by providing the 

Oracle database kernel control over the I/O paths to the NFS storage devices, thereby avoiding the need 

to manually tune NFS network performance at the operation system level. 

To enable an Oracle environment on dNFS devices, the NFS file systems must be mounted and available 

over regular NFS mounts before enabling dNFS. dNFS also provides the ability to silently revert to using the 

kNFS client if Oracle dNFS cannot access a NFS storage device. However, to ensure that the revert occurs, 

the kNFS client mount options rsize and wsize must be defined as shown in section 8.2, “Configuring the 

NFS Client”. 
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Figure 1 Oracle Direct NFS stack 

Some of the benefits of using Oracle dNFS are that it: 

 Simplifies the configuration process 

 Eliminates the dependency on the OS cache 

 Standardizes all dNFS configurations that can be tuned 

 Performs load balancing across all available dNFS network paths and automatically performs 

failover if necessary 

 Supports asynchronous and direct I/O by default on NFS file systems 

 Provides up to four network paths with simple Ethernet for each NFS storage device 

 Provides greater stability, scalability and manageability of the dNFS environment 

 Supports both Oracle standalone and Oracle RAC environments 
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6 Configuring FS8600 
Log in to the FS8600 that will be used by the Oracle environment and create the volumes needed to 

support the Oracle environment. The number, size and purpose of the volumes for Oracle will be 

dependent on the business and infrastructure needs. In the below example, volume vol0 was created to 

host an Oracle database. Oracle binaries were installed on a standard ext3 file system (but could exist on a 

NAS volume as well). Unlike Storage Center, the FS8600 does not have the ability to snap multiple 

volumes in a consistent replay group. Therefore, all files for a given database must reside on the same 

volume. 

 

Figure 2 FS8600 Oracle volume in Enterprise Manager 

If using dNFS with the FS8600, reserved port checking can not be used. With reserved port checking 

enabled, dNFS will not function correctly and cause errors to be written to the Oracle alter log. See 

section 11.6, “Issue from enabling FS8600 secure port on Oracle NFS storage” for more information. When 

configuring FS8600 volumes for Oracle deployments, make sure to uncheck Require Secure Port for all 

dNFS volumes used by Oracle. Also, when configuring dNFS volumes in the FS8600, make sure that 

Authentication Methods is set to UNIX Style. 
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Figure 3 Edit FS8600 volume settings 

If Require Secure Port is not selected, the FS8600 volume will be mounted with mount option insecure. 

The value Everybody in the Trust Users column of the Access Details table is required and specifies 

mount option no_root_squash. Another required value in this table is Yes in the Read/Write column. This 

value is translated into mount option rw. The settings shown in Figure 3 provide the following mount 

options. 

(rw, no_root_squash, insecure) 

 

Note: References to the Oracle Storage Compatibility Program (OSCP) appear in a number of 

publications. The references state that Oracle is only supported on NAS products that have been certified 

through OSCP. These references should be ignored because as of 2007 Oracle ended the certification 

process for 3rd party NAS solutions. 

 

Refer to bulletin number 359515.1 on support.oracle.com for the required NFS mount options that must 

be used for NAS volumes in an Oracle environment. 

https://support.oracle.com/
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7 Preparing the database server (NFS client) for Oracle 
Use the Oracle recommendation for creating the users and groups for the Oracle software (Grid 

infrastructure, ASM, and Oracle database (RDBMS)) that is installed by the Oracle installation process. Once 

the names and groups have been identified, create the users and groups on the Oracle database server 

(the NFS client). Also, make note of the Oracle recommendation on setting UMASK for these users. An 

example of creating the default users oracle and grid is: 

# /usr/sbin/groupadd -g 1000 oinstall 

# /usr/sbin/groupadd -g 1031 dba 

# /usr/sbin/useradd -u 1101 -g oinstall -G dba oracle 

# /usr/sbin/useradd -u 1100 -g oinstall -G dba grid 

Next, set a password for the Oracle and grid users: 

# passwd oracle 

<password> 

 

# passwd grid 

<password> 

Continue by preparing the NFS client for Oracle: 

 Add the system configuration for Oracle to /etc/sysctl.conf 

 Apply the necessary RPM packages to the Linux kernel 

 Add the security limits for Oracle to /etc/security/limits.conf 

 Update /etc/profile with ulimits for the oracle and grid users 

 

Creating the mount points to receive the NFS devices will be performed in a later section. 

For complete, detailed information on preparing a server as an Oracle database server and NFS client, refer 

to Oracle documentation. 
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8 Configuring NFS 
Prior to configuring dNFS, Oracle requires the NFS server and client be configured for kNFS. This is 

explained in Appendix C of Oracle® Database Installation Guide 11g Release 2 (11.2) for Linux at 

http://docs.oracle.com/cd/E11882_01/install.112/e47689.pdf. 

8.1 Configuring the NFS server 
Refer to section 6, “Configuring FS8600” for instructions on configuring the NFS server. 

8.2 Configuring the NFS client 
When mounting NFS volumes for Oracle on an NFS client, specific mount options must be specified in 

/etc/fstab; otherwise Oracle will experience issues. Table 2 lists the required mount options for NFS 

mount points used by Oracle standalone, Oracle RAC, RMAN, and Oracle binaries running on Linux x86-

64,version 2.6 and above. The information is taken from Mount Options for Oracle files when used with 

NFS on NAS devices (document number 359515.1) at support.oracle.com. 

Table 2 Mount options for Oracle RAC environments on Linux kernel 2.6 and above 

Oracle files File system mount options 

Oracle binaries (ORACLE_HOME, and 
CRS_HOME)* 

rw,bg,hard,nointr,rsize=32768,wsize=32768,tcp,vers=3
,timeo=600,actimeo=0 

Oracle datafiles (including online logs, and 
control files) 

rw,bg,hard,nointr,rsize=32768,wsize=32768,tcp,vers=3
,timeo=600,actimeo=0 

CRS voting disks and OCR rw,bg,hard,nointr,rsize=32768,wsize=32768,tcp,vers=3
,timeo=600,actimeo=0,noac ** 

 

Notes:  

*If possible, Oracle recommends that the Oracle inventory directory be kept on a local file system. If it 

must be placed on a NAS device, create a specific directory for each system to prevent multiple systems 

from writing to the same inventory directory. 

**dNFS is RAC aware. Therefore, even though NFS is a shared file system, and NFS devices for Oracle 

have to be mounted with the noac option, dNFS automatically recognizes RAC instances and takes 

appropriate action for datafiles without additional user configuration. This eliminates the need to specify 

noac when mounting NFS file systems for Oracle Datafiles or binaries. This exception does not pertain to 

CRS voting disks or OCR files on NFS. NFS file systems hosting CRS voting disks and OCR files, must be 

mounted with noac. See Oracle Real Application Clusters Installation Guide 11g Release 1 (11.1) for Linux 

and UNIX at http://docs.oracle.com/cd/B28359_01/install.111/b28264.pdf for details. Also, the noac 

option should not be specified for volumes to be used by RMAN for backup sets, image copies, and Data 

Pump dump files, as RMAN and Data Pump do not check this option because it can adversely affect 

performance. 

http://docs.oracle.com/cd/E11882_01/install.112/e47689.pdf
http://support.oracle.com/
http://docs.oracle.com/cd/B28359_01/install.111/b28264.pdf
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When adding multiple mount options for a specific mount point in /etc/fstab, do not insert spaces after 

options because the OS may not properly parse the options. For a description of the mount options in 

Table 2 and Table 3, see Table 4, “Description of mount options. 

Ensure that all the nodes in the cluster use the same mount options for each identical NFS mount point 

when configuring NFS for an Oracle RAC environment. 

Table 3 Mount options for single instance (non-RAC) environments on Linux kernel 2.6 and above* 

Oracle files File system mount options 

Oracle binaries (ORACLE_HOME)** rw,bg,hard,nointr,rsize=32768,wsize=32768,tcp,vers=3
,timeo=600 

Oracle Datafiles (including online logs, and 
control files) 

rw,bg,hard,nointr,rsize=32768,wsize=32768,tcp,vers=3
,timeo=600 

 

Notes: 

* For mount options on Linux OS versions 2.4.21 to 2.6.9-89, refer to  Linux/NetApp: RHEL/SUSE Setup 

Recommendations for NetApp Filer Storage (Doc ID 279393.1) at support.oracle.com 

** If using a NAS device for Oracle binaries, Oracle recommends creating a separate Oracle home 

directory for each installation. See Oracle Database Installation Guide, 11g Release 2 (11.2) for Linux 

E47689-06 at http://docs.oracle.com/cd/E11882_01/install.112/e47689.pdf. 

A description of the mount options are in “Additional resources” at the end of this paper. 

Table 4 Description of mount options 

Option (and 
recommended 
value) 

Description 

rw Mounts the filesytem for both reading and writing. 

bg Defines a background mount to occur if a timeout or failure occurs. bg causes the 
mount command to fork a child which continues to attempt to mount the export and 
the parent process immediately returns with a zero status. 

fg Defines a foreground mount to occur. 

noac RHEL3: Directs the NFS client to not cache file attributes. noac is equivalent to setting 
both sync,actimeo=o 
 
RHEL AS 2.1 afer e.35: To enable O_DIRECT writes over NFS for kernel versions later 
than e.35, nfs must be loaded with nfs_uncached_io=1 
 
RHEL3 pre U3: Ensure data consistency with RHEL. 

http://support.oracle.com/
http://docs.oracle.com/cd/E11882_01/install.112/e47689.pdf
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Option (and 
recommended 
value) 

Description 

hard Explicitly marks the volume as hard-mounted and determines the recovery behavior of 
the NFS client after an NFS request times out. This is enabled by default and prevents 
NFS from returning "short write" errors by retrying the request indefinitely. Short writes 
cause the database to crash; otherwise will continue retrying at timeo=<nn> intervals. 
The server will report a message to the console when a major timeout occurs and will 
continue to attempt the operation indefinitely. 

nointr Without this option, signals like kill -9 which can be used to interrupt an NFS call will 
cause data corruption in datafiles because the in-flight writes will be abruptly 
terminated. 

rsize=32768 Specifies the maximum size (bytes) used by NFS clients on read requests, that the NFS 
client can receive when reading data from a file on an NFS server. The default depends 
on the version of kernel, but is generally 1024 bytes. The actual data payload size of 
each NFS read request is equal to or smaller than the rsize setting, with a maximum 
payload size of 1,048,576. Values lower than 1024 are replaced with 4096, and values 
larger than 1,048,576 are replaced with 1,048,576. If the specified value is within the 
supported range but not a multiple of 1024, it's rounded down to the nearest multiple 
of 1024. If a value is not specified, or if the value is larger than the supported maximum 
on either the client or server, the server and client negotiate the largest rsize they can 
both support. The rsize specified on the mount appears in /etc/mtab. However, the 
effective rsize negotiated by the server and client appears in /proc/mounts. With 
respect to Oracle, the value must be set to equal to or a larger multiple of the Oracle 
block size (init: db_block_size, default 8k) to prevent fractured blocks in Oracle. rsize 
must be set to at least 16348. However, Oracle recommends setting the value to 
32768. 

wsize=32768 Identical to rsize, but for write requests sent from the NFS client. wsize must be set to 
at least 16348. However, Oracle recommends setting the value to 32768. Oracle dNFS 
clients issue writes at wtmax granularity to the NFS filer. If the dNFS client is used and 
the NFS server does not support a write size (wtmax) of 32768 or larger, NFS will revert 
back to the native kernel NFS path. 

tcp Defines the transport protocol name and family the NFS client uses to transmit 
requests to the NFS server and also controls how the mount command communicates 
with the server's rpcbind and mountd services. If an NFS server has both and IPv4 and 
an IPv6 address, using a specific netid will force the user of IPv4 or IPv6 networking to 
communicate with the server. Specifying tcp forces all traffic from the mount 
command and the NFS client to use TCP. The tcp option is an alternative to specifying 
proto=tcp. DO NOT use UDP NFS for ANY REASON 

vers Specifies the NFS protocol version number used to contact the server's NFS service. 
NFS v4 is a work in progress; there is no reason to run NFS v2. Option vers is an 
alternative to nfsvers and is provided for compatibility with other OSs. 
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Option (and 
recommended 
value) 

Description 

timeo Defines the time (in tenths of a second) that an NFS client will wait for a request to 
complete before it retires the request. With NFS over TCP, the default value is 60 
seconds; otherwise the default value is 0.7 seconds. If a timeout occurs, the behavior 
will depended on whether hard or soft was used to mount the file system. 

actimeo This option is required whenever the possibility exists to AUTOEXTEND. It ensures the 
behavior of AUTOEXTEND is propagated to all nodes in a cluster by disabling all NFS 
attribute caching (i.e. actimeo sets the values of acregmin, acregmax, acdirmin, and 
acdirmax to the same value). Without this option, NFS will cache the old filesize, 
causing inappropriate behavior. Currently, Oracle is dependent on filesystem 
messaging to advertise a change in size of a datafile; therefore this setting is necessary. 

nolock Contraindicated for all mount points used by Oracle. Nolock is dangerous because it 
disables the only way for two separate db instances to recognize that they have 
mounted the same datafiles. Nolock provides no performance benefit/degradation, 
however from an administration standpoint, the use of nolock can result in data 
corruption if datafiles get mounted simultaneously on multiple nodes. 

References: 

 nfs(5) – Linux man page at http://linux.die.net/man/5/nfs 

 nfs – nfs and nfs4 fstab format and options, Linux Programmer's Manual. Unix help for Users at. 
http://unixhelp.ed.ac.uk/CGI/man-cgi?nfs+5 

 Mounting an NFS Volume. The Linux Documentation Project at 
http://www.tldp.org/LDP/nag/node142.html 

 Linux/NetApp: RHEL/SUSE Setup Recommendations for NetApp Filer Storage (Doc ID 279393.1) at 
http://support.oracle.com 

 

The options timeo, hard, soft and intr control the client's behavior if the NFS server should become 

temporarily unreachable. Specifically, whenever the client sends a request to the NFS server, it expects the 

operation to have finished after a given interval (specified in the timeout option). If no confirmation is 

received within this time, a minor timeout occurs and the operation is retried with the timeout interval 

doubled. After reaching a maximum timeout of 60 seconds, a major timeout occurs. By default, a major 

timeout causes the client to print a message to the console and start all over with an initial timeout interval 

twice that of the previous cascade. There is the potential for this to repeat indefinitely. Volumes that retry 

an operation until the server becomes available again are called hard-mounted. 

  

http://linux.die.net/man/5/nfs
http://unixhelp.ed.ac.uk/CGI/man-cgi?nfs+5
http://www.tldp.org/LDP/nag/node142.html
http://support.oracle.com/
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8.2.1 Creating NFS mount points for Oracle 
An Oracle installation requests the intended locations for storing the software and components. These 

locations are dependent on the infrastructure and application requirements. 

Table 5 Oracle directories 

Oracle directory 
Environment variables and 
typical values 

Description 

Oracle base $ORACLE_BASE=/u01/app

/oracle/ 

The top-level directory for installations. Subsequent 
installations can either use the same Oracle base or a 
different one. 

Oracle inventory /u01/app/oraInventory

/ 

or 
$ORACLE_BASE/<srv>/or

aInventory/ 

All (the first and subsequent) installations use the same 
Oracle inventory directory for the installation repository 
metadata. If possible, Oracle recommends the inventory 
directory reside on a local file system: 
/u01/app/oraInventory. 
If a NAS device must be used for the inventory, to 
prevent multiple systems from writing to the same 
inventory, create a unique directory for each database 
server: 
$ORACLE_BASE/<srv>/oraInventory 

Oracle home $ORACLE_HOME=$ORACLE_

BASE/product/11gR2/db

home_1/ 

This directory contains the binaries, library, 
configuration files, … from a single release of one 
product, and cannot be shared with other releases or 
other Oracle products. 

Database file 
directory 

$ORACLE_BASE/oradata/ Location to hold the database. It's recommended to use 
a different NFS mount point for database files to provide 
the ability to mount the NFS filesystem with different 
mount options, and to distribute database I/O. 

Oracle recovery 
directory 

$ORACLE_BASE/fast_rec

overy_area/ 

Note: in our POC, recovery 
files were located in 
directory: 
/u10/fast_recovery_ar

ea 

Oracle recommends that recovery files and database 
files do not exist on the same filesystem. 

Oracle product 
directory 

$ORACLE_BASE/product This mount point can be used to install software from 
different releases, for example: 
/u01/app/oracle/product/11.2.0.1/dbhome_1/ 

/u01/app/oracle/product/11.2.0.2/dbhome_1/ 
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Oracle directory 
Environment variables and 
typical values 

Description 

Oracle release 
directory 

$ORACLE_BASE/product/

<version>/ 

This mount point can be used to install different Oracle 
products from the same version, for example: 
$ORACLE_BASE/product/11gR2/dbhome_1 

$ORACLE_BASE/product/11gR2/client_1 

 
Even though this is an option, it's not recommend to 
install both the rdbms and client on the database server. 
If the client is required, it's recommended that a 
separate NFS be defined and a non-database server be 
used to host the client install. 

 

After reviewing Table 5 and the infrastructure and application requirements, identify and create the needed 

mount points for Oracle. The example below uses mount points /u01 for a local ext3 fs for the Oracle 

installations and inventory, and /u10 for an NFS mount point for database files. 

mkdir -p /u01/app/11.2.0 

mkdir -p /u01/app/grid 

mkdir -p /u01/app/oracle 

chown -R grid:oinstall /u01 

chown -R oracle:oinstall /u01/app/oracle 

chmod -R 775 /u01/ 

chmod -R 775 /u10/ 

 

The next example demonstrates a partial listing of /etc/fstab that contains the /u10 NFS mount point 

for a standalone Oracle database. 

# cp –p /etc/fstab /etc/fstab.`date +%Y%m%d_%H%M` 

# echo " 

172.16.26.39:/vol0  /u10  nfs 

rw,bg,hard,nointr,rsize=32768,wsize=32768,tcp,vers=3,timeo=600,addr=172.16.26.39 

0 0 

">> /etc/fstab 

# cat /etc/fstab 

/dev/VolGroup00/LogVol00 /                       ext3    defaults        1 1 

LABEL=/boot             /boot                   ext3    defaults        1 2 

tmpfs                   /dev/shm                tmpfs   defaults        0 0 

devpts                  /dev/pts                devpts  gid=5,mode=620  0 0 

sysfs                   /sys                    sysfs   defaults        0 0 

proc                    /proc                   proc    defaults        0 0 

/dev/VolGroup00/LogVol01 swap                    swap    defaults        0 0 

/dev/mapper/orabin  /u01  ext3    defaults    0 0 
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172.16.26.39:/vol0  /u10  nfs 

rw,bg,hard,nointr,rsize=32768,wsize=32768,tcp,vers=3,timeo=600,addr=172.16.26.39 

0 0 

Because the performance of the Oracle database and software stored on NAS devices depends in part on 

the performance of the network connection between the NFS client (Oracle database server) and NFS 

server, Oracle recommends that a private dedicated Gigabit Ethernet or faster network connection be 

used between the NFS client and NAS device. See Oracle Database Installation Guide, 11g Release 2 (11.2) 

for Linux E47689-06 at http://docs.oracle.com/cd/E11882_01/install.112/e47689.pdf for details. 

1. Create a directory where the NFS files system will be mounted. It will be referred to as the mount 

point for the NFS file system. 

# mkdir /u10 

2. Configure the NFS client to start NFS services on boot. 

# chkconfig --list nfs 

nfs             0:off   1:off   2:off   3:off   4:off   5:off   6:off 

# chkconfig nfs on 

# chkconfig --list nfs 

nfs             0:off   1:off   2:on    3:on    4:on    5:on    6:off 

3. Verify that the NFS daemon if running; if it is not running, start it. 

# /etc/init.d/nfs status 

rpc.mountd is stopped 

nfsd is stopped 

rpc.rquotad is stopped 

# /etc/init.d/nfs start 

Starting NFS services:                                     [  OK  ] 

Starting NFS quotas:                                       [  OK  ] 

Starting NFS daemon:                                       [  OK  ] 

Starting NFS mountd:                                       [  OK  ] 

# /etc/init.d/nfs status 

rpc.mountd (pid 21905) is running... 

nfsd (pid 21902 21901 21900 21899 21898 21897 21896 21895) is running... 

rpc.rquotad (pid 21891) is running... 

4. Verify the status of the netfs service shows that the exported NFS storage device from the NFS 

server is configured as a NFS storage device on the client. 

# service netfs status 

Configured NFS mountpoints: 

/u10 

5. If netfs shows that the device is configured but not active, mount the device to make it available 

for use. 

# mount /u10 

http://docs.oracle.com/cd/E11882_01/install.112/e47689.pdf
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6. Verify that the NFS device shows as a mount point. 

# df –k 

Filesystem           1K-blocks      Used Available Use% Mounted on 

/dev/mapper/VolGroup00-LogVol00 

                      25615444   3318452  20974804  14% / 

/dev/sda1               101086     30085     65782  32% /boot 

tmpfs                 32981068         0  32981068   0% /dev/shm 

172.16.26.39:/vol0   2147483648   1806304 2145677344   1% /u10 

7. Verify that the netfs service now sees the configured device as active. 

# service netfs status 

Configured NFS mountpoints: 

/u10 

Active NFS mountpoints: 

/u10 

8. Log in as the user that will install the Oracle software, and verify that files can be created on the 

NFS directory. 

# su – oracle 

# cd /u10 

# touch testfile 

# ls –ltr testfile 

8.3 Checking NFS buffer size parameters 
If NFS is used for database files, the NFS buffer size for reads (rsize) and writes (wsize) must be set to at 

least 16,384. Oracle recommends a value of 32,768. These values are set in the /etc/fstab Linux file, or 

when explicitly mounting an NFS volume. Since a write size (wtmax) of 32,768 or larger is supported on 

FS8600, dNFS does not fall back to the traditional kNFS kernel path. The example below demonstrates 

setting the rsize and wsize to 32,768 in /etc/fstab. dNFS clients issue writes with wtmax granularity to the 

NFS server. 

172.16.26.39:/vol0  /u10  nfs 

rw,bg,hard,nointr,rsize=32768,wsize=32768,tcp,vers=3,timeo=600 0 0 

For more information on configuring NFS, see the following Oracle MOS IDs: 

 Step by Step - Configure Direct NFS Client (dNFS) on Linux (11g) (Doc ID 762374.1) 

 dNFS: Example About How To Setup dNFS (Direct NFS) On Oracle Release 11.2 (Doc ID 1452614.1). 
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8.4 Name Service Cache Daemon (nscd) 
When using NAS devices with Oracle RAC, enable the Linux Name Service Cache Daemon (nscd) that 

provides caching for name service requests. This way, the Oracle Clusterware better tolerates network 

failures with NAS devices or NFS mounts. Nscd caches accesses to the hosts, passwd and group 

databases. However, the shadow file is not cached. Nscd tries to watch for changes to /etc/passwd, 

/etc/groups, /etc/hosts, and /etc/resolve.conf and eventually flushes the cache when changes 

occur. The configuration file /etc/nscd.conf controls the behavior of the cache daemon. For additional 

information on the nscd daemon and its options, refer to Linux man pages. 

To start, stop, reload and restart the nscd daemon or check the status of the daemon, assume superuser 

privileges and execute the appropriate command from the list below. 

service nscd start 

service nscd stop 

service nscd restart 

service nscd reload 

service nscd status 

To ensure that the daemon starts when the server boots, issue the following command. 

chkconfig --list nfs 

chkconfig nscd on 

chkconfig --list nfs 
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9 Configuring the Oracle dNFS client 
Oracle dNFS requires that NFS be configured on the NFS server and client before configuring Oracle dNFS. 

Details are provided in the Oracle Database Installation Guide, 11g Release 2 (11.2) for Linux E47689-06 at 

http://docs.oracle.com/cd/E11882_01/install.112/e47689.pdf. For NFS configuration, see section 8, 

“Configuring NFS”.  

9.1 Configuring oranfstab 
NFS mount points that will be used by dNFS must appear in the /etc/fstab file and optionally in two 

other files ($ORACLE_HOME/dbs/oranfstab, /etc/oranfstab). Even though configuring the oranfstab 

file is mentioned as optional in some documentation, this document calls them out as recommended so 

that multiple paths can be defined for each NFS mount. The use of the oranfstab file will be dependent on 

how the Oracle server and environment is architected and configured, how alternate network paths are 

used between dNFS and NFS storage and the scope to which the network storage is made available to 

components on the NFS client. Even if Oracle dNFS is used, Oracle requires network files systems to be 

mounted on the specified mount point by the kNFS client. Oracle verifies the kNFS mount points by cross-

checking oranfstab entries with OS NFS mount points in /etc/mtab. If an inconsistency exists, dNFS logs 

a message and does not serve the NFS server. 

Table 6 fstab files used to define dNFS mount point entries 

NFS / dNFS mount file Description 

$ORACLE_HOME/dbs/oranfstab NFS mount point entries will be treated as local to a specific 
$ORACLE_HOME. NFS mount points will be available for any 
database serviced by that $ORACLE_HOME. Databases serviced by 
another $ORACLE_HOME will not have access to the mount points. 
oranfstab can be used to specify Oracle-specific options to dNFS. 
For example, up to four optional network paths between the NFS 
filer and dNFS client can be defined in oranfstab. dNFS performs load 
balancing across the optional network paths. If a path fails, the dNFS 
client reissues requests over any remaining path. 

/etc/oranfstab NFS mount point entries will be treated as global to all Oracle 
databases on the dNFS client, regardless of the $ORACLE_HOME 
used by the database. oranfstab can be used to specify Oracle-
specific options to dNFS. For example, up to four optional network 
paths between the NFS filer and dNFS client can be defined in 
oranfstab. dNFS performs load balancing across the optional 
network paths. If a path fails, the dNFS client reissues requests over 
any remaining path. 

/etc/fstab NFS mount point entries are treated globally to all files on the NFS 
client. 

 

 

http://docs.oracle.com/cd/E11882_01/install.112/e47689.pdf
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The general formation of oranfstab is: 

server: <NFS Server Name, or NFS Server IP> 

path: <NFS Client Name, or IP of nic1 on NFS Client> 

… 

path: <NFS Client Name, or IP of nic<n> on NFS Client> 

export: <mntpt of NFS device on NFS Server> mount: <mntpt of NFS device on NFS 

client> 

For more information on oranfstab configuration, see the Oracle Database, Installation Guide, 11g Release 

2 (11.2) for Linux, E47689-06 at http://dcs.oracle.com/cd/E11882_01/install.112/e47689.pdf. 

Once an NFS file system has been mounted by the kNFS client, the mount point appears in /etc/mtab. 

Oracle dNFS determines mount point settings to NFS storage devices based on the configuration found in 

/etc/mtab. Oracle dNFS can then use the NFS storage devices, but it scans the following files in the order 

shown to determine the available NFS storage devices and services only those entries. If duplicate entries 

are found, dNFS uses the first occurrence as the mount point. 

Table 7 Scan order of fstab config files by dNFS 

Scan order dNFS scan order of NFS storage config files 

1 $ORACLE_HOME/dbs/orafstab 

2 /etc/orafstab 

3 /etc/fstab 

 

9.2 Mounting NFS storage devices 
See section 8.2.1, “Creating NFS mount points for Oracle” for information on mounting NFS storage 

devices. 

9.3 Configuring and tuning TCP network buffers for dNFS 
To achieve high-speed large file transfers between the NFS server and Oracle dNFS client, the TCP 

network stack (buffers size) should be tuned. Since the tuning exercise is dependent on the physical 

hardware (network cards, speed of bus, shared bus, PCI slot configuration and driver configuration), the 

application stack and application data transfer characteristics, it is left up to the system, network and 

database administrators to work collaboratively in determining appropriate TCP network parameters. For 

information on TCP buffer tuning methodologies and practices, see “Additional resources” at the end of 

this document. 

 

http://dcs.oracle.com/cd/E11882_01/install.112/e47689.pdf
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9.4 Configuring and tuning NFS for the dNFS client 
Oracle dNFS automatically tunes NFS as it manages requests, so that there is no need to manually tune 

NFS client parameters and mount options required to maximize the performance. View the “Additional 

resources” section at the end of this paper for a list of resources. 

9.4.1 Verifying and configuring the NFS buffer size parameters 
See "Configuring and tuning NFS for the dNFS client" for information on NFS buffer size. 

9.5 Enabling the dNFS client 
Once the oranfstab file has been configured, replace the standard Oracle Disk Manager (ODM) library with 

the one that supports the dNFS client. There are two ways to replace the standard Oracle ODM library. 

Whichever method is chosen, a similar approach must be used to replace the library that supports dNFS 

with the standard Oracle ODM library. The methods are not interchangeable, and it is recommended that 

the first method be used. 

Method 1: 

cd $ORACLE_HOME/rdms/lib 

make –f ins_rdbms.mk dNFS_on 

Method 2: 

cd $ORACLE_HOME/lib 

cp libodm11.so libodm11.so_standard 

ln -s libnfsodm11.so libodm11.so 

9.6 Verify dNFS usage 
Once the ODM library has been replaced with the ODM dNFS library and the database has been started, 

the alert.log can be used to verify that the correct ODM library is being used for dNFS. If the last line below 

does not display in the alert log, dNFS is not being used. 

Starting ORACLE instance (normal) 

... 

System parameters with non-default values: 

  processes                = 150 

  event                    = "19392 trace name context forever, level 8" 

  event                    = "19394 trace name context forever, level 8" 

... 

  diagnostic_dest          = "/u01/app/oracle" 

Oracle instance running with ODM: Oracle Direct NFS ODM Library Version 3.0 
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9.7 Disabling a dNFS client 
To disable the dNFS client, log in to the Oracle database server (the dNFS client) as the Oracle software 

installation owner and perform the following steps. If there are multiple $ORACLE_HOMEs on the 

database server, make sure that $ORACLE_HOME is set to the $ORACLE_HOME where dNFS will be 

disabled. 

cd $ORACLE_HOME/rdms/lib 

make –f ins_rdbms.mk dNFS_off 

If $ORACLE_HOME/dbs/oranfstab or /etc/oranfstab is used for the dNFS mount points, remove the 

file, or at least remove the Oracle NFS mount entries from the file, and place the NFS mount entries in 

/etc/fstab, then restart the database. The reason to place the NFS mount points in /etc/fstab is due 

to the fact that if Oracle dNFS is disabled, the native kernel NFS client will be used which requires the NFS 

mount points in /etc/fstab 

# Remove the appropriate oranfstab file 

rm $ORACLE_HOME/dbs/oranfstab 

rm /etc/oranfstab 

# or, remove the NFS mount entries from the appropriate oranfstab file 

vi $ORACLE_HOM/dbs/oranfstab 

vi /etc/oranfstab 

# Add the NFS mount points to /etc/fstab 

vi /etc/fstab 

# If an NFS path was removed, bounce the database 

sqlplus / as sysdba 

shutdown immediate; 

startup; 

exit 
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10 Cloning an Oracle database 
When running Oracle 11.2.0.2 or later on FS8600 NFS storage, there are several methodologies available 

to clone an Oracle database. For most cloning operations, one of the following two methods is sufficient. 

The first method utilizes the FS8600 snapshot feature to snap the volume containing the database of 

interest. The volume snapped must contain all files of the specified database and may contain more than 

one database. If there are multiple databases on the volume, and as long as all database files are on the 

volume and the database is in BEGIN BACKUP mode, the volume can be snapped and used to clone the 

database. Savings in elapsed time and disk space consumption can be realized if FS8600 snapshots are 

used for cloning databases. 

The second method takes advantage of Oracle's Direct NFS CloneDB, which was introduced in 11gR2. 

Oracle Direct NFS CloneDB utilizes dNFS rather than traditional RMAN database duplication. With 

CloneDB, dNFS can immediately clone a database using an existing full RMAN database backup/image 

copy or a storage snapshot. The speed at which a database is cloned using CloneDB verus traditional 

Oracle methods is improved, as Oracle uses copy-on-write technology for the clone. This means that only 

changed blocks exist in the locally cloned database, and unchanged blocks reside in the backup files. 

10.1 Database cloning with FS8600 snapshots 
Prior to creating an FS8600 snapshot of the database volume, log in to the database, switch the redo log, 

then place the database in BEGIN BACKUP mode. Once this is done, the database clone is only a few 

mouse clicks or CLI calls away from being created. An example of creating a clone using the FS8600 CLI 

appears in FS8600 CLI examples. The remainder of this section illustrates some of the cloning process 

using the Dell Compellent Enterprise Manager (EM) 

1. Log in to EM and select the File System tab. Right-click the volume containing the database. 

2. Click Snapshots, and then Create Snapshot. 

In the following graphic, the entire database that will be cloned resides on volume vol0. 
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Figure 4 FS86000 Creating a snapshot 

Name the snapshot, optionally set an expiration, and select OK 

 

Figure 5 Naming a snapshot 

After a bit of EM processing, the snapshot will be displayed in the Snapshots tab. 



 

 

29 Running Oracle over NFS with the Dell Compellent FS8600 Scale-out File System | CML1053 

 

3. Once the snapshot is created, take the database out of BEGIN BACKUP mode and switch the redo 

logs.  

4. Create a NAS volume for this snapshot by right clicking the snapshot and selecting Create NAS 

Volume Clone. 

 

5. Name the NAS volume clone, specify a target folder and click OK. 

 

EM displays the NAS volume clone as a file system.  
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6. Right-click the NAS clone and select Create NFS export to use it. 

 

7. EM then prompts for information that controls how the NAS volume clone is exported. Specify the 

folder path to use with the NAS volume clone, and then click Edit to change the Access Details of 

the volume. 

 

EM prompts for new trust information for the NAS volume clone. 
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8. Limit access to the Oracle clone volume by selecting Single Client, and specifying either the DNS 

name of the target database server or its IP address then select OK. 
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9. Under the NFS Exports tab, right-click the path and select Edit Settings. 

 

10. Uncheck all Kerberos Authentication Methods, uncheck Require Secure Port, and then select OK. 

 



 

 

33 Running Oracle over NFS with the Dell Compellent FS8600 Scale-out File System | CML1053 

11. Add an entry to /etc/fstab for the new NAS volume clone on the database server (NFS client). 

- If cloning to a server different from the source database server, use the same mount point that 

was used on the source database.  

- If creating the clone on the source database production server, use a different mount point 

than what was used by the source database server. 

 

The database files in the Oracle database clone will need to be renamed before the database can 

be opened. See the Oracle documentation listed in “Additional resources” on renaming database 

files. 

$ cat /etc/fstab 

… 

#172.16.26.39:/vol0        /u10  nfs 

rw,bg,hard,nointr,rsize=32768,wsize=32768,tcp,vers=3,timeo=600,addr=172.16

.26.39 0 0 

172.16.26.39:/vol0_clone/  /u10  nfs 

rw,bg,hard,nointr,rsize=32768,wsize=32768,tcp,vers=3,timeo=600,addr=172.16

.26.39 0 0 

The below example assumes the clone was made to a database server other than the source 

server.  

12. Mount the new NFS volume clone, set the Oracle environment and start the database. 

mount /u10 

su - oracle 

export ORACLE_HOME=… 

export ORACLE_SID=… 

sqlplus / as sysdba 

startup 

exit 

13. Verify the database is using dNFS and that there are no issues reported in the alter log after the 

database started. 

Starting ORACLE instance (normal) 

… 

System parameters with non-default values: 

  processes                = 150 

  db_name                  = "myprod" 

  open_cursors             = 300 

  pga_aggregate_target     = 6441M 

  diagnostic_dest          = "/u01/app/oracle" 

Oracle instance running with ODM: Oracle Direct NFS ODM Library Version 

3.0 

… 

Thu Apr 24 15:52:27 2014 
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ALTER DATABASE   MOUNT 

Direct NFS: channel id [0] path [172.16.26.39] to filer [172.16.26.39] via 

local [] is UP 

Direct NFS: channel id [1] path [172.16.26.39] to filer [172.16.26.39] via 

local [] is UP 

Successful mount of redo thread 1, with mount id 3536526523 

 

 

10.2 Database cloning using Oracle dNFS CloneDB 
For how-to instructions on using the Oracle Clone database feature, refer to document number 1210656.1 

on support.oracle.com. 

https://support.oracle.com/
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11 Tracking dNFS and FS8600 issues 
In most cases, triaging dNFS issues is difficult because error messages are sparsely generated and 

published documentation on the topic is minimal. However, there are a number of recommended Oracle 

events to enable in the database for additional debug information. Reference “Cannot Mount the Database 

After enabling dNFS with ORA” (document ID 1637301.1) at support.oracle.com. 

event="19392 trace name context forever, level 8" 

event="19394 trace name context forever, level 8" 

event="19396 trace name context forever, level 2" 

event="19398 trace name context forever, level 128" 

The above events can be set in either Oracle pfiles or spfiles or by explicitly setting them with an ALTER 

SESSION SET EVENTS command. If the events are set in either pfile or spfile files, the database must be 

restarted for the events to take effect. But once the database has been restarted, the settings will be 

persistent between sessions, and will remain in effect until they are removed from the pfile or spfile files 

and the database restarted. If the events are set with ALTER SESSION, the events are only active for the 

duration of the database session that set the event. 

11.1 Enabling persistent Oracle events 
To set up persistent events in an Oracle database, execute the following commands in Linux. 

sqlplus / as sysdba 

shutdown immediate; 

create pfile from spfile; 

!echo ' 

*.event="19392 trace name context forever, level 8" 

*.event="19394 trace name context forever, level 8" 

*.event="19396 trace name context forever, level 2" 

*.event="19398 trace name context forever, level 128" 

'>> $ORACLE_HOME/dbs/init${ORACLE_SID}.ora 

create spfile from pfile; 

startup 

exit 

  

http://support.oracle.com/
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11.2 Disabling persistent Oracle events 
To disable persistent events in Oracle, execute the commands below from the Oracle Linux account. 

sqlplus / as sysdba 

shutdown immediate; 

create pfile from spfile; 

REM Remove the dNFS events from the pfile 

!vi $ORACLE_HOME/dbs/init${ORACLE_SID}.ora 

create spfile from pfile; 

startup 

exit 

11.3 Enabling dNFS events for an active session 
To set up events for an active session in Oracle, execute the following commands from a Linux account. 

sqlplus / as sysdba 

alter session set events '19392 trace name context forever, level 8'; 

alter session set events '19394 trace name context forever, level 8'; 

alter session set events '19396 trace name context forever, level 2'; 

alter session set events '19398 trace name context forever, level 128'; 

11.4 Disabling dNFS events for an active session 
dNFS events that are enabled for a given session can be disabled using two methods. 

1. Disconnecting the session from the database and reconnecting the session: 

SQL> disconnect 

SQL> connect <username> 

2. Execute: alter session set events '<nnnnn> trace name context off'. 

SQL> alter session set events '19392 trace name context off'; 

SQL> alter session set events '19394 trace name context off'; 

SQL> alter session set events '19396 trace name context off'; 

SQL> alter session set events '19398 trace name context off'; 
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11.5 Location of debug information from enabled events 
If the Oracle events are enabled, additional debug information will be written to the Oracle alert.log or 

trace files for the Oracle background processes. The location of the alert.log and trace files can be 

determined by looking at Oracle parameter background_dump_dest. 

SQL> show parameter background_dump_dest 

NAME                                 TYPE        VALUE 

------------------------------------ ----------- ------------------------------ 

background_dump_dest                 string      /u01/app/oracle/diag/rdbms/myp 

                                                 rod/myprod/trace 

SQL> 

Oracle trace files that may show event output are listed below. 

Table 8 Trace files for required Oracle processes 

Trace file name Description 

<sid>_smon_<pid>.trc System Monitor process 

<sid>_dbw<n>_<pid>.trc Database Writer processes 

<sid>_lgwr_<pid>.trc Log Writer process 

<sid>_ckpt_<pid>.trc Checkpoint process 

<sid>_reco_<pid>.trc Recoverer Process 

 

Table 9 Trace files for optional Oracle processes 

Trace file name Description 

<sid>_cjq0_<pid>.trc Job Queue Coordinator process 

<sid>_j<nnn>_<pid>.trc Job queue slave processes 

<sid>_arc<n>_<pid>.trc Archiver processes 

<sid>_dbrm_<pid>.trc Database Resource Manager Process 

<sid>_mmon_<pid>.trc Manageability Monitor Process 

<sid>_m<nnn>_<pid>.trc MMON Slave process 

<sid>_p<nnn>_<pid>.trc Parallel Query Slave Process 

<sid>_q<nnn>_<pid>.trc Slave processes for QMNC 

<sid>_ora_<pid>.trc User session 
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If Oracle dNFS is running, status messages for each of the dNFS channels that are up will appear in the 

trace file. 

grep 'Direct NFS: channel id ' 

/u01/app/oracle/diag/rdbms/<sid>/<sid>/trace/<sid>_dbw3_11783.trc 

[1396450703011646] kgnfscrechan:3061: Direct NFS: channel id [0] path 

[172.16.26.39] to filer 172.16.26.39 via local [] is UP 

[1396450703011894] kgnfscrechan:3061: Direct NFS: channel id [1] path 

[172.16.26.39] to filer 172.16.26.39 via local [] is UP 

If the following output appears in a trace file, it indicates an incorrect configuration of an FS8600 

volume(s). 

[1396362434002770] kgnfsexecnfs3proc:3584: channel 0x516830a98 proc 19 completed 

erc 70 out->status 70 

[1396362434002893] kgnfscrechan:3010:  Failed to get root fsinfo 172.16.26.39 on 

filer 172.16.26.39 error 70 

[1396362434002907] kgnfsdeschan:3290: channel 0x516830a98 id 0 

[1396362434002932] kgnfsdeschan:3354: freeing channel 0x516830a98 id 0 flags 4 

[1396362434002948] kgnfscrechan:3087: warn path 172.16.26.39 filer 172.16.26.39 

erc 9 

[1396362434002960] kgnfs_crechan:3209: Direct NFS: Could not connect to filer 

172.16.26.39 

 

11.6 Issue from enabling FS8600 secure port on Oracle NFS storage 
If FS8600 volumes are configured for Oracle without selecting the Require Secure Port checkbox (see 

section 6, “Configuring FS8600”), the following message appears in the database alert.log when the 

database is started. The message indicates no connectivity issues with NFS. 

ALTER DATABASE   MOUNT 

Direct NFS: channel id [0] path [172.16.26.39] to filer [172.16.26.39] via local [] is UP 

Direct NFS: channel id [1] path [172.16.26.39] to filer [172.16.26.39] via local [] is UP 

Successful mount of redo thread 1, with mount id 3534563468 

Database mounted in Exclusive Mode 

Lost write protection disabled 

Completed: ALTER DATABASE   MOUNT 

Tue Apr 01 11:12:16 2014 

ALTER DATABASE OPEN 

LGWR: STARTING ARCH PROCESSES 

Tue Apr 01 11:12:16 2014 

ARC0 started with pid=23, OS id=24818 

ARC0: Archival started 

LGWR: STARTING ARCH PROCESSES COMPLETE 

ARC0: STARTING ARCH PROCESSES 
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If FS8600 volumes are configured for Oracle with the Require Secure Port checkbox selected (see section 

6, “Configuring FS8600”), the following NFS3ERR message appears in the database alert.log when the 

database is started. It indicates that dNFS has issues communicating with the NFS server. 

ALTER DATABASE   MOUNT 

Direct NFS: NFS3ERR 70 error encountered. path 172.16.26.39 mntport 5006 nfsport 2055 

Direct NFS: NFS3ERR 70 error encountered. path 172.16.26.39 mntport 5006 nfsport 2055 

Direct NFS: NFS3ERR 70 error encountered. path 172.16.26.39 mntport 5006 nfsport 2055 

Direct NFS: NFS3ERR 70 error encountered. path 172.16.26.39 mntport 5006 nfsport 2055 

Successful mount of redo thread 1, with mount id 3534580257 

Database mounted in Exclusive Mode 

Lost write protection disabled 

Completed: ALTER DATABASE   MOUNT 

Tue Apr 01 11:10:30 2014 

ALTER DATABASE OPEN 

Direct NFS: NFS3ERR 70 error encountered. path 172.16.26.39 mntport 5006 nfsport 2055 

Direct NFS: NFS3ERR 70 error encountered. path 172.16.26.39 mntport 5006 nfsport 2055 

Direct NFS: NFS3ERR 70 error encountered. path 172.16.26.39 mntport 5006 nfsport 2055 

Direct NFS: NFS3ERR 70 error encountered. path 172.16.26.39 mntport 5006 nfsport 2055 

Direct NFS: NFS3ERR 70 error encountered. path 172.16.26.39 mntport 5006 nfsport 2055 

Direct NFS: NFS3ERR 70 error encountered. path 172.16.26.39 mntport 5006 nfsport 2055 

Direct NFS: NFS3ERR 70 error encountered. path 172.16.26.39 mntport 5006 nfsport 2055 

Direct NFS: NFS3ERR 70 error encountered. path 172.16.26.39 mntport 5006 nfsport 2055 

Direct NFS: NFS3ERR 70 error encountered. path 172.16.26.39 mntport 5006 nfsport 2055 

Direct NFS: NFS3ERR 70 error encountered. path 172.16.26.39 mntport 5006 nfsport 2055 

LGWR: STARTING ARCH PROCESSES 

Tue Apr 01 11:10:30 2014 

ARC0 started with pid=23, OS id=24482 

ARC0: Archival started 

LGWR: STARTING ARCH PROCESSES COMPLETE 

ARC0: STARTING ARCH PROCESSES 

Direct NFS: NFS3ERR 70 error encountered. path 172.16.26.39 mntport 5006 nfsport 2055 

Direct NFS: NFS3ERR 70 error encountered. path 172.16.26.39 mntport 5006 nfsport 2055 

Direct NFS: NFS3ERR 70 error encountered. path 172.16.26.39 mntport 5006 nfsport 2055 

Direct NFS: NFS3ERR 70 error encountered. path 172.16.26.39 mntport 5006 nfsport 2055 

Direct NFS: NFS3ERR 70 error encountered. path 172.16.26.39 mntport 5006 nfsport 2055 

Direct NFS: NFS3ERR 70 error encountered. path 172.16.26.39 mntport 5006 nfsport 2055 

There are no corresponding ORA-<nnnnn> errors written to the alter.log for this error. If dNFS cannot 

communicate with the NFS storage devices, ODM's dynamic performance view v$dNFS_files and 

v$dNFS_channels will return no rows: 

SQL> select * from v$dNFS_files; 

 

no rows selected 

 

SQL> select * from v$dNFS_channels; 

 

no rows selected 
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12 Conclusion 
Since its inception, NAS has become a conventional storage solution that allows for less expensive 

connectivity, more agility, and more simple provisioning, as it combines both storage and file systems. 

Because NAS uses the native NFS kernel driver on the client, there could be an impact to performance. 

However, with the tight integration between the NFS client and the Oracle kernel with dNFS, Oracle 

optimizes the I/O access path to the NFS server and provides greater stability, better reliability and more 

scalable access to NFS storage devices than with the native kNFS client. 

Therefore, by coupling the Dell Compellent FS8600 and Oracle dNFS, a datacenter can provide a very 

robust, scalable and stable NFS solution environment for Oracle databases. The FS8600 and dNFS delivers 

the ability to quickly configure and manage an NFS environment for Oracle, which can be self-tuned and 

load balanced by Oracle over four optional network paths per NFS storage device. Performance is also 

improved by redirecting the NFS activity from the OS cache via the native kNFS client to the Oracle cache 

through the Oracle dNFS client. 
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A FS8600 CLI examples 

The following examples assume a session is connected to the CLI interface and demonstrates how a clone 

is created. 

 

Creating a new NFS export: 

CLI> NAS-volumes NFS-exports add Oracle_nfs_2 vol0 / -RequireSecurePort No -Krb5 

No -Krb5i No -Krb5p No 

 

Verify the creation of the NFS export: 

CLI> NAS-volumes NFS-exports list 

.---------------------------.-------------.------.---------.  

 | Export Name               | Volume Name | Path | Comment |  

 |---------------------------|-------------|------|---------|  

 |                           |             |      |         |  

 | Oracle_nfs                | vol0        | /    |         |  

 |---------------------------|-------------|------|---------|  

 | Oracle_nfs_1              | vol0        | /    |         |  

 |---------------------------|-------------|------|---------|  

 | Oracle_nfs_2              | vol0        | /    |         |  

 '---------------------------'-------------'------'---------' 

 

Creating a manual Snapshot: 

CLI> NAS-volumes snapshots add vol0 Oracle_snap2 

 

Verifying the snapshot creation: 

CLI> NAS-volumes snapshots list vol0 

 .-------------.---------------.--------------------.  

 | Volume Name | Snapshot Name | Created At         |  

 |-------------|---------------|--------------------|  

 | vol0        | Oracle_snap1  | 05-May-14 14:21:43 |  

 |-------------|---------------|--------------------|  

 | vol0        | Oracle_snap2  | 05-May-14 14:22:30 |  

 |-------------|---------------|--------------------|  

 | vol0        | Vol0_snap0    | 09-Apr-14 09:37:08 |  

 '-------------'---------------'--------------------'  
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Creating a volume clone: 

CLI> NAS-volumes clone volume vol0_oracle2 vol0 Oracle_snap2 

Verifying the creation of a volume clone: 

CLI> NAS-volumes list clones 

.--------------------.------------------.--------------------.--------------------------.  

| Cloned Volume Name | Base Volume Name | Base Snapshot Name | Base Volume Space Status |  

|--------------------|------------------|--------------------|--------------------------|  

| vol0_clone         | vol0             | Vol0_snap0         | OK                       |  

|--------------------|------------------|--------------------|--------------------------|  

| vol0_oracle1       | vol0             | Oracle_snap2       | OK                       |  

|--------------------|------------------|--------------------|--------------------------|  

| vol0_oracle2       | vol0             | Oracle_snap2       | OK                       |  

|--------------------|------------------|--------------------|--------------------------| 
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B Additional resources 

Dell Compellent Copilot (support@compellent.com, 1-866-EZSTORE (1-866-397-8673) is committed and 

focused on Compellent support needs 24 x 7, every day of the year. Dell Compellent responds to emails 

during normal business hours. 

Referenced or recommended Dell Compellent publications on Dell TechCenter 

 Dell Compellent FS8600 

http://en.community.dell.com/techcenter/storage/w/wiki/4135.dell-compellent-fs8600.aspx  

 Dell Compellent FluidFS v3 (FS8600) Networking Best Practices  

http://en.community.dell.com/techcenter/extras/m/white_papers/20437940.aspx  

 

Support.dell.com is focused on meeting customer needs with proven services and support. 

DellTechCenter.com is an IT community that facilitates communication between Dell customers and Dell 

employees for the purpose of sharing knowledge, best practices and information about Dell products and 

installations. 

Referenced or recommended Oracle publications on http://support.oracle.com/ and 

http://docs.oracle.com/: 

 Mount Options for Oracle files when used with NFS on NAS devices (Doc ID 359515.1) 

 Step by Step - Configure Direct NFS Client (dNFS) on Linux (11g) (Doc ID 762374.1) 

 How To Verify If dNFS Is Enabled (“ON”) Or Disabled (“OFF”) Before The Database Instance Is Started 

In 11.2 Release? (Doc ID 1551909.1) 

 How to Setup Direct NFS client multipaths in same subnet (Doc ID 822481.1) 

 How to configure ASM on top of dNFS disks in 11gR2 (Doc ID 1570073.1) 

 RMAN backup and EXPDP export fail to a NFS mount with "Linux-x86_64 Error: 12: Cannot allocate 

memory" after installing Exadata 11.2.3.2.1 image (Doc ID 1532488.1) 

 Oracle Database, Installation Guide, 12c Release 1 (12.1) for Linux, E17720-18 

http://docs.oracle.com/cd/E16655_01/install.121/e17720.pdf 

 

Oracle support notes: 

 Step by Step - Configure Direct NFS Client (dNFS) on Linux (11g) (Doc ID 762374.1) 

 Mount Options for Oracle files when used with NFS on NAS devices (Doc ID 359515.1) 

 How to configure ASM on top of dNFS disks in 11gR2 (Doc ID 1570073.1) 

 RMAN backup and EXPDP export fail to a NFS mount with "Linux-x86_64 Error: 12: Cannot allocate 

memory" after installing Exadata 11.2.3.2.1 image (Doc ID 1532488.1) 

 How To Verify If dNFS Is Enabled (“ON”) Or Disabled (“OFF”) Before The Database Instance Is Started 

In 11.2 Release? (Doc ID 1551909.1) 

 How to Setup Direct NFS client multipaths in same subnet (Doc ID 822481.1) 

 

http://en.community.dell.com/techcenter/storage/w/wiki/5018.compellent-technical-content.aspx
http://en.community.dell.com/techcenter/storage/w/wiki/4135.dell-compellent-fs8600.aspx
http://en.community.dell.com/techcenter/extras/m/white_papers/20437940.aspx
Support.dell.com
DellTechCenter.com
http://support.oracle.com/
http://docs.oracle.com/
http://docs.oracle.com/cd/E16655_01/install.121/e17720.pdf
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Other publications: 

 Don Domingo, Laura Bailey, Performance Tuning Guide, Optimizing subsystem throughput in Red 

Hat Enterprise Linux 6, Edition 4.0, Red Hat Enterprise Linux 6, 2011, RedHat Customer Portal, 

https://access.redhat.com/site/documentation/en-US/Red_Hat_Enterprise_Linux/6/html-

single/Performance_Tuning_Guide/index.html (April 2014) 

 The editorial team, How can I change the TCP/IP tuning parameters?, 

http://magazine.redhat.com/2007/01/25/how-can-i-change-the-tcpip-tuning-parameters, (April 

2014) 

 Performance Tuning Guide, Red Hat Enterprise Linux, Red Hat, Inc, 2004, 

http://www.eslim.co.kr/pds/pds/2/5/RHEL_Tuning_Guide.pdf (April 2014) 

 

https://access.redhat.com/site/documentation/en-US/Red_Hat_Enterprise_Linux/6/html-single/Performance_Tuning_Guide/index.html
https://access.redhat.com/site/documentation/en-US/Red_Hat_Enterprise_Linux/6/html-single/Performance_Tuning_Guide/index.html
http://magazine.redhat.com/2007/01/25/how-can-i-change-the-tcpip-tuning-parameters
http://www.eslim.co.kr/pds/pds/2/5/RHEL_Tuning_Guide.pdf
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