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Abstract

This white paper details Dell AlOps, the cloud-based AlOps proactive
monitoring and predictive analytics application for Dell systems. It
describes how it uses machine learning and other algorithms,
notifications, and recommendations to help you optimize compute,
storage, hypercoverged infrastructure, data protection, and network
health, performance, and capacity.
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Executive summary

Executive summary

Overview With our busy dalily lives, it is important to find easier and faster ways to manage IT
infrastructure. With Dell AlOps, Dell Technologies seeks to simplify the user experience
when it comes to proactively monitoring and providing helpful insights about their Dell
environment.

Dell AlOps provides a single web-based locationf or moni t oring and analy
portfolio of infrastructure systems which, according to user surveys, yields significant
outcomes:

1 2xto 10x faster time to resolution of issues?
1 One workday saved per week on average?

This white paper describes the Dell AlOps features that are available in a consolidated
user interface through any HTML5 browser. Users can also access Dell AlIOps on their
iOS or Android mobile device.

As a Software-as-a-Service solution, Dell AlIOps delivers frequent, dynamic, nondisruptive
content updates for the user. Dell AlOps is built in a secure multitenant platform to ensure
that each customer tenant is properly isolated and secure from other customers.

Audience This white paper is intended for Dell Technologies customers, partners, and employees
who are interested in understanding Dell AlOps features and how to monitor the following
Dell systems:

1 APEX Block Storage for Public Cloud

Dell Cloud Platform for Microsoft Azure

Dell Cloud Platform for Red Hat OpenShift
APEX File Storage for Public Cloud

Connectrix

PowerEdge

PowerFlex

PowerMax (including VMAX)

PowerProtect Data Manager (Cyber Resilience)
PowerProtect DD series appliances (including DDVE)
PowerScale (including Isilon)

PowerStore

PowerSwitch

=A =4 =4 =4 -4 -4 -4 -4 -4 -4 -4 - -

PowerVault

1 Based on a CloudIQ User Survey, conducted by Dell Technologies, May-June 2021
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1 SC Series
1 Unity XT family (including Dell Unity and Unity XT)
1 VxRall
1 XtremlO
Revisions
Date Par_t _number/ Description
revision
December 2016 o} Initial release
August 2017 o} Updated with additional functionality
June 2019 o} Updated with support for PowerMax/VMAX, SC Series,
XtremlO, Connectrix, and VMware
June 2020 H15691 Updated with support for PowerStore, PowerScale, Isilon,
PowerVault, and Converged Systems
November 2020 H15691.1 1 Updated to reference support.dell.com and
cloudig.dell.com
1 Updated with details on enabling Dell Trusted
Advisors and Partners
1 Updated with Lifecycle Management for Converged
Systems
May 2021 H15691.2 1 Updated with support for PowerProtect DD and
PowerProtect Data Manager
1 Updated with support for VxRail
1 Updated with support for custom tags and custom
reports
July 2021 H15691.3 Updated with support for APEX Offerings
1 Updated with Cybersecurity
January 2022 H15691.4 9 Updated with support for PowerFlex, PowerEdge, and
PowerSwitch
1 Updated with support for Webhooks
January 2022 H15691.5 Updated template
July 2022 H15691.6 Updated with REST API

Updated with Virtualization View
Updated with VxRail multisystem update
Updated with support for secure connect gateway

Updated with Cybersecurity support for PowerEdge and
templates

Updated with support for PowerProtect DD performance
Updated with support for PowerSwitch performance
Deprecated Hosts from Inventory tab

Deprecated Metrics Browser

Updated with Report Browser metrics per device type
Updated with Connectrix Optics support

Converted Advanced role to DevOps
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Date

Part number/
revision

Description

January 2023

H15691.7

New navigation menu and consolidated multisystem
views

Dell Security Advisories in cybersecurity

Component level tagging

VMware support under Virtualization

PowerStore appliance, volume group, and volume details
PowerScale node and quota details

Powered off VMs in Reclaimable Storage

Performance Impacts for PowerScale

Subscribed and physical capacity views for APEX Data
Storage Services

Performance forecasting for Unity
Updated Connectivity View

PowerProtect DD capacity forecasting and custom
reports

PowerProtect DD and PowerProtect DM system updates

VxRail modified Inventory View and additional
performance metrics

July 2023

H15691.8

Updated:

1 Terminology table (Observability Collector and
SupportAssist definitions)

1 Connectrix and PowerSwitch details (Introduction
section)

9 Administration (Collectors section)

October 2023

H15691.9

Port performance metrics for PowerSwitch

Performance forecasting for Dell Unity XT and
PowerEdge

Anomaly charts in custom reporting

Support for PowerFlex hosts and alerts

PowerEdge maintenance and firmware update actions
PowerEdge Dell Security Advisories

Home Page customization

Single sign-on for AlOps Infrastructure Observability
Carbon footprint analysis

Service Requests

VxBlock health score for storage

Licenses and entitlements
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Date

Part number/
revision

Description

August 2024

H15691.10

Rebrand to APEX AlOps Infrastructure Observability

Add support for APEX Block Storage for Public Cloud,
APEX File Storage for Public Cloud, APEX Hybrid Cloud
Services, and APEX Private Cloud Services, APEX Cloud
Platform for Microsoft Azure, and APEX Cloud Platform
for Red Hat OpenShift

Removed references to APEX Data Storage Services
Knowledge Base Articles

Cybersecurity support for PowerProtect DD
Ransomware Incidents

Webhooks for Cybersecurity

VxBlock Cl Code Compare

Server Compliance Reports

Job scheduling for PowerEdge firmware updates
Updated available metrics in Report Browser

PowerVault supports Data Protection category in health
score

More file system details for PowerStore

Support for PowerSwitch systems running SONiIC
More support in mobile app

Carbon Footprint support for PowerScale systems
Updated custom report wizard

Remove references to Secure Remote Services
Pools status added on PowerFlex Capacity page
Support for SSO Groups

Support for Dell XC Appliances

October 2025

H15691.11

Rebranded to Dell AlOps
Removed converged systems/VxBlock

All updates added from June 2024 through September
2025

January 2026

H15691.12

Removed Application Observability

We value your Dell Technologies and the authors of this document welcome your feedback on this
feedback document. Contact the Dell Technologies team by email.

Author: Jackie Rosenberger

Contributors:
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Executive summary

Terminology The following table provides definitions for some of the terms that are used in this
document.
Table 1. Terminology
Term Definition

DD System Manager

The graphical management interface for PowerProtect DD
systems. Connectivity to Dell AlOps is established in the
Maintenance section of DD System Manager using secure
connect gateway.

Dell AlOps Collector

A small virtual machine distributed as a vApp that enables
collection of VMware, Connectrix, and PowerSwitch data. The
Collector retrieves information from the target objects (vCenter
or switches) and sends the collected data back to Dell AlIOps
using secure connect gateway. For VMware, the Collector
communicates to vCenter using the VMware API and requires
a user with read-only privileges. For Connectrix and
PowerSwitch devices, the Collector communicates to the
individual switches using REST API and uses a nonprivileged
user. A single Collector can be used for VMware, Connectrix,
and PowerSwitch.

Dell Connectivity Client
(DCC)

A lightweight software module embedded in Dell PowerEdge
servers via iDRAC enabling secure, bidirectional connectivity
between customer infrastructure and Dell Technologies. It
collects telemetry data such as configuration, alerts, metrics,
and logs to support proactive service, automated support case
creation, and integration with Dell AlOps.

OpenManage Enterprise
(OME)

Management console for PowerEdge servers. The CloudIQ
Plugin and Embedded Service Enabler are required to collect
and send telemetry back to Dell AlOps.

PowerFlex Manager

The graphical management interface for PowerFlex systems. It
automates deployment, monitoring, and lifecycle operations for
hyperconverged systems, block and file storage systems,
PowerFlex file services, PowerFlex appliances, PowerFlex
rack, and public cloud environments.

PowerStore Manager

The graphical management interface for PowerStore storage
systems. Connectivity to Dell AlOps is established in the
Settings section of PowerStore Manager using Embedded
Service Enabler or external Support Connect Gateway.

PowerVault Manager

The graphical management interface for PowerVault storage
systems. Connectivity to Dell AlOps is established in the
Settings section of PowerVault Manager using SupportAssist.

Secure Connect Gateway

Remote connectivity technology replacing Secure Remote
Services and SupportAssist Enterprise. It allows Dell devices to
securely transfer files such as logs and system telemetry to
Dell Support and Dell AlOps. It can exist as a centralized
stand-alone server, or it can be deployed within management
platforms as Embedded Service Enabler.

Unisphere

The graphical management interface built into Dell storage
systems for configuring, provisioning, and managing the
syst ems o6 f &rity XiTfamidy, andPPowerMax/VMAX
systems, Unisphere connects to Dell AIOps using secure
connect gateway; for SC Series, it connects using
SupportAssist.
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Term Definition

VxRail Manager A plug-in for VMware vCenter that enables users to manage
VxRail clusters including life-cycle management and the
hardware platform. Connectivity to secure connect gateway
and Dell AlOps is established under the Support tab in VxRail
Manager.

Web Ul The graphical management interface for XtremlO storage
arrays. Web Ul is part of XtremlO Management Server (XMS)
which connects to Dell AIOps using secure connect gateway.

10 Dell AlOps: A Detailed Review
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Dell AlOps overview

Introduction Dell AlOps is a cloud-based AlOps application that enables simple and proactive
monitoring and troubleshooting of your Dell IT infrastructure, including integration with
VMware. It leverages machine learning to proactively monitor and measure the overall
health of servers, storage, hyperconverged infrastructure, data protection, and network
devices through intelligent, comprehensive, and predictive analytics. Dell AlOps is
available at no additional charge for products with a valid ProSupport (or higher) contract.
Dell AlOps is hosted on Dell Private Cloud, which is highly available, fault-tolerant, and
guarantees a 4-hour Disaster Recovery SLO.

Dell AlOps provides each customer with an independent, secure portal and ensures that

customers are only able to see their own environment. Each user can only see those

systems in Dell AlOps which are partofthatus er 6 s site access as defi
Center. Customers register their systems with their Location ID. For SC Series and

PowerVault systems, a new location ID is created, named after the system ID, for each

system selected to be viewed in Dell AlOps.

The discussion below elaborates on the various features and functionality in Dell AlOps.
Some details vary by product type. For specific details about a product type and the latest
features, consult Online Help , which is updated with each new feature added into Dell

AIOps.
Key values of Reduce Risk i Dell AIOps makes daily IT administration tasks easier by helping you
Dell AlIOps identify potential vulnerabilities before they impact your environment. Leveraging a suite

of advanced analytics, Dell AlOps helps answer key questions IT Administrators deal with
regularly using features such as: Proactive Health Scores, Performance Impact Analysis
and Anomaly Detection, and Workload Contention Identification. It also identifies
cybersecurity configuration risks, applicable Dell Security Advisories, and potential
ransomware incidents.

Plan Ahead i Dell AlOps helps you stay ahead of business needs with short-term
Capacity Full Prediction, Capacity Anomaly Detection, and longer-term Capacity
Forecasting. Performance forecasting shows trends for key performance metrics and
provides indications when resources will become saturated. SAN optical failure
forecasting helps users plan ahead to replace failing components and avoid performance
degradation and outages. Energy consumption and carbon footprint calculations let users
meet theirorganizat i onds sustainability goal s.

Improve Productivity T Dell AIOps helps users improve the productivity of IT resources,
staffing, and equipment by:

1 Providing a single monitoring interface for Dell infrastructure for data centers
and edge locations including VMware visibility, and extending to Dell data
protection systems in public clouds

1 Sending notifications for health issue changes, job status changes,
cybersecurity risk notifications, and ransomware incidents

1 Supporting customizable reports that can be scheduled and shared

1 Enabling Dell and Dell partner Trusted Advisor access for added oversight

Dell AlOps: A Detailed Review 11
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Dell AlOps overview

91 Delivering immediate time-to-value with easy, web-based access and a mobile
app

1 Integrating with existing IT tools and processes with Webhooks and REST API

Dell AlOps Dell AlOps is available to all customers with the following Dell Technologies systems
requirements under a ProSupport or higher contract:
Type of data Product models Minimum code version
Cloud Block Storage for AWS (PowerFlex for AWS) N/A

File Storage for AWS (PowerScale for AWS)
Cloud Platform for Microsoft Azure
Cloud Platform for Red Hat OpenShift

Connectrix B-Series Connectrix Brocade FOS 8.2.1a and later, DS-
7710B
Connectrix MDS Series Connectrix Cisco NX-OS 8.2(2) and later,
except for NX-OS v8.3(1)
PowerEdge C Series, FC Series sleds and chassis, R Series, | OpenManage Enterprise
T Series, XE Series, XR and XR2 Series, FX 3.7 and later? 3

Modular chassis, MX Modular sleds and chassis,
M Modular compute sleds and chassis, VRTX
Series sleds and chassis, XC appliances

Dell Connectivity Client*

PowerFlex PowerFlex for AWS systems V 3.6.x and later
PowerFlex software and Ready-Nodes Zr?zivleartl:elrex Manager 3.7
PowerFlex Rack and PowerFlex Appliance

PowerMax/VMAX VMAX 10K, 20K, 40K, 100K, 200K, 400K, 250F, Unisphere 9.0.1.6 and
450F, 850F, 950F later®
PowerMax 2000, 8000, 2500, 8500

PowerProtect Data Manager - PowerProtect Data

Manager 19.1 and later
PowerProtect DD series (Cyber DD9910, DD9900, DD9410, DD9400, DD6900, DDOS 7.4.0.5 and later®
Resilience) DD3300, DD9800, bDD9500, DD9300, DD6800,

DD6300, DD7200, DD4500, DD4200, DD9410,
DD9910, Data Domain Virtual Edition (DDVE)

2 OpenManage Enterprise 3.9 or higher required for Cybersecurity support and modular chassis
support.

3 OpenManage Enterprise 3.10 or higher with CloudIQ Plugin 1.2 or higher required for
maintenance and firmware update operations.

4 Select 15th, 16th, and 17th Generation PowerEdge models. Requires iDRAC9 7.10.90.00 or
above or iDRAC10 1.20.50.50 or above.

5 Cybersecurity requirements: For host-based Unisphere, v9.2.1 or higher is required. For
embedded Unisphere, v9.2.1 or higher and operating system 5978.711.711 or higher are required.

6 DDOS v7.6 or higher is required for performance metrics.

12 Dell AlOps: A Detailed Review
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Type of data Product models Minimum code version
PowerScale/lsilon Gen 5, Gen 6, and Gen 6.5 OneFS 9.0.0.0 and later”
PowerStore PowerStore T and PowerStore Q PowerStoreOS
1.0.0.0.5.109 and later®
PowerSwitch N3248TE-ON, S3048-ON, S4048T, S4112F-ON, | 0S10 v10.5.3 and later®10
S4112T-ON, S4128F-ON, S4128T-ON, S4148F-
ON, S4148T-ON, S4148U, S5296F-ON, S5248F-
ON, S5232F-ON, S5224F-ON S5212F-ON,
S5448F-ON, 29100, Z9264F-ON, Z9332F-ON,
Z9432F-ON, Z9664F-ON, E3224F-ON
PowerSwitch N3248PXE-ON, N3248X-ON, N3248TE-ON, Enterprise SONIC 4.1.x
E3248P-ON, E3248PXE-ON, S5248F-ON, and later
S5296F-ON, S5448F-ON, S5232F-ON, S5224F-
ON, S5212F-ON, Z9664F-ON, Z9264F-ON,
Z9332F-ON, Z9432F-ON
PowerVault PowerVault ME4 Firmware GT280R004 and
PowerVault ME5 later for ME4
All versions of ME5S
SC Series SC All Flash and SC Hybrid 7.3 and later
Unity XT family XT, All Flash, Hybrid, and UnityVSA i Dell Unity OE 4.1 and later

Professional Edition

VMware - ESXi 5.5 and higher (some
metrics available at 6.0+)

VxRail - 4.5.215 or later, 4.7.001 or
later, or 7.0.000 or later

XtremIO X1 and X2 XMS 6.2.1 and later

Dell AlIOps data
collection

Details on configuring Dell infrastructure, Connectrix, and VMware for Dell AlOps are in
Appendix A: Enabling Dell AlOps at the system. After the Dell systems or Connectrix
switches have established a connection to Dell AlIOps, data is collected and available to
the user in the Dell AlOps user interface. Dell systems are connected through secure
connect gateway. PowerEdge systems connect via OpenManage Enterprise and the
CloudIQ plugin, or through Dell Connectivity Client (for supported systems). Dell AlOps
receives Connectrix, VMware, and PowerSwitch data through a local Dell AlIOps Collector
that sends the data through secure connect gateway to Dell AlOps.

The frequency with which data is updated in Dell AlOps varies based on the type of
information and the type of system. The following table shows the types of data and how

7 PowerScale 9.4.0.0 or later required for performance impact detection. Monitoring PowerScale
backend switches is not supported.

8 Cybersecurity requirements: PowerStoreOS 2.0 or higher.
9 0S10 v10.5.3.2 or later required for error, utilization, and CPU utilization metrics.

10 0S10 v10.5.4 or later is required for memory utilization metrics.

Dell AlOps: A Detailed Review
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Dell AlOps overview

often Dell AlOps updates this information for Unity XT family systems; collection for other
systems is comparable:

Type of data Sample update frequency
Alerts 5 minutes

Performance 5 minutes

Capacity? 1 hour

Configuration 1 hour

Data Collection2 Daily

Dell AIOps maintains up to 2 years of historical data for monitored systems. The details of
the data retention are as follows:

Alerts: 2 years

Configuration: 2 years at hourly intervals

5 min interval Hourly interval Daily interval
System level 100 days 2 years 2 years
Object level 22 days 90 days 2 years

Dell AlIOps Dell AlOps makes it faster and easier to analyze and identify issues accurately and
features intelligently, by delivering:

1 Centralized monitoring of performance, capacity, system components,
configuration, data protection, and carbon footprint. Dell AlOps also provides
details about components of Dell storage systems, IP and SAN switches,
servers, hyperconverged systems, and data protection appliances, as well as
VMware environments.

91 Predictive analytics that enable intelligent planning and optimization of capacity
and performance utilization.

1 Proactive Health Scores for monitored storage systems, servers,
hyperconverged systems, data protection appliances, and network devices. Dell
AlOps identifies potential issues in the infrastructure and offers practical
recommendations based on best practices and risk management.

1 The Cybersecurity feature, which monitors and implements security
assessments for Dell systems by comparing configurations to a set of security-
related evaluation criteria, notifying users of security misconfigurations.
Identification of applicable Dell Security Advisories and associated Common
Vulnerability and Exposures (CVESs). Cybersecurity ransomware incidents

11 Connectrix, VMware, and PowerStore collect at 5-minute intervals.

2pai |l y nballo.l I ecti on

14 Dell AlOps: A Detailed Review
A Proactive Monitoring and Analytics Application for the Dell Environment



Dell AlOps overview

detect potential ransomware attacks by learning the expected behavior of
reducible data and identifying unexpected anomalies.

1 The Multisystem update feature, implemented for VxRail and PowerEdge (see
Appendix E: PowerEdge Supported Features by Connection Type), allowing
users to perform update pre-checks, code downloads, and system updates from
Dell AlOps.

Centralized monitoring

Dell AlIOps enables you to improve your system health by providing instant insight into
your Dell IT environment without the maintenance of installed software. The Home Page
summarizes key aspects of the environment so that users can quickly see what needs to
be addressed and provides hyperlinks to easily open more detailed views. Some
examples of these summaries include Proactive Health Scores, Capacity Predictions,
Performance Anomaly and Impact Detection, and Reclaimable Storage. These features
and others are discussed in detail below.

Predictive analytics

Dell AlOps advanced predictive analytics differentiate it from other monitoring and
reporting tools.

Performance anomaly and impact detection

Using machine learning and analytics, Dell AlOps identifies performance anomalies
(supported across all storage platforms, networking devices, and PowerEdge servers). It
compares current performance metrics with historical values to determine when the
current values deviate outside of normal ranges. This feature provides timely information
about the risk level of the storage systems with insights into conditions and anomalies
affecting performance.

Besides detecting performance anomalies, Dell AlOps goes one step further and identifies
performance impacts (supported for PowerMax or VMAX, PowerStore, VxRail, Unity XT
family, PowerScale, and PowerFlex systems). Dell AlIOps analyzes increases in latency
against other metrics such as IOPS and bandwidth to determine if an increase in latency
is caused by a change in workload characteristics or competing resources. In the case
where an impact is identified, Dell AlOps also identifies the most likely storage objects
causing the workload contention. By differentiating between changes in workload
characteristics and workload contention, Dell AIOps enables users to narrow the focus of
troubleshooting on when actual impacts to performance may have occurred.

Capacity trending and predictions

Dell AlOps provides historical trending and both short- and longer-term future predictions
to provide intelligent insight into how capacity is being used, and what future needs may
arise.

1 Short-term Capacity Full Prediction: Dell AIOps uses a daily analysis of capacity
usage to help users avoid short-term data unavailability events by starting to
predict, within a quarter, when capacity is expected to reach full.

1 Capacity Anomaly Detection: Dell AlIOps uses an hourly analysis of capacity
usage to identify a sudden surge of capacity utilization that could result in data
unavailability. This anomaly detection helps to avoid the 2:00am phone call

Dell AlOps: A Detailed Review
A Proactive Monitoring and Analytics Application for the Dell Environment
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resulting from a sudden capacity utilization spike due to a potentially runaway
guery or rogue actor in the environment.

1 Longer-term Capacity Forecasting: Dell AlOps helps users more intelligently
project capacity utilization so that they can plan future capacity requirements
and budget accordingly.

Proactive Health Score

The Proactive Health Score is another key differentiator for Dell AlOps, relative to other
monitoring and reporting tools. Dell AlOps proactively monitors the critical areas of each
system to quickly identify potential issues and provide recommended remediation
solutions. The Health Score is a number ranging from 100 to 0, with 100 being a perfect
Health Score.

The Health Score is based on the five categories shown in the following table. Some
examples of how Proactive Health mitigates risk are:

Category Sample Health Issues

E Components Physical components with issues: for example, faulty
cables and fans

E] Configuration Non-HA host connections

- . Pools or clusters that are oversubscribed and reaching full

- Capacity .
capacity

m Performance Storage groups not meeting their SLO

v Data Native replication and snapshot schedules are not being

Protection met

Cybersecurity

Cybersecurity is a set of features in Dell AlOps that identifies potential security violations.
System configurations are continuously monitored and compared to a configurable
evaluation plan at which point a risk level is assigned to each system. Users can quickly
get a visual representation of system security risks by seeing the identified
misconfigurations and can address security violations using the recommended
remediations. Dell Security Advisories and associated Common Vulnerabilities and
Exposures (CVESs) are reported against any applicable systems. This provides users with
a notification of the vulnerability and an in-context link to the associated knowledge base
article for remediation. Cybersecurity ransomware incidents identify potential ransomware
attacks in near real-time. By learning the expected behavior of reducible data, Dell AlOps
can identify anomalies in this behavior that provide indications of possible encryption
attacks.

Multisystem updates

The multisystem update feature pertains to VxRail clusters and PowerEdge servers.
Users can initiate VxRail cluster update pre-checks, software downloads, and system
updates (separately licensed) from the Dell AlOps Ul. Users can also initiate PowerEdge
firmware updates across their server fleet for servers connected through OpenManage

16 Dell AlOps: A Detailed Review
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Enterprise or Dell Connectivity Client (see Appendix E: PowerEdge Supported Features
by Connection Type). This feature provides more operational efficiency while maintaining
security and consistency.

This section discusses the layout of the user interface.

Navigation pane

The left navigation bar is designed to provide clear visibility into Dell AlIOps functionality to
streamline access to information. The top-level menu selections are task-oriented,
directing the user to the appropriate section of the user interface to access the necessary
information.

{1 Home

] Monitor v
E Manage w
{% Optimize e
[&] Reports %
@ cCybersecurity v
&y Admin v

The navigation bar consists of the following selections:

Home 1 Access the home page that provides high-level summary information and some
detailed information about various key aspects of the environment, allowing users to
quickly identify potential risks. This information includes the Proactive Health Score,
predictions for when pools and clusters will reach full capacity, and system performance
impacts.

Monitor -i On the Infrastructure page under Monitor, users can view the multisystem
pages for Storage, Networking, Hyperconverged, Server, and Data Protection. A drop-
down menu allows the user to switch between Health, Inventory, Capacity and
Performance. A second menu allows the user to select the category of systems to view.

1 Health i Shows the proactive health scores across the environment.
1 Inventory i Shows the system code version, location, site, and contract status.

1 Capacity i Includes the usable, used, and free capacity metrics. For switches,
capacity is displayed in terms of ports.

1 Performance i Shows system level performance KPIs for all systems and
switches.

Dell AlOps: A Detailed Review
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Note: Items in gray indicate that the selected product type or category is not applicable.

The Virtualization View provides users with a more traditional VMware tree-style
navigation similar to what administrators are familiar with in vCenter. The Virtualization
view supports VxRail, storage, and PowerEdge based virtual machines.

The Carbon Footprint page provides insights on energy and carbon emissions at the
system and workload level. This includes reporting on both year to date and forecast
metrics.

The Service Requests page provides a status of open service requests applicable to the
systems monitored by Dell AlOps.

There are also views to see aggregated lists of all pools, health issues, and alerts.

Manage i View available system updates for storage, networking, HCI, and data
protection. Perform VxRail update pre-checks, software downloads, cluster updates
(separately licensed), and PowerEdge firmware updates.

Optimize T Access the Reclaimable Storage listing and relevant knowledge base articles
for systems.

Reports 1 Create, view, and manage custom reports. Reports can consist of tables, line
charts, and anomaly charts. They can be exported on demand or scheduled and emailed
to a specified list of recipients.

Cybersecurity T View security system risk details, misconfiguration issues, active and
resolved security issues, and configure security evaluation policies for cybersecurity-
enabled systems. View applicable security advisories. Configure and view cybersecurity
ransomware incidents for supported platforms.

Admin T Includes links to various administrative tasks.

The Identity Management section allows Dell AIOps administrators to set access controls
for standard Dell AlOps users and initiate the single sign-on process federating Dell

AlOpswi t h the customerds |l dentity Provider

The Settings menu is used to configure access for User Community and Customer
Support and email notification settings. The Settings section also allows users to set filters
on which systems they want to see in both the Dell AlIOps user interface and the mobile

app.

The Customization section allows users to temporarily pause connectivity health checks
for hosts connected to Unity XT family and SC Series systems and capacity health checks
for Unity XT file systems.

The Integrations section provides access to Webhooks and REST API settings, allowing
users with the DevOps role to configure Webhooks and obtain an authorization key to
access the Dell AIOps REST API.

The Licenses page shows system license and entitlement details including entitlement
type and expiration date for PowerFlex systems, and PowerScale virtual edition.

Dell AlOps: A Detailed Review
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The Connectivity page shows the connectivity status of all Dell AIOps capable systems
and allows users to onboard SC Series, and PowerVault systems.

The Collectors section is where users can download the Dell AIOps Collector for VMware,
Connectrix, and PowerSwitch and see the status of all installed Collectors.

The Jobs page shows the status of VxRail and PowerEdge tasks initiated from Dell
AlOps.

The HCI Settings page allows users to enable access controls and enter credentials to
vCenter for system updates.

The Audit Log page displays a list of operations performed by Dell AlIOps users.

The Tags page allows users to manage tags to assign custom meta data to systems and
components.

Global Search

The Global Search feature helps users quickly find Systems, Hosts, Pools, Storage
Resource Pools, Storage Groups, LUNs/Volumes, File Systems, Virtual Machines,
Collectors, and MTrees/Storage Units. Users can specify a few keywords and get a
summarized list of top matches. From there, users can select an item to access its details
or go to an expanded view with all matches.

Q

AlOps Assistant

Chat with the GenAl-powered AlOps Assistant using natural language input to get
answers to questions about product support, general product information, and specific
information on systems in the userds environme

Q ¢ O 2 & &

=
(]

[F]
T=

istant

45}
[iF}

Type a question to search through all available documentation and telemetry, or use a

Powers option to focus responses on a specific informational area. By default, the

Updates and Health Powers are available in the Powers section of the left-hand

navigaton.Us e t he Health Power to ask questions 1|iKk
heal th score?d and getlinrmatipndoa deplayingRipdatesyliket o

AWhich Power Store systems BbAnswerstogquestianscamded upd
include details aboutt he systems Dell Al Ops moniTtthers in tt
AlOps Assistant can provide information on specific systems as well. Typing the @

symbol, then the first three letters of a system name, pops up a list of matching systems in

the environment. Users can select the preferred system from the list to include it in

Dell AlOps: A Detailed Review 19
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Dell AlOps overview

gueries. Clicking the Explore Powers option opens the full list of powers, where additional

Powers can be selected to add them to the left-hand list.

The AlIOps Assistant Update Power can make recommendations for system updates to
assist users in deciding when to apply updates. Note that as of October 2025, update
recommendations are available for PowerStore only. Update recommendations for other

AlOps Assistant

@ NEWCHAT a

Powers (e
L\ Alerts
&4 Anomaly Detection
@ Capacity Forecast
[l bocumentation
& Updates
% Explore Powers
Recent(10/10)
PowerStore Protection P... -+
Powerscale Failed Drive ... -+
PowerProtect DD Garba.. «+
Carbon Footprint - Top5 ..

Connectrix Switches wit.. «

PowerEdge Memory Add... =+
Storage Systems with Hi.. «

PowerStore System Upg... -+

@ Help

< Back

Powers

Powers are customized agents in the Assistant that help you tackle repetitive tasks or get focused responses on specific topics,

L Alerts

Examine the specifics of system
alerts. Investigate root causes.
Understand potential impacts. Get

recommendations for resolutions.

' Data Protection

Ask about data security and
protection policies’ status. Analyze
compliance with your data

governance requirements

Betafelease) Questions about your infrastructure are in Beta, Consider checking answers before implementing changes.

4 Anomaly Detection

Identify any deviations from your
systems’ normal operational
behavior. Diagnose underlying issues.

Prevent future occurrences.

) Documentation

Ask questions and instantly get
answers extracted from Dells product
documentation. Static documents
become an interactive

troubleshooting partner.

&l Capacity Forecast

Plan for future growth. Prevent
resource shortages. |dentify systems
approaching their limits. Get data-

driven forecasts.

] Health

Gain a holistic view of your systems'
operational well-being. Ask about
specific health scores and
understand the factors affecting

system stability.

0/1000

o

® X

CLOSE

systems are on the Dell AlOps roadmap.
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The AlIOps Assistant can display results in text, chart, graph, or table format. Refer to the
following example which shows a query requesting results in table format:

Show me a table with my top 5 network systems with the greatest port congestion.

* | was able to find results for your question using the Port Group table.

Port Group Name System System Type Speed Bandwidth ... Port Speed (MB) Bandwidth Left (MB)
Test1 123456789012 VMAX 98.1 8192.0 1920
Test 2 RRRARRRRARRY VMAX 1.7 4,096.0 4,046.0
Systemn_ABC 222222222222 VMAX 17 4,096.0 4,046.0
Test_Test 121212121212 VMAX 0.5 4,096.0 4,096.0
Acme_Labs 000000000000 VMAX 05 4096.0 4096.0

Q Tip: Click the NEW CHAT button to ask questions about a different topic. Using the same chat history to ask questions about multiple topics will confuse the AlOps Assistant
model and lead to incorrect answers.

U

Store up to 10 chats in the AlOps Assistant chat history. These chats can be renamed, or
deleted to make room for new chats. Share chats by downloading any individual chat in
PDF format or by emailing it to up to 10 recipients.

Check the Wh a tNéve dismissible informational banner for details of new enhancements
for the AIOps Assistant.
Feedback and Dell Support

Selecting the comment icon allows the user to submit feedback to the Dell AIOps product
team or open the Dell Support website.

L ]
Q « 8 =2 @® A
Feedback

Dell Support

Dell AlOps: A Detailed Review
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Jobs

The Jobs icon opens a window showing recent jobs, their status, and a link to the Jobs
page.

Q & 0O 82 @ &

Recent Jobs (10)
'ﬂ' Device Action success (1 system )
Device Action success (1 system )

Device Action success (1 system )

[

Device Action success (1 system )

Device Action success (1 system )

L

OO0 000000

Device Action running ( 1 system )
Device Action running (1 system )
Device Action failed ( 1 system )
Device Action failed ( 1 system )

Update ( 1 system )

View Jobs

Hel p and Wh abelbAOpNew i n

Dell AlOps is updated frequently to deliver helpful new content to users. Use the Dell
AlOps Simulator (https://aiops.dell.com/simulator) to view the latest features which may
not be documented in this paper.

View a list of new features by clicking the icon on the top menu bar.

Q ¢« O 2 @ &
Help with Home

Help

What's New.
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https://aiops.dell.com/simulator

Home page

The AWhat balAlQmsev Wwinn d o v8, shopipgeexent changes and

enhancements. Clicking View All Enhancements displays a historical list of all Dell

AlOps updates. The most recent information is presented first, and users can scroll down

the list to see the monthly evolution of Dell AlIOps since its introduction. To turn off this

display, slide the toggle buttontoDonét show again until the next

If users have access to multiple sites, they change to a different site by clicking the
expand arrow next to the company name in the middle of the banner and selecting a
different company.

Home page

The Home page provides a consolidated view of the Dell environment. This page is the

highest-level summary of the environment providing users with a roll-up of the key factors

to understand the overall health and operation of the IT infrastructure. The tiles on the

home page can be reorganized t &dit®askbbarduser 6s pr
button. Users can also select Reset to Default to revert to the default home page layout.

Dell AlOps Q ¢ 0= 8
¢} Home Connectivity to Dell AlOps: Contract Expiration Collectors - a
f Montor . @6 294 o3 27 5 3
Lost Connection Connectsd Expired Within a Martth i lesues Updstes Aualable
B Manage
& Opmize ) L
Customize your Health Change Notification Settings. v
Reports pact range. Click ‘60 T0 SETTINGS' to fiter
‘natifications as needed. For \ple, setting the slider to "Poor i i i 1o Fair i i
@ Cpbersecurty messzges for both poormpact and fipet noidencs
R
& Admin ~ pr—) - oos 109)
EDIT DASHBOARD v
# System Health Al Deices 278) - @ Cybersecurity Risks 108 Systems
High
GOTO CYBERSECURITY
Capacity -40 @ Entitlement Expiration
e storage pel Test Dev_Posi i ful and
rs—
o1 1 1
Epied  Winndes  Witin 90 days
GOTOSYSTEMHEALTH GOTO ENTITLEMENTS AND SYSTEM LICENSES
& Capacity Approaching Full Al - 7 System Alerts Last 28hours
L a1 A v 0126 6 125
Grties e virming
G0TOALERTS
This pool is at risk of running out
«of space within S hours
8 Reclaimable Storage
ction 554
| I
P T0mB (Y
Wi Performance Impacts 6 systems with performance impacts - .
v g |77
7.61TB(7.6%)
"<t g LatencyLast 24 hours) °
2 - e Lt v
. GO TO RECLAIMABLE STORAGE
1
ot = Systems Needing Updates
! u 0 35 92
o s Urgent__ Recommended
.
W Latency Historic Seasonality ~ Anomaly Performance Impact e N
System Code
. e I

Dell AlOps: A Detailed Review 23
A Proactive Monitoring and Analytics Application for the Dell Environment



24

Home page

Three tiles appear along the top of the Home page:

Connectivity to Dell AlOps Contract Expiration Collectors e

Q6 294 03 27 5 3

with Issues Updates Available

Lost Connection Connected Expired Within a Month

Connectivity to Dell AlOps 1 Shows the connectivity status for all systems registered in
Dell AlOps and the Dell AlOps Collector. Systems are displayed in the following three
categories:

1 Install Base Issues : Dell AlOps cannot display due to Install Base configuration
issues.

1 Lost Connection : Systems that have lost connection and are no longer
sending data to Dell AlOps.

1 Connected : Systems that are successfully sending data to Dell AlOps.

Selecting each category redirects the user to the Connectivity Page and displays a filtered
list of systems and collectors corresponding to that connectivity status.

Contract Expiration i Shows the number of systems with contracts that:
1 Expired
1 Expire within a month
1 Expire within a quarter

The user can select the number to open a window with the list of systems meeting the
expiration criteria. Systems whose contracts have expired will be removed from other
standard Dell AlOps views.

Collectors 1 Displays the number of Dell AlOps Collectors that have:
1 Issues that need to be resolved
1 Available Updates

The user can select the number in each category to view a filtered list of collectors from
the Collectors view.

Below the top three tiles, other informational tiles display.

Dell AlOps: A Detailed Review
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System Health i Categorizes all monitored products into three ranges of health scores:

1 Poor:0-70
1 Fair: 71-94
1 Good: 95-100
1 Unknown : List of systems whose health score cannot be calculated, potentially
indicating a connection issue.
Bd System Health All Devices (276) -

Poor Fair Good
10 of 110
[
Account Management 60 Top Health Issue
MES012 | CIQAPUT | Storage System
Security Office 60 l CapaCITy _40

PowerScale Cluster | ELMISLFAGEF789 | Storage

System

Production PowerSwitch East 60
$5296-0N | BZRDX001 | Networking System

GO TO SYSTEM HEALTH

The storage pool Test_Dev_Pool1" is full and
oversubscribed.

Selecting a rangeb6s number along the top
scores for that range, sorted from low to high. The chart is interactive, allowing the user to
select a system in the list to display its Top Health Issue in the right pane. This window
displays the most impactful issue affecting the health score. Selecting the system name
hyperlink directs the user to the Health Score tab of the systems details page. There is
also a menu that allows the user to filter this tile on the following product types:

=A =4 =4 =4 =4

Storage Systems
Networking Systems
HCI Systems

Data Protection Systems

Servers

Dell AlOps: A Detailed Review
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Home page

Capacity Approaching Full 1 Leverages predictive analytics to identify the storage
pools, clusters, file systems, appliances, and subscriptions running out of space. The
chart is interactive, allowing the user to select each object to display a trend line and
forecasting chart of the used capacity. The estimated time range until each entity reaches
full capacity is shown as:

1 Imminent (predicted to run out of space within 24 hrs.)

1 Ful

1 Within a week

T Within a month

1 Within a quarter

€ Capacity Approaching Full All -
© 8 Imminent 3 Full 5 withinaweek 37 Within a month 4 Within a quarter
Mame Date to Full &
Disaster Recovery_Pool2 Within 5 hours
UNITY 400 | FCNCH0972C32F2 | Pool . . . .
This poal is at risk of running

Account Management_Pool& Within 19 hours out of space within 5 hours .

MES012 | CIQAPUT | Pool

Camera Recording Data Pool  Within 6 hours
Security Office | ELMISLFAGEF783 | Poo

SPool2 Within 15 hours
PowerFlex software | S10LIC1122 | Pool v

A menu allows users to filter the tile based on object type: Appliances, File Systems,
Pools, Clusters, or Subscriptions.

The Imminent risk category is supported for Unity XT family, PowerFlex, PowerVault ME,
PowerMax/VMAX, PowerStore, PowerScale, and VxRail systems.

Selecting the object name hyperlink directs the user to the Capacity tab on the object
details page.

Performance Impacts 1 Supported for APEX Data Storage Services, PowerMax/VMAX,
PowerFlex, PowerScale, PowerStore, and Unity XT family systems, and VxRail. Utilizes
Dell AlOps analytics to identify when there are performance impacts on a system due to a
possible workload contention. It also identifies the existence of performance anomalies
where the current system workload is outside of expected boundaries based on historical
workloads. The chart is interactive, allowing the user to select an impacted system and
see the latency of that system over the last 24 hours in the right-hand pane. Both
performance impacts and performance anomalies are highlighted in the chart.

Clicking the system name hyperlink opens the Performance tab for the system details
page where the user can see more detailed performance information for the system.

Dell AlOps: A Detailed Review
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n

If no systems have performance impacts,t hen a green checkmarKk
performance i mpact was foundo displays i
il Performance ImpaC‘tS 6 systems with performance impacts
System Name mpacts & Latency (Last 24 hours)
Market Research 2 Sep 22 04:00 12-00
13ms

UNITY XT 880F | FCNCHO972C32F4 | Storage System

Disaster Recovery 1

Unity 500 | FCNCHO972C32F2 | Storage System 10ms
Security Office 2

PowerScale Cluster | ELMISLFAGEF789 | Storage Sms
System

Finance 1

PowerMax_2000 | 000197900049 | Storage System 0

v
H Latency Historic Seasonality = Anomaly Performance Impact

Optics Approaching Failure

i Uses predictive analytics to provide a list of Connectrix

ports with impending optic failures. The measured and predicted Tx power is analyzed

and charted along with the working and failure zones.

categorized in each of the following timeframes:

1 Failed

1 Within a week

1 Within a month
1 Within a quarter

If all optics pass the checks, then the tile displays a g

The estimated time to failure is

reen checkmark.

4 Optics Approaching Failure

1 Within a week 2 Within a month

Q 3 Failed

Name Date to Fail 25 25
400 W
Port fe1/11 - Dev SAN Failed
Connectrix MDS-9132T | CONNECTRIX-JPG2128002T
SAN System 300 uW
Port fc1/27 - Dev SAN Failed 599,y
Connectrix MDS-9132T | CONNECTRIX-JPG2128002T
SAN System
100 pW
Port fc2/43 - Production West Failed
Connectrix MDS-9718& | CONNECTRIX-JPG194001DK 0w

SAN System

Working Zone Failure Zone  — Current Tx Power Min Tx Power Reg

5 Within a quarter

Sep 25

A Proactive Monitoring and Anal
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Home page

System Alerts 1 Summarizes the alerts sent to Dell AlIOps over the last 24 hours across
the Critical, Error, and Warning severity levels. Clicking a number opens a list of alerts in
the Alerts window filtered by the selected severity level. Clicking the GO TO ALERTS link
sends the user to a filtered list of alerts, across all severity levels, from the last 24 hours.

P System Alerts Last 24 hours

05/ < 49

Critical Error Warning

GO TO ALERTS

Cybersecurity Risks 1T Summarizes the active cybersecurity risks in the environment for
PowerMax, PowerStore, PowerProtect DD, and PowerEdge, and notifies the user of
ransomware incidents. The overall environment has an assigned risk level. A breakdown
of the number of systems for Misconfigurations, Security Advisories, and Ransomware
Incidents is provided, as well as total issues and issues identified in the last 24 hours.
Hovering over each total per risk type shows the nhumber of systems per risk level. A
banner displays in the tile if a Ransomware Incident has occurred.

€ Cybersecurity Risks 108 Systems

Potential Ransomware Incident - Suspicious data enc..

101 Misconfigurations
19 Security Advisories

High 4 Ransomware Incidents

GO TO CYBERSECURITY
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Entitlement Expiration T This tile summarizes the licenses and entitlements that are
expired, will expire within 30 days, and will expire within 90 days. This content supports
PowerFlex systems, and PowerScale Virtual Edition systems. Clicking any of the
categories directs the user to the Entitlements and Licenses page and displays the
entitlements in the selected category.

i Entitlement Expiration

Q1 1 1

Expired Within 30 days Within 90 days

GO TO ENTITLEMENTS AND SYSTEM LICENSES

Reclaimable Storage i This tile summarizes PowerStore, PowerMax and VMAX, Unity
XT family, SC Series, and PowerVault ME systems that have reclaimable storage. Each
system with reclaimable storage shows the total amount of used, reclaimable (of used),
and free storage. Reclaimable storage includes block and file-based virtual machines that
have been shut down for at least the past week. Clicking the system name hyperlink
directs the user to the Capacity tab on the system details page.

& Reclaimable Storage [

System Reclaimable Capacity &

Production 23.0TB (34.35%)
Unity 650F | FCNCHOS72C32F1 | UNITY

7777777

Market Research 7.0TB (27%)
Unity XT 880F | FCNCHO972C32F4 | UNITY

| 777ZZ

Business Wused 25.9 TB (40.5%) TB (7.6%)
SC7020F | ¢
m #/Reclaimable (of used) 7.0 TB (27%)

o

Free 38.1 TB (59.5%) v

GG TO RECLHII\"IHDLE o 1 WUMAYC
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Home page

Systems Needing Updates 1 This tile identifies systems that have either Urgent or
Recommended system code, firmware, or management software updates available. It

shows the system and the type of update. Clickingt h e

RGO TO UPDATESO

System Updates page. This page shows all available code, firmware, and software
updates across all systems and includes links to download the updates. Clicking the
system name hyperlink directs the user to the Inventory tab on the system details page.
Clicking the CODE SUPPORT MATRIX link opens a system version support matrix.

Bd Systems Needing Updates

@ 35 92
Urgent Recommended

System Mame Update &

Disaster Recovery

Production West

SYSMGMT-ML-LABS-150

SYSMGMT-ML-LABS-150

GO TO UPDATES

Unity 400 | FCNCHOS72C32F2 | Storage Systemn

Connectrix MDS-3718 | JPG194001DK | Metworking System

PowerEdge R750 | AF27HTH | Server

PowerEdge R750 | AF27HTH | Server

System Code

Switch Firmware

FRMW

BIOS
v

CODE SUPPORT MATRIX [£

Service Requests T The Service Requests tile displays a summary of service requests
that are escalated, awaiting action, and active. Links allow users to go directly to the
system details page in Dell AlOps or review and update the service request on the Dell

support page.

4 Service Requests

5 1 <

Escalated Awaiting Action Active

System Name Service Request &
Dell Mart - Mega Market Boston, MA 11098076
VxRail ES60 | 23HBYK 20000000 | HCI SYSTEM

Data unavailable / Data loss

HR Data Center 11098073
Isilon Cluster | ELMISLFAGEF456 | Storage System

Upgrade request

Market Research 11098071
Unity XT 880F | FCNCHO972C32F4 | Storage System v

GO TO SERVICE REQUESTS
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Monitor

Infrastructure
Health

Monitor

The Infrastructure page is a consolidated multisystem view that can show Health,
Inventory, Capacity, and Performance views for each of the supported Dell platforms. The
Health page displays the Proactive Health Score for all systems across all products in a
consolidated view. There are up to five available product types to choose: Data
Protection, HCI, Networking, Servers, and Storage. Users can quickly identify the systems
at highest risk, including the number of issues in each category that make up the health
score.

Dell AlOps uses up to five categories to determine the Proactive Health Score presented
on the Infrastructure Health page: Components, Configuration, Capacity, Performance,
and Data Protection.

Notes:

1 Connectrix devices only support Components and Performance.

1 PowerEdge only supports Components.

1 PowerSwitch only supports Components.

1 Data Protection is unsupported for Dell Cloud Platform and VxRail.

Each system has a health score displayed in the circle (ranging from 100 to 0) which is
calculated as 100 minus the issue with the greatest impact. Each of the five categories
has either a green checkmark, a negative number, or a dash. The green check indicates
no issues are present for that category. A negative number represents the deduction for
the most impactful issue in the category. A dash indicates that the category is not
supported for that system type. This approach is intended to help users focus on the most
significant issue for the system, so that they can resolve the issue to improve the health
score.

Dell AlOps a ¢ 08 d 3

Infrastructure
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The Health Score range is as follows:
1 Good = 95i 100 (Green)
1 Fair =711 94 (Yellow)
1 Poor =0i 70 (Red)

The Health Score is displayed in the color that corresponds to the range. A blue dash
instead of a number indicates a system that has recently been added to Dell AlIOps and
does not yet have a calculated health score. Gray coloring with a number indicates a
connectivity issue which leads to an uncertain health score. In this case, the user should
check the system connectivity.

Infrastructure

@ BEm WOO Bm TerO 8o @ Bm

<

Dell AlOps a ¢ O s & 2

The Card view, shown in the previous image, is the default view for this page. Users can
choose the List view by selecting the List View Icon (‘=) in the upper right of the
window. The List view is shown for Storage in the next image. This view may be more
useful for larger environments because it presents a more condensed view of the
information and offers the ability to sort columns. Users can view and edit custom tags
from either the Card view or the List view. Custom tags are covered in detail in the

Custom Tags section.

Users can also export the data from many of the views in Dell AlOps to a CSV file by
selecting the Export CSV icon in the upper right of the view. Exporting the data from any
of the multisystem views exports the data from the Health, Inventory, Capacity, and
Performance pages.

Users can filter the systems in both the Card View and List View by selecting the Filter
icon and entering in various criteria. The available criteria vary based on the view, but
examples include System Name, Product Type, Heath Score, Custom Tag, Site Name,
and Location. The filter settings stay in effect until the user clears the filter or logs out of
the UL.
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Infrastructure
Inventory

Monitor

Each view provides the following information:
1 Score i Proactive Health Score for system
1 Name i User-defined name of system
1 Model i Specific model of system
l

Identifier 7 Unique serial number or identifier for the system

Selecting an individual system from either the card view or list view directs the user to the
system details page. These pages are discussed for each system type later in this paper.

Dell AlOps a & @ 8

Infrastructure

-40

40

-40
-30

-30 satmibiA ) )

The Inventory page is a multisystem view showing the configuration information for all
systems in the environment. There can be up to five types of platforms from which to
choose: Data Protection, HCI, Networking, Servers, and Storage. The information
displayed on the Systems pages includes:

1 Version i Version of installed software

I Last Contact Time 1 The last time that Dell AlOps received data from the
system

I Location i Location where the system is installed
1 Site T Site ID with which the system is associated

1 Contract Expiration (Warranty Expiration for PowerEdge) i Expiration date for
the service contract. Contract expiration is not supported for PowerFlex,
PowerVault ME, SC Series, or PowerProtect DM.

For systems that support the identification of system updates, an indicator displays next to
the version information when a code update is available. If a newer version is
recommended, the “ icon displays. If a system is running a code version that does not
meet the minimum supported firmware version (if applicable), the icon displays. Hover
over the icon to view more details. C| i cki ng the ALearn Moreo
opens a dialog with summary information and links to the Release Notes and the software
download.
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Monitor

The following shows an example of the Storage page.

Dell AlOps

3 Home

P Monitor

Iehrazactae

Applications

Carban Faotarat
Fools
vests
Nerts
E Mnage
@ optimze
] Reports
@ Cyborsecurity v
@ Admin v

Infrastructure

3 systems with expired contracts

mventory + | storace ~ | A v

28 5ystems

o @ Test_Dev

UATYVSA| FONCHOS72C3273

Last ConactTme

64.2.0.9433914 Oct S, 2025 857 PM (UTC)

<>,

Hoghinkan, MA

7 -
O °D|saslerReccvery S

ez
©54.005094  oan s
ot
Voo 14
pr—
© Nov 24,2020

1 @) Security bC ©

PowerFlex software | SOLICT124

3.6.00 0t 6,2025 405 M (UTC)
Locaten
Hopidrson, MA

ACME Neseauariers

Expratons
© Entriement @ Conract

7 @) APEX-Block-Boston

APEX Block Storage Services | 5CC0643
Last Contact Time
0ct 6,205,402 PM UTC)

Hopkinion, MA

LWL
ste
Jrr——

2 @ HRRemote >
Pomehtar 7100 | 500750800047
©10.03 0ct 6,2025 3:59 PM (UTC)

Hopkinon WA

© January 30,2024

@ Remote DC
' SCS020F | 92252
Lt Contct Time

et 6, 2025 258 PM UIC)

©07.03.01.999

Hopkinion, MA

_ =

0 Q Account Management
MESOI2|CI0APUT

verion Last Comtact Tme
©MES5.1.2.0.3 0ct,2025 402 PMUTC)
Locaten
Resod Rock, TX

ACME Hesdauariers

0 @ Manufacturing_Dev

61.040.0.5.109 Oct 6,2025 359 PM (UTC)

Locatien
Hopkinton, A

ACME Headousrtens

Contract Exprtion
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The following example of the Networking page shows similar attributes to those displayed

in the Storage page.
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This image is an example of the HCI page and displays the inventory of VxRail systems.
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The following shows an example of the Servers page. In addition to All Servers, the menu
includes a further option to show only Chassis/Blade servers or only Standalone servers.
There is a top banner summarizing the total number of servers by Health Score, Power
State, and Contracts Expiring. This banner is provided for compute because of the
potential for a large number of servers in Dell AlOps.
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The next example shows the Data Protection tab with both PowerProtect DD systems and
PowerProtect Data Manager instances monitored by Dell AlOps.

Dell AlOps a # 0= & a
" Infrastructure s systems with expired contracts
o I T v
o @ mae o @n ° @ms, =@
©e i
h 053001048, 093001010, oasawm e
g
'\; 19.0-19 ) 19 1‘0.0'19 s}
<
Infrastructure - The Infrastructure Capacity view displays the system level storage capacity for
Capacity traditional storage systems, VxRail hyperconverged systems, and PowerProtect DD

systems. For Connectrix and PowerSwitch, it displays port capacity.

The information for traditional storage systems includes:

1 Physical Usable i Total disk capacity, which is the sum of Used and Free
space. For PowerMax 2500 and 8500 models, this represents the effective
usable capacity.

1 Used i Disk capacity that is allocated to an object, such as a LUN, Volume, or
file system

9 Free 1 Disk capacity provisioned to a storage pool but not yet allocated to an
object, such as a LUN, Volume, or file system

91 Provisioned 1 Total capacity visible to hosts attached to this system

1 Overall Efficiency 1 System-level storage efficiency ratio, based on the
following combined savings ratios:

A Thin T Ratio of thin provisioned objects on the system (Unity XT family,
PowerStore, SC Series, PowerMax and VMAX, PowerVault ME4)

A Snapshots i Ratio of snapshots on the system (Unity XT family, PowerStore,
SC Series, PowerMax and VMAX, PowerVault ME4)

36 Dell AlOps: A Detailed Review
A Proactive Monitoring and Analytics Application for the Dell Environment



Monitor
A Thin and Copy 71 Ratio of thin provisioned objects (XtremlO volumes including
shapshots)

A Thin and Snapshots i Storage efficiency ratio of thin provisioned objects
(Volumes, including Snapshots) on the system (PowerFlex).

A Data Reduction 7 Ratio of data that has data reduction applied, using
compression or deduplication. (Not supported for PowerVault ME4)

A Deduplication 1 Ratio gained by savings from deduplication
(PowerScale/lIsilon only)
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Note: For Unity XT family systems running version 4.3 and higher and SC Series running version
7.3 and higher, Data Reduction includes Compression or Deduplication.

For switches, the user can filter the view to show All ports, FC ports, or Ethernet ports. For
each selection, the displayed information includes:

9 Total Ports T Total number of ports (All ports, FC ports, or Ethernet ports
depending on previous selection)

1 Online i Number of ports in an online state
9 Offline T Number of ports in an offline state

1 Faulty 7 Number of ports with one or more faults
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For VxRail systems, Dell AlOps displays Usable and a breakdown of Used and Free
capacity.
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The Data Protection view summarizes the capacity for DD systems. Total storage is
broken down to Used and Available. Savings due to Reduction and Compression are also
provided for each system.
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Infrastructure -
Performance

The Infrastructure Performance
all systems.

view displays system-level performance metrics across

The information displayed for storage systems includes:

f
il

IOPS i Average I/O requests per second over the last 24-hour period.

Bandwidth i1 System bandwidth showing average host bytes per second over

the last 24-hour period.

Utilization (Card View Only) 1 Average percent of time the Storage
Processors (Unity XT family) or Controllers (SC and XtremlO) are busy over the

last 24-hour period.

Latency 1 The average time required for a packet to travel from the host to the
object over the last 24-hour period. For PowerMax and VMAX, displays the
response time for read and write 1/O requests for the system.

Clients (Card View Only)

cluster.

T Number of clients connected to the PowerScale
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Performance Trend graph i Chart showing IOPS over the past 24 hours with a data
point on every update (varies slightly per product type).
The System Performance information displayed for switches includes:

1 System Bandwidth T Average bandwidth for the switch over the last 24-hour
period.*3

9 Utilization >= 80% 1 Number of ports with utilization greater than or equal to
80%

1 Congested i (Connectrix only) Number of ports with congestion
1 Errors i Number of ports with errors

1 Link Reset i (Connectrix only) Number of ports with link resets

Do
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Note: The 24-hour bandwidth chart is displayed for Connectrix only.

13 powerSwitch OS10 v10.5.3.2 or later required
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VxRail systems display a 24-hour chart of CPU utilization and the 24-hour average for

CPU and Memory Utilization.
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PowerEdge servers show the following performance metrics:

1 CPU Usage i CPU usage based on time that is spent in an active state

compared to time spent in an inactive state.

1 Memory Usage 1 Server memory utilization, which is an average over the

previous 24 hours.
1 System Board | O
1 SYS Usage

1 Inlet Temp i Temperature reading in Celsius
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Virtualization

PowerProtect DD systems show the 24-hour averages for the following metrics:
1 Pre-compressed Write throughput
1 Pre-compressed Read throughput
1 CPU Usage
1 Incoming Pre-compressed Replication
1

Write Streams

Dell AlOps o & = & a
Infrastructure

PERFORMANCE » | DATAPROTECTION +
asysters.

@) dd-lab-01 @ hetestchi-m
006800 | APMIT 71215254

The Virtualization view allows users to view VMware-related information in a hierarchical
navigation model similar to vCenter. It is supported for VxRail clusters and storage-based
VMs collected from the Dell AlOps Collector.

The left side of the screen shows the vCenter servers, the VMware datacenters, and the
VxRail clusters or ESXi clusters. The top of the page displays a banner with a summary of
clusters in each health category, a summary of alerts by severity, and a summary of VM
status. ESXi clusters show up with a health score of Unknown. The Alerts summary is
only applicable to VxRail Clusters. The summary is based on the selected object in the left
tree. For example, if the All vCenter Servers row is selected, the banner shows all the
clusters, alerts, and VMs in the environment. If an individual vCenter is selected, the
banner summarizes only those clusters, alerts, and VMs in that vCenter.

The right side of the page has three tabs: Summary, Alerts, and VMs. The Summary tab

provides the health score (VxRail and PowerEdge), CPU, Memory, Capacity, number of

VMs on each cluster, current version, location (VxRail), and a link to launch vCenter. The
Details icon opens a window with more details for the cluster and health issue details for

VxRalil clusters.
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The Alert tab lists the associated alert information including the description and
timestamp. The Details icon opens the alert details window which includes the

recommended action.
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The VMs tab lists the virtual machines with their state, CPU and Memory metrics,
associated cluster, cluster type, vCenter, and ESXi server. The Details icon opens the VM
details window which shows more specific capacity, CPU, and Memory metrics. For
storage-based VMs, the storage path is provided showing datastore, type, storage object,

and storage system.
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Carbon Footprint
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The Carbon Footprint page provides summary, system, and workload level metrics for
carbon emissions and energy usage. Sustainability has become a key topic in data center
infrastructure considerations as companies strive to reach new environmental goals. The
Dell AlOps carbon emissions feature gives users insights to make the best sustainability
decisions for workload consolidation, IT footprint reduction, and energy-efficient
technology refresh.

Supported products include PowerEdge, PowerMax 2500 and 8500, PowerScale,
PowerStore, PowerSwitch, VxRail, Connectrix, and Unity XT. The top banner provides
totals of carbon emissions and energy usage for all systems. Carbon emissions
calculations are based on location-specific emission factors provided by the International
Energy Agency (IEA) and industry average Power Utilization Effectiveness (PUE) values.
Users with the Admin role can override these default values by clicking the Settings
button.

Global Numbers for Your Organization (1)

Carbon Emissions Energy Trend N

—o=7 T 2.0% (567 kWh)

1.1 MWh & s0%

September 2025

1.5t 1 228

2025 (year to date) 2025 (year to date)

The Total Carbon Emissions chart provides a one-year trend of total carbon emissions
based on monthly values. The chart can be displayed as a bar chart or a line chart.

Total Carbon Emissions (kg) CO2e @ v

Location: All ~ Product: All ~

Nov2024  Dec2024  Jan2025  Feb2025 Mar2025  Apr2025  May2025  Jun2025  Jul2025  Aug2025  Sep2025

50kg
. I I I I I

B Carbon Emissions
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At the bottom of the page is a table listing each system, location, YTD energy usage,
energy forecast, YTD carbon emissions usage, carbon emissions forecast, and daily
power consumption. The system Used Capacity percentage indicates which systems
have available capacity for additional workloads. The filter lets users display systems
based on product type, custom tags, site, and location.
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Clicking the details icon for a system displays seven-day charts for energy consumption
and carbon emissions. The actual value is shown along with the historic seasonality (the
expected range) that highlights any anomalies or changes in patterns.

Cloud data center
@ LestSevenDays () Forecast
Energy Consumption (kWh)

Sep 18 24K 1200 sen 21 1200 ep 22 200 se023 Se24 120 e 120

M Erery Consumption  Mistorical Seasonalty 100 % | @

C02e (kg)

W coze Historical Seasonal ity 100 % | @
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Selecting the Forecast option shows trend and forecast data for each of these charts.

Cloud data center
Energy Consumption (kWh) 30 day forecast based on 90 days of data
[M Energy Consumption -« Forecast Confidence Range 0% @
CO02e (kg) 30 day forecast based on 90 days of data
Mco2e - Forecast Confidence Range 0% @
Pools The Pools page provides an aggregated listing of storage pools including PowerMax

storage resource pools. The Issues column displays the number of health issues
associated with any pool or storage object in that pool or a green checkmark for items
with no associated issues. Issues can be calculated for Unity XT family, SC Series,
PowerScale/lsilon, PowerVault, and PowerFlex. The pool name and system name are
hyperlinks to the details for the item.

The Pools listing represents the raw storage on the system that is available to be
provisioned as either block storage or file storage. This listing provides the Total Size
(TB), Used and Subscription percentages, and Free (TB) storage within the pool that has
not been provisioned for storage objects. The Time to Full range is also shown. Time to
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Full is based on the storage consumption measurements. The longer the pool is
configured, the more accurate the prediction of Time to Full. This Time to Full
measurement identifies pools that are at greatest risk of running out of storage space, and
that require attention.

Pool details 1T Properties

The information in the Properties tab for a pool varies depending on the array type. It
provides various pool attributes and any health issues associated with the pool.
Expanding the issue will provide a suggested resolution. Where supported, there is a
hyperlink in the upper right of the window to launch the associated element manager. The
bottom of the Pool details page has different tabs of information depending on array type.

The following series of screenshots show the information for each array type.

Unity XT family and SC Series:
i Storage

9 Virtual Machines

Disaster Recovery > Disaster Recovery_Pool2 LAUNCH UNISPHERE [
B Properties &8 Capacity [ Performance
FAST Cache - ) )
Total Issues 1 = Capacity 1issue
FAST VP Scheduler on
, 9hours ago The storage pool DisasterRecovery_Pool2' is
Components v -
Type Traditional P 30 ersubscribed and predicted to run out of space within 5 hours.
Configuration
Capacity
Performance
Data Protection
Storage Virtual Machines drives Applications
4 storage objects fu
Issues Name Type size (GB) Used (GB) Allocated (GB) Thin Data Reduction Consistency Group Host 1/0 Limit NAS Server Time to Full
1 DR_Pool2_FS1 File System 6000 1320 1650 Yes 1.1:1 (5% or 256.0 MB) - - NAS_Server_3 ° Imminent
1 DR_Pool2_Fs§2 File System 6000 1320 1650 Yes 111 (5% or256.0MB)  — - NAS Server 3 Within a week
v DR_Pool2_LUN1 LUN 4000 - 1100 Yes 1.1:1 (5% or 256.0 MB) ProdApp2CG 10K I0PS - -
v DR_PoI2_LUN2  LUN 4000 - 1100 Yes 1011 (5% 0r256.0MB)  ProdAppacG 10K 10PS - -
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PowerVault:
1 Storage

M Drives

& Research and Development > Research and Development_PoolB LAUNCH POWERVAULT Ul

B Properties g copaciy @ Performance

Type Virtual .
Total Issues 1 Configuration 1issue

Components v 2daysago Pool B Avirtual disk group is missing one or more disks.
£ Configuration 1
Capacity v

Performance -

Data Protection v
Storage Drives
4 storage objects [l
Name Type size (GB) Allocated (GB)
Research_Volume3 Standard 15000 760.0
Research_Volume4. Standard 27500 12307
Research_Volume? Base 25000 20980
Research_Volumes Base 10000 1232

PowerScale and Isilon:

T Nodes

Finance Data Center > Main Pool TAGS
B Properties
Tier -
Total Issues 0 Total
Node Count 8
Protection Scheme +2d1n Companents 7
13 Gache Disabled Configuration v All health checks were successful.
Capacity v
Data Protection v
Nodes
8nodes M
Issues Name Type  Model Size (GB) Used (6B) Serial Number
v Node 1 Node H500 18.6 07 SV200-004EIH-0ZL8 =
v Node 2 Node H500 18.6 07 $V200-004EIH-0ZL8
v Node 3 Node H500 18.6 07 $V200-004EIH-0ZL8
v Node 4 Node H500 18.6 07 $V200-004EIH-0ZL8
v Node 5 Node H500 18.6 07 S$V200-004EIH-0ZL8
v Node 6 Node H500 18.6 07 S$V200-004EIH-0ZL8
v Node 7 Node H500 18.6 07 S$V200-004EIH-0ZL8
v
. Nndns e ugn tox . .
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1 No tabs

Monitor

8 Finance > Finance_SRP1 TAGS

LAUNCH UNISPHERE &

g Inventory £ Capacity [ Performance
Compression Enabled Reserved Capacity 12 Description Storage Resource Pool for Fin...
B Finance bc > SPool2 TAGS LAUNCH POWERFLEX [4
E Properties & Capacity [l Performance
Protection Domain PD2
Total Issues
Layout MediumGranularity
X Components
Inflight Checksum Disabled
Persistent Checksum Enabled Configuration All health checks were successful.
Background Device Scanner  Enabled Capacity
Fix Local Device Errors Enabled \/
Performance
Fix Comparison Errors Enabled
Data Protection
Zero Padding Policy Enabled
PROTECTION DOMAIN DEVICES VOLUMES
1 Protection Domain ]
Name Capacity (T8) Used Capacity (T8) Free Capacity (TB)  Protection Domain State
PD2 261 3.0 141 @ Active
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Pool details i Capacity

The Capacity tab for a pool varies based on array type.

Unity XT family , PowerFlex, PowerScale, Isilon, PowerVault

The graph along the top displays the historical pool capacity data and the Predicted Date
to Full date (Unity XT family, PowerVault, PowerScale/lIsilon, and PowerFlex). The graph
shows Free, Used, Total, Forecast Used, Confidence Range, and Subscribed. The
Confidence Range represents the confidence level in predicting the date to full; the wider
the range, the lower the confidence level.

When an imminent full condition exists, the graph also shows the Previous Forecast and
Previous Confidence Range. It also shows the top storage objects predicted to contribute
to capacity consumption over the next 24 hours as shown below. If the pool is in a
Learning, Full, or Unpredictable state, only the historical trend graph is displayed.

E Properties S Capacity

Capacity Forecast

Remaining Capacity 6.3T8

Next 24 hours

4 storage objects

Name
DR_Pool2_FS1
DR_Pool2_F§2
DR_Pool2_LUN1

DR_Pool2_LUN2

Total Capacity 13.7 TB

Storage Tiers

Disaster Recovery > Disaster Recovery_Pool2

[ Performance

Predicted Date to Full: @) Full within 5 hours

From  Yesterday ~ @ To

Tomorrow

LAUNCH UNISPHERE [

~ @ Actual Growth per Month (0 B) 0.0 % of Total

24.5ep 08:00

Contributors ta Capacity Consumption 278

1600

25.5ep 08:00 16:00 26.Sep 08:00 16:00 27.Sep

18278

13678

0178

4578

Free ™ Used

M Physical Used 7.5T8 Free 6.2 TB % Reclaimable 0 B I subscription 18.2 T8

Reclaimable Storage

Total

- Previous Forecast Previous Confidence Range

— Subscribed

Storage Usage

IR
Used
[ File systems 3378
I Luns 2278
VMware 08
[ snepshots 5578
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The beginning of the chart is based on the sel
setting is set to i3 months ago. o0 For pools at
yesterday. The following times are available from the pull-down:

1 Yesterday

1 1weekago

1 1 month ago

1 3 months ago (default)

1 6 months ago

1 1yearago

1 2yearsago

1 Custom
The end of the chart is based on the selection
set to APredicted Full .o The fdoWwnl owing ti mes a

1 Today (Only historical data is shown)

1 Tomorrow

1 1 week from today

1 1 month from today

1 3 months from today

1 6 months from today

1 Predicted Full (default)

1 Custom

The Subscribed checkbox enables the user to view or hide the pool subscription data on
the graph.

The Confidence Range checkbox enables the user to view or hide the upper and lower
confidence range forecasts.

The bottom of the Pools Capacity tab provides details for the pool capacity, showing
Used, Free, Reclaimable, and Subscribed. The Storage Usage ring shows how the used
storage is configured.
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SC Series

For SC Series, the historical trend of Total, Used, Free, and Subscribed storage is
provided along with a Predicted Date to Full. However, the chart does not display
forecasting data.

Business Analytics > Business Analytics_Pool1 LAUNCH UNISPHERE (4
B Properties &€ Capacity [ Performance
Total Capacity 85.2 TB Storage Usage
w/A
M Physical Used 21.9TB Free 63.3TB % Reclaimable 7.6 TB | Subscription 558 TB
22w
Used
Storage Tiers Reclaimable Storage
1 storage tier
Tier Total Size (TB) Used Size (TB) Free Size (TB)
[l snapshots 9878
Tier 1 852 219 603 I voures 12178
Predicted Dateto Full:  —
Historical Trend
Value LastReceved  prom: 3 months ago - To: Today _—
Total 129778
= used (90.5%) 117.3 T8 s0.0n 7.l 1aal 210 28 4l 1l.Aug  T8.Aug  25.Aug  T.Sep G.Sep 155  22Sep
181.9TB
Free (9.5%)123T8
(93.4%) 1211 T8
%0978
0B
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PowerMax 2000, 8000, and VMAX3

For PowerMax 2000, 8000, and VMAX3 arrays, the Capacity tab displays a capacity
forecast chart for storage resource pools. The bottom half of the page shows Used and
Free storage in bar charts for Subscribed, Snapshot, and Usable space. It also displays
the Overall Efficiency ratio. This ratio is calculated as the sum of all TDEVs plus shapshot
sizes (based on 128 K track size) divided by the physical used storage (based on the
compressed track size). Data Reduction ratio and enabled percentage, Virtual
Provisioning savings, and Snapshot savings are also displayed.

8 Finance > Finance_SRP1 TAGS LAUNCH UNISPHERE (3

8 Capacity

E Inventory [ Performance

Capacity Forecast Predicted Date to Full: Oct 22, 2025
From 3 months ago - @ To Predicted Full - Actual Growth per Month  (24.4 TB) 27.2 % of Total
Jun 30 Jul7 Jul 14 Jul21 Jul 28 Aug 4 Aug 11 Aug 18 Aug 25 Sep 1 Sep8 Sep15 Sep22 Sep29 Oct6 Oct13 0ct 20
1364TB
113778
90.9TB
682TB
455TB
27718
0B
Free 7 Used Total - Forecast Used Confidence Range — Subscribed
Provisioned 98956.05 Efficiency
Overall Efficiency 10.1:1
overall Ratio 4:6:1
M Used 98956.05 Free 0.0 TB Ratio on Reducible Data 0.0:1
Physical 90.0 TB Enabled Percent 3%
Virtual Provisioning Savings 1.2:2

W Used 79.1 TB Free 10.9TB
Snapshot 2.4 TB

W Used1.2TB Free1.2TB
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PowerMax 2500 and 8500

For PowerMax 2500 and 8500 systems, the effective capacity is reported as it provides a
more realistic measure of available space considering all data reduction components.

8 HR Remote > HR_Remote_SRP1(FBA) TAGS LAUNCH UNISPHERE [3

8 Capacity

B Inventory [l Performance

Capacity Forecast Predicted Date to Full: Oct 22, 2025
From 3 months ago - = To Today ~ & Actual Growth per Month (0 B) 0.0 % of Total
Jun 30 Jul7 Jul 14 Jul 21 Jul 28 Augd Aug 11 Aug 18 Aug25 Sep1 SepB Sep15 Sep22 Sep29 0ct6 oct 13 0Oct20
273TB
22778
18278
13678
a1Te
45TB
0B
Free ™ Used Total

Provisioned 26.8 TB
25.7 T

You saved 552.9 GB

Provisioned Usable Capacity 44.0%
Effective 61.5TB

W Used55T8 Free 559 TB
Effective Usable Capacity 9.0%

Snapshot 169.1 TB

M Used0TB Free 169.1 TB
Snapshot Usable Capacity 0.0%

EFFECTIVE PHYSICAL
5578 5071
Unreducible Data 0B
Reducible Data 573.4GB
Reducible Data Percent 10.0%

Pool details 1 Performance

The Performance tab for pools is available for Unity XT family, SC Series,
PowerMax/VMAX, PowerFlex, and PowerVault systems. The information under the
Performance tab differs slightly for each supported array type.
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Unity XT

For Unity XT pools, the top of the page displays 24-hour trend lines and a 24-hour
average for Latency, IOPS, and Bandwidth for both block objects and file systems. Dell
AlOps presents the top five objects associated to the pool. The user can scroll to see
additional objects.

Market Research > Market Research_Pool1 LAUNCH UNISPHERE [3

[l Performance

E Properties S Capacity
Viewing data from the last 24 hours
[@ CREATE REPORT

Object Activity

Latency 10PS Bandwidth

Object 24 Hour Trend Average Object 24 Hour Trend Average  Object 24 Hour Trend Average
MR_Pocl1_FS1 13ms MR_Poal1_LUN1 20310PS  MR_Pool1_LUN1 19.4 MBps
MR_Paol1_LUN 285.4ms MR_Pool1_LUN2 202810PS  MR_Pooll_LUN2. 7.8 KBps
MR_Pool1_LUNZ 205.4ms MR_Pool1_SAN_Datasto... 122510PS  MR_Pooll_SAN_Datasto. 52.4 KBps
MR_Pool1_SAN_Datast.. 165.4ms MR_Pool1_SAN_Datasto... 100.510PS  MR_Pooll_SAN_Datasto.. 51.4 KBps
MR_Pool1_SAN_Datast. 155.4ms MR_Pool2_FS1 9410PS  MR_Pool2_FS1 12.7 KBps

H: >

Scrolling down this view provides the user with detailed performance graphs for Latency,
IOPS, Bandwidth, and Backend IOPS (one chart per tier). Dell AlOps identifies and
highlights not only performance anomalies on the Latency chart, but also performance
impacts. Performance anomalies are highlighted in dark blue while performance impacts
are highlighted in pink. Users can toggle on and off different overlaid information to focus
on specific metrics by using the options to the left of the chart.

Latency
Gliek on a point, or crag a region on the graph, to generate a st o the top 5 most active and best malching storage objects over that time Porformance lmpact Sep 25, 2025 00:55 . —
period. Selecting a time period greater than 8 hours can result in a longer than usual wait time to display results. _—
Metric L 18:00 21:00 25 Sep 03:00 06:00 09:00 1200 1500
25ms
Latency

Historical Seasonality
Anomaly 7ams
Configuration Changes

Performance Impacts

Performance Impacts 2 (1 with anomaly) = Anomaly ‘T HIGH

When the user selects a time range or anomaly in the chart, the Most Active and Best
Match tabs display to the left of the chart. Dell AlOps identifies up to five objects that have
the highest correlation to the selected period on the Best Match tab. Best Match is
available on the IOPS, and Bandwidth performance charts. On the Most Active tab, the
five block storage or file objects with the highest average latency per I/O for that time
range for the Latency chart. For the Bandwidth or IOPS charts, the Most Active tab
displays the metric information for the top five block or storage objects with the highest
time averaged IOPS or bandwidth for the selection.
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Latency
Click on a point, or drag a region on the graph, to generate a list of the top 5 most active and best matching storage objects over that time
period. Selecting a time period greater than 8 hours can result in a longer than usual wait time to display results.
x 18:00 21:00 25.52p 03:00
[ Object Activity 125ms
23:00 Sep 24, 2025 - 01:45 Sep 25,2025
Most Active Best Match 10ms
Market Research... 22ms
75ms
Object Name Average
sms
MR_Pooll_FS1 13ms
MR_Pool1_LUN1 2854ms Z3ms
MR_Pooll_LUNZ 205.4ms B
MR_Pool1_SAN_ 1654 ms
MR_Pool1_SAN_.. 155.4ms Performance Impacts 2 (1with anomaly) - Anomaly ‘I HIGH

Performance Impact  Sep 25, 2025 00:55

- DETAILS

06:00 00:00 12:00 15:00

When there are performance impacts detected by Dell AlOps, the user can view details of
them by selecting the Details button in the upper right of the chart. If there are multiple
performance impacts displayed on the chart, the user can select which impact to
investigate by selecting the drop-down menu next to the date.

Performance Impact Sep 25, 2025 00:55 -

06:00 Sep 25, 2025 00:55

Sep 25, 2025 05:30

DETAILS

1500

The following shows the results of the details of a performance impact. The right side of
the chart shows the time of the selected performance impact and identifies the most likely
causes (competing workloads) for the impact and if there is any resource contention for

SPs, Cache, Disk, or Ports.

Latency

Click on a point, or drag a region on the graph, to generate a list of the fop 5 most active and best matching storage objects over that time
period. Selecting a time period greater than 8 Nours can result in a longer than usual wart time to display resuits.

X 16:00 2000 25 Sep 0400 0800
[ Object Activity 12.5ms
D555 Sep 25,2025 - 07:10 Sep 25, 2025
Most Active Best Match 10ms
Market Research.. 48ms
7.5ms
Object Name Average
sms
MR_Pool1_FS1 13ms
MR_Pool1_LUN1 2854 ms 25ms
MR_Pool1_LUNZ 205.4ms .
-
MR_Pool1_SAN__ 1654 ms
MR_Pool1_SAN_ . 1554 ms Performance Impacts 2 (1withanomaly) - Anomaly * HIGH

Performance Impact  Sep 25, 2025 06:00

- DETAILS

1z00 Performance Impacts 8

05:00 06:00 07.00 0800

127ms
;% 6ams L
113 ps
v Contention: Top 2 of 2 resources

Port | Market Research SP B Ethernet Port 1
39
o

Port | Market Research SP B Ethernet Port 1

Erars

116.6 KBps

v

24 Keps

Banduwidth
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Similar to the Unity XT family, the top half of the Performance tab for SC Series pools
displays 24-hour trend lines and a 24-hour average for Latency, IOPS, and Bandwidth.

Business Analytics > Business Analytics_Pool1

[l Performance

E Properties g8 Capacity
Viewing data from the last 24 hours
[8 CREATE REPORT

Object Activity

Volume Latency I0PS Bandwidth

Object 24 Hour Trend Average Object 24 Hour Trend Average  Object 24 Hour Trend Average
BA_Volume1 166 ms BA_Volume1 12kI0PS  BA Volumel 153 4 MBps
BA_Volume2 156ms BA_Volume2 12¢I0PS  BA_Volume2 143.9 MBps
BA_Volume3 146ms BA_Volume3 836.310PS  BA Volume3 1343 MBps
BA_Volumed 136ms BA_Volumed 836.310PS  BA_Volumed 124.8 MBps
BA_VolumeS 126 ms BA_Volume5 836.310PS  BA VolumeS 115.3 MBps

<2 3

>

<H 2

LAUNCH UNISPHERE [

3 >

Scrolling down accesses 24-hour performance graphs for IOPS, Bandwidth, and Volume
Latency. Dell AlOps identifies and highlights performance anomalies on each
performance chart for SC Series pools. Highlighting an area in any of these graphs

10PS

Click an 2 poin, or drag a region on the graph, to generate a list of the top § most active storage objects over that ime period. Selecting a ime period greater than & hours can reault in 2 longer than uaual wait time to.

display resukts.

X 1800 2100 25 Sep 0800 300 1200
[ Object Activity 300103
10:05 Sep 25, 2005 - 12:05 Sep 25, 2025
250105
Business Analytic 395 10PS
200103
Object Name Aversgs
150105
B Volume! 1.2k I0PS
BA_Volume2 1.2k 10PS Tmiers
BA_Volumed 836.3 10PS oS
BA_Volumed 8363 10PS 010PS
BA_Volumes 8363 108 Average 39.410PS Maximum 57.610PS Minimum 27.910PS  Anomaly ~/ NONE

Bandwidth

Click an 2 poin, or drag a region on the graph, to generate a list of the top § most active storage objects over that ime period. Selecting a ime period greater than & hours can reault in 2 longer than uaual wait time to.

display resuhs.

X 1800 2100 25.5ep 0600 0300 1200
[ Object 476.8 MBps
16:20 Sep 24, 2025 - 17:20 Sep 24, 2025

381.5MEps

Business Analytic..  31.6 MBps
Object Name Average 286.1 MBps

Ba_Volume1 153.4 MBps
190.7 MEps

B4 _Volume2 143.9 MBps
95.4MBps

Ba_volume3 134.3 MBps
Ba_Volumed 124.8 MBps 08ps

Ba_volumas 115.3 MBps Average 2.9 MEps Maximum 393.3 MEps Minimum 709.9 KBps + Anomaly /N HIGH

Volume Latency

Click an a paint. or drag a region on the graph. to generate a list of the tap 5 most active storage objects over that time periad. Selecting a ime periad greater than & haurs can reault in a longer than usual wait time to
display resuhs.

X 1800 2100 25.5ep 0300 0600 0300 1200 1500
O Object 25ms
01:10 Sep 25 2025 - 0300 Sep 25 2025
20ms
Business Anlytic.. 3484 ps
Object Name average 15ms
Ba_volume1 166ms
0ms
Ba_Volumez 156ms
5ms
Ba_volume3 1a6ms
Ba_Volumed 136ms 0
Ba_volumes 126ms Average 3582 us Maximum 6514 us Minimum 266 us = Anomaly ~/ NONE
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identifies the top volumes contributing to that metric during the highlighted period. When
no range is selected, the options allow the user to toggle on and off different metrics in the
charts.

PowerFlex

The PowerFlex Performance tab includes selectable 24-hour charts for IOPS and
Bandwidth.

@ Finance DC > SPool2 TAGS LAUNCH POWERFLEX [

E Properties £ Capacity [l Performance

Viewing data from the last 24 hours B} CREATEREPORT

10PS

Click on a point, or drag a region on the graph, to generate a list of the top 5 most active and best matching storage objects over that time period. Selecting a time period greater than 8 hours can resuft in a longer than usual wait
time to display results.

17:00 Sep 24 2300 0200 0500 0800 11:00 1400
it 200k 10PS
10PS
oo
Historical Seasonality 150k10PS
Anomaly
100k10PS
Configuration Changes
50k10PS
0i0Ps
Average 160k IOPS Maximum 160k IOPS Minimum 160k I0PS -+ Anomaly /I HIGH

Bandwidth

Click on a point, or drag a region on the graph, to generate a list of the top 5 most active and best matching storage abjects over that time period. Selecting a time period greater than 8 hours can result in a longer than usual wait
time to display resuits.

Metric 17:00 Sep24 2300 0200 0500 08:00 11:00 1400
2441 KBps
Bandwidth
1953 KBps LL
Historical Seasonality
Anomaly 1465 KBps
Configuration Changes 977 KBos
488 KBps
0Bps
Average 200 KEps Maximum 200 KBps Minimum 200 KBps = Anomaly  HIGH
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Monitor

The Performance tab for PowerMax Storage Resource Pools provides 24-hour charts for
Latency, IOPS, Bandwidth, %Read, IO Size, and Queue Length. Dell AlOps highlights
performance anomalies for each chart in the SRP Performance tab. The pool
performance charts for PowerMax are not selectable.

TAGS

B Finance > Finance_SRP1

[l Performance

E Inventory 8 Capacity

Latency

Metric 1800

Latency

Historical Seasonality

Average 193.1 ps

10PS

18:00
Metric -

10PS 410PS

Historical Seasonality 310PS

Anomaly

Average <1I0PS

Bandwidth

18:00
Metric sokepe

Bandwidth

39 KBps
Historical Seasonality

08ps

Average 85.6 Bps

Sep2a

Sep24

Sep24

2200 00:00

0200

04:00

LAUNCH UNISPHERE &

Viewing data from the last 24 hours [® CREATE REPORT

06:00 0800 10:00 1200 1400 16:00

Maximum 986.2 p:

2200 00:00

Maximum 2 |OPS

2200 00:00

Maximum 3.7 KBps

S

02:00

0200

04:00

210Ps
110PS
010PS

04:00

Minimum 0 -+ Anomaly .~ NONE

06:00 08:00 10:00 1200 1400 16:00

Minimum 0 10PS <= Anomaly T HIGH

06:00 08:00 10:00 1200 1400 16:00

Minimum 0 Bps + Anomaly .~ NONE
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PowerVault

The Performance tab for PowerVault pools also displays top object activity on the top half
of the page and 24-hour charts at the bottom of the page. Metrics displayed include IOPS
and Bandwidth. Selecting an area in the IOPS and Bandwidth charts displays the top
volumes contributing to that metric during that time period under the Most Active tab. The
Best Match tab shows up to five objects with the highest correlation to the selected period.

& Research and Development » Research and Development_PoolB R—
B Properties [ Capacity Performance

Viewing data from the last 24 hours

[@ CREATEREPORT

Object Activity

10PS Bandwidth

Object 24 Hour Trend Average Object 24 Hour Trend Hyverage
Research_Volumed 145.410P5 Ressarch_Volumed 5.7 MBps
Research_Volumed 130.410PS Research_Volumed 22 MBps
Research_Volume3 129.510PS Research_Volume3 1.6 MBps
Research_Volume? <1 10PS Research_Volume? «<18ps
10PS

Click on a point. or drag a region on the graph. to generate a list of the top 5 most active and best matching storage objects over that time period. Selecting a time period greater than & hours can resuk in a longer than usual wait

time to display results.

» 18:00 21:00 25 8ep 0ano 18:00 020 12:00 15:00
Metric P
10PS
001075
Historical Seasonality
Anomaly fonroms
Configuration Changes 4D0OPE
2001008
a1ops
Average 3E7.910PS Maximum 769.1 10PS Minimum 34.910PS = Anomaly ‘T HIGH ~J- LOwW
Bandwidth

Click on a point. or drag a region on the graph. to generate a list of the top 5 most active and best matching storage objects over that time period. Selecting a time period greater than & hours can resuk in a longer than usual wait

time to display results.

) 1800 21:00 25 5ep 0200 ae.00 0e10 1200 1500
SnE 76.3MBps
Bandwidth
Historical Seasonality s
Anomaly
381 MBps
Configuration Changes
121 Mags
T v
Average 3.3 MBps Maximum 3.3 MBps Minimum 228.3 KBps = Anomaly ‘" HIGH |- LOW

Note: The Performance tab for Pools is not yet supported for PowerScale/lsilon.
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Health Issues

Service
Requests

Alerts

Monitor

The Health Issues page displays a comprehensive view of all current health issues across
the environment grouped by system. Issues can be grouped by system or not grouped.
When Group by System is selected, expanding the system shows all health issues on the
system. The Details icon opens a details window that includes the recommended
remediation.

The user can click the Filter icon to show a subset of systems based on the system name,
product type, site, and location. When the user starts typing the name of the system, a
prepopulated list of system names is displayed that contains the entered text.

The Service Requests page lists all service requests open against systems monitored by
Dell AlOps. The table identifies escalated service requests, service request number,
status, creation date, and affected system. Clicking the hyperlink in the Request # column
directs the user to the service request on the Dell support page.

i Dell AlOps Q¢ os e
Service Requests T
10 Open Service Requests "

Escalation  Request § Summary Status Date Syston Idontifier

Sp24,2022 6:40:50 roduction

ssigning
tance required ssigping
Pools
al [+] 2] sagning
g [+] 098073 4 hssigning
- e Assigning ELMISLFAGEF123
E Manage
098075 (3 Working HR21LH20000000
Optimi . N .
o 098076 2 Working 23HBYK20000000
B Rep 98077 4 working 52LBYKZ0000000
y - 098078 5 ting a¢ SI00174657100
’ [} =] Nov11707277018.  ProductionSANEXie.  EAFI0OMO

The Alerts page displays all alerts associated with the monitored systems. The Filter icon
allows the user to filter alerts based on the following criteria:

9 Date i Date range
1 System i System Name or ID
1 Product i Product type
Dell Cloud Platform
PowerEdge
PowerFlex

PowerMax and VMAX

A

A

A

A

A PowerProtect Data Manager
A PowerProtect DD

A PowerScale

A PowerStore

A

PowerSwitch

A SC Series
A Unity XT family
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A VxRail
A XtremlO

1 Severity

A Critical i Event that has significant impact on the system and needs to be
remedied immediately

A Errori Event that has a minor impact on the system and needs to be
remedied

A Warning i Event that administrators should be aware of but has no significant
impact on the system

A Information i Event that does not impact the system functions

1 Acknowledged

A Acknowledged i Event that has been reviewed and acknowledged on the
system

A Unacknowledged i Event that has not been acknowledged on the system

Selecting the Details icon opens a window on the right side of the page with additional
alert information.

il Dell AlOps Q ¢ 0D s & 8
Home
0
Alerts
¥ vz Oommicana) @ erorts) A warning13 B intarmenen(110) 1y
X Detsle  Severly k. System Model et Dateand  ELMSIODEVTST002
Dato UTE) . P —
E o Mandfocturin.  FowerStorel.  SpaceCheck.  Mon,ig SrstemiName LMSI0DEVTSTLO:
Sclect date range =
service Tag ELMSIODEVTSTIO2
E Finance Powsdax 2. ReningErgl.  Mon |
System Mogsi PowsFlexsaftuare
[ Praduction UNITY BsoF ‘surage peol o |
System Typs servr
2 ELMSIODEVT. ar, |
Produet ¢ Category SOFTWARE
APEX Block Storage Servicas @ ELMSIODEYT. Mon, Jdeupdsct ©
B Manage
2 ® LM Mo Tren838200010001
g ) .
@ [ ] ELMSIODE [ He Gl ‘
B Reports RepairF
- @ ELMSIO0E: PowerFlex 0. Mo, +
Oybarsacuntry B s ELMsIoDEY PawerFlex 5o, on,
@ Adn E ELMSIODEY Powsrier so. Mon,
=} Froduction S521ZF0N Mon,
E Froducton P S601CON Minor fauitin. Mon,t
B Produc ss010on oneormeref.  wons
& Pradicticn P S52960N Minor fauttin tan,1
2] ° PradicticaP_ SS2960N Mo
2] Padicion P SA14BLON fanteay 3 s Mar, 1
severity
Y 2] Praducion B SA14ELON Minor Man,
critcal
e @ Producion P S4112T0N Jor
7 wasaing
8 & Production B SA11ZFON e o mare Mon, 1
¢ Information v . 5

1 Alerts shown in Dell AlOps originate from the system and can only be acknowledged,
unacknowledged, and cleared on the system.

1 Alerts for PowerVault and Connectrix systems are not yet supported.
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Manage

System Updates  The System Updates page has up to six tabs: Storage, Networking, HCI, Data
Protection, Server, and Collector.

Storage

The Storage tab displays a list of all available system code, management software, and

drive firmware updates across all supported systems. It includes the system name, update

category, update type, the current version, and recommended version. The

Recommended Update column is a hyperlink to the code allowing the user to quickly

access the update code. Selecting the A>0 1icon
Summary with more details about the update and a link to the release notes for the

system update.

This page also allows users to stage Unity XT code updates to the array. By selecting the
Unity XT family arrays and the Stage to Array button, the code in the Recommended
Update column is downloaded to the arrays. The user can log in to Unisphere and initiate
the code upgrade at an appropriate time.

The user can filter the results by selecting the Filter icon, sort any of the columns and
export the list to a CSV file.

Note: The System Updates listing in Dell AlOps does not support PowerScale/lsilon, PowerFlex,
and PowerSwitch.
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