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Executive Summary
Technology has important effects on business operations. With the onset 
of Digital Economy, technology has both positive and negative impact on 
organizations. Though the unprecedent growth of the Internet has created 
a global economy, unlimited access to information, connecting people, and 
online ‘everything’, unfortunately it has its own set of problems, such as 
a significant growth of cyber-attacks with often disastrous consequences, 
and the attacks are evolving each day. In this atmosphere, Information/
Cybersecurity becomes a topical subject for businesses across the industry 
segment. As organizations become the subject for security threats and 
vandalism, this underscores the importance and need for better defenses 
against cybercrimes. 

While security solutions aim to prevent these cyber-attacks, the compute 
platform on which these solutions are hosted have to be robust with 
protection at every layer of the compute stack, from the hardware, firmware, 
hypervisor layer, virtual machines, operating systems, and the applications 
and their data.

Dell EMC PowerEdge Servers form the foundation of the Digital IT 
Infrastructure. With the collaboration of VMware virtualization, the benefits 
make IT simpler, increased IT agility, scalability, workload mobility, while 
reducing costs.

Dell EMC PowerEdge Server portfolio delivers lower TCO, scalable 
architectures and multi-layer security have featured robust security for 
several generations, including the innovation of using silicon-based security 
and designed to have the flexibility to support almost any security solutions 
that customers choose to deploy. VMware vSphere delivers comprehensive, 
built-in security and is the heart of secure virtual platform, delivering secure 
applications, data and access. This winning combination of Dell EMC and 
VMware, helps organizations modernize, automate and protect the IT 
Infrastructure and makes it the right platform of choice for [any] Information/
Cyber Security solutions.

Why Information Security?
Information security and Cybersecurity though often interchangeably 
used, address different scenarios even though both terms have to do 
with protecting data in general and data from outside sources, such as 
cyberspace, respectively. This paper deals with protection of information 
from unauthorized access, modification, being hacked or stolen, authorized 
access and use of information with malicious intent from both internal and 
outside sources, and the compute and virtualization platform required to 
host these solutions. 

Traditionally, Information Security in most organizations focused on reactive 
measures, post the deployment of routine dedicated network security within 
the data centre. With the increase in cybercrime and exploitation of IT 
vulnerabilities, the importance of dedicating a team of security professionals 
headed by a CISO – Chief Information Security Office, has increased 
in most organizations, starting with financial institutions and followed by 
organizations that process critical and sensitive data.

Cybersecurity 
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The Cybersecurity market growth is driven by the rising adoption of Digital Transformation initiatives and disruptive 
technologies such as, Internet of Things, Artificial Intelligence & Machine Learning, Medical Innovations, Blockchain and 
others. According to some of the analyst reports, the Cybersecurity market share is expected to grow around USD 360 
billion by 2025, up from USD 160 billion in 2019. The worldwide spending on security products and services was USD 116 
billion and is expected to reach over USD 130 Billion by 2022. While all other technology sectors are driven by reducing 
inefficiencies and optimizing productivity, Security spending is driven by cybercrime and information theft, ransomware 
epidemic and the more sophisticated attacks on businesses, governments, and consumers globally.

Information Security for any organization is a complex venture involving physical and virtual computers and servers, 
programs and data, networks, apart from telecom equipment’s that rely upon advanced software, policies, processes 
and skilled manpower to secure information. It has become imperative considering the storage and transmission of vast 
amount of confidential information across networks are prone to breaches from attack vectors. Online threats are one of 
the main causes and the highest occurring global risks.

Nonetheless, Information security is crucial for organizations of any size whether deployed on-premise or on the cloud. 
Security threats are continually evolving, and it becomes necessary to understand these trends to create awareness. This 
is where the challenges arise as most organizations lack awareness of the threats that they are likely to encounter. 

As organizations continue to adopt digital transformation, staying ahead of the threat landscape has become deceptively 
difficult on the premise that things are becoming worse with the ever-increasing volume and variety of threats. The 
problem is aggravated in the absence of deployable models pertaining to IT risk and the fact that existing solutions have 
antagonistic objectives in ensuring information security. This adds to the list of woes despite sustained measures in 
securing the organization, as new vulnerabilities and diversity of attacks increase each day.

Threat Landscape and Threat Modelling
Security threat landscape is a collection of security threats 
such as identity theft, theft of intellectual property, information 
extortion, viruses, worms, etc. Security threat landscape 
has grown over the past couple of years and is continuing 
to evolve capriciously, which has been challenging for 
organizations to comprehend, manage and forecast. Managing 
high levels of adaptability requires periodically monitoring the 
threat landscape and assessing the organizations resiliency 
to potential threats. In this unpredictable scenario, a practical 
approach would be to adopt a security framework that 
addresses not just traditional threats scenarios but one that 
adapts to today’s threat landscape.

Threat modelling is a way to optimize information security. It 
starts by identifying objectives and vulnerabilities,  
helps make sense of the threat landscape and are used to 
create the following:

• An abstraction of the system that must be protected

• Vulnerabilities in the system and processes

• Potential malicious actors including their goals and methods

• Catalog of potential threats

The Figure 1 shows a typical threat landscape depicting the assets that are being protected, the security measures and 
the potential threats to the assets.
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Security Framework and Architecture
Various security frameworks and architectures are in use today across organizations, each designed to address 
information system resilience, for example: access control systems, physical security integration, policies and standards, 
business continuity and network security. A resilient security framework is built on three pillars: people, process and 
technology and aims to provide a common language and systematic methodology for managing information security risk. 
Though there are several types of frameworks for security architectures available, none of them is complete and totally 
secure. The challenge is to develop one that is effective and aligns IT security with the business strategy; for that the 
first step for any organization is to determine what is it that it wants to achieve? what is the goal of adopting a security 
architecture model?

Adopting and implementing a security architecture should be effective, efficient and consist of the three basic 
components: people, processes and technology. There are many enterprise frameworks and architectures that  
are available, such as SABSA, ISO, COBIT, TOGAF, ISMS, NIST, etc, that can help achieve this goal. 

Security Assessment 
Before embarking on adopting or developing a framework or security architecture for the organization, it is important 
to first conduct a security assessment that is goal oriented for eliciting security requirements and includes the following 
workflow process of activities that needs to be followed, and review each activity, such as, Document Review, Threat 
identification, Vulnerability Assessments, Impact Analysis, Risk Determination and recommendation of Control measures. 
With this assessment at hand, the next step for any organization, is to build an effective security roadmap based on  
a security framework, that addresses both tactical and strategic security goals with a properly managed risk profile  
for the organization.
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Figure 2. Security Assessment Methodology
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Information Security Framework
There are many popular security frameworks that are available today in the market. Let us consider a typical security 
framework derived from the NIST cybersecurity framework.

The NIST security framework seeks to address the lack of standards when it comes to security, providing organizations  
a common language and systematic methodology for managing information or cyber-security risk.

The core of information security practice are the three elements of security policy development comprised of 
Confidentiality, Integrity and Availability.

• Confidentiality is a requirement whose purpose is to keep sensitive information from being disclosed to unauthorized 
users or limited to a specific group of people or organizations.

• Integrity is to ensure that information and programs are changed only in a specified and authorized manner (i.e., cannot 
be changed untraceably) and whether the system is fit for purpose, i.e. the receiver of the information must have the 
information the creator intended the receiver to have.

• Availability is to ensure that systems work promptly, and services are not denied to authorized users, which consists  
of timely and reliable access.

A security framework or architecture adoption depends on how sensitive and important is the ‘information’ that is processed 
by the organization; and the reputational and financial impact if that ‘information’ is misused or stolen. Consider today’s 
scenario, where the ‘network is the system’ and when software, hardware are working together over geographically 
dispersed locations, the necessity to implement and comply with security framework, gains prominence as businesses tend 
to be more compliant to regulatory demands and standards. With ever increasing attacks, businesses, especially banking 
and financial institutions, IT and ITeS sectors, Healthcare sector, government establishments, are under tremendous 
pressure to protect their information from these attacks. This opens a whole lot of challenges to most organizations as the 
exercise to identify, deploy, protect and maintain an information security program can be overwhelming.

Figure 3. A typical Security Framework (Derived from NIST Cybersecurity Framework)
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There are many information security solutions available today that help solve different business security issues,  
some of which are listed below:

Identity and Access 
Management

Network Access Control

Intrusion Detection  
and Prevention

Security Operations 
Center

Security Strategy,  
Risk Management  
and Compliance

Industrial Security

Threat Management

Infrastructure and 
Endpoint Security

The schematic in Figure-4. shows a typical security technology framework. The framework or the model chosen depends 
on the type of industry or compliance requirements, and should be hybrid, holistic, proactive and built on the premise on the 
available risk posed to the organization.  

In today’s fast paced Digital world it is hardly advisable to create a framework or architecture from the scratch. With so many 
readily available frameworks and architectures, some of which are mentioned above, it is only prudent to select the most 
appropriate one that meets the requirements and for gaps choose modules and add-ons from other frameworks and security 
architectures to build a customized, robust and hybrid security system for the organization. Subsequently this organization 
specific framework or architecture must be routinely updated as and when the security landscape changes and evolves to 
stay relevant.

Now let us look at a scenario wherein the aforesaid security framework can be applied with the deployment  
of a SOC- Security Operations Center. 

SOC - Security Operations Center
A Security Operations Center is an organizational structure headed by a CISO and composed of tools, security analysts 
and experts, whose objective is to continuously monitor and improve the security posture of an organization and whose 
purpose it is: to detect, analyze, respond to and prevent any security incidents with the aid of people, processes and 
technology. Also, part of the activities of this team is to formulate and update a security strategy, implement security tools, 
investigate suspicious activities, ensure audit and security compliance, reduce downtime and maintain business continuity.

A SOC seeks to prevent security threats by monitoring all devices in scope on an ongoing basis, as the team of security 
analysts work in shifts and log all day-to-day activity on a 24/7 basis. These analysts use a range of servers (both physical 
and virtual), cybersecurity software and security processes that can pinpoint security breaches across the organizations 
infrastructure and proactively identify and mitigate these risks and vulnerabilities by employing firewalls, probes, security 
information and event management systems, orchestration and automation systems, that collect, aggregate and monitor 
enterprise systems and data as it moves across various platforms and endpoint devices.

The ever-changing threat landscape of cyberattacks is a major contributor to the global SOC market. The SOC market  
is estimated to be USD 31,000 million in 2019 and expected to grow up to USD 61, 200 million by 2025.
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SOCs can range from a small setup with couple of personnel to large geographically dispersed centers. A typical midsize 
SOC includes the technologies as depicted in Figure 4. The components listed in the Security Architecture are Management 
Layer, Threat Intelligence, Security Integration, Automation and Orchestration, Incident and Response Management, 
Dashboard, Risk Ranking, Security Information and Event Management System, Event Correlation and Managed Devices.

While designing a SOC, though a deeper analysis of the tools that make up the SOC has to be considered that will provide 
the right visibility in to the environment, it is equally important to consider every single detail of the approach, starting from 
the SOC model, teams skills, collaboration tools, business continuity plans, data loss prevention, training and enablement 
and so on.

Some of the core tools that comprise the SOC architecture:

Threat Intelligence is the information or evidence-based knowledge an organization uses to understand threats and  
to prevent or mitigate attacks that has/will target the organization. Threat Intelligence comes from several sources, both 
internal and external and can be defined into three categories Operational, Strategic and Tactical. In the context of SOC, 
threat intelligence is used for event triage/alert, validate and quickly determine which ones might pose a real threat to  
the organization.

Security Integration, Automation and Orchestration 
Security Integration, Automation and Orchestration, refers to the Integration of distinct technology segments of information 
security practice, namely SIEM, Orchestration and Automation, Threat Intelligence and Incident Management. These 
technologies help a security operations center be more efficient in collecting and centralizing massive amounts of events 
data by providing context to events and in performing better by replacing repetitive manual tasks with automated workflows 
and remediating threats with minimal human intervention.

Security Information and Events Management
Security Information and Events Management (SIEM) refers to the technology that collects and stores data from various 
sources, (for example: an organization’s entire IT infrastructure and from third party sources if required) normalizes, 
aggregates and applies analytics on this data to detect threats and alert organizations to investigate potential threats.  
A SIEM solution is used for Insider and Cyber Threat Detection, Security Alerts, Incident Response, Security Operations,  
Log Retention, SOC Automation and Compliance.
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Figure 4. A Typical Reference Architecture for a SOC solution
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Why Security Operations Center?
As the number of high-profile security incidents increase, it is becoming more and more challenging to manage an 
organizations security. The chances of encountering a security breach has risen substantially with hackers and malicious 
actors constantly looking for ways to access secure information. Though most of the organizations have a baseline 
of security defenses in place, it becomes imperative to be able to identify and respond quickly to cyber breaches 
instantaneously. This is one of the reasons for businesses to invest in the development of Security Operations Center.

Some of the benefits of a SOC are: 

Real-time 
Monitoring 
and Protection

Identify 
Threats

Centralized 
Knowledge

Continuous 
Security

Skilled 
Cybersecurity 
Experts

Better 
Collaboration

Timely 
Response

Most organizations can benefit from an in-house SOC whatever its size, from a single security analyst to a full-fledged 
coordination center - their primary goal is to anticipate, alert, respond more quickly to threats and help prevent breaches  
and minimize losses to an organization due to cyber-crime.

Today, it is important for organizations to ensure that their IT systems are well protected because it holds very valuable 
information and is the core of the organization. Faced with ever-changing security threats and increasingly sophisticated 
attempts to steal sensitive information as threat actors worm their way into business-critical applications, SOCs are the 
dedicated teams as the first line of defense working to stop them. They stay up-to-date on the latest threats and mitigation 
techniques so they can act as an early warning system. SOC services provide deep insights into an organizations security 
posture and any organization having a SOC team of dedicated information security professionals, defining the policies and 
procedures, monitoring your network, security threat detection, and working to bolster your defenses can go a long way 
toward keeping your sensitive information secure.

Conclusion
Developing an information security strategy requires selecting defensive and preventive activities from a large set of possible 
actions and information security being a complex subject, requires knowledge and expertise from multiple disciplines and 
not only from information technology. Cyber threats succeed because they exploit conditioned human behaviours and social 
patterns, not just technological vulnerabilities. In practice, although technical measures are an important element, information 
security is not just about technology, although it is easy for security analysts and others to get lost in the  
technical details. 

Generally, most of the security threats can be mitigated through awareness and best practices in information security and 
business continuity. It also becomes important for organizations to conduct regular system wide security assessments both 
internal within the organization and third-party audits that would gauge the effectiveness of the security controls and practices 
in place. The security assessment methodology, frameworks and standards discussed can help organizations approach 
programmatically, as there is no silver bullet solution to address security threats. For an organization to successfully confront 
the increasing information security threats requires an effective combination of human expertise, refined processes and 
reliable, optimal technology that helps the organization operate and meet its vision and mission goals.

Once the security aspects are identified and the solutions components finalized, it becomes important for the CSO/CISO  
to dedicate quality time on choosing the right infrastructure platform to provide the technological backbone for hosting  
the information security solution for the organization.
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Dell EMC PowerEdge -  
Cyber Resilient Architecture
Securing an organizations Information and their IT infrastructure 
is of paramount importance against the ever-changing threat 
landscape. Dell EMC PowerEdge servers have featured security 
as a primary design feature for several generations, including the 
innovation of using silicon-based security, cryptographic root of trust 
to authenticate server booting and firmware updates.

The Dell EMC range of servers [from Rack, Modular, Tower, 
Industrial-Grade and Specialty Server] are “engineered for security” 
with an enhanced Cyber Resilient Architecture that provides a 
hardened server designed to protect, detect and recover from 
cyber-attacks. [and have the flexibility to support almost any security 
solutions that customers may choose to deploy.] 

Delivering the Cyber Resilient Architecture requires security 
awareness and discipline at each stage of development. This 
process is called the Security Development Lifecycle (SDL) model, 
in which security is not an afterthought but is rather an integral part 
of the overall server design process.

Maintenance

Release/
Response

Requirement 
Analysis

SDL

Verification/
Testing

Implementation

Design

Security 
Development 

Lifecycle

Figure 5. Security Development Lifecycle Methodology

This design process encompasses a view of security needs throughout the entire server lifecycle, as bulleted below  
and as shown in figure below:

• Features are conceived, designed, prototyped, implemented, set into production, deployed, and maintained,  
with security as a key priority.

• Server firmware is designed to obstruct, oppose, and counter the injection of malicious code during all phases  
of the product development lifecycle.

 » Threat modeling and penetration testing coverage during the design process

 » Secure coding practices are applied at each stage of firmware development

• For critical technologies, external audits supplement the internal SDL process to ensure that firmware adheres  
to known security best practices.

• On-going testing and evaluation of new potential vulnerabilities using the latest security assessment tools.

• Rapid response to critical Common Vulnerabilities and Exposures (CVEs) including recommended remediation  
measures if warranted. 
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Dell EMC Server Infrastructure Portfolio

Dell EMC PowerEdge Tower Servers

Dell EMC PowerEdge tower servers offer powerful performance, versatility, 
reliability, value and ideal for small and medium enterprises, remote offces, and 
data centers. PowerEdge Tower servers come in a wide range of sizes, from 
mini-towers to rack-capable platforms and can adapt to changing workloads with 
flexible expansion options. Build a strong, scalable, and modern IT infrastructure 
with the PowerEdge tower servers portfolio. For more information on Dell EMC 
PowerEdge Tower Servers, Click here.

Dell EMC PowerEdge Rack Servers

Dell EMC PowerEdge rack servers combine a highly scalable architecture and 
optimum balance of compute and memory to maximize performance for a diverse 
set of workloads. They’re designed to speed deployment and improve application 
performance for database, high-performance computing, and virtualization 
environments. From entry-level to enterprise-grade, Dell EMC offers a full suite 
of servers for every business need, from a board portfolio of single, dual or 
quad Intel or AMD based processors that meets the flexibility and performance 
requirements across the business segments. For more information on Dell EMC 
PowerEdge Rack Servers, Click here.

Dell EMC PowerEdge MX

Dell EMC PowerEdge MX, a high performance, modular infrastructure,  
designed to support a wide variety of traditional and emerging data center 
workloads. PowerEdge MX offers the first modular infrastructure architecture 
designed to easily adapt to future technologies and server disaggregation. 
PowerEdge MX, designed for the software-defined era, featuring a kinetic 
infrastructure from Dell EMC, shared pools of disaggregated compute, storage 
and fabric resources can be configured, and reconfigured, to specific workload 
needs and requirements. For more information on Dell EMC PowerEdge MX 
Servers, Click here.

Dell EMC vSAN Ready Nodes

Dell EMC provides VMware vSAN Ready Nodes that combine a wide range of 
Dell hardware and VMware vSAN software that are validated and certified to meet 
an enterprises hyper-converged workload needs.  Each Dell EMC vSAN Ready 
Node includes just the right amount of CPU, memory, network I/O controllers, 
HDDs and SSDs that are best suited for value-optimized configurations for 
projects that needs storage-dense configurations that require large storage 
capacities or compute-dense solutions for compute-intensive workloads.  
For more information on Dell EMC vSAN Ready Nodes, Click here.

https://www.delltechnologies.com/en-in/servers/poweredge-tower-servers.htm#accordion0&accordion1
https://www.delltechnologies.com/en-in/servers/poweredge-rack-servers.htm#accordion0&accordion1&accordion2
https://www.delltechnologies.com/en-in/servers/modular-infrastructure/index.htm#accordion0
https://www.delltechnologies.com/en-in/converged-infrastructure/hyper-converged-infrastructure/vsan-ready-nodes.htm
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VMware and Information Security 

How does VMware aid information security?

VMware often speaks of “intrinsic security” and its role and value to the IT administrator. Intrinsic security is the idea 
that we can leverage our infrastructure to provide adaptive protection for applications, workloads, and data. We can do 
that regardless of their location, whether in a private data center, colocation facility, or public cloud. We can also secure 
applications, infrastructure, and data seamlessly so that users and applications have freedom to work where they wish.

In the Infrastructure

In VMware vSphere, the core infrastructure powering the software-defined data center, there are numerous security features 
aimed directly at making security easy to use and making the product secure by default. Traditional information security has 
three major pillars, often known as the CIA Triad. Confidentiality is keeping our data to ourselves and keeping bad actors 
away from it. Integrity is ensuring that our data is authentic and not tampered with. Availability is ensuring that our systems 
are there when we need them. The hundreds of small and large features inside VMware vSphere align directly with these 
tenets, reducing risk and building value.
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Figure 6. CIA Triad
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ESXi Secure Boot, Host Attestation, and vSphere Trust Authority

Dell EMC PowerEdge servers equipped with Trusted Platform Module 2.0 devices gain native vSphere host attestation 
features when UEFI Secure Boot is enabled. Attestation is the process by which a third-party verifies that an ESXi host is 
running authentic software and is in a trusted configuration. This is done through cryptographic means, verifying that  
ESXi has booted software that was digitally signed by VMware and trusted partners like Dell.

vCenter Server, the primary management interface for VMware vSphere, offers two ways to do attestation. By default,  
it uses a lightweight attestation method for verifying infrastructure, but if a vSphere Admin wishes to do more to protect  
the infrastructure they can enable vSphere Trust Authority. vSphere Trust Authority creates a hardware root of trust on  
a separate management cluster which goes deeper into system configurations. It ensures that hosts deemed untrustworthy 
for any reason do not gain access to encryption keys and cannot participate in cluster operations until they are assessed  
and repaired.

Figure 8. vSphere Trust Authority

vSphere Lifecycle Manager & Update Planner

vSphere Lifecycle Manager makes it easy to stay up to date, both for vSphere updates as well as at the hardware level  
with OpenManage integration. This enables deep control of not only hypervisor versions, but also hardware firmware levels, 
too, ensuring comprehensive security deep into the infrastructure. Native integration with Dell EMC addons for managing 
PowerEdge servers help vSphere Admins do more with their time than tracking & downloading updates.

Update Planner automates the task of checking hardware and software compatibility within a vSphere deployment to 
ease updates between versions of vSphere. Update Planner automatically checks the VMware Compatibility Guide for 
interoperability information, then advises the vSphere Admin on what versions of software and hardware are necessary  
for a supported, reliable configuration. Making it easy to stay up to date both with patches inside major versions of vSphere, 
and between major versions, allows vSphere Admins to easily gain value from new features and improvements.

VMware vMotion & Distributed Resource Scheduler

Since 2006, VMware vMotion has been improving availability of workloads by allowing them to move seamlessly between 
physical servers. This allows invisible patching and maintenance of infrastructure, as well as predictive moves if a hardware 
fault should be discovered, or a server becomes unbalanced in a cluster with too much work. The Distributed Resource 
Scheduler, or DRS, automates balancing workloads so that they perform optimally. DRS is part of VMware vSphere and  
is simply enabled by the IT administrator wishing to automate performance management inside their infrastructure.

Figure 7. vSphere DRS
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Dell EMC PowerEdge and VMware - Powering the Information  
Security Transformation 
Today’s information security solutions are filled with a plethora of tools with no cohesive platform to host a combination of 
solutions. It becomes imperative for CSO/CISO to look into vendors who provide a solid platform for hosting these security 
solutions that cost the organizations millions of dollars in software licenses and appliances. Dell EMC aligns the unique 
advantages of VMware software with Dell Synergies to deliver even more value to customers by providing essential 
infrastructure that can withstand cyberattacks, transform IT and protect their information.

Beyond vSphere, the VMware portfolio of security products and solutions integrates security deeply into the design  
and operation of the systems. “Built in, not bolted on” is what VMware likes to say.

Secure east-west network traffic through segmentation, access, and traffic inspection using NSX-T and vRealize Network 
Insight. Virtualize your entire security stack and gain protection that is intrinsic to your infrastructure so you can mitigate risk, 
ensure compliance, and lower costs while vastly simplifying the operational model of firewalling every workload.

Using VMware Carbon Black Workload protect workloads from advanced threats through embedded security in the 
hypervisor. Improve application security without compromising availability and performance with automated threat monitoring 
and response to changes in app behavior. Consolidate multiple endpoint security capabilities, simplifying your security stack 
for faster and more effective security operations, and improving endpoint performance.

Building security into infrastructure turns points of vulnerability into points of security control. More effectively detect  
and respond to threats and expand visibility and controls to harden infrastructure and keep emerging threats at bay.  
VMware Intrinsic Security dramatically simplifies and strengthens your approach to security across any app, any cloud,  
and any device.

Figure 9. Virtualization Based Security

Deep Workload Protections

Infrastructure does not exist solely on its own. Workloads are what most IT organizations care about. VMware vSphere 
brings powerful features to bear on the security of applications, too.

VM Encryption enables data-at-rest encryption for virtual machines, no matter what the capabilities of the storage they 
reside on. With the addition of a Key Management System like Dell EMC CloudLink a virtual machine can easily be 
converted into an encrypted VM, simplifying security and compliance. vCenter Server has a robust role-based access 
control (RBAC) system which allows vSphere Admins to control who can decrypt a virtual machine, helping protect against 
exfiltration of data.

With VM Encryption enabled a virtual machine can be outfitted with a virtual Trusted Platform Module, or vTPM. Just as a 
TPM enables advanced security for ESXi, a vTPM enables use of advanced security techniques inside a guest OS as well. 
UEFI Secure Boot is also available and recommended inside a virtual machine, using those same cryptographic verification 
techniques to protect Windows and Linux guest OSes from malware and other boot-time security concerns.

Virtualization-based Security, or VBS, is the vSphere feature that enables Microsoft Device Guard and Credential Guard, 
two powerful ways to protect Windows systems from bad actors. VBS is enabled with a simple checkbox, and when that 
is done a VMware virtual machine can have these Windows features enabled just as an administrator would on a physical 
server or desktop. This consistency lends itself to ease of use. It also enables compliance-oriented vSphere Admins to easily 
meet the terms of the Windows 10 and Windows Server 2019 DISA STIGs which mandate use of VBS.
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