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Traditional edge computing devices access or send data to and from remote 
datacenters. But for some workloads, connecting to faraway datacenters 
cannot deliver the fast performance these users have come to expect. By 
placing servers in strategic locations close to where consumers gather, 
telecommunications (Telco) companies, retail organizations, and even defense 
contractors can meet the taxing performance demands of 5G connectivity, 
point-of-sale analytics, and global reconnaissance data collection. These edge 
locations can vary widely—from places like sports venues, shopping centers, 
Telco towers, or, in the case of military intelligence, remote towns and inside 
vehicles—but face common restraints concerning space and environmental 
conditions.

Designed for extreme environments, Dell EMC PowerEdge XR servers offer 
high performance, high reliability, effortless systems management, and physical 
and cyber security in hard-to-reach or compact locations at the edge.

Introducing the Dell EMC PowerEdge XR11 and PowerEdge XR12 
rugged servers
Diverse applications operate in diverse locations at the edge, so any hardware 
you deploy there must be able to withstand extreme heat and cold while fitting 
into limited spaces. New to the Dell EMC PowerEdge XR line, which previously 
featured only the Dell EMC PowerEdge XR2 rugged server, PowerEdge 
XR11 and PowerEdge XR12 rugged servers are purpose-built to deliver high 
performance and low latency in suboptimal environmental conditions. Both 
models feature 3rd Generation Intel® Xeon® Scalable processors and are 
available with up to 8 DIMMs, PCI Express 4.0 enabled expansion slots, choice 
of network interface technologies, and up to 90 TB of storage. One example 
test shows the performance possibilities that the Dell EMC PowerEdge XR12 
enabled by 3rd Gen Intel® Xeon® Scalable processors offers: the solution 
delivered 2x the massive MIMO throughput for a 5G vRAN deployment 
compared to the previous generation.1 

Available in highly configurable 1U and 2U form factors, these PowerEdge XR servers are ideal to support demanding 
applications at the edge in the Telco, retail, manufacturing, and military and marine spaces, handling workloads such as 
CDN, 5G, analytics, and inventory control. 

1. Intel, “3rd Generation Intel® Xeon® Scalable Processors - Performance Index [91]”, https://edc.intel.com/content/
www/us/en/products/performance/benchmarks/3rd-generation-intel-xeon-scalable-processors/
2. Intel, “Flexible Performance for 5G vRAN Deployments,” https://www.intel.com/content/www/us/en/communications/
flexible-performance-cost-efficiency-5g-vran-brief.html.

3rd Gen Intel® Xeon® 
Scalable processors
With up to 40 cores, higher memory 
bandwidth, and built-in workload 
acceleration, 3rd Gen Intel® Xeon® 
Scalable processors optimize 
workload performance at the edge. 
Workload acceleration features 
include Intel Deep Learning Boost, 
Intel Advanced Vector Extensions 512, 
and Intel Speed Select Technology to 
accelerate workloads and services. 

To further enhance data protection 
at the edge, 3rd Gen Intel® Xeon® 
Scalable processors offer Intel 
Software Guard Extensions (SGX), 
Intel Total Memory Encryption, and 
Intel Platform Firmware Resilience 
(Intel PFR).

In tests, 3rd Gen Intel Xeon Scalable 
processors delivered an average of  
up to 62 percent more performance  
on a range of broadly-deployed 
network and 5G workloads over  
the prior generation.2 

https://edc.intel.com/content/www/us/en/products/performance/benchmarks/3rd-generation-intel-xeon-sc
https://edc.intel.com/content/www/us/en/products/performance/benchmarks/3rd-generation-intel-xeon-sc
https://www.intel.com/content/www/us/en/communications/flexible-performance-cost-efficiency-5g-vran-
https://www.intel.com/content/www/us/en/communications/flexible-performance-cost-efficiency-5g-vran-
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In small spaces, Dell EMC PowerEdge XR servers fit right in
Many edge computing locations are compact—in remote field cabinets, inside vehicles, and in small closets. Both the 1U 
PowerEdge XR11 and 2U PowerEdge XR12 deliver high-density single-socket performance in a short depth form factor 
(only 400mm) so they can fit where you need them to.

For maximum flexibility and serviceability, PowerEdge XR servers have reversible mounting options that allow access 
to I/O ports and power supplies from either the front or rear of the chassis.3 Moveable control panels also improve 
accessibility for your specific location.

An optional cable management arm keeps cabling organized and secure at the back or front of the server, with a unique 
design that allows technicians to service the hardware easily and change filters without needing to detach cables in 
the field.

Keep workloads up and running in harsh environments 
While datacenters are specialized environments built specifically for server hardware, edge computing means fitting 
hardware into harsh locations that first and foremost serve other purposes. These locations can face a host of challenges, 
including heavy dust, poor airflow, shock or vibrations, extreme temperatures, and electromagnetic interference.

Outdoor environments or infrequently accessed storage closets with poor airflow can introduce excess dust into server 
hardware, eventually causing failures. To combat dust intrusion, both the PowerEdge XR11 and PowerEdge XR12 have 
an optional metal bezel that mounts to the front of the chassis to provide ingress protection from sand and dust using a 
removable filter. While the bezel is available for both rear- and front-accessed chassis versions of the PowerEdge XR12, 
on the PowerEdge XR11 this bezel option is available for rear-accessed chassis only. 

Because some operating environments experience shock or vibration from manufacturing activities, travel over rugged 
terrain, and other environmental impacts, Dell EMC PowerEdge XR servers utilize 13-gauge steel rack ears for shock 
durability to maintain business continuity in sites that experience vibration, shock, impacts, and/or seismic activity. Rugged 
retention of other hardware components, including PCI cards, HDDs, and power supplies, is built into both models. 

Outside the datacenter, temperatures fluctuate, which can cause hardware to malfunction, causing workloads to slow 
down or stop. The PowerEdge XR11 and XR12 servers offer features that increase reliability in a wide range of operating 
environments. The server design provides maximum airflow coverage to critical components, optimizing thermal 
management, and a thermal control system regulates fan speeds based on monitoring of components. These design 
characteristics allow for continuous operation at extended ambient temperature ranges of -5° C (23°F) to 55°C (131°F). 
Additionally, Dell EMC PowerEdge XR servers feature cooling fan redundancy and allow users to configure certain 
thermal settings to best meet individual needs.

3. This is a purchase-time decision that cannot be reversed in the field.

Figure 1. Front and rear views of the Dell EMC PowerEdge XR11 
(rear-accessed chassis) with front bezel.

Figure 2. Front and rear views of the Dell EMC PowerEdge XR12 
(rear-accessed chassis) with no bezel.
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For customers implementing military/defense use cases, PowerEdge XR11 and PowerEdge XR12 servers also feature 
EMI emissions gasketing that meets Department of Defense interface standards for electromagnetic interference 
characteristics of subsystems and equipment (MIL-461G).

Get support from the trusted Dell Technologies Edge Ecosystem
When you select Dell EMC PowerEdge XR rugged servers, you gain more than high-performing hardware. You also 
gain access to the greater Dell Technologies Edge Ecosystem that ensures you are poised to deliver the experience 
your customers want from start to finish, with a full width and breadth of services from a wide variety of organizations. 
Dell Technologies is uniquely positioned to bring together technology, services, support, and OEM providers to deliver 
everything you need to innovate and meet your challenges at the edge. 

Figure 3. Airflow diagrams for Dell EMC PowerEdge XR11 and PowerEdge XR12 servers.

PowerEdge XR11 Chassis Orientations PowerEdge XR12 Chassis Orientations
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Trouble-free troubleshooting with built-in remote management features 
Embedded systems management features through the integrated Dell Remote Access Controller 9 (iDRAC9) make 
remote maintenance and issue resolution from anywhere possible—technicians need not be in the field to make important 
updates or troubleshoot problems. Meeting IT security standards issued by National Institute of Standards and Technology 
(NIST), FIPS, and the Common Criteria, iDRAC9 enables secure deployment, updating, and monitoring of server 
resources through authenticated logons, encrypted communications, and monitored, password-protected access. iDRAC9 
Datacenter gives IT staff server-level management capabilities to monitor, report, and control resource consumption at the 
processor, memory, and system levels so they can optimize performance as demands fluctuate. 

In conjunction with iDRAC9, administrators can use Dell EMC OpenManage Enterprise Suite to enable automation of 
time-consuming server lifecycle management tasks, all through an easy-to-navigate console accessible from anywhere.

Keep data secure by building on cyber resilient architecture
Sophisticated cybersecurity threats from malware and ransomware continue to emerge at increasing rates, compromising 
critical data and grinding business to a halt. Cyber resiliency, or the ability to protect, detect, and recover from 
cyberattacks, is critical to keeping workloads at the edge available. PowerEdge XR11 and XR12 rugged servers are 
equipped with Dell’s cyber-resilient architecture that builds in multiple layers of security, from the supply chain to hardware 
and software. 

Dell EMC PowerEdge XR platforms utilize NIST cybersecurity framework standards that focus on protection, detection, 
identification, response, and recovery to create a comprehensive approach to cybersecurity.

Dell builds security into each PowerEdge XR server from the start as part of the design process, rather than adding it 
as an afterthought, through a Secure Development Lifecyle (SDL) that requires awareness and discipline at each stage 
of development. Dell conceives, designs, prototypes, implements, sets into production, deploys, and maintains server 
features with security as a key priority. 

Dell has created a long-standing partnership of trust among people, customers, and suppliers that enables Dell to 
champion security, integrity, quality, and resilience in every facet of its offerings. Dell Technologies has also created the 
Secured Component Verification (SCV) program that provides verification of hardware integrity from the outset. 

Many of the key security layers that make up Dell’s cyber resilient architecture are listed below. One of the most important 
features is the immutable, silicon-based root-of-trust that cryptographically attests to the integrity of BIOS and iDRAC 
firmware. The proprietary iDRAC management tool allows administrators to monitor changes in the system, requiring 
signed firmware updates and detecting configuration and firmware drift beyond the authorized configuration for quick 
mitigation. With Enterprise or Datacenter licences, iDRAC offers a feature that locks down a server’s hardware and 
firmware configurations, thereby preventing configuration drift and protecting against malicious attacks against embedded 
firmware. Lockdown mode can be enabled dynamically, without requiring a system reboot.

Figure 4. How Dell Technologies enables cyber resiliency in PowerEdge XR rugged servers.
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In conclusion
If your workloads require deploying servers outside the datacenter, unique challenges arise due to environmental 
conditions. Extreme temperatures, dust, vibration, and other disruptions can overwhelm traditional servers. To keep edge 
applications available, Dell EMC PowerEdge XR11 and XR12 rugged servers featuring 3rd Generation Intel® Xeon® 
Scalable processors provide key design features that make them ideal for Telco, retail, and military workloads running in 
harsh environments at the edge. 

As part of the Dell Technologies Ecosystem that brings with it a secure supply chain, Dell EMC PowerEdge XR rugged 
servers include a cyber resilient architecture: built to withstand cyberattacks in addition to standing strong against poor 
environmental conditions.

https://www.delltechnologies.com/en-us/contactus.htm
https://www.delltechnologies.com/en-us/resource-library.htm
https://www.delltechnologies.com/en-us/servers/index.htm#section=data-center-infrastructure
https://www.facebook.com/DellTechnologies/
https://twitter.com/DellTech
https://www.linkedin.com/company/delltechnologies/

