Cybersecurity is in our DNA

with Dell Powerkdge servers & AMD EPYC™ processors

Together, Dell and AMD provide a purpose-built Cyber Resilient Architecture that helps
organizations adopt a Zero Trust strategy, embracing the idea that each system component
is vulnerable to attack and offering strong, interwoven protection at every point

How Dell and AMD intertwine and integrate for unparalleled protection

Dell Silicon Root of
Trust + AMD Platform
Secure Processor

Secure foundation of trust
with cryptographic verification

AMD Platform
Secure Boot o

Lock CPU to server TT1
to prevent swaps

| UEFI Secure boot
( ) Ensure the integrity
of the OS kernel

AMD Infinity Guard

Mitigate firmware-level
threats and remote attacks

CPLD Validation

and SPDM
@ Protect against system board

modifications and falsified
device certificates
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Secure Data-at-rest :

Hardware drive encryption with
support for Instant Secure
Erase (ISE), self-encrypted

drives (SEDs) and with local
and external key managers

AMD secure memory encryption (ILKM, LKM, SEKM)
(SME) and AMD secure encrypted
virtualization (SEV) encrypts

the memory and VMs protecting A\
your data from multiple —
threat vectors

Secure data-in-use
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To learn more about Dell and AMD, please visit www.dell.com/servers/AMD
or click here to read our whitepaper.
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