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PREFACE

Audience

Related Documentation

As part of an effort to improve its product lines, Dell EMC periodically releases revisions of
its software and hardware. Therefore, some functions described in this document might
not be supported by all versions of the software or hardware currently in use. The product
release notes provide the most up-to-date information on product features.

Contact your Dell EMC technical support professional if a product does not function
properly or does not function as described in this document.

Note: EMC Secure Remote Services (ESRS) is being rebranded to Secure Remote Services
(SRS). This change is not reflected in the user interface as of the time of this publication.
Consequently, the screen samples in this document does not reflect the rebranding.

Note: This document was accurate at publication time. Go to Dell EMC Online Support
(https://support.emc.com) to ensure that you are using the latest version of this
document.

This guide is part of the Secure Remote Services documentation set and is intended for
use by device administrators.

You can access the documentation section at:

Secure Remote Services Documentation

Conventions used in this document

Dell EMC uses the following conventions for special notices:

ADANGER

DANGER indicates a hazardous situation which, if not avoided, will result in death or
serious injury.

AWARNING

WARNING indicates a hazardous situation which, if not avoided, could result in death or
serious injury.

ACAUTION

CAUTION, used with the safety alert symbol, indicates a hazardous situation which, if not
avoided, could result in minor or moderate injury.
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Preface

Where to get help

Your comments

NOTICE

NOTICE is used to address practices not related to personal injury.

Note: A note presents information that is important, but not hazard-related.

Typographical conventions

Dell EMC uses the following type style conventions in this document:

Bold Use for names of interface elements, such as names of windows, dialog
boxes, buttons, fields, tab names, key names, and menu paths (what
the user specifically selects or clicks)

Italic Use for full titles of publications referenced in text and for variables in
body text.
Monospace Use for:

e System output, such as an error message or script
e System code

e Pathnames, file names, prompts, and syntax

e Commands and options

Monospace italic Use forvariables.

Monospace bold Use for user input.

[ Square brackets enclose optional values

| Vertical bar indicates alternate selections — the bar means “or”

{1} Braces enclose content that the user must specify, such as x ory or z

Ellipses indicate nonessential information omitted from the example

Dell EMC support, product, and licensing information can be obtained as follows:

Product information — For documentation, release notes, software updates, or
information about Dell EMC products, go to Dell EMC Online Support at:

https://support.emc.com

Technical support — Go to Dell EMC Online Support and click Service Center. You will see
several options for contacting Dell EMC Technical Support. Note that to open a service
request, you must have a valid support agreement. Contact your Dell EMC sales
representative for details about obtaining a valid support agreement or with questions
about your account.

Your suggestions will help us continue to improve the accuracy, organization, and overall
quality of the user publications. Send your opinions of this document to:

techpubcomments@emc.com
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CHAPTER 1
Introduction

This chapter introduces the Secure Remote Services (SRS) Policy Manager, version 6.8,
which enforces the rules for customer-controlled SRS site access and activity.
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@ VIMWATE SUPPOI . euttiieeeeeeeieeeeetitttiireeeee e e e eeeeeeteeeesaaaseseeeeeeeeeeeessssssnssssssssseeeeeesesennes 11
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Introduction

Policy Manager

What is New, Fixed,
and Improved with
SRS Policy Manager
6.8 over SRS Policy
Manager 6.6

The Policy Manager allows you to set permissions for devices that are being managed
by the SRS Clients. The SRS Client polls the Policy Manager every 5 minutes and
receives the current policies, which it then caches locally. (Because of this polling time
interval, policy updates may take up to 5 minutes before being applied.)

During the periodic poll, the SRS Client posts all requests and actions that have
occurred which are then written to local log files and the Policy Manager database.
When a remote access request arrives at the SRS Client for device access, the access is
controlled by the SRS Client enforcing the policy set by the Policy Manager.

The Policy Manager software may be on another application server (for example, a
Dell EMC Navisphere® Management station) or co-located on a non-high-availability
SRS Client server.

Note: Once installed on your server, the Policy Manager application is inaccessible by third
parties, including Dell EMC.

The following describes what is new, fixed, and improved with SRS Policy Manager
6.8 over SRS Policy Manager 6.6:

Issue: Policy Manager does not show more than first 25 users.
Status: Resolved
2. Issue: Using roles/profiles with Active Directory required write access to AD.

Status - Active Directory integration no longer requires write access to AD; roles
are managed in the PM database.

3. Security hardening processes (ciphers/default permissions, LDAP injection, etc.)
rolled up.

4. The following CVEs were addressed in this release:
* CVE-2017-4976
* CVE-2014-3566

5. Updates to the underlying application (Tomcat and Java) have closed security
vulnerabilities that were native to the older versions PLUS addressing a number
of additional vulnerabilities.

6. Local OpenDS does not respond to NULL queries.

7. Policy Manager code has been enhanced to assure that policies are consistent
across ALL managed Gateways.

8. We have simplified implementation with External Directory services.
9. We have simplified Windows Active Directory implementation.

10. Customers can now use Customer defined groups to replace the required groups
of ESRSUsers/ESRSAdmins during the install.

11. Improved stability and scalability.

8 Policy Manager Installation Guide using Active Directory
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Specifications
Table 1 on page 9 shows the minimum configuration of the required hardware and the
application software.
Table 1 Specifications for Policy Manager server
Dell
EMC
provided
Type Requirements software | Notes
Policy Processor — One or more processors, each 2.1 GHz or better. Policy A Policy Manager is
Manager | Free Memory—Minimum 2 GB RAM, preferred 3 GB RAM. (If the Gateway Manager | optional, but highly
server | Client and Policy Manager are on the same server, the minimum RAM is 3 GB.) recommended.
(optional) | Minimum 4 GB recommend for 64-bit operating systems. Policy Manager

Network Interface Cards (NIC) — One 10/100 Ethernet adapters (NIC cards) requires a

are recommended (1 GB preferred). You may choose to use a third NIC card for site-supplied server.

data backups. )

Free Disk Space — Minimum 2 GB available (preferably on a storage device of Policy Manager

80 GB or larger) supports up to three

; Gateway Client

Microsoft .NET Framework — Servers or pairs.

* Version 2.0 SP1 (minimum) )

* Microsoft.NET Framework 3.5 is required if you are using the Customer One Policy Manager
Environment Check Tool (CECT) to validate that the Policy Manager server is server can support up
setup correctly to install the PM software. 10750 devices.

* Microsoft.NET Framework 3.5 SP1 in Windows 2012

Note: Microsoft. NET Framework 4.0 is not compatible at this time.

Operating System — US English only supported, as follows: No@e: Support for

« Red Hat 6.x 64bit Policy Manager on

o Windows Server 2003

* Red Hat Enterpr.lse Linux (RHEL) 7.5 will be deprecated in

* CentOS 6.x 64bit the near future due to

* SuSE 11 64bit declaration of End of

¢ Windows 8 64bit Life/End of Service

*  Windows 2008 R2 Life by Microsoft.

*  Windows 2012 R2

*  Windows 2016

Web Browser:

* Microsoft Internet Explorer 10+

) Google Qhrome Note: Policy Manager

* Mozilla Firefox 6.8 requires Adobe

Flash Player 11.2 or
later to run in
supported browser.
Managed | Secure Remote Services products — Support products — You must provide
devices | required networking (or VLAN) from the managed devices to the SRS Clients
(Gateway and Embedded device Clients) and the Policy Manager servers. Refer
to the Secure Remote Services Site Planning Guide.

Note: Policy Manager REQUIRES that Adobe Flash Player 11.2 or later be installed on any host
that will access the Policy Manager with a web browser. This application is NOT included in the
Policy Manager software package and must be download from the internet. Packages for
redistribution to hosts that do not have internet access are available at
http:/ /www.adobe.com/products/flashplayer/distribution3.html.

Specifications
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Note: Windows Server 2012 Foundation or Standard requires that the .NET3.5 SP1 feature be
enabled in order to comply with the Microsoft NET Framework Version 2.0 SP1 (minimum). It
is NOT enabled by default. Microsoft .NET.Framework 3.5 is required if you are using the
Customer Environment Check Tool (CECT) to validate that the Policy Manager server is setup
correctly to install the PM software.
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VMware support

Introduction

SRS is qualified to run on a VMware or Hyper-V virtual machine. VMware/Hyper-V
support allows customers to leverage their existing VMware/Hyper-V infrastructure
to benefit from the security features of SRS without adding hardware. VMware
VMotion functionality also allows the Policy Manager, when installed on a virtual
machine, to be moved from one physical server to another with no impact to remote
support.

The following are the absolute minimum requirements for VMware support:

¢ VMware ESX 2.5.2 or later

+ 15 GB partition

¢ 2.2 GHz virtual CPU

¢ 1 GB memory allocated minimum 2 GB preferred

+ SMB modules optional

+ VMotion functionality optional is supported for the Policy Manager components

+ Operating Systems are the same as for physical hardware

AWARNING

Do not place VMware or Hyper-V images or storage files on Dell EMC devices
managed and monitored by SRS. Loss of connectivity to the storage will result in SRS
components becoming unavailable and impact the ability to support the deployed
devices.

Note: Installation and configuration of the VM or Hyper-V instance and operating system are
the customer’s responsibility.

Note: It is strongly recommended that the VM /Hyper-V instance be configured to meet or
exceed physical hardware requirements.

Note: Virtual environments other than those defined above that fully support the qualified
operating systems are permitted but have NOT been tested. The Customer is entirely
responsible for the virtual environment, it's maintenance, security, compatibility, and operation.

VMware support 11
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CHAPTER 2
Policy Manager Installation - Windows

This chapter describes how to install the Policy Manager on Windows Server 2008 and
above. Topics include:

+ Standard Policy Manager installation using Active Directory ....ccccoeeveeeeeieciineeeerenennns

Policy Manager Installation - Windows
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Policy Manager Installation - Windows

Standard Policy Manager installation using Active Directory

To install using Active Directory:

1. Right-click on the EMC ESRS Policy Manager installer, and select Run as

administrator.
Name Date modified
E EMCPnlicyH.?nagerM.a{e 27 l_‘_".l:l: PM
Open

| B Run as administrator

Troubleshoot compatibility
Pin to Start

Restore previous versions
Send to ’

Cut
Copy

Create shortcut
Delete

Rename

Properties

Figure 1 Running Installer as administrator

Note: Installation of Policy Manager on Microsoft Windows Server 2012 and above
requires that the backup be configured manually and the AT command has been
deprecated from Windows Server 2012.

The InstallAnywhere box appears.

InstallAnywhere

I Installnywhere iz preparing to inztall..
et

Cancel

[C] 2012 Flexera Saftware LLC

Figure 2 InstallAnywhere box
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2. The Information Needed for the Installation screen appears. Review the summary

and click Next.
EMC ESRS-IP Policy Manager -|o] x
EMC - Information Needed for the Installation
s mfrmadion b
=) e You should have the following information available fo comglet
il 1] e oW [ul} i T |-
[ License Agreement - 3
this installation:
%‘}'“M' install Folder A. Locaticn where you wish o install the sofwware |~
EMC ESRS-IP Policy Man...
=] Datapase Sener Configur... B. EMC Policy Manager Components -
. 1) Dacabase Server - Connection Configuration
rif
Eli:hrmwsmrca Lk a) External or inc=rnal dacabase
E-mailSenrar b) Database host name
E]Da'laurl Mofificaion Templ... c) Database port number
@m!m Emor Motification ... d) Database schema name
@EMC ESRE-IP Policy Man. &) Database USSFr nams
) hon SSL Configuratio h f) Database user password
n uration
[=) ssL Configuration 2) Directory Server - Confiquration
[=] EMC ESRS-IF Palicy Man &) Extermal (Active Directory)
E]Pre—lnstallaim Summany or internal direccory s=rver (OpenDS)
¢ = ISCTOIY JEDVET oSt nams L externa 1
(=) Repair Instaliation e sitealisint wpscabad o B L
Installanywhera
Previous i

Figure 3 Information Needed for the Installation

3. In the License Agreement screen, read through the agreement, click the option
button next to “I accept the terms of the License Agreement,” and then click Next.

License Agreement

Installation and Use of EMC ESRS.IP Policy Manager Requires
@ License Agreement Acceptance of the Following License Agreement:
E] Choose Install Folder EMC Secure Remote Support (ESRS) Software License

Agreement
() EMCESRSIP PoliyMan... | 1yooprant - pLEASE READ CAREFULLY

[%) Database Server Configur... | Tnis EMC Secure Remote Support Software contains
@Dirldory Server Configur... computer programs and other proprietary material
E]E-mail Server and information, the use of which is subject to and
E}Q 1t Notification T expressly conditioned upon acceptance of this EMC
Calion Tempt... Secure Remote Support Scftware License Agreement.
-+) System Error Notification ...

EMCESRS—lP Policy Man... This EMC Secure Remote Support Software License

NonSSLConﬂgurauon Agreement (the "Agreement”) is a legal agreement
E} Configuration between EMC Corporation, with a principal office at

176 _Sounh Streern. Honkinton. MA N174R8 [ISA_("FMC"). Rd
[*) EMC ESRS-P Policy Man...
(=) Pre-Installation Summary

(7)) 18 NOT accept the terms of the License Agreement
(=] Repair Installation
InstallAnywhere

Previous | |  Next

Figure 4 License Agreement
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4.

Figure 5 Choose Install Folder

In the Choose Install Folder screen, you can:

a. Keep the default folder and click Next.

b. Use a different folder by clicking Choose to browse for the folder in which you
want to install the software; when ready, click Next.

sy ey Ly

Information Needad for th...

License Agreement
[ Choose Install Folder

EMC ESRS-IP Policy Man ..
Database Sener Configur...

Directory Server Configur..
[=) E-mall Server

Default Notification Templ...
System Error Motification ..
=] Emc ESRS-IP Policy Man...

Mon SSL Configuration
SSL Configuration

EMC ESRSHFP Policy Man...

Pra-Installation Summary
] Repair Installation

Choose Install Folder

‘Where would you like to install?
|CINEMCIESRS WPolicyManager _
Rectore Default Folder | | Choose..

InstallAnirwhers

5. To use Active Directory LDAP services, uncheck Directory Server, and then click

Next.

EMC

ot e
(%) information Needed for th...
License Agreement
) choose Install Foider
(=) EMC ESRS-IP Policy Man..

(=) Database Server Configur...

(=) Directory Server Configur...
E-mail Server

5] Default Notification Templ...

(=) system Ermor Notification __
EMC ESRS-IP Policy Man...
[=) Non SSL Configuration
SSL Configuration

EMC ESRS-P Policy Man...
Pre-Installation Summary
(%) Repair Installation

EMC ESRS-IP Policy Manager Components

Select the Policy Manager components you wish to install on this
machine.

EMC ESRS-IP Policy Manager and Database Server are required and |
will be installed by deafult

Required:
EMC ESRS-IP Policy Manager

Database Server

Optionak:
[[] Directory Server

InstallAnywhere

Figure 6 Policy Manager Components
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6. Fill in the appropriate fields for the Policy Manager Database (scroll down for
additional fields). It is recommended to use the defaults. Review the content, and
then click Next.

= EMC ESRS-IP Policy Manager [=[o s
EMC - Database Server Configuration Settings
Information Meedea for in...
License Agreement Enter the information to use for database installation.

Choose Install Folder

EMC ESRS-IP Policy Man...
B patabase server Configur...
| Directory Server Configur

| E-mail Server

yieafey)

Database Host Name: Py
| Default Motification Templ. locahost
(5] system Error Motification ..
£ EMCESRSHP PolicyMan... | Doerooes Port dmber: o
=] Non 5SL Configuration
=] §5L Configuration Database Schema Name:
=] EMC ESRS-IP Policy Man petic
T Pre-Installation Summary Database User Name: -
ANRTR

= Repair Installaton

Previous || Medt {

Figure 7 Database Server Configuration Settings

Note: If you change the user name or password, then make sure to record them and
keep them for reference. Loss of the user name or password WILL require the uninstall
and reinstallation of the Policy Manager as there is NO recovery process.

Note: It is strongly recommended to accept the defaults by clicking Next; otherwise, be
sure to document any changes and make sure to retain them.

7. Scroll down and review the content (This is NOT the login information for the
Policy Manager application). Click Next.

The screens below are pre-populated with examples. These fields will need to be
edited with the proper information relative to the customers Windows AD
implementation. It is critical to understand that syntax, punctuation, whitespace
and the "paths” are correct for the solution to work and be able to communicate
with AD. It is also important to be aware that the application can only follow
down the "Tree" so the path defined by the statement MUST be at or one level
above the location of the level where the Users and Groups are located. The OU
windows uses CN to start the path definition.

The following fields are required:

Note: It is the customer's responsibility to configure these features and is outside the
scope of a standard Policy Manager installation.

Standard Policy Manager installation using Active Directory 17
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* Host name for the Directory Server: Host name for the AD server

¢ Listening Port for Directory Server: If LDAPS is required, best practice is to
first configure LDAP then change it over to LDAPS. For details on how to
configure Policy Manager to use LDAPS Protocol for Windows Active
Directory over SSL, see Appendix A, “Implementation of LDAPS/SSL for
Windows,”.

¢ Directory Server Principal DN: Full DN of AD bind account user.

¢ Directory Server Principal Password: Password for the bind account user.

EMC Directory Server Configuration

Information Needed for ...
License Agreement Enter the information for the Active Directory Server.
Choose Install Folder

EMC ESRS-IP Policy Man...
@ Database Server Configur...
() Directory Server Configur...

E-mail Server Host name for the Directory Server
() Default Notification Templ... | |aqrs3dc.esrsdomain.local

System Error Notification ...
EMC ESRS-IP Policy Man ..
(%) Non SSL Configuration

[=) SSL Configuration Directory Server Principal DN

@ EMC ESRS-P Policy Man... cn=joebindadmin,ou=Staff,ou=IT dc =esrsdomain, dc =local
(=) Pre-Installation Summary Directory Server Principal Password

[+) Repair Instaliation SRy e

lallAnywhere

Listening Port for Directory Server
339

Cancel | Previous | | Ned

Figure 8 Directory Server Configuration

Note: The Password will not be stored in clear text in the server.xml file. It will be

encrypted. If the Password needs to be changed, then follow the special
instructions in Appendix C, “Backing up Policy Manager Database on Windows
Server 2012”.
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* User Base DN = Enter the OU to start searching for users.

* Group Base DN = Enter the OU where the ESRSUsers and ESRSAdmins
groups are stored.

it
Information Needed for th__.
(] License Agreement
Choose Install Folder
EMC ESRS-P Policy Man._._

[ Directory Server Configur...
E-mail Server

[=) systom Error Notification _..
[=] EMC ESRS-IP Policy Man...
MNon SSL Configuration

[=] ssL Configuration

EMC ESRS-IP Policy Man...
Pre-installation Summary
) Repair Installation

allArywhere

Database Server Configur...

[=) Defaun Notification Templ...

Directory Server Configuration

Enter the information for the Active Diractory Sarver

LArectiony Senver Hrncipal Hasswaorg
sresssves

Confirm Di y Server Principal F d

User Base DN

ff, ou=IT dc: dh v, dc=local
Group Base DN
ou=ESRS, ou=IT,dc=esrsdomain, de=local b

| Previous | [ nNext

Figure 9 Directory Server Configuration - continued

Note: Active Directory implementations can vary. Best Practice for User and Group
Base DN's are to define them directly to the OU's that contain the users and
groups. It is possible to define only the DC = portion of the DN but success will
depend on the configuration of the customer’s AD environment.

¢ Username Attribute: Leave default value unless directed by your AD admin.

e Static Group Name Attribute: Leave default value unless directed by your AD

admin.

* User from Name Filter: Leave default value unless directed by your AD admin.

¢ Group from Name Filter: Leave default value unless directed by your AD

admin.

EmMC
() Information Needed for th__
@ License Agreement
Choose Install Folder
EMC ESRS-P Policy Man. .

(3 Database Server Configur...

) Directory Server Configur...
E-mail Server

Default Notification Templ. .
System Error Notification ...
[=) EMC ESRS-IP Policy Man...
@ MNon SSL Configuration

[>) SSL Configuration

(=) EMC ESRS-P Policy Man...
[=] Pre-instaliation Summary
[=] Repair Installation

Directory Server Configuration

Enter the information for the Adlive Direclory Server

Username Attribute
uid

‘Static Group Name Attribute
am

User Trom Name Filter
(sAMAccountMName = {[0})

Group from Name Filter
(member ={0})

Figure 10 Directory Server Configuration - continued
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* Policy Manager Users Group: Group that contains users to be managed by

Roles/Profiles.

* Policy Manager Administrators Group: Group that contains users that have
administrative access to the Policy Manager.

License Agreement
Choose Install Folder

EMC ESRS-IP Policy Man...
Database Server Configur...
) pirectory Server Configur...
@ E-mail Server

(=) Default Notification Templ...
[=) System Error Notification ...
[*) EMC ESRS-IP Policy Man...
[=) Non SSL Configuration

() ssL Configuration

[=] EMC ESRS-IP Policy Man...
Pre-Installation Summary
[) Repair Installation

Directory Server Configuration

Enter the information for the Active Directory Server.

Group from Name Hiter
(member={0})

Policy Manager Users Group
ESRSUsers

Policy Manager Administrators Group
ESRSAdmins

Please consult your Directory Server administrator for the
carrect information to insert here.

Figure 11 Directory Server Configuration - continued

8. Provide the Customer's mail server and port (25 by default) and/or Protocol
(SMTP by default). Click Next.

— g
(*) information Needed forth...
License Agreement
Choose Install Folder
(%) EMC ESRS-IP Policy Man..
(*) Database Server Configur..
(&) Directory Server Configur...
) e-mail Server
Default Notification Templ...
System Error Mofification ..
EMC ESRS-IP Policy Man...
(=) Non SSL Configuration
(=) ssL Configuration
(=) EMC ESRS-IP Policy Man...
[=) Pre-installation Summary
[=) Repair Installation

E-mail Server

Enter the information for outgoing e-mail server.

E-mail Server Hostname
mail. example .com

E-mail Server Port
25

E-mail Server Protocol
SMTP

InstallAnywhere

Figure 12 E-mail Server
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9. Scroll down to view the default notification template. This template is the default
template that will be used to send Access Request notification if using the Ask For
Approval permission for Remote Connections that is configured in the Policy
Manager 6.8 Operations Guide. This can be edited post install.

Default Notification Template

— e
Information Needed forth.. | | Below is the default notification template: If you wish to change it~ |
License Agreement please visit the configuration page within the EMC Policy Server.
Choose Install Folder =
EMC ESRSHP Policy Man... | | your current authorization Policy Manager rules require your
Database Server Configur... approval for the following EMC support action:

N Date: <§TMST>
.I Directory Server Configur...
- . Action: <SACTN>

E-mail Server Description: <SACTD>

(@) Default Notification Templ.. | Device Model: <SA_MN>
System Error Notification . Device Serial Number <SA_SN=
EMC User Name: <SUSRN>
EMC ESRS-IP Policy Man..
E] Non SSL Configuration Please click the URL link listed below to approve or deny this
SSL Configuration request
EMC ESRSHP Policy Man <$BURL »/aps/index htmi#Requests=Requests
(=) Pre-Instaliation Summary This email was automatically generated by the EMC Secure
E] Repait ||‘|5[alaﬁon [ WP TS N = T T T D TR S SR T S T PS—

InstalliAnywhere

provons | |

Figure 13 Default Notification Template

10. Configure the email address that the Policy Manager will use to send notification
of system errors that may occur on the Policy Manager application itself. The
addressee is/may be different from the email address that is used to send
notification for Support Access Request if the customer has set Ask For Approval
permission for Remote Connections that is configured in the Policy Manager 6.8
Operations Guide. Click Next.

System Error Notification Settings

— ———————
Information Needed for th_..
@ License Agreement Enter the requested settings for System Error notifications.
Choose Install Folder
(¥) EMC ESRS-IP Policy Man...
Database Server Configur...
Directory Server Configur...
E-mail Server
Default Notification Templ...
9 System Error Notification .. E-mail From address esrssupport@emc.com
(=) EMC ESRS-IP Policy Man...
Non SSL Configuration
E] SSL Configuration Subject for System Error E-mails EMC Policy Manager System Error
=) EMC ESRSHP Policy Man...
(=) Pre-Installation Summary
=) Repair Instaliation

InstallAnywhere

E-mail To address someone@example.com

Frequency (in minutes) of e-mails | 60

Figure 14 System Error Notification Settings
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Note: Best Practice recommends that the IP address or host name be included in the
"Subject for System Error E-mails" field so as to identify which Policy Manager is
having an issue. This is especially important in a large enterprise with multiple Policy

Managers.

11. The selection in the figure example below is for communication between the
Gateways and the Policy Manager and/or users logging on to the Policy Manager
with a browser. The recommended selection is Yes. The Policy Manager will then
use HTTPS on port 8443. The Policy Manager installer will generate and install a

self-signed certificate.

EMC

S— m——— -
Information Needed forth...
License Agreement
Choose Install Folder
EMC ESRS-IP Policy Man...
Database Server Configur...
Directory Server Configur...
E-mail Server
Default Notification Templ...
System Error Notification ...
(=) EMC ESRSIP Policy Man_ .
Non SSL Configuration
(=] sSL Configuration
EMC ESRSHP Policy Man_..
Pre-Installation Summary

MC ESRS-IP Policy Manager Communication

To ensure that internal and external communications are secure
between Policy Manager and its clients, EMC recommends that you
use SSL

If you do not want to use SSL (HTTPS), please select "No”.

(=] Repair Installation

ywhere

Figure 15 EMC ESRS-IP Policy Manager Communication

12. Enter the hostname or FQDN of the server in the host name field.

SSL Configuration
— i e
Information Needed forth...
License Agreement Enter the SSL information
Choose Install Folder
EMC ESRS-IP Policy Man...
Database Server Configur...
Directory Server Configur...
£l e Enter the EMC ESRS.IP Policy Manager host name ~
Default Notification Templ P T
System Error Notification ... ‘
EMC ESRSP Policy Man... | Sreer the HITPS listening port .
Non SSL Configuration
) ssL Configuration Keystore
EMC ESRSIP Policy Man,. | (SSSkeYstore.fs
Pre-Installation Summary Key Passphrase =
=) Repair Instaliation il pn
nstallanywhere
Previous | [ Next

Figure 16 SSL Configuration
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Note: The default passphrase is tomcat. Enter a different passphrase if desired,
ensuring that it is documented. There is no recovery process if the password is lost.

13. If you are performing a new install, select Install as a service and Start the service

after installation.

EMC

Information Needed for th...

(&) License Agreement
Choose Install Folder
() EMC ESRS-IP Policy Man...

Database Server Configur...

() Directory Server Configur...
E-mail Server

Default Notification Templ...
System Error Notification ...
EMC ESRS-HP Policy Man...

() Non SSL Configuration
SSL Configuration

(®) EMC ESRS-IP Policy Man...

() Pre-installation Summary

EMC ESRS-IP Policy Manager Service

The components selected for installation are

Database Server - Yes
Directory Server - Yes
Policy Manager Application - Yes

Please check this checkbox if you want to install selected
Policy Manager components as a senvice:
[+] Install as a senice

[] Start the service after installation

The selected Policy Manager component’s services will be
started automatically every time your machine is restarted.

(=) Repair Installation

Previous | | Nex |

Figure 17 Policy Manager Service

14. Select the option in the figure example below if you wish to enable daily backups
of the Policy Manager database. If this is a reinstall of the Policy Manager 6.x., do
not check this feature as it will already be present and may result in multiple
backup jobs being triggered at the same time or successively, and thus may result
in stability issues for the Policy Manager or the Policy Manager becoming

unavailable.

gt L
Information Needed for th._.
(] License Agreement
Choose Install Folder
() EMC ESRS-IP Policy Man..

Database Server Configur...

Directory Server Configur...
E-mail Server

Default Notification Templ...

System Error Notification ...
(&) EMC ESRS-IP Policy Man .
MNon SSL Configuration
SSL Configuration

() EMC ESRS-IP Policy Man...
Pre-installation Summary
(=] Repair Installation

Backup

Schedule Policy Manger Backup at 3am?

[] Backup ESRS-IP Policy Manager Database

InstallAnywhere

Figure 18 Backup
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15.

Note: On Windows Server 2012, this scheduled task is not configured. See Appendix
D, “Backing up Policy Manager Database on Windows Server 2012” to correct this

issue.

Review the planned install, and click Previous to correct any errors. Scroll down

to view multiple pages of the summary. If satisfied with the information in the
summary, click Install.

EMC

() Information Needed for th...
(] License Agreement

() choose Install Folder

EMC ESRS-IP Policy Man...
() Database Server Configur...
() Directory Server Configur...

() E-mail Server

@ Default Notification Tempi._..
System Error Notification ...
EMC ESRS-IP Policy Man.__
Non SSL Configuration

(&) SSL Configuration

() EMC ESRS-IP Policy Man...
@) Pre-installation Summary
=] Repair instaliation

Pre-Installation Summary

Please Review the Following Before Continuing:

Product Name:
EMC ESRS-IP Policy Manager

Install Folder:
C\EMC\ESRS'\PolicyManager

Product Features:

Application
Help

Java VM Installation Folder:
CAEMC\ESRS\PolicyManagenjre

E-mail Server HostName

v

InstallAnywhere —

| Previous | | instan |

Figure 19 Pre-Installation Summary

16. View progress as the installation and initial configuration of the Policy Manager

proceeds.

EMC

— e
information Needed for th...
License Agreement
(@ choose install Folder
(&) EMC ESRSHP Policy Man...

@ Database Server Configur...

Directory Server Configur
E-mail Server

Default Notification Templ...

System Ermor Notification ...
() EMC ESRS-IP Policy Man...
() Non SSL Configuration
SSL Configuration

EMC ESRS-P Policy Man.__
Pre-Instaliation Summary
Repair Installation

ancel

Installing EMC ESRS-IP Policy Manager

EMC

where information lives®

Access. Insight.
In Real Time.”

Installing... Java Runtime Environment

Figure 20 Installation and initial configuration of the Policy Manager
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EMC ESRS-IP Policy Manager |_X |

Installing directory server...
5% %% %% %% % %%

Figure 21 Installing directory server configuration

17. After the installation completes, click Done.

Figure 22 Installation Complete

(&) Information Needed for th...
License Agenrnent
Choose Install Folder

EMC ESRS-IP Policy Man...
Database Server Configur...
Directory Server Configur...
E-mail Server

Default Notification Templ...
System Error Notification ...
EMC ESRSHP Policy Man...

Non SSL Configuration
SSL Configuration

EMC ESRS-IP Policy Man...

Pre-installation Summary
Repair Installation

Installation Complete

Congratulations! EMC ESRS-IP Policy Manager has been
successfully installed.

Click "Done” to quit the installer.

InstallArmywhere

Cancel

18. Verify that the Policy Manager is available. Open a browser and browse to the

19.

Policy Manager:

http://<IP_Addressof the host >:8090/aps

If https was selected during the install, then you will be redirected to:

https://<IP_Address of the host >:8443/aps

Note: If using Windows Firewall or Windows Active Directory Advanced Firewall, you
will need to configure access on ports 8090 and 8443 or the server will reject the

connection.
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20. To log on, enter the credentials of a user that was placed in the ESRSAdmins
group.

Sign in To Your Account EMC

Username: [admin J

Password: [********** J

Copyright @ 2001 - 2013 EMC Corporation.

Figure 23 Log on page

21. Click Sign In. The Policy Manager interface opens.
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APPENDIX A
Implementation of LDAPS/SSL for Windows

This appendix describes how to configure Policy Manager to use LDAPS Protocol for
Windows Active Directory over SSL.
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Procedure

This section describes the process to configure Policy Manager to use LDAPS Protocol
for Windows Active Directory over SSL. It is based on using the default port of 636,
and that standard LDAP is functioning. If the Customer is using a different port, then
those changes will need to be implemented where appropriate. The management of
the certificate requires the use of the Java Keytool from the command line. There is no
GUI for this feature/functionality.

Note: It is recommended that the Policy Manager and Policy Manager Database be
stopped and that the entire Policy Manager directory structure be copied to another
location before attempting to configure LDAPS/Windows Active Directory Integration over
SSL to permit easier recovery if necessary without having to perform a full uninstall;
reboot, reinstall, and configuration. This backup copy may be deleted when configuration
is complete. It is also recommended to perform this procedure before any major changes
to the configuration to permit easier recovery in the event of unexpected behaviors as a
result of those changes.

1. The Host must have a certificate from the domain in order to do the LDAPS/SSL
bind as indicated below.

2. If this is a server that is not part of the domain, then you can request and install a
certificate from your Enterprise CA, depending on your corporate policies. This is
beyond the scope of this document or Dell.

3. Configuration of the Windows Active Directory for SSL and/or the Certificate
Authorities is outside the scope of this documentation and is the Customer's
responsibility.

4. In order to establish an SSL Tunnel, the Policy Manager MUST have a copy of the
Root Certificate Authority's root certificate and the root certificates of all the
Certificate Authorities in the chain to the Root CA installed in the cacerts keystore,
which is located as follows:

<install_drive>:\EMC\ESRS\PolicyManager\jre\lib\security\cacerts

5. Stop the Policy Manager and Policy Manager Database services in the
services.msc.

6. Change to the location of the keytool directory in the Policy Manager.

C:\Users\Administrator>
cd C:\EMC\ESRS\PolicyManager\jre\bin

7. Get a copy of the Root CA Certificate and copy it to a directory on the hard drive.
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Computer ~ Local Disl

File Edit Yiew Took Help
Organize = [=] Open ~  Mew Folder

¢ Favorites Date modified Type

B Deskrop
18 Downloads
= Recent Places

9 Libraries
[ Dacuments
& Music
&= Pictures

B videos

18 Computer
&L, Local Disk (C:)
g $Recycle.Bin
o
. 2.26.00.04-patch
| Documents and Settings
. Downloads
| EMC
. ESRS_CLIENT_BACKUR
ESR52_code

! inetpub Bl

| cacert.cer Date modified: 11/22/2013 12:39 P Date created: 12/5/2013 1:07 PM
Security Certificate Size: 895 bytes

P o & @ %0 e, m|

Figure 24 Copying Root CA Certificate

8. Execute the following command in the command window (RunAsAdministrator
mode on Windows Server 2008 or above):

Note: The following command is a single line entry. It is word wrapped here. For
LDAPS/Windows AD over SSL to work correctly, the full path to the keystore must be
supplied. You will be prompted for the password. The password for the cacerts
keystore is changeit. The certificate will be displayed. Verify the signature and
information before importing the certificate.

Command example and explanation
keytool -importcert -file C:\O\cacert.cer -keystore
C:\EMC\ESRS\PolicyManager\jre\lib\security\cacerts -alias
esrs20.esrs2kad.local
where:

- file is the certificate file including full path to be imported
-file C:\O\cacert.cer
-alias is the FQDN of the CA issuing /providing the certificate
-alias esrs20.esrs2K8AD.local
-keystore cacerts is the keystore including the full path that the

certificate is being installed in

C:\EMC\ESRS\PolicyManager\jre\lib\security\cacerts
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Note: Failure to use the full path will result in the creation of a
new keystore that will not be in the proper path for the Policy
Manager to use for the SSL communication.

You will be prompted for the keystore password - it is changeit

C:\EMC\ESRS\PolicyManager\jre\bin>dir c:\0
Volume in drive C has no label.
Volume Serial Number is 1019-DC4B

Directory of c:\0

12/05/2013 01:10 PM <DIR>
12/05/2013 01:10 PM <DIR> ..
11/22/2013 12:39 PM 895 cacert.cer

1 File(s) 895 bytes

2 Dir(s) 20,788,678,656 bytes free
Note: The following command is a single line entry, which is word
wrapped here. For LDAPS / WindowsAD over SSL to work correctly the
full path to the keystore MUST be supplied. You will be prompted for
the password. The password for the cacerts keystore is changeit. The
Certificate will be displayed verify the signature and information.

C:\EMC\ESRS\PolicyManager\jre\bin>keytool -importcert -file
C:\O\cacert.cer -keystore
C:\EMC\ESRS\PolicyManager\jre\lib\security\cacerts -alias
esrs20.esrs2k8ad.local
Enter keystore password:
Owner: CN=ESRS2K8AD-ESRS20-CA, DC=ESRS2K8AD, DC=local
Issuer: CN=ESRS2K8AD-ESRS20-CA, DC=ESRS2K8AD, DC=local
Serial number: 54ef258e300f6ca340f3cacd49c8affol3
Valid from: Tue Nov 19 10:50:26 EST 2013 until: Sun Nov 19 11:00:24
EST 2023
Certificate fingerprints:
MD5: 2E:FF:E8:F8:3C:F3:CB:D2:62:40:71:A9:E3:33:3A:E4
SHAL:
77:FC:DD:C2:5D:4A:EC:45:9B:74:8E:32:B4:4C:58:B8:A5:A7:E8:0F
SHA256:
C8:F6:C0:0D:AE:25:54:1B:6F:05:15:82:27:82:2E:08:35:0D:2C:37:1
E3:5D:81:2B:17:59:00:40:51:15:86
Signature algorithm name: SHAlwithRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 00

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key_CertSign

Crl_Sign
1

#4: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [
KeyIdentifier [
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0000: 94 12 7D 97 5E 57 62 C2 B3 64 66 A6 61 6C OA D8

... Wb..df.al..

0010: 60 E4 63 67 t.cg

]

]

Trust this certificate? [nol: ¥y <<<<<<<<type y <ente>r>

to import the Certificate
Certificate was added to keystore

C:\EMC\ESRS\PolicyManager\jre\bin>
Verify the certificate is installed in the keystore:

Note: The following command is a single line entry which is word
wrapped here. For LDAPS/Windows AD over SSL to work correctly the
full path to the keystore MUST be supplied. You will be prompted for
the password. The password for the cacert keystore is changeit. The
Certificate will be displayed verify the signature and information.

C:\EMC\ESRS\PolicyManager\jre\bin>keytool -list -keystore
C:\EMC\ESRS\PolicyManager\jre\lib\security\cacerts -alias
esrs20.esrs2k8ad.local -v

Enter keystore password:

Alias name: esrs20.esrs2k8-ad.local

Creation date: Dec 5, 2013

Entry type: trustedCertEntry

Owner: CN=ESRS2K8AD-ESRS20-CA, DC=ESRS2K8AD, DC=local
Issuer: CN=ESRS2K8AD-ESRS20-CA, DC=ESRS2K8AD, DC=local
Serial number: 54ef258e300f6ca340f3cacd9c8affo3
Valid from: Tue Nov 19 10:50:26 EST 2013 until: Sun Nov 19 11:00:24
EST 2023
Certificate fingerprints:
MD5: 2E:FF:E8:F8:3C:F3:CB:D2:62:40:71:A9:E3:33:3A:E4
SHAL :
77:FC:DD:C2:5D:4A:EC:45:9B:74:8E:32:B4:4C:58:B8:A5:A7:E8:0F
SHA256:
C8:F6:C0:0D:AE:25:54:1B:6F:05:15:82:27:82:2E:08:35:0D:2C:37:10:E3:5
D:81:2B:17:59:
40:51:15:86
Signature algorithm name: SHAlwithRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 00

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key_CertSign

Crl_Sign
1

#4: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [
KeyIdentifier [

Procedure 31



Implementation of LDAPS/SSL for Windows

0000: 94 12 7D 97 5E 57 62 C2 B3 64 66 A6 61 6C OA D8
...."Wb..df.al..

0010: 60 E4 63 67 t.cg
]

1

C:\EMC\ESRS\PolicyManager\jre\bin>

After importing the certificate, make a copy of the
C:\EMC\ESRS\PolicyManager\Tomcat7\aps\conf\server.xml to permit
recovery if there are issues with the LDAPS configuration.

With Notepad, edit
C:\EMC\ESRS\PolicyManager\Tomcat7\aps\conf\server.xml

<!-- Directory Server configuration -->
<Realm className="com.emc.apm.user.CustomIJNDIRealm"
connectionName="APMDSAdmin2"

connectionPassword="MCoCAQECAQEEELGwecrlWl6ptjtV619QsZ0EEOXCOVQ+£f06
VVRTLDEig6Zs="
connectionURL="1ldap://10.241.172.20:389"
alternateURL="1dap://10.241.172.20:389"
userSearch=" (sAMAccountName={0})"
userBase="CN=Users, dc=ESRS2K8AD,dc=1local"
roleBase="CN=Users, dc=ESRS2k8AD, dc=1local"
roleName="cn"
roleSearch=" (member={0})"
userSubtree="true"
roleSubtree="true" />

<!-- Define the default virtual host

# Edit the ConnectionURL and the AltermateURL to indicate that you
are using LDAPS and the Port used in your environment (Default port
is 636).

<!-- Directory Server configuration -->
<Realm className="com.emc.apm.user.CustomIJNDIRealm"
connectionName="APMDSAdmin2"

connectionPassword="MCoCAQECAQEEELGwecrl1Wl6ptjtV619QsZ0EEOXCOVQ+£f06

VVRTLDEig6Zs="
connectionURL="1daps://10.241.172.20:636"
alternateURL="1ldaps://10.241.172.20:636"
userSearch=" (sAMAccountName={0}) "
userBase="CN=Users, dc=ESRS2K8AD,dc=1local"
roleBase="CN=Users, dc=ESRS2k8AD,dc=1ocal"
roleName="cn"
roleSearch=" (member={0})"
userSubtree="true"
roleSubtree="true" />

<!-- Define the default virtual host
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9. Save the file.
10. Stop and restart the Policy Manager Service.

11. Verify that you can log on to the Policy Manager with a user that is a member of
the Policy Manager Admin (APSAdmins) Windows Active Directory Group.

12. Click Continue to this website.

& hitps//10.241.211 488443 /aps B~ O] @ cenificate Error: Navigation.

Fle Edt View Favortes Iook Help

5 &) Channel EMC Your Emplo.. & Web Slice Gallery » &) Suggested Sites v fh v B v & v Pagev Safeyv Tookv @+ &

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server,

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.
& Continue to this website (not recommended).

@ More information

H100% ~

Figure 25 Continue to this website

13. The user in this case is ampuser8. Sign in as ampuser8.

Fle Edit View Favorites Tools

%5 ) Channel EMC Your Emplo... &1

eb Slice Gallery v &) Suggested Sites B B v @ v bager Sfeys Teokv @ &

Sign in To Your Account

Usermame: [W—W

H100% -

Figure 26 Login page
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14. If the Policy Manager interface appears, you have successfully configured the
Policy Manager for Windows Active Directory Integration.

File Edit View Fevorites Tools H

<5 &) Channel EMC Your Emplo... &) Web Slice Gallery v £ Suggested Sites v

Dashboard Polcies Pending Requests Rusets Audit Log Remote Sessions
E POLICIES C\ FILTERS
All Groups Policies for the bal Policies 1 to 33 of 33 on Pages: 1 - 00
Actlon Name Permisslon Name/Description  Fllters/Parameters Inheritance Access Right
» B Global 4]
Set Data ltem Values Permission for All Data ltems OFilters Global ( o o
% | Assign Filt
No Descrigfion Dala fter Name:* LZ' L2 e\l l
Gateway Provisioning Default Gateway provisioning per... 0 Filters Global ian Fil
No Description Action:* . b X [Assign -ﬂ Loe
File Download Default file download permission  0Filters Global [ Assign Filter .
m ( Z| & X | AssignFilters ™
File:* S
File Download ESRS Device Registration OFilters Global ( =
% | Assign Filt —
No Deseription LZ' v = i
Filexwork* \ J
File Upload Default ile upload permission OFiters Global ( :
% | Assign Filter
o i LZ| 12 v ]
Group Settings
AssignFilters |, (] SetAllPemissions 0Filters Show Hidden (¥] LockAll ()

2100% v

Figure 27 Policy Manager interface

15. You must now configure Profiles and Roles in the Policy Manager to permit User
Access. Refer to the Policy Manager 6.8 Operations Guide for information about
security and administration.
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Changing the Directory Server Password

This appendix describes how to change the Directory Server password.
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Changing the Directory Server Password

36

The password provided in the connectionPassword property in the Tomcat server.xml
file must be encrypted. To obtain an encrypted version of a password, you need to use
the CryptoUltils tool provided with Policy Server. Follow these steps to change the
directory server password, including encrypting the password (Windows paths
shown):

1. Open the command prompt in administrator mode.

2. Run the following command:

Note: Text below needs to be on 1 line - it is wordwrapped below. You MUST enter the full
paths as the environment variable {APS_HOME]} is not configured.

C:\Users\Administrator>C:\EMC\ESRS\PolicyManager\jre\bin\java -cp
C:\EMC\ESRS\PolicyManager\Tomcat7\aps\common\lib\cryptoutils-1.0.2.jar
com.axeda.security.encryption.Encrypt -home
C:\EMC\ESRS\PolicyManager\Tomcat7\aps\conf -?

Usage: java com.axeda.security.encryption.Encrypt [OPTION]

-? -help Print this help message

-home Pathname of the directory with key
-echo Do not disable console echo during input
-stdin Read text from stdin

-text <text> Encrypt specified <text>

C:\Users\Administrator>C:\EMC\ESRS\PolicyManager\jre\bin\java -cp
C:\EMC\ESRS\PolicyManager\Tomcat7\aps\common\lib\cryptoutils-1.0.2.jar
com.axeda.security.encryption.Encrypt -home
C:\EMC\ESRS\PolicyManager\Tomcat7\aps\conf

Enter text: <<<<<enter the text for the password
MCOCAQECAQEEEJbDTulIHja7ePIt/zVilhIEEBzfpCIYWuTOp+I8elxlvzs=

C:\Users\Administrator>

3. When prompted, enter the password that you want to encrypt.
4. When the utility returns the encrypted version of the password, copy it.

5. As long as you are logged in with administrator rights, open the server.xml file
from the directory,

C:\EMC\ESRS\PolicyManager\Tomcat7\aps\conf.
6. Paste the encrypted password in the connectionPassword field of the server.xml
file.

7. Save and close the file.

Note: Since the tool's Java classes are packaged in cryptoutils-1.0.2 jar, the cryptoutils-1.0.2.jar
(and its dependencies) must exist on the Java class path. For example, assuming that the Policy
Server instance is installed in ${APS_HOME}, the CryptoUtils tool should be invoked using the
APS home directory.

Note: The ${APS_HOME] variable is NOT set as environment variable the full path MUST be
supplied

When run without arguments, the CryptoUtils tool prompts you to enter the text to be
Entered.
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In addition, this tool supports the following command line options:

Table 2 CryptoUtils tool command line options

Option Description

-7, -help Print the help message.

Do not disable console echo during input.

Read the text from the standard input (instead of the console).
Encrypt the specified text (instead of console or standard input).

-echo Do not disable console echo during input.
-stdin Read the text from the standard input (instead of the console).
-text text Encrypt the specified text (instead of console or standard input).

Note: Encrypted passwords produced by the CryptoUtils tool can be used only with the Policy
Server instance for which they were created.

Note: Since the tool's Java classes are packaged in cryptoutils-1.0.2 jar, the cryptoutils-1.0.2.jar
(and its dependencies) must exist on the Java class path. For example, assuming that the Policy
Server instance is installed in ${APS_HOME}, the CryptoUtils tool should be invoked using the
APS home directory.
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APPENDIX C

Backing up Policy Manager Database on Windows
Server 2012

This appendix describes the steps you must take to back up the Policy Manager database
on Windows Server 2012.

+ Installer does not configure Automatic Daily Backup for Policy Manager 6.8 Database
40
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Installer does not configure Automatic Daily Backup for Policy Manager 6.8

Database

This issue is caused because Microsoft has deprecated the AT command in Windows
2012 all versions. The Policy Manager Installer calls a script that uses the AT
command to configure the scheduled task that performs a daily backup of the Policy
Manager Database every day at 3:00 AM local time.

The following is a manually process to accomplish this task. If it is not performed the
Policy Manager Database will not be backed up on Windows 2012 and therefore
recovery of the Policy Manager. Database if it were to become corrupted will NOT be
possible and will require an uninstall, reboot, reinstall, and complete re-configuration
of Permissions, Filters, Users, Profiles, Roles and Notifications.

1. After the Install completes, log on to the Policy Manager host.

2. Open Control Panel.

=

Control PaneNAll Control Panel ltems

BE

4 [E8 » Control Panel » All Contral Pane! Items

v & | [ Search Contral Panel

2]

File Edit View Tools Help

Adjust your computer’s settings

¥ Action Center
I Color Management
[ Default Programs
B8 Display
E Folder Options
&, i5CSI Initiator
7 Mouse
& personalization
& Programs and Features
% Sound
&L, Taskbar

82, User Accounts

) Administrative Tools
Credential Manager
8 Device Manzger
@ Ease of Access Center
la Fonts
€ Keyboard
% Network and Sharing Center
{5 Phone and Modem
& Region
@ sync Center
2 Textto Speech
WP Windows Firewall

View by Smallicons =

3 AutoPlay
Date and Time
3 Devices and Printers
Flash Player (32-bit)
€ Internet Options
€% Language
& Notification Area lcons
33 Power Options
% RemoteApp and Desktop Connections
System
& Troubleshooting

% Windows Update

Figure 28 Control Panel

3. Open Administrative Tools.

BE |

€ Network

27iterns 1 itemn szlected 1,10 KB

3 Windowss PowerShell ISE x86)
<

Figure 29 Administrative Tools
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% £5r32.0 (1024117213 @) () Services IS0 IN9PM Shortcut 2KE
9 C on USCSGUSTALDICWT (& System Canfiguration HSA01218PM Shortut 2KE
5 D on USCSEUSTALDICWT 8 ystem Information /53012 118PM Shartcut 2KE
9 E an USCIGUSTALDICW? (a1) Task Scheduler T/I5/012 120PM  Shartcut 2K
59 6 an USCSGUSTALDICW? P Windows Firewall with Advanced Security  7/25/2012 1:29PM  Shorteut 2K
9 S on USCIGUSTALDICW? ] Windows Memary Diagnastic FSAN21ATPM Sharteut 2KkB
(5 Windows PowerShell (<36) F/26/2012 103 AM  Sharteut IKB

Shartcut 2KBIY
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5.
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Open Task Scheduler.

In the Actions pane, click Enable All Tasks History. This will permit

troubleshooting of scheduled task issues. It is disabled by default.

File  Action  Wiew Help
e n[m B
(€] TESk Scheduler (Laca) Nare Status  Triggers Next Run Time Last Run Time Last Run Result Actions
g (B Optimize Sta.. Ready When computeris idle Mever
b Microsoft
@ Create Basic Task.,
& Create Task...
Impart Task..,
Display All Rurnin
<] ] 1> | & Enable All Tasks H
] Mew Folder..,
Wiew
@ Refrash
Help
Figure 30 Task Scheduler
6. Then click Create Task. You are presented with a blank template.

General |Triggers | Actiohs | Conditiohs | Settings |

Marme: ||

Location: %

Author WK1 2-5TD-100 & d rministrator

Description:

Security options

Wihen running the task, use the following user account:

WA2K12-5TD-100&d rministrator

Change User or Group..,

®) Run onlywhen user is logged on
() Run whether user is logged on or not

[] Do not store password. The task will anly have access to local computer resources,

[] Run with highest privileges

[[] Hidden Configure for [Windows Wista™, Windouws Server™ 2008

v

Cancel

Figure 31 Create Task
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7. Fill in the necessary information as below. Then select Triggers.

(t) Create Task .

General |Triggers | Actions | Conditions | Settings |

MHame: |Dai|ypo|icy Manager Database Backup |
Location: %
Authar: W2K12-5TD-100Ad ministrator

Description: | Daily policy Manager Database Backup @] 0300 hours local time

Security options

When running the task, use the following user account:

W2K12-5TD-100 A d ministratar Change User or Group...

O Run only when user is logged on

® Runwhether useris logged on or not

Do not stare password, The task will only have access to local computer resources,

Run with highest privileges

[] Hidden Configure for: | Windows Yista™, Windows Server™ 2008 v|

0K | | Cancel |

Figure 32 General tab

8. Fill in the information needed:
Leave On a schedule.

a.
b. Select Daily radio button.

c. Check Stop task if running longer than and select 2 hours in the drop-down.
d. Click OK.
Mew Trigger -

Begin the task: |0naschedu|e v|

Settings

Y Onetime Start: ‘ 112014 [E | | 10001 &M o ] Synchronize across time zones
Daily
O Weekly Recur every: - days
O Maonthly

Adhanced settings

[] Delay task for up to {randorn delay): |1 hour
[[] Repeattask every: |1 hour 1day

Stop task if it runs longer than:

=

[ Expire: | 173172015 B~ || 22404 M 2

Enabled

0K | | Cancel

Figure 33 New Trigger
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9. Select the Actions tab, and click New.

Create Task -

‘ General |Tnggers| Actions |Cumditmm | Settings |

When you create a task, you must specify the action that will nccur when your task starts.

Action Details

Mew... Edit... Delete

Figure 34 Actions tab

10. On the Edit Action template:
Leave Action at Start a program.

b. In the Program/script field the drive and path to the location of the
backup_database.bat file.

(Default path C:\EMC\ESRS\PolicyManager\hsgldb\bin\
backup_database.bat)

c. Add Arguments enter 30 (this is the maximum number of backups

maintained).
d. Leave the Start in field blank.
e. Click OK.

Edit Action =

Wou must specify wehat action this task will perform.

Action: |Starta prograrm vl

Settings

Programyscript:

|C:\EMC\ESRS\PUllcyManager\hsqldb\b|n\backup_databé Browvse.., |
Add arguments {optional):

QK | | Cancel

Figure 35 Edit Action
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11. Select the Conditions tab, and configure as below. Click OK.

| General |Trigger5 |Actiuns| Conditions | Settings ‘

Specify the conditions that, along with the trigger, determine whether the task should run. The task will not
run if any condition specified here is not true,

Idle
[[] Startthe task only if the corputer is idle for: |10minutes v|

Wifait for idle for |1 haur v|
Stop if the cormputer ceases to be idle
[ Restart if the idle state resurnes

Power
[W] Startthe task only if the computer is on AC power

[W] Stop if the computer switches to battery power
[[] Wiake the computer to run this task

MNetwork
[ Start anly if the following network connection is available:

|Any connection W

Ok | | Cancel

Figure 36 Conditions tab

12. Select the Settings tab.
a. Configure as below:
b. After checking Stop the task if ...
c. Select 2 hours from the drop-down.

d. Click OK.

| General | Triggers |Acti0ns | Conditions‘ Settings |

Specify additional settings that affect the behavior of the task,

[ Allow task to be run on derand
[ Run task as soon as possible after a scheduled start is missed

W] Ifthe task fails, restart every:

Afternpt to restart up to

vl Stop the task if it runs longer than:

[¥] I the running task does not end when requested, farce it to stop

] I the task is not scheduled to run again, delete it after: 30 days v

If the task is already running, then the following rule applies:

|Do not start a new instance W

0K | | Cancel

Figure 37 Settings Task
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The Scheduled Task is now configured.

€ Task Scheduler -]
File Action View Help
e
GTESH“EMI”(LU(?D Narne Status  Triggers Next Run Time Last Run Time Last Run Resul | | Actions
4 @T?S:ASE"E”“;:’L"]’W @ Dalypolicy.. Ready At:00AM everyday  2/1/2014 0001 AWM Never e Ty
b 1 Micraso (% Optimize Sta.. Ready When computer s idle Hever T Crete Bsic Tsk..
. Create Task.,
Import Task..,
[ Display &ll Running...
< " >| | & Disable &l Tasks Hi..
General ‘Triggers | Actions | Conditions | Settings | Histury| 7 NewFolder.,
Mame: ‘Da\\ypuhcyManagerDatabaseEackup e View
G Refresh
Locatiom: % -
Author, Wr2K12-STD-10MAdministrator = ﬂ Help
Description; | Daily policy Manager Database Backup @ 0300 hours local time " | Selected Item
b Run
" End
& Disable
Export..,
Security options b
£ Properties
Mithen running the task, use the follming user account: v
< w 3 K Delete
=

Figure 38 Task Scheduler

13. Verify the Policy Manager Database backup task executes successfully.
14. In the center pane select the newly created Backup Task.

15. In the Action Pane, click the Run button. The Task will be queued and will Run.
The Center Pane will indicate success or failure.

) Task Scheduler
File  Action View Help

e sE BE

\ﬁJ zskiSchedulet (Local) Narme Status  Triggers Mext Run Time Last Run Time Last Run Result | | Actions
b [y Task Scheduler Library (5 Optimize $ta... Ready ‘When computeris idle Mewer Task Sch
€ §| Creatr
L Crea
Impor
[l Disple
< n >| | & Enabl
General ‘Tr\ggeri |Act\ons | Conditions | Settings | History (disabled) o Mewt
Narme: |Pa\icy hanager BU - L
|4 Refre:
Location: %

Author: W2K12-5TD-1000Administratar 2 Help
Description: | Backup Policy Manager @ 0300 each day = Selectec

b Run

® End

& Diszh

2 y Expor

Security options
L Prope
YWhen running the task, use the following user account: v

< T m s x Delete

- = N

Figure 39 Backup Directory before Scheduled Task was executed
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[ o CAEMCAESRSYPalicyM anagerihsgldbybackups = -
Hame Share Wik 0
= 1|l « EMC » ESRS b PolicyManager » hsgldo b backups v & [ search backups A
3 ,—JV- Music ~ Mame : Date modified Type
I [ Pictures )
B videos | apr-20131226T141424 ar.gz 12/26/2013 Z1APM GZ File
| apm-20131226T 160550 tar.qz 12/26/2013 405 PM GZ File
1 Computar | apm-20140117T083247 tar.qz 1172014832 AM GZFile
! | apm-20140127T144830 tar.gz 1272004 ZABPM GZFile
s Local Disk (C) | apm-20140127T145130 ar. gz 1204 BSTEM  GZFile
b $RecycleBin | apm-20140128T030002 £ar.gz 1282014 B00 M GZFile
Pz Documents and Seftings S | apm-20140129T030002 4ar.gz 22004 2O0EM  GZFile
4 EMC | apm-20140130T030002.tar.gz 1302004 RO0AM  GZFile
: N ESEESCT | apr-20140131T030001 tar.gz 132014 R00AM  GZFile
3 Gateway
el Palicytdanager
audit
bin
4 hsgldb
B . apm
backups
bin
bl ddl
b
[ jre
bl OpenDS-1.0.0 hal |3 it
Ditermns

Figure 40 Directory after the Scheduled task completed

Issue resolved.
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