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Improve Productivity
Improve overall IT productivity by maintaining the health, performance, 

capacity and cybersecurity of infrastructure.

With CloudIQ, spend only 3 minutes 
to set policy and automate security 

configuration checking for up to 1,000 
systems vs. 6 minutes to manually 

check every system

  

to set policy and automate security 
configuration checking for up to 

1,000 systems 
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Resolves issues  
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up to 10x
faster5
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Administrator actions

CloudIQ actions

Isolates application and
follows prescriptive

procedures to resolve

Initiates and maintains
 secure system connection

Detects deviations 
from expected data
reducibility and 
generates anomalies 

Creates new incident 
when a storage 
group acquires 
sufficient anomaliesLaunches element

manager for impacted
system and identifies

storage group and host

Notifies via email 
or webhook – if opted in

Stop ransomware attacks as soon 
as they begin

Know about malicious activity and act quickly to protect your data.

Continuous data storage analysis for ransomware incident detection

Continuous infrastructure common vulnerability and exposure tracking

Administrator actions

CloudIQ actions

Address vulnerabilities faster with 
intelligent security advisories

Know about new vulnerabilities as soon as they are discovered 
and quickly restore protection.

Discovers IT assets’ metadata

Verifies resolution 
and continuously 

monitors

Notifies and 
recommends resolution

Prioritizes 
assets’ business
sensitivity

Follows 
recommendations 

for resolution

Matches assets
with advisories

Initiates and maintains secure
system to CloudIQ connection 

 

Monitors
security settings

 

   
 

Analyzes risk level and
recommends actions

Continuous infrastructure security configuration checking

Follows
recommendations

for resolution

Adjusts risk level
after resolution

Displays risk and
recommendations;
sends notification

Detects configuration
deviation from policy

 

Administrator actions

CloudIQ actions

Reduce risk with automated 
cybersecurity assessments

Know when infrastructure security settings are misconfigured and 
quickly restore protection.

Sets cybersecurity
settings policy

#4

29,065
Common IT security vulnerabilities and 

exposures were discovered in 20233

System misconfiguration is 
among C-level IT executives’ top 

vulnerability concerns1 

IT teams don’t have the time to manually check every system 
every minute for security misconfigurations, newly discovered 

vulnerabilities and ransomware.  

Let CloudIQ, the AIOps application for Dell on-premises 
infrastructure and Dell APEX multicloud services, do it for you.

2/3
of IT decision-makers consider 
ransomware a top 3 threat to 

their organization2

Protect your IT environment from 
growing threats with automated 
AI-powered cybersecurity assessments 
and recommendations.

CloudIQ
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