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Executive summary

Executive summary

As more enterprises adopt a multi-cloud strategy, leveraging a common data protection solution across the on-
premises infrastructure and the public cloud will enable enterprises to achieve operational efficiencies and lower
costs.

For organizations that have workloads running in Azure cloud and need self-service backup and restores from
enterprise application tools, Dell EMC PowerProtect Data Manager provides data protection of workloads in
Microsoft Azure and Azure Government.

Data owners and administrators can deploy Data Manager with automation from the Azure Marketplace to
protect business-critical workloads in the cloud. Data Manager enables the protection of traditional workloads
including Oracle, SQL, SAP HANA, and file systems and cloud native applications running in Kubernetes
containers. Easy to install and deploy from the Azure Marketplace, Data Manager and Dell EMC PowerProtect
DD Virtual Edition (DDVE) provide high levels of performance and deduplication.

Audience

4

This white paper is intended for Dell Technologies customers, partners, and employees looking for options to
protect the workloads hosted on Azure cloud using Data Manager and DDVE.
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Introduction

Dell EMC PowerProtect Data Manager for Azure

Data Manager software is an enterprise solution that provides software-defined data protection, deduplication,
operational agility, self-service, and IT governance. Data Manager for Azure provides protection for cloud-
based assets such as the following:

Oracle, SQL, and SAP HANA databases

Virtual machines in Azure VMware Solution for Azure
Kubernetes clusters deployed to Azure

File systems

Data Manager and DDVE can be deployed as one package from the Azure Marketplace. DDVE on Azure can
also be deployed outside of the Data Manager deployment process. DDVE scales up to 256TB per instance
in-cloud and supports Azure Government. Data Manager includes a 90-day trial license by default.

' Azure Cloud N
4 \
PowerProtect Data Manager powerprotect DDVE
ata Manager
for Azure
) = Q[
Corporate Network —_—
Virtual 1 1
Customer Netwaork
Gateway Gateway 1l 1l
Application Hosts
Microsoft | | oracle | | SAPHANA |
SQL Server
| Kubernetes | | Linux | | Windows |
.
\. J . J

Using Microsoft Azure Resource Manager (ARM), Data Manager can be deployed to a virtual appliance in an
Azure cloud. Data Manager is deployed with a private IP address. A VPN connection configuration is required

to access Data Manager from an external site.

Data Manager deployed on Azure cloud requires DDVE as the protection storage appliance. DDVE is a
software-only protection storage appliance that provides data protection for entry, enterprise, and service-
provider environments. With Data Manager and DDVE on Azure, the business-critical workloads deployed on

Azure cloud can be protected.
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Introduction

1.2 Basic architecture Overview

The following diagram represents the basic architecture of Data Manager on Azure. The diagram shows a
possible distribution of Data Manager and DDVE in one private subnet, and application hosts in another.
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Access to Data Manager and DDVE is managed by Virtual Network (VNet) service endpoints and their
policies, and by network and application security groups. DDVE uses blob containers to store the backed-up
data of virtual appliances and virtual machines deployed to Azure. Sensitive Data Manager data, such as
passwords, is encrypted and stored in a lockbox.

1.3 Azure data transfer costs

Microsoft charges a monthly fee based on the amount and types of data transferred by Data Manager and
DDVE in an Azure cloud.

Consider the following information when planning the Azure architecture:

e Inan Azure cloud, most of the data transferred is between the hosts being protected and DDVE
o If Kubernetes is being used, data is also transferred between the protection engine hosts and DDVE
e Microsoft does not have data transfer fees for hosts that are in the same region

For current details of all Microsoft data transfer costs and other fees, see Bandwidth Pricing Details and the
Pricing Calculator.

Note: To minimize data transfer costs, and to minimize the path that data transfers take, use as few
availability zones and regions as possible.
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Deploying Data Manager and DDVE on Azure

2 Deploying Data Manager and DDVE on Azure

The following shows the high-level deployment steps for Data Manager and DDVE on Azure.

Deployment Ul

Infrastructure

O
~—

User

= Deployment Path
———— Configuration Path

Access VM's directly

configuration

PowerProtect Data
Manager
configuration

DDVE configuration

Solution Software
configuration

h 4

PowerProtect
Data Manager

Virtual Machines

Starting with Data Manager version 19.9, DDVE can be configured at the same time as Data Manager when
they are deployed to Microsoft Azure using solution software configuration option.

For successful deployment of Data Manager and DDVE on Azure, see Dell EMC PowerProtect Data Manager
Azure Deployment Guide and Dell EMC PowerProtect DDVE on Azure Installation and Administration Guide

for more details on preparing for deployment, deployment requirements, and networking interoperability.
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Deploying Data Manager and DDVE on Azure

2.1 Deploying Data Manager and DDVE on Azure

1. In a browser, navigate to https://portal.azure.com

2. Log in to the Azure account.
3. From the Home > Marketplace > Get Started pane, select Search the Marketplace and search for “Dell
EMC PowerProtect Data Manager and PowerProtect DD Virtual Edition”.

e e e

Home

Marketplace

Get Started

I |/‘:‘ Dell EMC PowerProtect Data Manager and PowerProtect DD Y | I Pricing : All Operating System : All Publisher Type : All 3 Offer Type : All X Publisher name : All X

Service Providers

[] Azure benefit eligible only ©

Management
Managed Services

»

Private Marketplace

oatrs Io5d = AR

My Marketplace

Aumatics Azure Managed VIAcode Managed Services Data#3 Azure Managed Cloudeteer CLOUD.OPS Ingram Micro MSP Quick-Fix Administration
Services for Azure Services Managed Service
Favorit .
avortes Aumatics Viacode Data#3 Limited Cloudeteer Ingram Micro AppsdRent LLC
Recently created Managed Services Managed Services Managed Services Managed Services Managed Services Managed Services
Managed Services for your Azure Extend your IT team with ViAcade This Cloud Management solution Azure Site Relizbility Managed Cloud Ingram Micro MSP Managed Services Immediate help for quick fixes on
Categories Tenant Managed Services for Azure to combines the Azure Optimiser cloud Service offering for a modern Multi Azure. Sign up for 2 hours of
improve your IT processes portal with Azure Managed Senvices Cloud Operations. minimurm commitment plant
Al + Machine Learning
Analytics
Blockchain Create v <@ Create v <@ Create v v Create v v Create vl Create v <@
Compute
Al + Machine Learning See More
Containers

Databases A ® . %

Developer Tools Machine Learning Computer Vision Face Text Analytics
DevOps
Microsoft Microsoft Microsoft Microsoft
dentity Aaure Service Azure Service Azure Service Azure Service
Integration Enterprise-grade machine learning to An Al service that analyzes content in An Al service that analyzes faces in An Al service that enables you to
build and deploy models faster images images unlock insights from natural
Internet of Things language text using sentiment

4. Choose Dell EMC PowerProtect Data Manager and PowerProtect DD Virtual Edition and select
Create.

Home

Marketplace

Get Started

‘P Dell EMC PowerProtect Data Manager and Dell EMC Power... X ‘ Pricing : All < Operating System : All X Publisher Type : All > Offer Type : All X Publisher na

Service Providers
D Azure benefit eligible only @

Management Showing results for ‘Dell EMC PowerProtect Data Manager and Dell EMC PowerProtect DD Virtual Edition’.

Private Marketplace Showing 1 to 2 of 2 results,

My Marketplace

o DL
Favorites .
Dell EMC PowerProtect Data Dell EMC Avamar Virtual
Recently created Manager and Dell EMC Edition (AVE)
DPS Global Publisher Dell Technologies
Categories Azure Application Virtual Machine
Next generation cloud data Dell EMC Avamar Virtual Edition
Al + Machine Learing protection (AVE) offers industry leading backup,
dr and replication for Azure.
Analytics
Blockchain
Price varies Bring your own license
Compute
Create <@ Create <@
Containers
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Deploying Data Manager and DDVE on Azure

5. Select the required Data Manager and DDVE version from the list. For example, “PowerProtect Data

Manage

r 19.9.0 and DDVE 7.6.07".

= Microsoft Azure R Search resources, services, and docs (G+/)

Home

Marketplace

Get Started

Service Providers
Management
Private Marketplace

My Marketplace

Favorites

Recently created
Categories

Al + Machine Learning
Analytics

Blockchain

Compute

Containers

Databases

Developer Tools

O Dell EMC PowerProtect Data Manager and Dell EMC Power... ‘ Pricing : All X

D Azure benefit eligible only G

Showing results for 'Dell EMC PowerProtect Data Manager and Dell EMC PowerProtect DD Virtual Edition’.

Showing 1 to 2 of 2 results

DéLL

oL

Dell EMC PowerProtect Data Dell EMC Avamar Virtual
Manager and Dell EMC Edition (AVE)

DPS Global Publisher Dell Technologies

Azure Application Virtual Machine

Next generation cloud data Dell EMC Avamar Virtual Edition

protection (AVE) offers industry leading backup
dr and replication for Azure.
Price varies Bring your own license
Create v <@ Create v <

PowerProtect Data Manager 19.9.0 and DDVE 7.6.0.7
PowerProtect Data Manager 19.8.0 and DDVE 7.6.0.7

PowerProtect Data Manager 19.6.0-7 and DDVE 6.0

Operating System : All X Publisher Type : All X Offer Type : All X

Publisher naf

6. From the Home > Marketplace > Create Dell EMC PowerProtect Data Manager and PowerProtect

DD Virtual Edition > Basics pane, provide the project and instance details. Click Next: Infrastructure
Configuration.

= Microsoft Azure

Home > Marketplace

Project details

Basics  Infrastructure Configuration

P search resources, services, and docs (G+/)

PowerProtect Data Manager VM Configuration

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

PowerProtect DD Virtual Edition VM Configuration

Create Dell EMC PowerProtect Data Manager and Dell EMC PowerProtect DD Virtual Edition

Subscription * (D ‘ ~ ‘
Resource group * @ \ (New) PPDM_DDVE v \
Create new
Instance details
Region * East US N
1
previous || Newt:nfrasructure contguration > |

Solution Software Configuration Review + create
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Deploying Data Manager and DDVE on Azure

7. From the Home > Create Dell EMC PowerProtect Data Manager and PowerProtect DD Virtual

Edition > Infrastructure Configuration pane, configure the virtual networks and storage account. Click
Next: PowerProtect Data Manager VM Configuration.

— Microsoft Azure R Search resources, services, and docs (G+/)

F o &8 @ &
Home > Marketplace

Create Dell EMC PowerProtect Data Manager and Dell EMC PowerProtect DD Virtual Edition

Basics  Infrastructure Configuration ~ PowerProtect Data Manager VM Configuration PowerProtect DD Virtual Edition VM Configuration Solution Software Configuration Review + create

Configure virtual networks

Virtual network * | (new) PPDM_DDVEvnet01

v

Create new
Subnet * (@ | (new) subnet-1 (10.6.0.0/24) v ‘
Diagnostics Storage Account * © | W |

Create New

‘ < Previous | | Next : PowerProtect Data Manager VM Configuration > ‘

8. From the Home > Create Dell EMC PowerProtect Data Manager and PowerProtect DD Virtual

Edition > PowerProtect Data Manager VM Configuration pane, configure Data Manager and click
Next: PowerProtect DD Virtual Edition VM Configuration.

= Microsoft Azure

O Search resources, services, and docs (G+/)

BT 0 & @ &

Home > Marketplace

Create Dell EMC PowerProtect Data Manager and Dell EMC PowerProtect DD Virtual Edition

Basics  Infrastructure Configuration PowerProtect Data Manager VM Configuration  PowerProtect DD Virtual Edition VM Configuration

Solution Software Configuration Review + create

Data Manager Version * @ [ 19.90 v
Data Manager Name * © [ DemoPPDM V]
Data Manager VM Size * () 1x Standard D8s v3

8 vepus, 32 GB memory
Change size

Admin User Name * (0 [ demoppdm v

Admin Authentication Type * (®) Password

(O ssH public Key
VM Log-in Password * [ <]
Confirm password * [coenmnennns <]

| <Previous |I\ Next : PowerProtect DD Virtual Edition VM Configuration > \I
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Deploying Data Manager and DDVE on Azure

9. From the PowerProtect DD Virtual Edition VM Configuration pane,

— Select Yes to deploy and launch a DDVE instance in the same subnet as Data Manager.
— Select No to deploy only Data Manager.

= Microsoft Azure

Home » Marketplace

Deploy DDVE* ©
DDVE Version * @
DDVE Name * (@

DDVE VM Size ¥

DDVE Capacity (TB) O
DDVE admin user * @

Sysadmin Authentication type *

VM Log-in Password *

Confirm password *

P Search resources, services, and docs (G+/)

B o % @ &

Create Dell EMC PowerProtect Data Manager and Dell EMC PowerProtect DD Virtual Edition

Basics  Infrastructure Configuration PowerProtect Data Manager VM Configuration PowerProtect DD Virtual Edition VM Configuration

Yes N
Yes
DDVE will be deployed together whith Data Manager in the same resource
group.
No
DDVE will nt be deployed.
8 vcpus, 28 GB memory
Change size
[1m8 v
[ sysadmin v
@ Password
() sSH public Key
e 7]

B [ oo | | ewsoluton software Configuration > |

Solution Software Configuration Review + create

If you selected Yes, configure the DDVE instance and click Next: Solution Software Configuration.

= Microsoft Azure

Home > Marketplace

£ Search resources, services, and docs (G+/)

Create Dell EMC PowerProtect Data Manager and Dell EMC PowerProtect DD Virtual Edition

Basics  Infrastructure Configuration PowerProtect Data Manager VM Configuration PowerProtect DD Virtual Edition VM Configuration

Deploy DDVE* (D
DDVE Version * @
DDVE Name * @

DDVE VM Size *

DDVE Capacity (TB) O
DDVE admin user * @

Sysadmin Authentication type *

VM Log-in Password *

Confirm password *

‘ Yes hd ‘
‘ 7.60.7 ~ ‘
[ DemopDVE ]
1x Standard D4 v2
8 vcpus, 28 GB memory
Change size
[1m8 v
[ sysadmin v
@ Password
(O ssH public key
[ ]
[ v

T
[ <previous || [ Next:Solution Saftware Configuration = \I
| |

Solution Software Configuration Review + create
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Deploying Data Manager and DDVE on Azure

Note: You might choose not to deploy DDVE if you already have an instance deployed, or if you are
performing PowerProtect Data Manager-server disaster recovery.

10. From the Home > Create Dell EMC PowerProtect Data Manager and Data Domain Virtual Editions >
Solution Software Configuration pane,

o Select Yes to accept the EULA.

Note: By selecting Yes, you agree to accept the terms and conditions outlined in the product End User
License Agreement (EULA). Do not select Yes if you need to restore a Data Manager disaster-recovery
backup.

e Select No if you do not accept the EULA.

Note: If you select No, automatic configuration is disabled. Data Manager and DDVE must be manually
configured after they are deployed.

The following shows the option to Enable Automatic Configuration and Accept Product End User
License Agreement (EULA).

= Microsoft Azure £ Search resources, services, and docs (G+/) F 0 & @ &

Home » Marketplace

Create Dell EMC PowerProtect Data Manager and Dell EMC PowerProtect DD Virtual Edition

Basics  Infrastructure Configuration PowerProtect Data Manager VM Configuration PowerProtect DD Virtual Edition VM Configuration Solution Software Configuration ~ Review + create

Enable Automatic Configuration and No ~
Accept Product End User License
Agreement (EULA) * @

Yes
By selecting erms and conditions outlined in the product End

“agreements). Data Manager

/ configured with the properties below after the

No

By selecting *No", automatic canfiguration is disabled. You can configure Data
Manager o start ServerDR recovery from Data Manager installer Ul after the
deployment.

Review + create ‘ < Previous ‘ ‘ Next : Review + create >

Note: Solution software configuration option is available starting with Data Manager version 19.9.
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Deploying Data Manager and DDVE on Azure

11. If you selected Yes, Data Manager and DDVE will be automatically configured after the deployment, with
the properties shown below. Click Next: Review + create.

= Microsoft Azure L Search resources, services, and docs (G+/) ﬂ-—'v 0 _éé; @ hj

Home > Marketplace

Create Dell EMC PowerProtect Data Manager and Dell EMC PowerProtect DD Virtual Edition

Basics Infrastructure Configuration PowerProtect Data Manager VM Configuration PowerProtect DD Virtual Edition VM Configuration Solution Software Configuration Review + create

Enable Automatic Configuration and Yes ~
Accept Product End User License
Agreement (EULA)* ©

Data Manager Software Configuration

Data Manager Time Zone * @ [ UTC - Coordinated Universal Time v

Data Manager NTP Servers @ [ ‘

Data Manager common password * @ [ sreeseeeeees 7]

Confirm password * © ‘ ------------ \/‘

DDVE Software Configuration

Storage Account Name * (0 \ demotme J\
Container Name * (D [ demotme V]
Storage Access key * @ [ 53515C10Nqs433KkRSNWTQ)VTMMK9gSDboOIIATAAIPIYBEScA0EQcaQ.. /|
DDVE common password * (3 \ ------------ v ‘
Confirm password * © ‘ ............ J‘

[l | < Previous Next: Review + create >
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Deploying Data Manager and DDVE on Azure
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12. From the Home > Create Dell EMC PowerProtect Data Manager and PowerProtect DD Virtual

Editions > Review + create pane, click Create.

/c et el

Home > Marketplace

Create Dell EMC PowerProtect Data Manager and Dell EMC PowerProtect DD Virtual Edition
@ validation Passed

Basics Infrastructure Configuration PowerProtect Data Manager VM Configuration PowerProtect DD Virtual Edition VM Configuration Solution Software Configuration

PRODUCT DETAILS

Dell EMC PowerProtect Data Manager
and Dell EMC PowerProtect DD Virtual
Edition

by DPS Global Publisher

Terms of use | Privacy policy

TERMS

By clicking "Create”, | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed above: (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s),
with the same billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage
and transactional information with the provider(s) of the offering(s) for support, billing and other transactional
activities. Microsoft does not provide rights for third-party offerings. See the Azure Marketplace Terms for additional
details

Basics

Subscription
Resource group PPDM_DDVE
Region EastUS

Review + create

Infrastructure Configuration

Virtual network PPDM_DDVEvnet01
Subnet subnet-1
Address prefix (Subnet) 10.6.0.0/24

Diagnostics Storage Account

PowerProtect Data Manager VM Configuration

Data Manager Version 19.90
Data Manager Name DemoPPDM
Data Manager YM Size Standard_D8s_v3
Admin User Name demoppdm

VM Log-in Password ok dkk

PowerProtect DD Virtual Edition VM Configuration

Deploy DDVE Yes

DDVE Version 7607

DDVE Name DemoDDVE
DDVE VM Size Standard_D4_v2
DDVE Capacity (TB) 18

DDVE admin user sysadmin

VM Log-in Password

Solution Software Configuration

Enable Automatic Configuration and Ac... Yes

Data Manager Time Zone UTC - Coordinated Universal Time
Data Manager NTP Servers

Data Manager common password

Storage Account Name demotme
Container Name demotme

Storage Access Key 2uUCd/Pajr+zEvwvK632CGV215)psBxNBgjBO+tid)pp/SL3cBiLGxYO0CYNSBSr.
DDVE commen password

Create < Previous ext Download a template for automation
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Deploying Data Manager and DDVE on Azure

The following figure shows the Data Manager and DDVE deployments in progress.

icrosoft Azure R Search resources, services. and docs (G+/)

Home
; dellemc.ppdm_ddve_0_0_1-20211007172953 | Overview =
v Deployment
o B @ Wed love your feedback! -
& Inputs
= Outputs =: Deployment is in progress
B Template

Subscription
Resource group: PPDM_DDVE

~ Deployment details (Download)

Deployment name: delleme.ppdm_ddve_0_0_1-20211007172953

Start time: 10/7/2021, 5:39:34 PM

Correlation ID: 220698c4-9852-46cf-8644-f20452fea2da

Resource Type Status
© DemoDDVE Microsoft.Compute/virtualMachines Created
@ DemoPPDM Microsoft.Compute/virtualMachines Created
@  DemoDDVE-nic-0 Microsoft Network/networkinterfaces Created
@ DemoPPDM-nic-0 Micrasoft Network/networkinterfaces Created
© DemoPPDM-nsg Microsoft Network/networkSecurityGroups aK

@ DemoDDVE-nsg Microsoft Network/networkSecurityGroups aK

@ PPDM_DDVEvneto1 Microsoft Network/virtualNetworks oK

©  pid-00613ffe-c69d-4d17-a006-881788364af3-partnercenter MicrosoftResources/deployments oK

©  cs2b9b5d6ac0e3exa366E61 Microsoft Storage/storageAccounts aK

Operation details

Operation details
Operation details
Operation details
Operation details
Operation details
Operation details
Operation details
Operation details

Operation details

Note: This takes between approximately 20 and 25 minutes, depending on whether automatic configuration is

enabled.

13. When the Data Manager and DDVE deployment are complete, select Go to resource group to view the

Data Manager instance details.

p S e e s )

Home
s dellemc.ppdm_ddve_0_0_1-20211007172953 | Overview =
Deployment
« [il Delete () Cancel |1y Redeploy () Refresh
A Overview € We'd love your feedback! -
\:\ Inputs
7= Outputs @ Your deployment is complete
2 Template

Subscription:
Resource group: PPDM_DDVE

~ Deployment details (Download)

Deployment name: dellemc.ppdm_ddve 0_0_1-20211007172953

Start time: 10/7/2021, 5:39:34 PM

Correlation ID: 220698¢4-9852-46¢f-8644-f26452fea2da

~ Nextsteps

Go to resource group

Resource Type Status
© DemoDDVE Microsoft.Compute/virtualMachines oK

@ DemoPPDM Microsoft.Compute/virtualMachines oK

@ DemoDDVE-nic-0 Microsoft.Network/networkInterfaces Created
© DemoPPDM-nic-0 Microsoft Netwark/networkinterfaces Created
@ DemoPPDM-nsg Microsoft.Network/networkSecurityGroups oK

© DemoDDVE-nsg MicrosoftNetwork/networkSecurityGroups oK

@ PPDM_DDVEVnet01 Microsoft.Network/virtualNetworks oK

@  pid-00613ffe-c69d-4d17-2906-88ff88364af3-partnercenter MicrosoftResources/deployments oK

@  s2b9b546ace3exd36Mxe61 Microsoft Storage/storageAccounts oK

Operation details

Operation details
Operation details
Operation details
Operation details
Operation details
Operation details
Operation details
Operation details

Operation details
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Deploying Data Manager and DDVE on Azure

The following figures show that the Data Manager and DDVE instances are running.

Data Manager instance

s e ) &
Home > dellemc.ppdm_ddve_0_0_1-20211007172953 > PPDM_DDVE
3 DemoPPDM  #
Virtual machine
P [search (Ctri+/) « & Connect [> C' Restat [] stop & Capture [i] Delete () Refresh [J] Openinmobile < Feedback
K Overview ~  Essentials
Activity log Resource group (change) : PPDM_DDVE Operating system Linux (suse 12)
Ay Access control (1AM) Status : Running Size  Standard D8s v3 (8 vepus, 32 GIB memory)
Location : East US Public IP address s
¢ Tags
Subscription (change) Virtual network/subnet : PPDM_DDVEvnet01/subnet-1
&2 Diagnose and solve problems
Subscription ID : DNS name s
Settings Tags (change) : Click here to add tags
& Networking
Properties  Monitoring Capabilities (7) Recommendations Tutorials
# Connect _
& Disks I virtual machine & Networking
B3 sSize Computer name demoppdm Public IP address -
Operating system Linux (suse 12) Public IP address (IPv6) -
Q security
Publisher delleme Private IP address 106.04
& Advisor recommendations )
Offer ppdm_0_0_1 Private IP address (IPv8) -
5 )
! Extensions Plan powerprotect-data-manager-19-9-0-13 Virtual network/subnet PPDM_DDVEvnet01 /subnet-1
% Continuous delivery VM generation V1 DNS name -
B Availability + scaling Agent status Ready
. . Agent version 2402 B2 size
B Configuration
Size Standard D8s v3
) Host group None
. Identity VCPUSs 8
Host -
Il Properties RAM 32GiB
Proximity placement group -
5 Locks Colocation status N/A i
€ Disk
Operations Capacity reservation group - 0s disk DemoPPDM-osdisk
< Azure disk encryption Not enabled
XX Bastion . B Availability + scaling

DDVE instance

/O S e e e e

Home > dellemc.ppdm_ddve 0_0_1-20211007172953 > PPDM_DDVE

1 DemoDDVE

Virtual machine

P Bearch (Ctrl+)) « & Comnect [> Start ' Restart [] Stop [ Capture [i] Delete () Refresh [ Openinmobile < Feedback

B Overview A~ Essentials

Activity log Resource group (change) : PPDM_DDVE Operating system  : Linux

R, Access control (AM) Status : Running Size Standard D4 v2 (8 vepus, 28 GiB memory)
Location : East US Public IP address -

® Tags
Subscription (change) Virtual network/subnet : PPDM_DDVEvnet01 /subnet-1

2 Diagnose and sclve problems
Subscription ID : DNS name -

Settings Tags (change) : Click here to add tags

& Networking
Properties  Monitoring Capabilities (7) Recommendations Tutorials

& Connect
£ Disks A Virtual machine @& Networking
o Sie Computer name DemoDDVE Public IP address
i Operating system Linux Public IP address (IPvé)
© Security
Publisher delleme Private IP address 10605
& Advisor recommendations
Offer dell-emc-datadomain-virtual-edition-v4 Private IP address (IPv6)
o)
Extensions Plan ddve-7607 Virtual network/subnet PPDM_DDVEVnet01/subnet-1
% Continuous delivery VM generation V1 DNS name
B Availability + scaling Agent status Not Ready
- Agent version Unknown B3 size
B Configuration
Size Standard D4 v2
Host group None
s Identity VCPUs 8
Host -
il Properties RAM 28 GiB
Proximity placement group -
5 Locks Colocation status N/A )
£ Disk
Operations Capacity reservation group - 05 disk DemoDDVE-osdisk
< Bastion Azure disk encryption Not enabled

% Availability + scaling
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Deploying Data Manager and DDVE on Azure

See Dell EMC PowerProtect Data Manager Azure Deployment Guide for more details on Data Manager
deployment to Azure.

Note: The Data Manager and DDVE instance deployment takes a few minutes to start and initialize.

See Dell EMC PowerProtect DDVE on Azure Installation and Administration Guide for details on how to
configure the DDVE instance deployed on Azure.
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Manual Configuration of Data Manager deployed on Azure

3 Manual Configuration of Data Manager deployed on Azure

After the PowerProtect Data Manager instance is deployed, it is referred to as a virtual appliance. After the
virtual appliance is started, you might need to configure it.

Perform the following steps from a host that has access to the virtual appliance.

1. From a host that has network access to Data Manager, use Google Chrome connect to the appliance:
https://<appliance_hostname or IP address>.

Note: To connect to the appliance by its hostname, you must configure DNS.

2. On the Welcome page, select New Install to set up Data Manager as a new installation and click Next.

DELLEMC ‘ PowerProtect Data Manager

Install Welcome to PowerProtect Data Manager

Would you like to setup PowerProtect Data Manager as a new appliance or restore all of your settings from a previous backup?
1 Welcome

@® New Install
2 End User License Agreement
Install and configure a new PowerProtect Data Manager appliance

3 Software License O Restore Backup

Use PowerProtect Data Manager backup to restore your appliance
4 Authentication

3. Review the End User License Agreement, choose | accept, and select Next.

DELLEMC ‘ PowerProtect Data Manager

End User License Agreement

Install
| 1 Welcome Congratulations on your new Dell EMC purchase!
Your purchase and use of this Dell EMC product is subject to and governed by the Dell EMC Commercial Terms of Sale, unless you have a separate written agreement with Dell EMC that specifically applies to your order,
2 End User License Agreement and the Dell End User License Agreement (EULA), which are each presented below in the following order:

« Commercial Terms of Sale
3 Software License
« End User License Agreement (EULA)

The Commercial Terms of Sale for the United States are presented below and are also available online at the website below that corresponds to the country in which this product was purchased

By the act of clicking *l accept,” you agree (or re-affirm your agreement to) the foregoing terms and conditions. To the extent that Dell Inc. or any Dell Inc.'s direct or indirect subsidiary (‘Dell’) is deemed under applicable
law to have accepted an offer by you: (a) Dell hereby objects to and rejects all additional or inconsistent terms that may be contained in any purchase order or other documentation submitted by you in connection with
your order; and (b) Dell hereby conditions its acceptance on your assent that the foregoing terms and conditions shall exclusively control.

5

6 Email Sel
IF YOU DO NOT AGREE WITH THESE TERMS, DO NOT USE THIS PRODUCT AND CONTACT YOUR DELL REPRESENTATIVE WITHIN FIVE BUSINESS DAYS TO ARRANGE A RETURN.

7 AutoSupport

Commercial Terms of Sale
§ SImE) These Commercial Terms of Sale (“CTS") apply to orders for hardware, software, and services by direct commercial and public sector purchasers and to commercial end-users who purchase through a reseller (“Customer”),
unless Customer and Suppliers (defined below) have entered into a separate written agreement that applies to Customer's orders for specific products or services, in which case, the separate witten agreement governs
Customer's purchase and use of such specific products or services.

The term “Supplier(s)” means, as applicable:
EMC Corporation ("EMC”)

176 South Street

Hopkinton, Massachusetts 01748 >

| accept

cance! m
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Manual Configuration of Data Manager deployed on Azure

19

4. On the Software License pane, perform the following actions:

a. In the License Type field, select a type of license.

— To use an evaluation license, select 90 days evaluation license.
— Toload a license, select License File > Choose File and browse to and select the license file to

load.

— To copy the contents of the license file, select Plain Text and copy the contents of the license file into
the Plain Text field.

b. Click Next.

DULEMC ‘ PowerProtect Data Manager

Install

1 Welcome

2 End User License Agreement

3 Software License

4 Authentication

7 Autosupport

8 Ssummary

Software License

License Type

License File

The evaluation license supports all the PowerProtect Data Manager features without any restrictions for 90 days.

Cancel ml

5. In the Authentication pane, perform the following actions:

The Use common password option is selected by default. This toggle sets one initial password for use with
all Data Manager interfaces.

DEALLEMC ‘ PowerProtect Data Manager

Install

1 Welcome

2 End User License Agreement

3 Software License

4 Authentication

5 System Settings

6 Email Setup

7 AutoSupport

8 Summary

Authentication

@ Use same initial password for all

Password

Set a password for use across all the PowerProtect Data Manager interfaces

Enter a new password

Reenter password to confirm

Use common password

Set a password for use with all PowerProtect Data Manager interfaces and for the lockbox passphrase.

Interface passwords are not synchronized after installation and may expire at different intervals. The lockbox passphrase does not expire.

Do not lose the lockbox passphrase. This passphrase is critical for future operations. The Security Configuration Guide provides more information.

cancel
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Manual Configuration of Data Manager deployed on Azure

a. Optionally, clear the Use common password option.

If the Use common password option is selected, in the Enter a new password and Reenter
password to confirm fields, specify a password.

If the Use common password option is not selected, in the Enter a new password and Reenter
password to confirm fields, specify individual passwords for the interfaces.

Ensure that the password meets the following requirements:

— A minimum of nine characters and a maximum of one hundred characters

— Atleast one numeric character (0-9)

— Atleast one uppercase character (A-Z)

— Atleast one lowercase character (a-z)

— Atleast one special character from the following list of acceptable characters:
1@#$%MN&*()_-+=~{}[]<>?/";;",.|\" (Spaces are allowed)

b. Click Next.
6. In the System Settings pane, perform the following actions:

a. In the Current Timezone list box, select the time zone where the system is physically located.
b. To add an NTP server, click Add.

c. In the Server IP Address field, specify the NTP server IP address.

d. Click Add.

e. To change the list of NTP servers, click Edit or Delete.

f. Click Next.

DEALEMC ‘ PowerProtect Data Manager

Install System Settings

1 Welcome Current Timezone ‘ PST8PDT - Pacific Standard Time v |

2 End User License Agreement
il m

3 Software License

4 Authentication

5 System Settings

cancel m
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Manual Configuration of Data Manager deployed on Azure

7. In the Email Setup - Optional pane, perform the following actions:

a. In the Mail Server field, specify the SMTP server IP address.

b. In the Admin Email field, specify the administrator email address.

c. In the Recipient for Test Email field, specify the recipient email address.

d. In the Port field, specify the TCP port to connect to the SMTP server.

e. In the Username field, specify the mail username.

f. In the Password field, specify the mail password.

g. To send a test email to the specified IP address, click Send Test Email.

h. To acknowledge the test email was successfully sent, click OK.

i. To send diagnostic and usage data to Dell Technologies for proactive support and to help improve our
products and services, switch Auto Support to ON.

When enabling auto support, click View Terms to review the telemetry software terms. Scroll down to click
Accept to finish enabling auto support or Decline to disable auto support.

j- Click Next.

DELLEMC ‘ PowerProtect Data Manager

Email Setup

Install

@ configure Emai

Required to enable Autosupport

1 Welcome

2 End User License Agreement Server Settings

3 Software License

4 Authentication

5 System Settings Admin Email ‘ ‘ © (Required

6 Email Setup
Recipient for Test Email ‘ ‘

AutoSupport
Required in order to send a test email

Port ‘ 25 ‘

Authentication

User Name ‘ ‘

password ‘ -]

send Test Ema

cancel Next

21 Dell EMC PowerProtect Data Manager: Deployment and Configuration on Microsoft Azure | H18800.1 D<A LTechnologies



Manual Configuration of Data Manager deployed on Azure

8. On the Summary pane, review the configuration choices and select Done.

DALEMC ‘ PowerProtect Data Manager

Install

1 Welcome

2 End User License Agreement

3 Software License

4 Authentication

5 System Settings

6 Email Setup

7 summary

Summary

© installation may take several minutes

End User License Agreement

EULA Accepted Yes
Software License

TRIAL
90 days

Authentication

Password set

System Settings

Current Timezone PST8PDT - Pacific Standard T

NTP Unset

Email Setup

Mail Server

concel m

9. Within a few minutes, the Data Manager configuration is complete, and the login prompt appears.

DLLEMC | PowerProtect Data Manager

Setting up your PowerProtect Data Manager

Setup stetus

10. Login with username as “admin” and use the password set during the configuration.

PowerProtect Data Manager

Copyright © 2015-2021 Del nc. or its subsidiaries. All Rights Reserved.

DLLEMC

Forgot password?

Log In

Password: @

22

Dell EMC PowerProtect Data Manager: Deployment and Configuration on Microsoft Azure | H18800.1 D<A LTechnologies



Manual Configuration of Data Manager deployed on Azure

11. Data Manager is now ready to protect the cloud workloads running on Azure.

werProtect Data Manager

@ Dashboard Skip This
8 Infrastructure H R
Getting Started

&  Protection >

‘The following steps will assist in configuring key elements of the application
5 Recovery >
L Alerts N\ 7\
&  Administration > U U
@ Jobs
ul  Reporting Support Disaster Recovery Backup VMware vCenter Protect Assets

port content and Setup backup of PowerProtect Data Manager Discover vCenter as: Setup protection of

email serve to protect metadata catalog and so th Assets now including

ation notifications ensure Disaster Recovery readiness to a protection policy Schedule, Interval, RPO,
and messages Target for Recovery
later if needed.

PowerProtect Data Manager

@  Dashboard Dashboard
8o Infrastructure >
Alerts Jobs | Protection ® 1Day } Health
G Protection >
~ i
S Recovery > © Healthy B crical - @&l o Errors [ Trial : valid
Services License
L Alerts
13 minutes b I o Warning 0
he system has been res|
S  Administration > ago ’ Qp Not Configured ‘@ Operational
@ success 0 Support Protection Engines
@ Jobs View Al
Canceled 0
ul - Reporting 0 Not scheduled A opays
© ~unring o Server Backups Uptime
@ aueued 0
@ completed 0
View All
Protection @ Last 24 Hours Protection Storage | Highest Utilization Compliance
@ o Protection Policies Found g ’ @  No Data Domains associated. Add a Data Domain  Add [ @ No Protection Policies Found Add
ew Al Al
@  Total SLA Suce o
Bl ol siaraires o
Recover:
® v
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Technical support and resources

A Technical support and resources

Dell.com/support is focused on meeting customer needs with proven services and support.

Data Protection Info Hub provides expertise that helps to ensure customer success with Dell EMC storage
and data protection products.

A1 Related resources

Dell EMC PowerProtect Data Manager

= Dell EMC PowerProtect Data Manager Azure Deployment Guide
= Dell EMC PowerProtect Data Manager Administration and User Guide
= PowerProtect Data Manager Compatibility Matrix

Dell EMC PowerProtect DD Virtual Edition

= Dell EMC PowerProtect DDVE on Azure Installation and Administration Guide
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