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PREFACE

As part of an effort to improve its product lines, EMC periodically releases revisions of its software
and hardware. Therefore, some functions described in this document might not be supported by all
versions of the software or hardware currently in use. The product release notes provide the most up-
to-date information on product features.

Contact your EMC technical support professional if a product does not function properly or does not
function as described in this document.

Mote

This document was accurate at publication time. Go to EMC Online Support
(https://support.emc.com) to ensure that you are using the latest version of this document.

Purpose

This document provides information needed to integrate an EMC Data Domain system as a backup
target for the Veritas NetBackup (NBU) 7.0 and later storage software from Symantec-Veritas.

Related documentation

To view and download Veritas NetBackup documentation, visit
https://www.veritas.com/support/en_US/article.000116412

Special notice conventions used in this document
EMC uses the following conventions for special notices:

Indicates a hazardous situation which, if not avoided, will result in death or serious injury.

AWARNING

Indicates a hazardous situation which, if not avoided, could result in death or serious injury.

4 CAUTION

Indicates a hazardous situation which, if not avoided, could result in minor or moderate injury.

Addresses practices not related to personal injury.

Mote

Presents information that is important, but not hazard-related.
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Typographical conventions
EMC uses the following type style conventions in this document:

Bold Use for names of interface elements, such as names of windows, dialog boxes,
buttons, fields, tab names, key names, and menu paths (what the user
specifically selects or clicks)

Italic Use for full titles of publications referenced in text

Monospace Use for:

System code

System output, such as an error message or script
Pathnames, filenames, prompts, and syntax
Commands and options

Monospace italic Use for variables
Monospace bold Use for user input
[1 Square brackets enclose optional values

| Vertical bar indicates alternate selections - the bar means "or"

{} Braces enclose content that the user must specify, such as x ory or z

Ellipses indicate nonessential information omitted from the example

Where to get help
EMC support, product, and licensing information can be obtained as follows:

Product information

For documentation, release notes, software updates, or information about EMC products, go to EMC
Online Support at https://support.emc.com.

Technical support

Go to EMC Online Support and click Service Center. You will see several options for contacting EMC
Technical Support. Note that to open a service request, you must have a valid support agreement.
Contact your EMC sales representative for details about obtaining a valid support agreement or with
guestions about your account.

Your comments

Your suggestions will help us continue to improve the accuracy, organization, and overall quality of
the user publications. Send your opinions of this document to BRSdocumentation@emc.com.

Product Introduction

Veritas NetBackup software from Veritas is a heterogeneous backup and recovery suite for large-
scale enterprises. NetBackup provides backup, recovery, archive, retrieval, and disaster recovery
with pools of storage units.

The three main types of NetBackup software installation options are described in the following table.
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NetBackup Software Installation Types

Software Type Description

Master Server Installed on a master server machine. Manages
device selection, media, backups, archives, and
restores.

Media Server Installed either on the master server machine or on

one or more separate media server machines.
Provisions the storage devices and manages the
backup target such as a disk storage unit or virtual
tape drive. (Also called a device host, a storage
server, or a data mover.)

Client Installed on a client machine to be backed up.
Sends backup data and receives data on restore
operations.

A server may have all three types of software: master, media, and client. In that case, the server can
back itself up to a locally-connected disk or tape.

Product Installation

For information about installing the NetBackup software, refer to the Veritas NetBackup Installation
Guide.
Note

When this document refers to any UNIX or UNIX-based operating system such as Linux, HP-UX, or
Solaris, the term UNIX operating system is used.

Terms

The following EMC Data Domain and NetBackup-specific terms are used in this document.
Term Definition
Data Domain system A standalone Data Domain storage appliance, gateway, or a single

controller in a DDX array.

High water mark (HWM) The specified highest capacity level for a disk Storage Unit. When HWM is
reached, the specified action is taken, for example, the NetBackup
administrator is notified or staging to tape begins.

Low water mark (LWM) The specified lowest capacity level for a disk Storage Unit.

NetBackup Job A backup, restore, duplicate, verify, import, or image-clean operation.
Each job is identified by a Job ID.

OpenStorage (OST) An intelligent disk storage option that is an API level integration with third
party disk vendors. Enables disk backups without tape emulation. The
OST Storage Unit type configuration is highly recommended over the
Basic Disk Storage Unit type. The main reasons are ease of use and the
fact that the OST Storage Lifecycle Policy (SLP) integrates OST Storage
Units efficiently into NetBackup’s storage plan and data management. In
addition, configuration of backups to OST Storage Units with SLP allows
optimized duplication. See the Veritas NetBackup Administrator's Guide
for detailed information about SLP. For configuration instructions, see the
Data Domain Boost for OpenStorage Administration Guide.

Policy The information that defines backups; includes clients to be backed up,
the storage type to use, the NetBackup media server to use, backup
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Term Definition

schedules, data types, and data classes. Also called backup policy.

Storage Lifecycle Policy A backup plan that specifies which backup data is copied, which storage

(SLP) units are used, and how long data is stored. All Storage Unit types except
Basic Disk can be configured in an SLP. SLPs may be reused by multiple
backup policies, so a change to an SLP is easily propagated.

Storage Unit The device where backup data is stored. The smallest unit of NetBackup
storage. The Data Domain system supports the following types of Storage
Units:

Disk Storage Units, of which there are two types:

Basic Disk, which uses an NFS file system or CIFS share on the Data
Domain system

OpenStorage, which employs a special plugin on the backup server. A DD
Boost license is required on the Data Domain system.

Only NFS- or CIFS-mounted Basic Disk Storage Units are
supported.

Network Data Management Protocol (NDMP) Storage Units, which
support backups from NDMP-enabled Network Attached Storage (NAS)
filers to a Data Domain system that is configured as a virtual tape library
(VTL).

Media Manager Storage Units, where the Data Domain system is a VTL
that emulates a physical tape library and is connected directly to the
backup server.

Differences Between File Device and VTL Storage Units

NetBackup can use a Data Domain system as a file device if the Data Domain System is configured
with either the Basic Disk (NFS, CIFS) or OST Storage Unit configuration.

The differences between use of the Data Domain system as a file device or as a VTL Storage Unit
are as follows:

A Disk Storage Unit (either Basic Disk or OpenStorage) can take advantage of the random-access
nature of disks.

When a Data Domain system is used as a VTL (as a NetBackup Media Manager or NDMP Storage
Unit), the system emulates a physical tape library and physical tape drives. It retains the
characteristics of real tape, but there are no mechanical delays for tape library media motion
commands or tape drive positioning commands.

Media Manager or NDMP Storage Unit (VTL) Disk Storage Unit

A changer driver and tape driver that have been No changer driver and tape driver installation and
tested and posted as supported in the Data loading is required on the NetBackup media server.
Domain compatibility matrix must be installed and If you are using OpenStorage, you must install the
loaded on the NetBackup media server. appropriate plugin.
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A Fibre Channel HBA that has been tested and
posted as supported in the Data Domain
compatibility matrix must be installed on the
NetBackup media server.

Because a VTL emulates a PTL, the backup
software has to perform tape mounts, loads,
labeling and other tape-emulation tasks even
though there are no tapes.

Expired backup images are not cleaned up on the
Data Domain system.

Pro—NetBackup can execute its tape import
procedure to quickly recover and restore backup
images.

Con—Expired disk space cannot be recycled
immediately when garbage collection and
cleaning kicks off.

Replication is easier. There is no need to
configure CIFS access or NFS access to the
Storage Unit.

If data needs to be restored from a tape that is in
use for a backup, the backup must be stopped in
order to proceed with the restore because tape
drives are sequential access devices.

Restrictions and Limitations

A Fibre Channel HBA is not required, unless you are
using DD Boost over Fibre Channel with
OpenStorage.

No tape mounts, loads, labeling or other tape
emulation tasks are performed.

Expired backup images are cleaned up on the Data
Domain system.

Pro—Expired disk space is recycled immediately
when garbage collection and cleaning kicks off.

Con—NetBackup is not able to recover and restore
backup images as quickly.

CIFS or NFS mounts of the Data Domain system
must be configured with the proper mount options
on the NetBackup media server.

Data can be restored from a disk storage unit while
a backup is in process to the same storage unit.

This section describes restrictions and limitations when they affect NetBackup integration with Data
Domain systems.

VTL Restrictions

When the Data Domain system is configured as a Basic Disk Storage Unit, the following actions are likely
to mark media changers and tape drives as DOWN because NetBackup polls devices periodically and will
find that VTL tape drives are inaccessible:

e Data Domain system reboot

e Data Domain VTL restart

e Data Domain file system restart

e Scsitarget disable and re-enable

e Data Domain VTL port disable and re-enable

To detect the possible removal of any devices, perform the following procedure after any of the above
actions.
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Verify Discovery of Media Changers and Tape Devices

Procedure

1. For Windows, go to Start > Settings > Control Panel > Administrative Tools > Computer
Management > Device Manager. Verify that the media changers and tape devices are
discovered. For other operating systems, use the appropriate command.

e joscan on HP-UX
e fcinfo on Solaris
e Isscsi on Linux

2. If the devices are not present, perform the appropriate actions on the physical level and the
operating system level and perform Step 1 again.

For example, verify that the Data Domain system has rebooted properly, or rescan in Windows
Device Manager. For other operating systems, use the appropriate command to rescan:

e 10scan on HP-UX
e cfgadm on Solaris
e rescan-scsi-bus.sh on Linux

3. Once the devices are discovered by the operating system, use the NetBackup Administration
Console to UP the drives in Device Monitor.

After you finish
Some operating systems may renumber tape device special files (that is, assign different file names)
while rescanning. This is not a Data Domain system issue. This issue is related to the order in which
the operating system scans its SCSI and Fibre Channel buses. If device renumbering occurs, you
may need to reboot the NetBackup media server.

One way to avoid device renumbering is to use persistently-named devices. NetBackup can use
persistently-named devices on HP-UX 11iv3, but not on Linux.

For more information, see Integrating the Data Domain System VTL with a Storage Area Network (for
Open Systems).

Filesystem Restrictions

When the Data Domain system is configured as a file device using NFS, always use either the
nolock or 1lock mount option (depending on the operating system version). These options are
required because by default NetBackup media servers try to lock the files but fail; locking of files via
NFS is not supported on a Data Domain system.

Mote

Refer to the EMC Data Domain Operating System Initial Configuration Guide and to the
documentation for the NetBackup media server's operating system for other recommended mount
options.
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Microsoft Cluster with Data Domain VTL Restrictions

The following restrictions apply when a Data Domain system is configured as a VTL Storage Unit with
Microsoft Cluster nodes:

Both Microsoft Cluster nodes (initiators) connected to the Data Domain VTL must have HBAs from
the same HBA vendor. This avoids issues with device port mapping of the changer that occur if
different HBA vendors are used in the cluster nodes.

Both cluster nodes must run version 4.4.2.x.x or a higher release.

The IBM LTO driver must be at version 6.1.8.0 or higher for use with the 64-bit version of Windows.
For information about installing drivers, refer to the IBM Tape Drivers Installation and User’s Guide at:
www.ibm.com/support/fixcentral. You can also download the driver from that location.

Software Configuration

You can use the wizards in the NetBackup Administration Console to configure storage and policies.
The next figure shows the NetBackup Administration Console with the configuration wizards in the
right pane.

Mote

All NetBackup Administration Console examples are from NetBackup.

Mote

In command examples when you can enter a path in either a UNIX or Windows operating system, ->
is shown as a path separator, instead of either (\) or (/). For example, if an example shows install-
->bin, you would type install/bin (UNIX) or instal I\bin (Windows).

Mote

In this document, the NetBackup Administration Console is referred to as the NetBackup console.

DA LEMC
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Open the NetBackup Console

The two following procedures describe how to open the NetBackup console.

Open the NetBackup Console on a UNIX Operating System

Procedure

Log in as a user authorized to run NetBackup to an NetBackup master or media server that

runs a UNIX operating system.

Enter /opt/openv/netbackup/bin/jnbSA& on the command line.

Open the NetBackup Console on a Windows Operating System

Procedure

Log into the Windows server as a user authorized to run NetBackup.

Select Start > All Programs > Veritas NetBackup > NetBackup Administration Console.

DEALLEMC
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Open an NetBackup Console on a Windows Operating System

View Licenses

On the Data Domain system and on NetBackup, advanced features and most add-ons require
additional licenses. For example, NetBackup’s Shared Storage Option (SSO) is a licensed feature,

and replication is a licensed feature in the Data Domain system.

2

Windows.
PowerShell ISE

Control Panel

M

File Explorer

The two following procedures describe how to view the needed licenses.

View Data Domain System Installed Licenses

Procedure

1. Connect to a Data Domain System Manager Web console.

2. Select Licenses.

Review NetBackup Installed Licenses

Procedure

Run get_license_key from the NetBackup_install_path->netbackup->bin-

>admincmd directory.

Click Help on the NetBackup Administration Console and select License Keys to view the

installed licenses.

The next figure shows an example of installed licenses displayed on a Windows server.
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Installed NetBackup Licenses on a Windows Server

BasicDisk Storage Unit Configuration

A Data Domain system can be configured as a BasicDisk Storage Unit when it is either NFS—or
CIFS—mounted on a NetBackup media server.

On a NetBackup media server that runs a version of the Windows operating system, you can specify
the absolute pathname to directory to access the Data Domain system with either the Universal
Naming Convention (UNC) or the DFS path name.

NFS Guidelines

The example shows a NFS mount of a Data Domain system volume on a non-production UNIX
system. Refer to the EMC Data Domain Operating System Initial Configuration Guide for
recommended mount options.

™ Xte | |

—bash=3,00# mount 100, 100,0,000; /backup/mnt
~bash-3,004

NFS-mounted Volume on a Non-production UNIX System

CIFS Guidelines in a Windows AD Environment

13

In an Active Directory (AD) environment, the NetBackup server may fail to connect to a Data Domain
system with the default system account if DNS and AD parameters are not set up correctly. Make
sure all the needed set up is performed, as described in Configure DNS and AD Entries for the Data

Domain System.

Also in an AD environment, Distributed File System (DFS) pathnames provide more-convenient
access to Data Domain system targets for disaster recovery. When you configure a CIFS Basic Disk

DALLEMC
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Storage Unit on a NetBackup media server in a Windows AD environment, use the DFS path name to
specify the path to a Data Domain system as described in CIFS Guidelines in a Windows AD
Environment.

Configure DNS and AD Entries for the Data Domain System

Procedure

1. On the Data Domain system, perform these steps:

a. Configure the domain name.
b. Configure the Data Domain system hostname using the fully qualified name.
c. Configure an entry for the DNS server.

2. Onthe DNS server, make sure that DNS host entries are set up for the Data Domain system for
both forward and reverse lookups.

3. Verify that an entry for the Data Domain system exists with the correct fully qualified name in the
AD tree.

Configure DFS Shares on a Windows NetBackup Media Server

About this task
Perform the following configuration steps to set up a Data Domain system with DFS shares on a
NetBackup media server that runs Windows.

Procedure

1. Create an active/passive setup for the distributed filesystem target for DR, restore or vaulting
from the secondary Data Domain system. Make sure the secondary Data Domain system does
not have a mapped DFS share that is active.

2. When the secondary Data Domain system is ready to be used for disaster recovery (DR), restore
or vaulting activities, reboot the Windows system to clear the Windows cache.

14 EMC Data Domain and Veritas NetBackup 8.0 and Later Integration Guide



Data Domain cloud tier

DD Cloud Tier is a Data Domain System feature for moving data from the active tier to low-cost, high-capacity
object storage in the public, private, or hybrid cloud for long-term retention. DD Cloud Tier is best suited for
long-term storage of infrequently accessed data that is being held for compliance, regulatory, and governance
reasons. The ideal data for DD Cloud Tier is data that is past its normal recovery window.

Configure cloud tier as described in the Data Domain Operating System Administration Guide

Configuring Netbackup for Cloud Tier devices

The Data Domain Cloud Tier (DD Cloud Tier) is a long term data retention solution that enables the movement of
data from an Data Domain Active Tier (DD Active Tier) device to a DD Cloud Tier device, and then to an external
Cloud Provider.

NetBackup allows users to move their backup datasets to data domain active tier location (i.e. mtree) and from
there, files are moved to cloud using DDR “data-movement” commands.

F £

Data Domain Long Term Retention

Overview of the DD Cloud Tier solution.

To know about Cloud Tier Requirements, Configuring DD Cloud Tier Devices and Cloud data movement
schedules, refer to "Data Domain OS 6.1 Administration Guide”.

For supported cloud platforms, refer to "“Data Domain Cloud Tier Compatibility Matrix”.

Important: The example dealt in this Cloud Tier section considered CIFS Protocol i.e. Files are moved from CIFS
Share on Data Domain (Mtree) and from CIFS Share files are moved to Cloud Unit. The same procedure is
applicable for NFS as well. VTL is not considered.

Perform a test backup - Backing up files to DDR

DEALEMC
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Here, ECS Cloud is considered as example.

On DDR,
a. Create an ECS Cloud Profile. Here "ECS” is the profile name.

Cloud Profile

b.Create a Cloud Unit. Here

Cloud Unit

“ecs-unit1” is the cloud unit name.

c. Create “mtree” and create a CIFS share (for windows) using DDSM Console or DDCLI.

Data Management MTree

Create | Delste | Manage Schedules

Filter by MTree Name:

MTree Name &

Quota Hard Limit ¢ | Last 24hr Pre-Comp &

Jdata/col1/backup Disabled
| Jdata/coll/ecs-cloud] [Disabled
Joata con Ly isabled
Jdata/cal1/new Disabled

[tems Selected: 1

Mtree Creation

0.0 GiB
0.0 GiB
0.0 GiB
0.0 GiB

Last 24hr Post-

Comp

0.0GiB
0.0GiB
0.0GiB
0.0GiB

Last
24hr
Comp
Ratio

0.0x
0.0x
0.0x
0.0x

Mare Tasks
Update
Weekly
Last Week Avg
Post-Comp Comp ¢
Ratio
0.0 GiB(0.0%) 0.0x
0.0 GiB(0.0%) 0.0x
0.0 GiB(-100.0%) 1.5x

0.0 GiB(-100.0%) 259x

tems 1-4 of 4

16 EMC Data Domain and Veritas NetBackup 8.0 and Later Integration Guide
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d.Run a file report on this mtree path.

Update

Directory Path Status

Path Exists

m L

e. In Netbackup create storage unit as per steps given in section -Configure a BasicDisk Storage Unit
f. Create a backup policy and run the backup job and ensure backup job completes successfully.
g-Now on DDR, again run a file report on this mtree path. Ensure that backup dataset is moved to DDR Active

EMC Data Domain and Veritas NetBackup 8.0 and Later Integration Guide



# filesys report generate file-location path <mtree_path>

File Report

Perform a test backup - Moving files from Active Tier to Cloud Tier

Ensure data-movement policy is set by running below commands.

# data-movement policy show

Data Movement - Show

Note: In the below example, default age-threshold of “14" days is maintained.

# data-movement policy set age-threshold 14 to-tier cloud clout-tier <cloud_unit_name> mtrees <mtree_path>

Data Movement — Policy Show

Run data-movement command in order to move from Active tire to Cloud tier.

# data-movement start mtrees <mtree_path>

o monitor

Data Movement - Start
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# data-movement watch

Data Movement - Watch

Now, again run file report and ensure file is now available on cloud. Note that the Location of file is now “ecs-
unit1” instead “active”.

# filesys report generate file-location path <mtree_path>

File Report

Restore of backed up file

To restore back file(s) from cloud (ECS) to active tier (DDR), file should be recalled and run file report to ensure
location is set to “active”

# data-movement recall path <file_location>

200-15¢ dz recall path 011/ 524e8175009040000a. fd

all initiated for "/data/coll/ecs-c bafeela05aded175009b40000a.fd", Run the status command to monitor i

Data Movement - Recall

# data-movement status

Data Movement - Status
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# filesys report generate file-location path <mtree_path>

File Report

Now from Netbackup console, run restore job to restore back dataset from DDR to required client file system
location.

20 EMC Data Domain and Veritas NetBackup 8.0 and Later Integration Guide
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Configure a BasicDisk Storage Unit

About this task

While logged on to the NetBackup media server as an administrator authorized to run NetBackup,

configure the Data Domain system as a BasicDisk Storage Unit with the Getting Started wizard or
with menu options on the NetBackup console.

Mote

This procedure shows use of menu options on the NetBackup console.

In the left window of the NetBackup console, select Storage > Storage Units > New Storage

Specify 10 as the maximum number of concurrent jobs (the default value is 1), to allow

The next figure shows a successfully configured BasicDisk Storage Unit with a Data Domain
system volume on an NetBackup media server that runs a UNIX operating system.
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Basic Disk Storage Unit

Procedure
1.
Unit.
2. Specify the Storage unit parameters.
concurrent jobs to run to this Storage Unit.
B New Storage Unit
Storage unit name
[basicDisk
Storage unit type!
[misi
Disk tupe:
[Basicnisk
Properties and Server Selecti
Hedia server:
Absolute pathname to directoryt
it e
Haximum concurrent jobs:
EE
High water mark:
EIEE EIEE
to its staging schedule.
MNote

On a NetBackup media server that runs a Windows operating system, you can specify the absolute
pathname to directory with either the Universal Naming Convention (UNC) or the DFS pathname to
the Data Domain system. The next figure shows an example of a UNC pathname.
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Properties and Sarver Selest

Media server:
‘ windows server - ‘

fbsolute pathname to directory:
‘\\test.ma:mne.ln:al\hackup\tast H [

[ This directory can exist on the root file system or sustem disk.

Windows NetBackup Media Server With a UNC Pathname

3. To configure a CIFS Basic Disk Storage Unit on a Windows NetBackup media server in an AD
environment, enter the DFS path name to the Data Domain system.

The next figure shows an example of two DFS links on a DFS Server. In this example, the
dd510-1 link contains two targets: \\Dozer\backup is enabled while \\Dd510-1\backup is
disabled.

5 Distributed File System [_[C[x! .
Fie Acion Vew Help

e EEEFLR @E|&HED

o5 Distributed File System Target | DFs Referral | status |
=33 Yls \DFs & JiiDozeribackop  Enabled -
E0Dds10-backup  Disabled
E dozer
D D

Example of Two DFS Links

The next figure shows the Absolute pathname to directory that was entered for the DFS link example
in the previous figure.

Absolute pathname to directory)
|\\5\]]F5\dd510—1 | | Properties

Absolute Pathname to Directory Example

In the example in a non-production configuration, a backup policy uses the DFS basic disk Storage
Unit, and the backup destination is the Data Domain system \backup directory. Backups are written
to \\Dozer\backup because \\Dd510-1\backup is disabled.

In a production environment, carefully consider the infrastructure requirements so you can
create the appropriate BasicDisk directory. It is best practice to create additional backup paths on a
Data Domain system under \backup for each BasicDisk Storage Unit, for example:
\\Dozer\backup\test.

A successfully configured BasicDisk Storage Unit also reflects the properties of the Absolute
pathname to directory path.

4. Click Properties in the Change Storage Unit window. The Directory Properties dialog box
appears.

DA LEMC
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B Directo ry Properties @

Dletailz for directory Smntsew

Properties
Capacitys 4213866 Hegabytes
Available Space: 4218430 Hegabytes
# Fully 0

Basic Disk Storage Unit Properties
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VTL Storage Unit Configuration

A Data Domain system configured as a VTL Storage Unit is connected to one of the ports on an HBA
on the backup software server. The Data Domain system can be connected to the backup software
server either directly or through a SAN switch.

Backup sof tware server
HBA

’Q/nitiator
-0k \

Data Domain system

SAN switch

Data Domain system

Data Domain System Connections for a VTL Configuration

Establish the FC Connection and Install Drivers

Procedure

1.Physically connect and establish a Fibre Channel (FC) connection between the Data Domain
system and the NetBackup media server.

2.Make sure the correct changer driver and tape driver are installed and loaded on the NetBackup
media server. For the required driver and tape driver refer to the Backup Compatibility Guide, EMC
Data Domain Operating System for the current DD OS release and the Data Domain system model.

3.Log into the Data Domain system as sysadmin, and enter vtl initiator show.

Results
If the Storage Area Network (SAN) connection is set up correctly, the status of the initiator on the
NetBackup media server host is shown as Online. The next figure shows initiators that have been
configured with aliases on a Data Domain system.

sysadmin# vtl initiator show

Initiator Group Status  WWNN WWPN
Port

Brocl16GbLin LinBroc Online 20:00:8c:7c:ff:3e:6d:01
10:00:8c:7c:ffF:3e:6d:01

5a

Brocadel6Gb Directl6GbBrocade n/a
10:00:8c:7c:ff:3e:6d:00

none
Brocadel860 WindowsBroc Online 20:00:8c:7c:ff:3d:cc:01
10:00:8c:7c:ffF:3d:cc:01

5a

Direct6280B Direct6280B Online 20:00:00:24:ff:61:fb:56
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21:00:00:24:fF:

1b
Emulex 16 Gb

10:00:00:90:Fa:

none
LinEm16Gb

10:00:00:90:fa:

5a

QlogLinl6Ghb

21:00:00:0e:1e:

5a
Qlogicl6Gb

21:00:00:0e:1e:

none

Initiator

Address Method

Brocl6GbLin

61:fb:56

Directl6GbEmulex
10:bc:ec

LinEm
10:bc:ed
LinQlogic
09:d5:b6

Directl1l6Gb
09:d5:b7

n/a

Online

Online

n/a

n/a

20:00:00:90:fa:10:bc:ed

20:00:00:0e:1e:09:d5:b6

n/a

Brocade-1860-2p | 3.2.3.0 | wknow.backup | Red Hat

Enterprise Linux

Server release
Brocadel6Gb

Brocadel860
Server 2008 R2

Enterprise | Service Pack 1 Brocade-1860-2p | 3.2.3.0 | WIN-89053VFHFSD |

Direct6280B
Emulex 16 Gb
LinEm16Gb
FVv1.1.43.3
Dv8.3.7.18
QlogLinl6Ghb

Qlogicl6Gb

6.4 (Santiago) |

Brocade-1860-2p | 3.2.3.0 | wknow.backup |

auto

auto

Brocade-1860-2p | 3.2.3.0 | WIN-89053VFHFSD | Windows

auto

auto

auto

Emulex PPN-10:00:00:90:fa:10:bc:ed Emulex LPel6002-E

QLE2672 FW:v6.06.03 DVR:v8.05.00.03.06.0-k

Create a VTL Group on the Data Domain System

Procedure

auto

auto

auto

On the Data Domain system, create a VTL group, and add a VTL and the initiator into the
VTL group. Refer to the EMC Data Domain Operating System Administration Guide for
information about setting up a VTL.

Results

25

The example shows a valid VTL group with one initiator, one changer, and two drives.
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sysadmin# vtl group show LinQlogic
Group: LinQlogic

Initiators:
Initiator Alias Initiator WWPN

QlogLinl6Gb 21:00:00:0e:1e:09:d5:b6

Devices:

Device Name LUN Primary Ports Secondary Ports In-use Ports
LinQl16 changer 0 all none all
LinQl16 drive 1 1 all none all
LinQl16 drive 2 2 all none all

A Valid VTL Group With One Initiator, One Changer, and Two Drives
Configure a VTL on the NetBackup Media Server

Procedure

1. Onthe NetBackup media server, make sure the devices are discovered. Execute the sgscan
command in the NetBackup_install_path->volmgr->bin directory.

The next figure shows the discovered devices when the sgscan command is entered on an
NetBackup media server that runs a UNIX operating system.

—bash-3,00% pud

Auzrdopernvdvolmgrsbin

-bazh-3,00# ,/sg=can

Adew/zg/c0tll0; Changer: "STK Ligo"

AdewdsgdcOtllls Tape (Adev/rmts0): "IBH ULTRIUM-TDL"
Adev/sg/citlle: Tape (Adew/rmts1): "IBM ULTRIUM-TOL"
Adev/sg/clt0l0s Disk (/dew/rdsk/clt0d0): “SERGATE STI73401L5UN72G"
Adev/sg/cltll0s Disk (/dew/rdsk/cltld0): “SERGATE STS73401L5UN72G"
~hazh-3, 004 [

Output from Command on an NetBackup Media Server

2. If the sgscan command does not show any tape devices, perform these additional checks.

a. Atthe operating system level, check that the medium changer and tape drives are
discovered.

b. Atthe HBA level, make sure that the LUNs for both the medium changer and tape
drives are discovered.

c. Make sure that the system kernel has enough targets to accommodate the total
number of configured tape drives and changer.

See the Veritas NetBackup Device Configuration Guide for UNIX, Windows and
Linux for how to perform the above checks and verifications.

On Solaris backup servers, follow the instructions in the NetBackup Device
Configuration Guide (scripts sg-build and sg. install).

DALEMC
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Refer to the Veritas Netbhackup Device Configuration Guide to complete the device
configuration based on the operating system of the NetBackup media server.

3. From the NetBackup console, run the Configure Storage Devices wizard.

4. Select the host that has the Data Domain system VTL attached. Click Next.

NetBackup auto-detection shows the discovered devices. The next figure shows the devices detected
on an NetBackup media server.

B Device Configuration Wizard E|
Seanning Hosts
Wait while devices are auto-discovered,

Futo-detection has completed for all hosts checked,

Progresst
[ Host | Operation | Status | [
' zee |Scanning for dewices, Detected 2 tape drive paths and 1 robots, ‘

To wiew detected devices, click Next,

[ ete [ caneel || cmer |[Cmestr || i |

NetBackup Media Server Auto-detected Tapes and Robot

5. Complete the steps in the Device Configuration Wizard.

Verify the VTL Storage Unit Configuration

Procedure
1. Select the Device Monitor from the left menu of the NetBackup console.
2. Verify the configuration.

The Device Monitor shows all configured devices. The next figure shows a successfully configured
VTL on an NetBackup media server that runs a UNIX-based operating system.

1B Davice Monitor - zee - NotDeckup Administration Consale [loggad into zea]

™) Veritas NetBackup™

File Edit Vies Aobiors Halp

Berofdn@uylarsaNnae il
zom (Haster Server) [ 2 raves (1 selectedd nl
5 zee (Haster Server) Trive Hawe Drive T,
e | Certrol Brive Path | Device Host [Urite Ena,..[ Resdy
::*wa'“;hl:r. ared Res) THM,LL TRTIM=T01 000 HOTRT o ek rae ke =y [ fin !
chivity Homitor
I (i T I ILTRIG-TOL 000 CART it Fdvadrkilctn e o tio
&= (] Hreports
Al Policies
2 [ Storage

) Latalog
o i Hoxt. Properties |
& B Hedia ared Bevics Haragem -
4 Bevice Hanitor
= [ Hedia

& 2 Devices

€= {2 Credentials

) Rucmss Haragemenl,
- 5} Vault Haagenent

[ Fi syt Analyoer J L
& i3 Bare Metal Restors Manasy

7. Configured VTL Displayed by the Device Monitor

8. Select Storage in the right window of the NetBackup console.
9. Rightclick on the VTL Storage Unit and select Change.
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Results

The next figure shows the properties of a Data Domain system VTL Storage Unit. The parameters are
default values for a VTL that consist of two tape drives.

Mote

In the next figure, multiplexing is not enabled.

B Change Storage Unit - zee-hcart-robot-tld-0 §|
Storage unit names
[eee-heart-robot-tLd-0 |

Storage unit typs:

|Medla Hanager v\ 2] On denand only

Disk type:

- ‘

~Properties and Server Selection

Storage Devices
[TLDg0) - HeerT

Fobot tupet  TLD - Taps Library DLT
Tensitus hoart, = 1/2 Inch Cartridge
Robot, nunber: 0

Hedia servers

zze

Haximum concurrent urite drives:
L o[

[T Enzble multiplexing [C] Reduce fragment size to:

Maximum streans per drive: 1[,435 Megabytes
EE

[ ][ et [ el

Data Domain VTL Storage Unit
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NDMP Storage Unit Configuration

The next figure shows hardware configuration options for NDMP backups: 3-way NDMP, Local
NDMP, and Remote NDMP.

( Ty NOWE — ethernet

MNetBackup Mediay
NAS Filer Server
A

NeiBackup Master
Server

INAS Filer
B

Local NDMP Remote NDMP

Data Domain Systen
Data Domain Systemn
VTLD

NDMP Configuration Options

Type Definition

Local The Data Domain system is logically directly connected to an NDMP NAS filer. In the

NDMP figure, data from NAS filer A is backed up on the locally attached Data Domain system VTL
C.

Remote (A NetBackup term) Backups can be made from a NDMP NAS filer to a Data Domain

NDMP system that is directly attached to a NetBackup media server. In the remote NDMP

illustration in the figure, Data Domain system VTL D is attached to an NetBackup media
server; data from NAS filer A is backed up to the Data Domain system VTL D. With Remote
NDMP, NDMP type backups and non-NDMP type backups can share the same backup
devices that are attached to the media server.

3-way Involves two or more NDMP Data Movers and a Data Mover Agent. For example, in the
figure NAS filer B can be backed up to either Data Domain system VTL C or D.

Verify that the NDMP option is installed on the NetBackup media server. For configuration
details, refer to the Veritas NetBackup for NDMP Administrator's Guide for UNIX, Linux, and
Windows.

Verify NDMP Installation on the NetBackup Media Server

Procedure

1. Gotothe NetBackup install_path->lib directory.
2. Verify that the 1ibndmpclient.so library file exists in the directory.

DEALLEMC
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Configure an NDMP Storage Unit

Procedure

1. From the NetBackup console, run the Configure Storage Devices wizard.

2. Select the NetBackup media server to configure as the Device Host for NDMP.
3. Click Change. The Change Device Host dialog box appears.

4. Perform the following steps.

a. Enter a DNS name in the Device Host field. The example shows z as the device
hostname.

b. Click the NDMP server checkbox.
c. Click OK to save the configuration and close the dialog box.
d. Click Next in the Device Configuration Wizard.

The next figure shows an example of a Device Configuration Wizard and the Change
Device Host dialog box configured for NDMP set up.

B Device Configuration Wizard E|

Tevice Hosts

Specify the hosts on which to auto-discover/configure devices,
If you are running this wizard for the first time, please specify all hosts with attached devices,
Only hosts that are checked will be scanned, So, if updating after device changes, only the affected
hosts need to be scanned. However, all hosts sharing a device must be scanned.

Device Hosts  |Optional Devices to be Goanned | [ET——
vz NDHP =
[REERER <none>
C B

Device host:
=
Aduinistrator Assisted Discovery

This device host controls the following tupes of devices:
[ HIMP server

[ ACS robot

(21 TLH robot

K| [ cancer || her
Configure Drive Hame Rules... To start device detection, elick Next,
| tele || camcel || <k [ et |

Change Device Host for NDMP Setup

5. Perform the following steps in the NDMP Hosts window.

a. Click New.
b. Add the NDMP host and click OK. The New NDMP Host dialog box appears.

6. Configure NDMP credentials.

Refer to the NetBackup NDMP Administrator's Guide for UNIX, Linux, and Windows for
details on NDMP Host Credentials. The infrastructure and implementation policy of each
site determine the appropriate type of NDMP credentials to configure.
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The next figure shows an example of an NDMP host configured to use global NDMP
credentials.

M Change NDMP Host - anakin.chaos. local Lz

| DM host: test.new.zbe |

MDMP Host Credentials

se globa credentials for this ost;
(@) Use global NOHP o 1s fi his NOHP b
(Mot walid for back-level servers)

NDMP Host test.new.abc With Global NDMP Credential

7. Follow the wizard steps to complete the NDMP configuration.
8. Verify the settings with the tpautoconf command with the —verify —nh options
followed by the name of the NDMP-enabled NAS filer.

# tpautoconf —verify —nh ndmp_host_name
The following example shows the relevant output of a tpautoconf verify command
after the host's NDMP credentials are successfully registered and configured.

Connecting to host "test.new.abc" as user "root'...
-..Host info is:

host name 'test.new.abc"

0os type "NetApp"

os version ""NetApp Release 7.x.x.x"

host Id ""Xxxxx"

Login was successful

Host supports LOCAL backup/restore

Host supports 3-way backup/restore

Backup Policy Configuration, Backups and Restores

A backup policy must be configured before backups can be performed.

Note

Because certain required backup policy attributes cannot be configured with the Backup Policy
Wizard, the procedure in this section does not use the wizard.

Perform the following tasks to perform backups and restore data on the NetBackup media server.

Configure a Backup Policy

Procedure

1.
2.
3.

On the NetBackup console, select NetBackup Management > Policies.
Select New Policy. The New Policy dialog box appears.

Configure the policy as follows for a backup policy to use for backups to a Data
Domain system.

a. Verify that Compression is not selected
b. Verify that Encryption is not selected

c. Specify Take checkpoints every: x minutes when a large volume backup
is involved. This allows the backup to restart from the last checkpoint in a
case a large volume backup fails for any reason.
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d. If a VTL Storage Unit is being used, verify that Enable multiplexing is not
selected. Disabling multiplexing allows a Data Domain system to compress
data efficiently.

Mote

The Limit jobs per policy setting limits the number of jobs the current backup policy can execute. It
limits the number of streams if multiple jobs from the same policy run concurrently, but it does not
limit the number of streams per job.

In the Global Attributes that are set from the NetBackup console under Host Properties, the
Maximum jobs per client setting limits the number of jobs that can be set in any policy.

Manually Run a Back Up

Procedure

1. On the NetBackup console, select the backup policy.
2. Right click on the backup policy and select Manual Backup.

Restore Backed Up Data

Procedure

1. From the left menu of the NetBackup console, select Backup, Archive, and
Restore.

2. Inthe top right of the screen shown in the next figure, select the hand icon to bring up
the Specify NetBackup Machines and Policy Type dialog.

B Backup, Archive, and Restore - zee - NetBackup Administration C... [TFEW:TI

EJ Veritas NetBackup™
File Edit View fctions lelp
B eroEaneywy
ze0 (Maater Server) 1] MetBackim server: Seurce client: Bestination client: Folicy tpe:
3 zen (Haster Server) oen bl e Stardord

 Backip. Archive. and Restore
Bl Retivity Honiter

| (Bachim Filsg | Restore Filos[Speiry the machivms to use wed pol iy bpm For the backip or rmetorn ot | |

Backup Configuration Icon

3. After configuring machines and the policy to use in the dialog box, click OK.
4. Click the backup history icon to the right of the NetBackup console to bring up the
Backup History dialog.

I Backup, Archive, and Restore - zee - NetBackup Administration C... f..._|rE|r;|

P_z| Veritas NetBackup=
File Edit View Actions Help

D e=EEnswy
zen (Master Server) §| MetBackiss smrumcs Source clients Bastination clisnt: Flicy Lupe:
H cee (Haster Server) woe oo Eon Starrdarsd

e el M Bottrs. | | SRSMSTRINNAN] escors Fiios |TRIRGSROR]

¢ st Backuw Harugemont Restors b
Hormal Backups -

Kegutrd phease: = Start date: End data: I |
dnene? 1= S 00E 13:47:35 002000 23:53:55 |25
ties Ti

directory: 1 I i -
L '_H-“e«;wm it ot dcpmmnatimthackipbis] Y E e
18 - barolned Dirmctory Structurs || Contents of sslected directory

Backup History Icon

5. In the Backup History Dialog, select the backup to be restored and click OK.
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6. Select the files or directories to be restored and click Restore. A Restore Marked
Files window appears.

7. Select Destination and Options. The next figure shows the selected Destination
and Options for a restore example.

Ganeral |
Destinaticn
¥ Bestors everything to 1tz original location,
Fastorn merything to & different locstion (naintabning neteting strictirs),
Restore individarl directories and Files to different locations.
Seurce Deat iration | Backip Date Hodf1ed
foptS 08/15/2008 13:47:35 06302008 19:12:23
Optiens
Dverwrite existing files
[ Beatore directories uithout crossing Rt poinks
¥ Uze defoult progress log Filenses
Gtact Restors Lancel

Selected Destination and Options for a Restore Example

8. Click Start Restore to run the Restore job.
9. Monitor the job from the Activity Monitor.

Configure Required NetBackup Global Settings

About this task
The NetBackup administrator can choose most parameter settings for the backup policies, Storage
Units, the media server, and the master server host properties based on the needs of the site. The

following procedures provide the parameter settings that must be used to enable NetBackup to work

with a Data Domain system.

Procedure

1. On the left menu of the NetBackup console, select Host Properties.

2. Select Master Servers and select the host on the right pane of the NetBackup
console.

3. Right click and select Properties.

The next figure shows the Properties option selected from the Master Server pull-
down menu.
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B Host Properties - zee - NetBackup Administration Console [logged into zee]

@ Veritas NetBackup™
File Edit Yiew Fctions Help

plesnEHansyy Clas

zee (Haster Server) [4[ Haster Sarver \
B zee (Master Serwer) - Host. ] Operating System [ 05 Type | Host Tupe |
[ Backup, frchive, and R | S zee ellS G A0 UNTX Haster Server 3
fctivity Monitor 7 Properties, .,
@ ) NetBackup Mansgenent | - -
& £ Reports & Export. ., Alt-E
ol Palicies Fefresh Selected
@ (=] Storage 5l
t AIL Ctrl-A
=9 Storage Units | i .
@ & Storage Unit br{ ¥ Troubleshooter. ...
(kg Storage Lifecyc|
=) Catalog [ Column Lagout., ..
@ & Host Properties oL Sort...
B Haster Servers | % i
i Eind,., Ctrl-F
R edia Servers Lo "
Ex Clients i 7 Filter...
© =5 tedia and Device Manag
Tevice Honitor '
o B fedia
@ [ levices
& Irives
Robots
tedia Servers
4] = ¥

Master Server > Properties Option on the NetBackup Console

4. Select Global Attributes and set values that apply to all NetBackup media servers.
Note

Global Attributes settings on the master server affect all media servers. Consult with your IT
department policy to determine which Global Attributes to implement. The default value of the
Maximum jobs per client global setting is 1, while Veritas’s recommendation is that the Maximum
jobs per client be set at a higher value. Our suggested setting is 10. If a lower value is required for
certain storage units, restrict the Limit jobs per policy setting in the backup policies for these
Storage Units.

The next figure shows the Global Attributes settings on a test system. In the example, the
Maximum jobs per client has been updated to 10.

B Master Server Properties: zee =B8]

S Properties - -
Sl G1cbal Attributes Tefaults

{#8Global fvtributes| | e =

& Universal Setting

€ Retention Periods| |

(@4 Data Classificati : Job retry delay ¢ Haximum jobs per client:
45 Fibre Transport | 10 j minutes 10 J
48 Sharedliskc
Eie";”: . Schedule backup attemptsy Haximun backup copies;
™ Banduidtl 4 = = -
2 [~ tries per| 12 [=[hours 2
I — [ =2 IAE N EE
01 SharePoint Hosts |
]
E General Server Policy update intervals Compress catalog interval
& Port Ranges ~
& redia 10 3] minutes
(03 Timeouts e
B Client Attributes Priority of restors jobst Haximun yault jobst
&) Fireuall g gggggj 50 J
@ Logatng
S Clean-up
@ np fidninistrator enail address:

(separate multipls entries

Futhorizat.
& uthorization with comnas)

) Aecess Contral
fE] IINTH Srrvs
| i3 H Cancel H fgply H Help ‘

Global Attributes Settings on a Test System

5.Click OK.
6.Select Universal Settings in the Properties menu.
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The next figure shows the Universal Settings for a master server zee. The Restore retries value
allows the NetBackup administrator to select and implement the retry count for Restore jobs. By
default, the value is 0.

Mote

The Host Properties settings within NetBackup are robust. Therefore, the NetBackup administrator
can configure the host properties for one master server, media server or client without effects on the
other servers or clients in the NetBackup environment.

1B Master Server Properties: ree
B Proverties - T
B otoeol rribores |
£ Universal Settings
Qg Rstention Periods
[ Duts Classification Foetore retries: ' Brouse timsframe for restores
45 Fitre Tronsport
& sharednus = .
= Sereers
=i o Last full backip
o3 Rastore Failover Usm specified rmtuork interface:
By SharePoint Hosts le.s.s.8
EJ Goneral Server Use preferred group for enhanced suthorization:
& Port, Rarges | (2.0, domadingroum)
i i
D) Timeouts ~'illow server file wites
By Client Arributes o ficcept. coenections from nonreserved ports
Firenll o Euhle perforaance dits collecticn (Windwe Servars)
G Logatry
1 Clasrmp fidministrator
%"3“ ) erver sends matl
futhorization
T ficess Control @ Claene sends mail L
[ 111X Sern Client adwiniztrator's E-madls
[ Wirtial Machios Pres
& & Sunannec Products (séparate miltiple entries
with coanas)
A SR i3
£ el || iy || e I

Universal Settings Example for a Master Server zee

Configuration and Use of Logs in Troubleshooting

This section describes how to configure logs and provides an example of how to use logs during a
basic debug process.

Log Configuration

When detailed logging is required, consult Veritas’'s Support Engineer to determine the correct
logging levels to implement for all NetBackup services.

Setting the log levels of any NetBackup services may require NetBackup services to be stopped and
restarted. In addition, to enable detailed logging without the proper procedures in place to monitor
and remove logs as they accumulate could cause logs to consume all available disk on the system.

The next figure shows the default logging parameters for master server zee.
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B Master Server Properties: zee

(3 properties | NI Tefaults
(& Global Attributes S =

& Universal Settings
€5 Retention Periods Enable robust losging
(@ Data Classification
45 Fibre Transpart Global logging level:

&8 Sharedhisk 0 {mininum)

E servers

Y Bt Frocess specific overrides

S5 Restore Failover BPERM logging levely  BPDBH logging levels

3 SharePoint. Hosts ‘Same as global v | |Same as global v |

B cereral Server

& Port Ranges BPIH logging level;  Wault logging level:

S:em ‘Same as global v | |Same as global v |
imeouts

B Client Attributes

& rirenelt BPDN logging level;  BPRD logging lewel:

i I Same as global v| Same as global v‘

= Clean-up

@ P Debug loaging levels for NetBackup services

€ Authorization
(@ fccess Contral
) INIX Server 2 M 2 =
) virtual Machine Pro

© % synantec Products Ecaupes Hratar
2 -

Policy Exeoution Hanagers  Job Hanager:

| o® H Cancel || figply H Help ‘

Default Logging Parameters for NetBackup Master Server zee
A NetBackup system has two types of logs: unified logs and the legacy NetBackup logs.

1. Unified logs are located in the NetBackup_install_path->logs directory. Refer to the
Veritas NetBackup Troubleshooting Guide for Unix and Windows on how to use the
vxlogview command to view NetBackup’s Unified logging entries. You can obtain
NetBackup examples of viewing unified log entries from:
https://www.veritas.com/support/en US/article.100017099.html.

2. Legacy logs are located in NetBackup_install_path->netbackup->logs directory.
Run the mklogdir command to create the legacy log folders.

The following procedures describe how to configure the logs, view unified logs, and provide a basic
example of how to use the logs in troubleshooting.

Not all NetBackup/Data Domain integration issues are as simple to debug as the one shown in the
example. The example shows logical steps for review of NetBackup logs, but the example may not
replace the need for Data Domain engineering analysis or the support of Veritas TSA net.

Configure Logging

Procedure

1. From the left menu of the NetBackup console, select Host Properties.

2. Select Master Servers and select the host on the right pane of the NetBackup console.
3. Right click and select Properties.

4. Select Logging and tune the logging parameters as desired.

View Unified Logs

Procedure
1. Go to the NetBackup_install_path->netbackup->bin directory.

# cd NetBackup_install_path/netbackup/bin
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2. Enter the vxlogview command with the following options:
vxlogview —p 51216 —X jobid=N > N.log

In the following example, the job ID is 1. The redirect (>) pipes the log results to an output
file named 1. log for debugging purposes.

#vxlogview —p 51216 —X jobid=1 > 1.log
Debug a NetBackup Failed Job (Example)

Procedure
1. Select the Job Details for the failed job and find out when the first error occurred.

The next figure shows Job Details for a failed backup. The Status field on the Job Overview

tab indicates the job failed with media write error(84).

Job [D: 15 Job State: Done [Failed) ﬁl
Job Dverview I Detailed Status I il
Job type: Backup Started [queued): 9/25/2008 3:57:15 P
Sub type: Immediate Elapsed: 00:00:39
_ . . Ended: 9/26/2008 2:67:54 FM
Client: specialized. support, datadomai
R etention: 2wmesks

Master server.  specialized
File list:

Policy: Specialized

Policy type: S windows-NT Cihean_datahzero_fild ;I
Schedule: FULL

Schedule type:  Full Backup

Priarity: 0

Owrer: root

Group: root

Compression: Mo

Data movement: Standard E
Off-host: i L

Status: media write eror(84]

Percent Complete: 1007 EINNINNNINNNNNNNNENNEN O minutes remaining

Frrint | Help | Cloze I

Job Details for a Failed Job

2. Select the Detailed Status tab and look for the plugin error.

The Detailed Status tab shows excerpts from the bptm. log file. The first error message

(highlighted in the next figure) is Critical bptm(pid=884) image write failed
with a plugin error.
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3. Review the bpdm. log.

Job Details:15 | x|

Job ID: 15 Jab State: Done [Failed) ﬁl

Job Overview Detailed Status | il
Job PID 3472 Started 9/25/2008 3:57:16 PM
Starage unit: dd510-1_ksu Elzpsed:  00:00:38
Media server specialized.support. Ended: 9/25/2008 3.57.54 PM
Tranzport Type: KB#Sec:

Status:

9/25/2008 3:57:16 PM - started process bpbrm [3472) ;I

9/25/2008 3:57:17 PM - connecting

- connected; connect time: 00:00:00
b

- Critical bptm{pid=884] image wiite failed: error 2060046 plugin errar
P=Eritica bt St e e T faitederror 20E008 e i
44 PM - Critical bptmpid=824] sts_close_handle failed: 2060048 plugin errar
9/25/2008 3:57:44 PM - Critical bptm[pid=B84] image delete failed: error 20B004E: plugin eno
9/25/2008 3:57:44 PM - Error bptmipid=884] system call failed - Mo error [at comman.c. 7663) =
4 | v
Current kilobytes wiitter, 0

Current files writter: 1

Current file: /Cécan_datadzeno filed

Percent Complete: 1007 INNINNNNNNNINNNNNNENEN 0 minutes remaining

Frint Help Cloge

Detailed Status Example

The example excerpt from the bpdm. 1og file shows that the backup failed because OST is

not enabled.
15:57:48.984 [324.296] <16> dd510-1.support.datadomain.local: C:\Program

Files\Symantec\NetBackup\bin\\ost-plugins\libstspi

DataDomain.dll:stspi_get_server_prop STS_EPLUGIN ost get property failed:

not enabled (nfs: Permission denied)

Performance Tuning

With Data Domain VTL, you can achieve the best global compression (deduplication ratio) with larger

tape block sizes. By default, NetBackup uses a 64 KB block size. For performance tuning, refer to
these Veritas Tech Notes:

Veritas Tech Notes

Operating System

URL for TechNote

UNIX https://www.veritas.com/support/en _US/article. TECH1724
Windows https://www.veritas.com/support/en_US/article. TECH18422
NDMP https://www.veritas.com/support/en_US/article. TECH51967
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The maximum tape block size that a given backup server or NAS filer can use depends on its

architecture. Performance usually increases with larger block sizes, but depends on several different

system features. To get the best performance, you need to experiment with different block sizes.

When you share a library with several systems, be sure to use a tape block size that all of the
systems support. Otherwise, you will not be able to restore a tape to an alternate server.
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NetBackup SSO Configuration

Shared Storage Option (SSO) is a NetBackup feature that allows tape drives to be shared between
multiple NetBackup media servers. When you set up SSO, make sure all NetBackup media servers
are within the same SAN zone. The next figure shows an example configuration of a Data Domain

VTL with one NetBackup master server and two NetBackup media servers that are connected to a

SAN switch. On the SAN switch, the NetBackup media servers are zoned with the same Data

Domain system VTL.

( ethernet

'g NetBackup Mastar
Server

NetBackup Media

Sarver 1 NetBackup Media

Server 2

SAN Switch

Data Domain System
VTL

NetBackup SSO Configuration With a Data Domain VTL

Set Up an SSO Configuration

About this task
Following are the basic requirements for an SSO set up.

Procedure

1. Make sure a NetBackup SSO license is installed on the NetBackup master server

and on all the NetBackup media servers that share the VTL.

2. Verify that the correct tape device and changer drivers are loaded for all the

platforms.

3. Verify that all the media servers detect the VTL and the tape drives that are going to

be set up for SSO.

The next figure shows how a Data Domain system VTL that is shared in the SSO environment is
presented from the NetBackup console’s Media and Device Management window.
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SSO—Shared Data Domain System VTL

After you finish
For Veritas-recommended device configuration techniques and troubleshooting tips for tape library
configuration, see the Veritas NetBackup Device Configuration Guide.

Data Domain Replication Configuration and Restoration

Data Domain replication types are collection replication and directory replication.

Collection replication replicates the complete /backup directory from one Data Domain system to
another Data Domain system.

Directory replication is more granular. It allows for replication at the individual directory level.

Restoration of VTL Volumes from a Replica

To restore backups from VTL volumes from a Data Domain system replica, existing volumes in the
current VTL must be exported out of the current VTL library. In a physical tape library, the physical
tape volume is exported out from one physical tape library, moved and imported into another physical
tape library. With VTL the export and import processes are non-physical. Virtual tape volumes that
are exported out of a VTL tape library are put into a virtual vault. The next figure shows virtual tape
volumes that are now in the vault location.
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E xterm

Connection to

—bash-3.00# ssh sysadwinBdozer.
Data Domain 05 4,6,0,0-74757
—bash-3,00# ssh =ysadnin@dozer
Data Domain 05 4,6,0,0

Pazsword;

Last loging Wed Aug 20 12;27:01 2008 from zee

Uelcome to Data Domain OS5 4,6,0,0-74757

syzadminldozer# wtl tape show all
Processing tapes,,,.

Barcode
EBEOOOLE
EBEOOLLE

Pool  Location  Tupe Size Used )  Comp  ModTime
stk vault LT0-1 1 Gik 0.5 GiB (47.13%) 1k 2008/08/11 11:53:16
stk vault LT0-1 1 Gik 0,0 GiF (0,001} 0w 2008/08/11 11:54:02

Total number of tapes:

2
Total pools: 2
Total size of tapes: 2
Total space used by tapest O,
Average Compressiont 1

sysadnin@dozer#

Exported Virtual Tape Volumes in a Vault

Once the volumes are exported to the vault, the volumes that were replicated to the secondary Data
Domain system must then be imported into the new VTL library.

Restoration of a Replica Configured as a BasicDisk Storage Unit

Restore from a Data Domain system replica configured as a BasicDisk Storage Unit is not
straightforward because NetBackup does not know that replication has taken place and that an
alternative device is available. The following is an example of how to execute a restore from a Data

Domain system replica from the same Solaris NetBackup media server.

The next figure shows the Absolute pathname to directory for the Storage Unit basicDisk _dd510 is

/mnt4/test.

B8 Change Storage Unit - basicDisk_dd510 X

Storage unit nane:

Storage unit tupe:
V] On denand only

Disk type:

~Properties and Server Sslection

Hedia servers

= -]

fbsalute pathnane to directorys
‘/mnwmst | | Frapertiies

[Z] This directory can exist on the root file system or sustem disk.

Maximum concurrent. jobst [ ] Reduce fragment size to}

10]2] Hegabytes
High water mark: Low water marks
E e EIE

[l Enable Temporary Staging Area, Copy the data to its final destination ascording
to its staging schedule,

[ ] et | [ e |

The next figure shows dd510-1:/backup is mounted on /mnt4.
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—bash-3,00% df &

Filesystem kbytes uzed avail capacity Mounted on
Adevddsk/cltOdds2 6B524857 17441625 G0397704 26% 4

Adevices 0 ] 0 L4 fdevices

ctfs 0 1] 0 0 Saystendcontract
proc 0 i} 0 0% /proc

nnttab 0 0 0 0% Jeto/mnttab

=yap 4459768 1224 44530544 1% Jetefavevolatile
objfs 0 ] 0 0 faystendobject

fplatforn/sundu-uz3/1ib/libe_psrslibc_psr_hwcapl,so,1

BB524857 17441625 H0397784 26% splatforndsundu-us3/libAlibc_psr,z0,1
/platforn/sundu-us3/lib/sparcyds libc_psrslibc_psr_hwcapl,so,1

B8524807 17441820 50397704 26% splatforn/sundu-us3/1libsparcvd/libc_ps

r.so0,l

fd 0 ] 0 0% Adew/fd
SWap 4453048 504 4458544 1 Atmp
Wap 44586592 48 4458544 1% Svarirun

Adev/dsk/clt1d0s2 71522881 1522015 692685638 3 Jspare
dd510-11 /backup 1236851712 14376596 1235414016 Ly Amntd
—bash-3,004 [l

dd510-1:/backup Mounted to /mnt4
The next figure shows that STORAGE_GRP contains basicDisk _dd510 Storage Unit.

I Starage - 7e0 - NetBackup Administration Consala [logged into so]

=) Veritas NetBackup~
Etle Edit Yiew fictions lelp
BenldbhdVs onx Be B Ea
zee (Haster Server) [4] 1 Storage Units (0 selected)
(Hastor Serwer) I ¥
Backig, Archive, and Restd
Retiuity Honiter |
Metlackip Honsgonsnt |
© k) Faports
Policies
@ =l Storane
& Storage Units
P % Storage Unit, Gros

seee] | |
@ Storage Lifecyeln B |
) Cataley
[ &l Hose Froperties
Haster Sorvers
Wedia Sorvers
By Clierits
s B

"t

STORAGE_GRP Contains basicDisk_dd510 Storage Unit

The next figure shows NetBackup backup policy zee uses the Storage Group STORAGE_GRP which
contains the basicDisk_dd510 Storage Unit.
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I Change Policy - zee

Jw%

S iriner | SR S i) 3

Palicy twe: | | ¥ Petive. Co into effect ak: H
Stendard = 0T/17/2008 13:3:% [ |
Destination: [ Fallhou W65
Bata classifications =
o= - [T} Cress mownt. points
Policu storsoe: Ll
STORREE_GRP - [l Ercription

i Collect disastar recovery informstion for
Bare Hetal Pestore

[l Take checkpoints every: ] Callect true inage restors information

: i
[T Linit Jobe per policu:
: [ Allow multiple duta strems
Job priority:
0 |%| (higher msber iz greater priority)

Heord phrase {optional)s

Snapshot Client

71 Perforn block level increnental backues
_ Perforn stupshot, backups

Backup Policy zee With STORAGE_GRP as the Policy Storage
Backup policy zee is executed and backup completes successfully with the STORAGE_GRP policy
Configure Replication on the Data Domain System

Procedure

1. Log into a Data Domain System Manager Web console.
2. Verify that the replication license exists.

3. Configure replication as described in the Data Domain Operating System User Guide.

The next figure shows an example of directory replication on a Data Domain system. In the

example, the source (primary Data Domain system) is dozer.d.d.l, the destination
(secondary Data Domain system) is dd510-1.

B xiorm
~hashr=3,000 ssh sysackmirildocrr

=13
rIllata Domain 05 45,0,

Last login: Ued fug 20 12:26:45 2000 from zoe

syzadmiriidozerd replization show confin

CTY  Source

Destination Connection Hort and Part
L diri/fdacer mackuivic dir2//d8L0-1 mackip/vte a1 (fmilt) o
# lsed for rocarerry cnly,

sysadnisiidozees |

Enabled

Directory Replication on a Data Domain System

Import Volumes Into a New VTL Library

Procedure

On the command line of the secondary Data Domain system, run the vtl import command
with the following syntax:

vtl import vtl _name barcode barcode [count count] [pool pool name]
[element drive | cap | slot] [address addr]
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Results
The next figure shows replicated VTL tape volumes from the secondary Data Domain system that
have been imported into the new tape library named wvtl.

-bash-3,00# ssh sysadmin@dd510-1,

Data Domain 05 4,6,0,0

Passuard:

Last login: Med Aug 20 11:55:23 2008 from zee.

Welcome to Data Domain 05 4,8,0.0

sysadmin@ddSio-1% vtl tape show all
Processing tapes,,..
Barcode  Pool  Location Type Size Used (%)  Comp  ModTime

BEBOOOLE stk wkl slot 1 LTO-1 1 GiB 0,5 GiB (47,13%) Lz 2008/08/11 11:53:16
EEBOUILE stk wtl slot 2 LTO-1 1 GiB 0.0 GiB (0,008 0= 2008/08/11 11254102

Total number of tapes: 2
Total poolst 2
Total size of tapes: 2
Total space used by tapes: O
fverage Compression: 1
sysadmin@ddsio-18 I

Replicated VTL Tape Volumes in the vtl Tape Library

Restore a VTL from a Secondary Data Domain System

Procedure

1. Export the VTL tape volume(s) from the current VTL. Use NetBackup to export the volume(s).
For example, export BBBOOO volume from NBU.

2. From the current DDR, execute vtl export to export the volume(s) to the vault location
with the following syntax:

vtl export vtl slot address count count
3. From the replica DDR, execute vtl import, to import the volume(s) into the replica VTL
with the following syntax:

vtl import vtl barcode barcodesysadmin#dd510-1# vtl import vtl2 barcode
BBBOOO

4. Execute a NetBackup inventory to update the replica VTL with the imported volumes.
5. Backup images can be recovered from the write-protected replica VTL volume.

Restore from a Replica Data Domain System

Procedure

1. Before you attempt to restore from a replica Data Domain system, verify that Data Domain
replication has been synchronized. For example, the df -k command output on a UNIX
media server in the next figure shows that /mnt4 has been remounted with the secondary
Data Domain system path.
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B xterm E@E‘

~bash-3, 004 df -k

Filesystem kbytes  used  avail capacity Mounted on
ddew/dsk/cltod0s?  BBG24857 17443585 BO396024  2ER /S
1} 0 0

/devices 0 Jdevices

ctfs 1} 0 0 0 /system/contract
proc 1} 0 0 0 Jproc

mnt.tab 1} 0 0 0 Jetc/mnttab

suap 4453808 1224 4458584 1% Jetc/swc/wolatile
objf: 2} [ 0 0 /system/object

s

/platforn/sundu-us3/1ib/ libc_psr/libe_psr_hucapl,so,1
E3524857 17443535 G0396024  26%  /platform/sundu-us3/1ib/libc_psr,so,l

/platforn/sundu-us3/1ib/sparcyds libe_psr/libe_psr_tweapl,so,1

£3524857 17443535 S0396024  26%  /platform/sundu-us3/lib/sparcyd/libc_ps

r.so.l

fd 0 0F  Sdew/fd
suap 4453088 504 4453584 1 Jtop

suap 4458632 43 4453584 1% Mvarfrun
fdev/dsk/eltld0s? 71522881 1522015 69285638 I /spare
dozer:/backuy 4321142784 1483776 4319653008 1% Aontd
~bash-3.00#

/mnt4 Remounted With the Secondary Data Domain System

2. Execute a restore of the backed up image. The next figure shows a successful restore of a

backup from the secondary Data Domain system from the same Solaris NetBackup media
server.

Job 1Dy B3h Job states Tiane

Job Dverview | Detailed Status

]
Attempt: =] Attempt started: 08/20/2008 13:26:09
Job PID; 6715 Attempt elapsed: 00300308
Storage unit: Attempt ended:  08/20/2008 13:26:17

fedia server: zes KB per second; 223500

Transport tups: LAN
Status;

08/20/2008 13:25:09 - begin Restore

08/20/2008 13:25:10 - restoring from image zee 1219263335
08/20/2008 13:25:10 - requesting resource TRANSPORT
08/20/2008 13:25:10 - Info nbjm (pid=10314) NBU status: 800, EMM status: Fibre Transpart re|
0B/20/2008 13:25:10 - Info nbjn (pid=10314) NBU status: 800, EMM statust Fibre Transport re
08/20/2008 13:25:13 - connecting

08/20/2008 13:25:13 - connectad: conhect times 0300300

08/20/2008 13;25:14 - started process bptm (pid=6784)

08/20/2008 13:25:14 - begin reading

08/20/2008 13:25:14 - end reavkng; read time: 0100100

08/20/2008 13:25:17 - restored From image zee_1219263335; restors time; 0300307
08/20/2008 13:25:17 - end Restore: elapsed time 0300308

the requested operation was successfully conpleted (0)

4 3

Troubleshoster. ..

Pathnamne:

Percent conplete; 1002

| E— Help

Restore from a Secondary Data Domain System

Restore from a Secondary Data Domain System

About this task
This procedure describes how to restore from a secondary Data Domain system connected to a
different NetBackup media server. The mount point is shown as /Zmnt4 in the examples of how to

mount the secondary Data Domain system on the NetBackup media server #2. The NetBackup
commands swap the backup image for restore from a different server.

Procedure

1. Go tothe NetBackup_install_path->netbackup->bin->admincmd directory.
2. Execute the command bpimagelist —L to view the backed up images.
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3. ldentify the backup image to be restored. For example, the next figure identifies an
image to be restored.

B xterm Q@@

Data Classifications (none specified)
Data_Classification_ID: (nore specified)
Storage Lifecycle Policy: (none specified)
STL_Canpleted:

Snap Time: Wed Dec 31 16:00:00 1963 (0)
Copy rumber; 1

Fragment; 1

kilobytes: 442

Remainder: 0

HMedia Type: Disk (0}

Density: gzesi (00

File Mum;
ID: fmntd/test/zee 1219263335 C1 FL

Host s zee

Elock Sizet 262144

Offset:

Hedia Dates lled Dec 31 16300300 1963 (1)

Dew Uritten On: -1 I

Flags: 0x0

tedia Descriptors e

Expiration Time: Ued Sep 03 13:15:35 2008 (1220472935)
1Pz

retention_lvl: 2 weeks (1)

Try to Keep Time: Wed Dec 31 16:00:00 1983 (0}

Copy Creation Time: Wed Aug 20 13:15:41 2008 (1219263341)
checkpoint 0

PEsUmE nUm;

o
Kew tag: *HULL*
-bash-3.00+ Il

Backed up Image Identified by the Backup ID

4. Specify the image to be restored from the second media server. Run the bpimage
command with the following syntax:
bpimage -newserver new_server_address -oldserver old_server_address -

id image_filename
Note

The image file specified with the —id option must be available for restore from the second media
server.

The following example specifies that the backup image zee 121926335 C1 F1 should be
restored from media_server2.test.local instead of media_serverl.test.local

-bash-3.00# bpimage -newserver media_server2._test._local -oldserver
media_serverl.test.local -id zee 121926335 Cl1_F1

Tape Block Size Optimization

NetBackup uses a default tape block size of 64 KB. Larger tape blocks generally provide better
performance (because there are fewer I/O commands therefore less overhead) as well as better
compression within the Data Domain system. You may increase the size of the blocks that
NetBackup writes to tape by creating a file called SIZE_DATA_BUFFERS with the size desired in
bytes (for example, 524288 for 512 KB). This file must be placed in the
NetBackup_install_path/netbackup/db/config directory.

Mote

There is no warning if you place the file in the wrong directory or name it incorrectly. Verify that
the new block size is in effect by checking details of the activity log for the job. In the example
below, the message using 524288 data buffer size indicates that NetBackup recognized
the changed block size.

10/17/2013 6:32:28 AM
10/17/2013 6:32:28 AM
comparison:<disabled>
10/17/2013 6:32:28 AM - Info bpbkar32(pid=5280) archive bit
processing:<enabled>
10/17/2013 6:32:28 AM

Info bpbkar32(pid=5280) Backup started
Info bpbkar32(pid=5280) change time

Info bpbkar32(pid=5280) not using change journal data
DA LEMC
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for <C:\comp_data>: not enabled

10/17/2013 6:32:28 AM - Info bptm(pid=5428) start

10/17/2013 6:32:29 AM - Info bptm(pid=5428) using 524288 data buffer size
10/17/2013 6:32:29 AM - Info bptm(pid=5428) setting receive network buffer to
2098176 bytes

10/17/2013 6:32:29 AM - Info bptm(pid=5428) using 30 data buffers

10/17/2013 6:32:29 AM - Info bptm(pid=5428) start backup

10/17/2013 6:32:29 AM - Info bptm(pid=5428) Waiting for mount of media id
G000L4 (copy 1) on server win-gnhrsvcoeiq.

10/17/2013 6:32:29 AM - mounting GOOOL4

Changing block size is not necessary, although it may improve performance. Some warnings are

in order:

e Larger block size does not always improve throughput. It is suggested to make
comparisons with the default NetBackup block size. Since larger tape blocks require the
operating system to set aside more physical memory, that memory is unavailable for
other processes therefore possibly causing lower backup performance.

e Most, but not all operating systems can handle large tape block sizes. Some notable
examples are:

e HP-UX prior to 11v3 (11.31) has a maximum tape block size of 256 KB.

e On older versions of Solaris if the tape driver configuration file (st.conf) is not
edited properly for the tape drive, the maximum block size will be 64 KB.

e Some Fibre Channel HBAs limit the maximum block size. For example, Emulex
HBAs on Windows are currently limited to 512 KB.

e Certain HBAs on some Linux operating systems fail when attempting to write
large blocks. If backups (with a SIZE_DATA_ BUFFERS file created for large
blocks) falil, but it is possible to label tapes with NetBackup, this may be the
reason. For more information about this issue, and instructions for specifying a
parameter for the HBA driver that will allow large blocks, see the EMC Data
Domain Knowledge Base articles VTL: Read/Write Issues with Initiators and
Emulex FC HBAs (document ID 92370) and VTL: Read/Write Issues with
Initiators and Brocade FC HBAs (document ID 94841). Both articles are available
on support.emc.com

With Solaris and HP-UX, if the HBA driver is unable to write the larger block size specified in
SI1ZE_DATA_ BUFFERS, it will silently write multiple blocks. NetBackup will fail at the end of a
backup and report this error: Media Write error, too many blocks. If this error is
encountered, revisit st.conf if using Solaris. It may be necessary to reduce the block size
specified in S1ZE_DATA_BUFFERS.

For NDMP backups it is also possible to write larger blocks than the NetBackup default of 64 KB.
Rather than specifying the NDMP tape blocksize in file SIZE_DATA_BUFFERS, the file name is
SI1ZE_DATA_ BUFFERS_NDMP. However, note these issues:

o Many NDMP filers, such as NetApp, have a maximum tape block size of 256 KB.
NetBackup will fail when attempting to use larger block sizes.

e EMC Celerra/VNX by default has a maximum NDMP tape block size of 128 KB. You can
increase the maximum by setting the VNX PAX parameter readWriteBlockSizelnkB
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e to 256 and also VNX NDMP parameter bufsz to at least 256. 256 KB is the absolute
maximum NDMP tape block size for VNX. For more information refer to the EMC
document Configuring NDMP Backups on VNX available at support.emc.com
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