
SOLUTION BUILDERS
Designing Resilient Solutions for an Operational Edge
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In-field computing spans a variety of different environments and hardware platform types from the near 
edge closer to IT infrastructure to the far/rugged edge where more resilient solutions are needed.
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Industry Solutions Lean on Resilient Architectures

Computing deployments outside of the data center feature a number of additional challenges to systems 
development and management for different OT environments. Core considerations for OT edge solutions include:
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Industry solution deployments at the edge are exploding with data.

Data Gathered by Organization's Product Systems Each Day per Unit/Device

No Data Gathered

< 99MBs

100MBs - 999MBs

The unique and evolving requirements of OT deployments are driving greater 
demand for modified standard and custom/ODM hardware.
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Newer Technologies are
Driving OT Evolution

OT/distributed and IT edge 
devices and infrastructure require 
expanded capabilities to support 
5G, embedded AI, containers, 

virtualization, and HCI.

In-Field Deployments Demand Customizable & Efficient Technology Platforms
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Satisfy emerging edge application requirements while becoming more competitive and generate more revenue 
helping customers support greater automation, connectivity, and protection of data, systems, and processes.

OT (Operational Technology) environments demand technology platforms that are optimized for the 
software-defined edge and its unique requirements and considerations.
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Software-Defined Edge & OT Clouds Offer Many Benefits

Virtualization and containers have emerged as effective technologies for 
minimizing application complexity and enabling hybrid cloud architectures.
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The standalone systems or appliances of the past still fill an important role, but face a number of 
limitations compared to hyperconverged infrastructure for enabling resilient edge solutions. 
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Leading Overall Challenges in Developing IoT/Edge Solutions 
(Percent of Respondents; Top 10 Results Shown)

Cyber Security & Cyber-Resilience are Critical to Resilient OT/Edge Platforms

Types of Embedded Security Solutions Used in Current Projects
(Percent of Respondents; Ranked 1-5)

Data and systems protection for intelligent systems ranges from embedded hardware/software deployed in the 
field up into the cloud environment to prevent a wide range of detrimental effects from exposed vulnerabilities.
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Outsourcing technology platforms can enable dramatic time and cost savings 
compared to building and developing edge solutions in-house.
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Edge solution providers need optimized technology platforms for the software-defined 
edge and its special requirements stretching to the cloud to deliver maximum value.
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