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The state of innovation
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Innovation and business strategy
Q1. Which statement most aligns to your organization’s business strategy? Split by respondent type

56%

36%

7%
1% 0%

Innovation is a key part of our business strategy and is
unlocking benefits across our organization already
(n=6,600)

Innovation is a key part of our business strategy and will
unlock benefits across our organization in the future
(n=6,600)

We recognize innovation is important to have within 
business strategy, but we don’t currently have it included 
(n=6,600)

Innovation is not a part of our business strategy, and we 
don’t think it’s important to be included (n=6,600)

I am unfamiliar with my organization’s business strategy 
(n=6,600)

Source: Innovation Catalysts study, Dell Technologies, February 2024
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Important innovation goals
Q2. What are your organization’s most important innovation goals for 2024? Combination of first to fifth

0%

28%

33%

35%

36%

36%

37%

38%

40%

40%

43%

45%

47%

We do not have any important innovation goals for 2024

Bridging the skills/ talent gap

Improve the employee experience

Further commitments to corporate social responsibility
and ethics (e.g., diversity & inclusion, privacy etc.)

Gain or increase competitive advantage

Become a more environmentally sustainable business

Improve the organization’s brand/ reputation

Bring new products/ services/ business models to market

Improve the customer/ citizen experience

Use AI/ generative AI to transform the organization

Increase revenue

Future-proof the organization (by staying ahead of
changing customer demands and/ or avoiding downturns)

Cost savings and efficiencies

(n=6,600)

44%

36%

of ITDMs...

Source: Innovation Catalysts study, Dell Technologies, February 2024

of BDMs...

...rank using AI/generative AI to 

transform their organization as 

a top innovation goal for 2024
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Top innovation goals for 2024 - ITDMs vs. BDMs
Q2. What are your organization’s most important innovation goals for 2024? Combination of first to fifth

25%

30%

35%

40%

45%

50%

55%

Future-proof the
organization (by
staying ahead of

changing customer
demands and/ or

avoiding
downturns)

Use AI/ generative
AI to transform the

organization

Cost savings and
efficiencies

Increase revenue Gain or increase
competitive
advantage

Bring new products/
services/ business
models to market

Improve the 
organization’s 

brand/ reputation

Improve the
customer/ citizen

experience

Improve the
employee

experience

Bridging the skills/
talent gap

Become a more
environmentally

sustainable
business

Further
commitments to
corporate social

responsibility and
ethics (e.g.,
diversity &

inclusion, privacy
etc.)

IT decision maker (n=3,300) Business decision maker (n=3,300)

Source: Innovation Catalysts study, Dell Technologies, February 2024
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Improvements for successful innovation 
Q3. Which of the following could your organization improve in to drive successful innovation?

1%

1%

37%

37%

42%

42%

46%

48%

49%

51%

Don’t know

We are already fully successful in innovation and have no areas to improve

Encouraging learning through failure and/ or experimentation

Building a strong partner ecosystem to overcome shortcomings

Driving environmentally sustainable innovations

Having a company-wide, known innovation process

Actively nurturing an innovative culture where any idea can make a difference

Adopting a data-driven approach to capture and realize innovation projects across the
organization

A strong relationship between business and IT

Invest in modern, scalable technology

(n=6,600)

Source: Innovation Catalysts study, Dell Technologies, February 2024



Copyright © Dell Inc. All Rights Reserved.7

Innovation challenges
Q4. What challenges does your organization currently face in driving innovation successfully?

5%

23%

25%

25%

25%

25%

25%

26%

27%

29%

31%

35%

We don’t face any innovation challenges

Lack of ROI data to demonstrate the value of innovation

Data overload/ inability to turn data into insights

Lack of access to the right technology or tools

No time - focused on the day to day running of the business
than innovation

Lack of senior leadership strategy, communication and/ or
sponsorship (avoiding risk taking)

Lack of employee buy-in – inability to embrace change

Outdated and/ or too complex technology environment

Lack of right resources to manage the evolving legislative
and regulatory landscape

Lack of budget/ ability to invest due to economic downturn

Data privacy and cybersecurity concerns

Lack of right talent with needed skills/ competencies

(n=6,600)

94%
of organizations face innovation 

challenges

Source: Innovation Catalysts study, Dell Technologies, February 2024
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49%

48%

2%

18%

31%

33%

15%

Summary: Disagree

Summary: Agree

Don’t know/ not applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,600)

Looking to the future
Q5. Respondents who agree with the below statements

48%
We don’t know what the 

next 3-5 years will look 

like for our industry

57%
We’re struggling to keep 

up with the pace of 

disruption

81%
AI and GenAI will 

significantly transform our 

industry

82%
We are well positioned 

competitively and have a 

solid strategy for success

Source: Innovation Catalysts study, Dell Technologies, February 2024
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15%

84%

1%

3%

12%

45%

39%

Summary: Disagree

Summary: Agree

Don’t know/ not applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,600)

Looking to the future
Q5. Respondents who agree with the below statements

67%
There is a shortage of 

talent required for 

innovation in our industry

84%
In the future, the ability to 

gain new knowledge will be 

valued higher than the 

knowledge you already have

63%
We will struggle to keep up 

with environmental 

sustainability and broader 

ESG initiatives/ standards 

Source: Innovation Catalysts study, Dell Technologies, February 2024
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Innovation skills, 

challenges and peer 

advice
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Skills that drive innovation
Q6. Which employee skills/ competencies are most valuable for driving innovation in the next five years? Combination of first to

fifth - showing top 5

33%

41%

41%

44%

44%

47%

48%

49%

53%

53%

Emotional intelligence/ empathy

Data science knowledge

Contextual intelligence – understanding of culture, 
society, business and people

Entrepreneurial mindset (identifies new opportunities,
fail and learn fast mentality)

Project management/ operations efficiency

Logic, critical thinking and/ or complex decision-
making

Subject matter expertise (specialist, with experience
and deep knowledge)

Creativity/ creative thinking

AI fluency (understand when, where and how to use AI
tools safely and responsibly)

Learning agility/ desire – easily learn new things, work 
with new tools (generalist)

(n=6,600)

Source: Innovation Catalysts study, Dell Technologies, February 2024

Learning agility/ desire – easily learn new 

things, work with new tools (generalist)
53%

AI fluency (understand when, where and how 

to use AI tools safely and responsibly)
53%

Creativity/ creative thinking 49%

Subject matter expertise (specialist, with 

experience and deep knowledge)
48%

Logic, critical thinking and/ or complex 

decision-making
47%

Top 5 most valuable employee skills/ 

competencies 

#1

#2

#4

#3

#5
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Innovation challenges
Q7. What challenges prevent you personally and/ or employees in your organization from driving innovation?

8%

18%

23%

27%

28%

28%

29%

31%

32%

32%

38%

There are no challenges preventing employees driving
innovation

It’s not a priority of my/ their role

No time/ too busy

Fear of change

Limited or no access to the right data

Thinking innovation can only come from senior employees

Trouble working across generational differences

Restrictive organizational process/ policies

Not having the tools/ technology needed to effectively work and
innovate from everywhere

Fear of failure and potential repercussions on role and/ or
status

Lack of skills/ knowledge to drive innovation

(n=6,600)

92%
of organizations have employees 

facing challenges with driving 

innovation

Source: Innovation Catalysts study, Dell Technologies, February 2024



Copyright © Dell Inc. All Rights Reserved.13

Innovation advice
Q8. What advice would you give to peers to accelerate innovation in their organization?

1%

1%

29%

31%

31%

34%

38%

40%

41%

45%

48%

Don’t know

I wouldn’t give any advice

Automate everything and empower customers to self-serve

Appoint a Chief AI Officer to oversee human-machine partnerships

Make the customer/ citizen experience a boardroom concern

Task senior leaders with spearheading digital change

Empower lines of business to pursue their own digital strategy (distributed IT)

Encourage leaders to identify use cases for AI/ GenAI

Align compensation, training and KPIs to a company’s digital goals and strategy

Put policies and tech in place now to support your workforce to innovate from everywhere

Drive an innovation-based culture, to gain employee buy-in on the company’s innovation 
vision and values

(n=6,600)

Source: Innovation Catalysts study, Dell Technologies, February 2024
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IT as a strategic partner
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IT's strategic understanding
Q9. Which of the following statements do you agree with?

50%

45%
44%

42% 42%
41%

2%

52%

46%
47%

44%

47%

43%

0%

47%

44%

40%
41%

37%
38%

4%

Our IT department 
understands our 

organization’s business 
objectives and provides the 

business with the right 
technology strategy

My organization’s IT 
department’s expertise could 

be better utilized when it 
comes to making strategic 

business decisions

My organization’s IT 
department understands our 

ESG/ environmental 
objectives and provides us 
with the right technology 

strategy

My organization’s IT 
department is an important 

business partner

The IT department invites its
business department peers to

work collaboratively on
strategic projects and decision

making

Our business departments 
take the IT department’s 
advice when it comes to 

strategic decisions

None of the above

Global Total (n=6,600) IT decision maker (n=3,300) Business decision maker (n=3,300)

Source: Innovation Catalysts study, Dell Technologies, February 2024
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Excluding the IT department
Q10. What reasons, if any, would there be to exclude the IT department from strategic business decision-making?

1%

18%

26%

27%

27%

28%

29%

32%

33%

Don’t know

There are no reasons to exclude the IT department from
strategic business decision-making

We work with other strategic business units to define needs
(e.g., procurement)

Lack of customer-focused and/ or market-based prioritization

They lack the business and/ or industry acumen to understand
our strategic objectives/ needs

Lack of alignment on priorities

Legacy mindset that IT “keeps the lights on”

Time/ resource constraints on IT

Communication gaps between IT and the rest of the business

(n=3,300)

81%
of business decision makers 

believe there are reasons to 

exclude the IT department from 

strategic business decision-

making

Source: Innovation Catalysts study, Dell Technologies, February 2024

Only asked to business decision makers
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Strengthening relationships 
Q11. What do you think that your organization’s business decision makers could do better to strengthen the relationship 

between IT and business departments?

2%

26%

27%

37%

31%

40%

38%

34%

35%

40%

43%

1%

29%

31%

32%

33%

36%

37%

38%

40%

43%

45%

There is nothing they could do better

Adoption and onboarding

Prioritize environmental and social responsibility initiatives

Joint execution of strategy

Demonstrating an innovative mindset

Joint strategic planning and goals

Collaboratively working on innovation projects

Understanding feasibility of innovation/ technology projects

Understand the impact of weak IT systems such as
increased cybersecurity risk

More frequent communication with the IT department

Collaborating with the IT department to support innovation

IT decision maker (n=3,300) Business decision maker (n=3,300)

98%
of respondents think that their 

organization's business decision 

makers could take steps to 

strengthen the relationship 

between IT and business 

departments

Source: Innovation Catalysts study, Dell Technologies, February 2024
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Technology as an 

innovation catalyst
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Workforce model
Q12. Which of the following best matches your organization’s current workforce model?

1%

2%

4%

4%

6%

11%

13%

17%

19%

13%

9%

0% on-site/ 100% remote

10% on-site/ 90% remote

20% on-site/ 80% remote

30% on-site/ 70% remote

40% on-site/ 60% remote

50% on-site/ 50% remote

60% on-site/ 40% remote

70% on-site/ 30% remote

80% on-site/ 20% remote

90% on-site/ 10% remote

100% on-site/ 0% remote

(n=6,600)

72%
of organizations adopt a 

primarily on-site 

workforce model  

Source: Innovation Catalysts study, Dell Technologies, February 2024

17%
of organizations adopt a 

primarily remote 

workforce model  
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49%

48%

2%

18%

31%

33%

15%

Summary: Disagree

Summary: Agree

Don’t know/ not applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,600)

Technological improvements
Q13. Respondents who agree with the below statements

81%
We are providing the necessary 

technology to our entire 

workforce based on individual 

needs, workloads, and 

preferences

75%
We need to update our office 

and meeting spaces for 

improved collaboration and 

productivity 

74%
We are providing intelligent 

technology (AI optimization 

software) to improve the work 

experience

81%
We are providing collaborative 

technologies such as monitors, 

cameras, headsets, or premium 

subscriptions to collaboration 

software

Source: Innovation Catalysts study, Dell Technologies, February 2024
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49%

48%

2%

18%

31%

33%

15%

Summary: Disagree

Summary: Agree

Don’t know/ not applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,600)

Technological improvements
Q13. Respondents who agree with the below statements

81%
We need to make improvements 

to ensure employees can 

access or share data faster

75%
We are training or upskilling 

our employees to use new 

technology such as Generative 

AI (GenAI)

75%
We use as-a-Service models 

(predictable payments and 

flexible scalability) to provide the 

latest technology to our 

workforce

Source: Innovation Catalysts study, Dell Technologies, February 2024
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49%

48%

2%

18%

31%

33%

15%

Summary: Disagree

Summary: Agree

Don’t know/ not applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,600)

Technological improvements
Q13. Respondents who agree with the below statements

84%
We ensure secure access to all 

employees wherever they are 

while mitigating threats

80%
We are prioritizing the use of 

sustainable products and 

solutions

78%
We provide a simplified and 

autonomous process for 

delivering equipment, supporting 

users, and responsibly retiring 

technology

Source: Innovation Catalysts study, Dell Technologies, February 2024
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Multicloud
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IT infrastructure and advanced solutions

Q14. Which of the following best describes your 

organization's predominant IT infrastructure? 

21%

22%

26%

31%

Predominantly on-premises (e.g. private
datacenter, co-location, edge etc.)

Predominantly public cloud, can be a
mix of public clouds, but no significant

on-premises infrastructure

Multicloud (a mix of private and public
clouds)

Hybrid (on-premises connected to public
cloud)

(n=3,300)

Source: Innovation Catalysts study, Dell Technologies, February 2024

Only asked to IT decision makers

56%

29%

12%

3%

Centralized
leadership (with

strategy)

De-centralized, but
strategic

De-centralized and
lacking strategy (we
are experiencing a

large amount of
shadow IT)

Don’t know

(n=6,600)

Q15. Which of the following best describes your 

organization’s current approach for using advanced 

technology (e.g., multicloud and/ or generative AI)? 
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Optimizing multicloud environments
Q16. Thinking about optimizing your organization’s multicloud environments, which are the most important areas for 

improvement? - showing top five most common answers

1%

1%

1%

32%

34%

34%

35%

36%

37%

38%

38%

40%

40%

Don’t know

We do not have a multicloud environment

We do not feel that we can improve our IT infrastructure

Ease of deployment

Increasing scalability/ adding remote sites (e.g., edge computing)

Ability to automate

Increasing scalability/ expand data center

Adding new capabilities (e.g., GenAI)

Driving cost efficiencies

Improving environmental sustainability (i.e. minimize IT carbon footprint/ lower
energy costs etc.)

Increasing operational agility

Increasing security posture and minimize risks

Simplifying IT environments

(n=6,600)

Source: Innovation Catalysts study, Dell Technologies, February 2024

97%
of respondents believe 

their organization could 

improve their IT 

infrastructure

Simplifying IT environments 40%

Increasing security posture and minimize risks 40%

Increasing operational agility 38%

Improving environmental sustainability (i.e. 

minimize IT carbon footprint/ lower energy costs 

etc.)

38%

Driving cost efficiencies 37%

Top 5 most important areas of 

improvement 

#1

#3

#2

#5

#4
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Challenges of a multicloud strategy
Q17. What are the biggest challenges your organization faces when building a multicloud strategy to support innovation?

1%

7%

26%

26%

27%

27%

28%

29%

32%

34%

35%

Don’t know

We do not face any challenges in this area

Lack of commitment from leadership

Country-specific regulations that impede globalized practices

Lack of coordination across efforts

Limitations set by individual cloud providers

Lack of interoperability between cloud platforms

Adopting new/ emerging capabilities without an overall
strategic view

Lack of budget to scale as needed

Concerns about inadequate security or governance
capabilities

Lack of necessary skills across workforce

(n=6,600)

91%
of organizations face 

challenges when building a 

multicloud strategy to support 

innovation

Source: Innovation Catalysts study, Dell Technologies, February 2024
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Data
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Supporting innovation
Q18. Thinking about your organization’s data/ data strategy, what can your organization currently do to support innovation?

1%

1%

33%

36%

38%

38%

39%

42%

42%

43%

Don’t know

Our data strategy does not support innovation in any way

We can turn data into real-time insights

We can collect, prepare and curate data, no matter where it
resides

We know how to assign different values to our data, e.g., which
data and sources provide the most insight

We are using data to understand and reduce our environmental
impact and inform our innovation goals

We can meet regulatory and compliance requirements

We can consistently secure data in transit, and in use, to support
privacy and security objectives

We are ready for the bulk of our data to come from the edge in the
next five years

We ensure data privacy to the best of our abilities

(n=6,600)

67%
Can't currently 

turn data into 

real-time insights

Source: Innovation Catalysts study, Dell Technologies, February 2024
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Data management challenges
Q19. What are your organization’s biggest data management challenges? 

1%

4%

22%

26%

26%

26%

29%

29%

32%

33%

34%

34%

37%

Don’t know

We face no data management challenges

Adhering to regulatory mandates

Properly preparing data for data science

Establishing and enforcing data governance policies

Preventing unauthorized access

Preventing and/ or limiting shadow IT (i.e., use of unapproved
software)

Extracting meaningful insights from data through analytics and
reporting

Providing timely and reliable access to data for users and
applications

Managing growing volumes of data and scaling storage infrastructure
accordingly

Integrating data from various systems, applications, and formats to
create a unified view

Ensuring data accuracy, consistency, and reliability across different
sources

Protecting sensitive data (Personal Identifiable Information (PII) and
Intellectual Property (IP)) from leakage and threats

(n=6,600)

95%
of organizations face data 

management challenges

Source: Innovation Catalysts study, Dell Technologies, February 2024
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Security
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49%

48%

2%

18%

31%

33%

15%

Summary: Disagree

Summary: Agree

Don’t know/ not applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,600)

Current trends
Q20. Respondents who agree with the below statements

83%
We emphasize buying 

technologies/ applications with 

security built into them

82%
We utilize solutions to help us 

reduce the attack surface of 

our IT ecosystem

81%
We utilize automated tools to 

detect and respond to cyber 

threats

Source: Innovation Catalysts study, Dell Technologies, February 2024
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49%

48%

2%

18%

31%

33%

15%

Summary: Disagree

Summary: Agree

Don’t know/ not applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,600)

Current trends
Q20. Respondents who agree with the below statements

78%
We can recover from a cyber 

attack and/ or leakage thanks to 

an Incident Response Plan 

(IRP)

73%
We are aware of Zero Trust 

and are pursing it as a strategy

68%
We fear Generative AI will 

introduce new security and 

privacy challenges

Source: Innovation Catalysts study, Dell Technologies, February 2024
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49%

48%

2%

18%

31%

33%

15%

Summary: Disagree

Summary: Agree

Don’t know/ not applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,600)

Current trends
Q20. Respondents who agree with the below statements

65%67% 75%
Insider threats are a big 

concern

We believe some employees 

go around IT security 

guidelines/ practices because 

they delay efficiency/ 

productivity

Our security operations mostly 

consist of patch management/ 

security updates 

Source: Innovation Catalysts study, Dell Technologies, February 2024
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Security attacks
Q21. Which of the following security attacks have impacted your organization in the past 12 months?

2%

15%

17%

17%

17%

18%

18%

18%

18%

21%

22%

25%

27%

28%

Don’t know

None of the above

Stolen credentials

Malicious insider

IoT attacks

Physical security compromise

Zero-day attacks (attack that exploits unknown…

Supply chain attacks

Known unpatched vulnerability

Ransomware attack

Cloud misconfiguration

Data breach

Phishing/ social engineering

Malware

(n=6,600)

83%
of organizations have 

been impacted by 

security attacks in the 

past 12 months

Source: Innovation Catalysts study, Dell Technologies, February 2024
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98%

1%

1%

38%

38%

41%

45%

48%

64%

Summary: Stakeholders consider Zero Trust architecture important

Don't know

None of the above

Suppliers

Customers/ citizens

Shareholders/ stakeholders

Employees outside of IT

Our board level employees

Our IT department

(n=3,300)

Importance of Zero Trust
Q22. To the best of your knowledge, which of your organization’s stakeholders consider a Zero Trust architecture to be most 

important? Combination of first to third - showing top 3

Source: Innovation Catalysts study, Dell Technologies, February 2024

Only asked to IT decision makers

Our IT department 64%

Our board level employees 48%

Employees outside of IT 45%

Top 3 stakeholders

#1

#2

#3
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Zero Trust strategy 
Q23. When thinking about your organization’s Zero Trust plans, how would you best describe your deployment strategy?

26%

20%

18%

11% 11%

4% 4%

3%

4%

We are adopting Zero
Trust solutions in

phases with the goal of
full Zero Trust maturity

We are implementing
only the select Zero

Trust capabilities that
we think will have the

greatest impact

We are deploying Zero
Trust principles only to

select workloads

We are implementing a
comprehensive point-

in-time Zero Trust
rollout across our

organization

We are transitioning
select workloads to
Zero Trust clouds

We are not pursuing a
Zero Trust deployment

strategy

We are working toward
compliance with the US

federal mandate on
Zero Trust adoption

Not applicable Don’t know

(n=6,600)

89%
of organizations are 

pursuing a Zero Trust 

deployment strategy

Source: Innovation Catalysts study, Dell Technologies, February 2024
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Sustainability
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98%

0%

1%

0%

35%

35%

36%

36%

37%

39%

41%

42%

43%

45%

45%

Summary: Organization has sustainability goals

Don't know

We do not have any sustainability goals

Other

Achieving net zero goals or reducing greenhouse gas emissions

Shifting to vendors who demonstrate sustainable and responsible
supply chains

Implementing recycling programs either internally or with the help of a
3rd party

Ensuring proper governance of sustainability

Scaling up use of or fully transitioning to renewable energy

Investing in the right skills and/ or talent to achieve our commitments

Minimizing waste and contributing to the circular economy

Improving Environmental, Social and Governance (ESG) reporting
and compliance

Using technology/ AI/ ML/ Data Science to inform and optimize
sustainability efforts

Improving energy efficiency

Procuring/ utilizing goods that are more sustainable (e.g. uses
recycled materials, recyclable packaging, etc.)

(n=6,600)

Environmental sustainability priorities 
Q24. What are your organization’s most important environmental sustainability priorities? Combination of first to fifth - showing 

top 5

98%
of organizations have 

environmental sustainability 

priorities 

Procuring/ utilizing goods that are more 

sustainable (e.g. uses recycled materials, 

recyclable packaging, etc.)

45%

Improving energy efficiency 45%

Using technology/ AI/ ML/ Data Science to 

inform and optimize sustainability efforts
43%

Improving Environmental, Social and 

Governance (ESG) reporting and compliance
42%

Minimizing waste and contributing to the circular 

economy
41%

Top 5 environmental sustainability 

priorities 

Source: Innovation Catalysts study, Dell Technologies, February 2024

#1

#3

#2

#4

#5
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22%

73%

5%

6%

17%

42%

31%

Summary: Disagree

Summary: Agree

Don’t know/ not 
applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,600)

19%

79%

2%

5%

14%

43%

35%

Summary: Disagree

Summary: Agree

Don’t know/ not 
applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=3,300)

23%

74%

4%

7%

16%

42%

32%

Summary: Disagree

Summary: Agree

Don’t know/ not 
applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=3,300)

Source: Innovation Catalysts study, Dell Technologies, February 2024

Only asked to IT decision makers

19%

79%

2%

4%

15%

44%

36%

Summary: Disagree

Summary: Agree

Don’t know/ not 
applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,600)

Steps towards sustainability
Q25. Respondents who agree with the below statements

79%
We have a clear sustainability 

roadmap for our company with 

defined goals to reduce our 

carbon footprint

74%
We use alternative cooling 

solutions to help us reduce 

energy use in the data center 

(e.g. Air cooling, liquid cooling)

73%
We are actively moving our AI 

inferencing to the edge to 

become more energy efficient 

(e.g., smart buildings)

79%
We are experimenting with as-

a-Service solutions to manage 

our IT environment more 

efficiently to reduce our energy 

costs and carbon footprint 

Only asked to IT decision makers
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49%

48%

2%

18%

31%

33%

15%

Summary: Disagree

Summary: Agree

Don’t know/ not applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,600)

Steps towards sustainability
Q25. Respondents who agree with the below statements

80%
We have defined and time-

bound plans in place to 

properly retire or recycle end-of-

life IT equipment

82%
We are investing in products 

with extended lifecycles (e.g. 

repairability, upgradability, 

durability)

81%
My technology vendor needs 

to have transparent and clear 

sustainability goals and 

demonstrate accountability for 

the emissions generated across 

their value chain 

73%
We need the help of a third-

party partner to achieve our 

sustainability goals

Source: Innovation Catalysts study, Dell Technologies, February 2024
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49%

48%

2%

18%

31%

33%

15%

Summary: Disagree

Summary: Agree

Don’t know/ not applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,600)

Steps towards sustainability
Q25. Respondents who agree with the below statements

79%
I understand all the 

environmental regulations my 

organization needs to comply 

with

Source: Innovation Catalysts study, Dell Technologies, February 2024
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Generative AI, the 

innovation accelerator
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16%

82%

2%

4%

12%

44%

37%

Summary: Disagree

Summary: Agree

Don’t know/ not applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,600)

Current perceptions
Q26. Respondents who agree with the below statements

82%
There will be greater human 

and machine partnership 

within five years

79%
Machines won’t replace us; 

they will augment our 

capabilities and human 

productivity will reach new 

heights

73%
Our data and intellectual 

property are too valuable to be 

placed in a GenAI tool where a 

third party may have access

83%
AI will be an essential part of 

security tools and their ability 

to catch bad actors and 

unauthorized activity

Source: Innovation Catalysts study, Dell Technologies, February 2024
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16%

82%

2%

4%

12%

44%

37%

Summary: Disagree

Summary: Agree

Don’t know/ not applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,600)

Current perceptions
Q26. Respondents who agree with the below statements

65%
The jobs and skills needed in 

2030 haven’t been invented 

yet

71%
GenAI tools will increase the 

digital divide

82%
Customers/ citizens will 

demand transparency on the 

use of GenAI

58%
Using AI will compromise our 

environmental sustainability 

efforts

Source: Innovation Catalysts study, Dell Technologies, February 2024
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14%

83%

2%

3%

11%

44%

40%

Summary: Disagree

Summary: Agree

Don’t know/ not applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,600)

Current perceptions
Q26. Respondents who agree with the below statements

83%
Receiving AI regulations right 

now is important to maximize 

the potential of AI for 

generations to come

74%
Concentration of AI strength in 

too few hands will create 

competitive challenges and 

market imbalances

Source: Innovation Catalysts study, Dell Technologies, February 2024
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Influence over AI
Q27. What is your role when it comes to driving or influencing AI within your department and organization?

47%

25%

20%

8%

I am responsible for AI in my department and/ or
organization

I am not responsible for, but I do drive the use of AI in
my department and/ or organization

I influence decision-making around AI in my
department and/ or organization

I do not drive or have influence for the use of AI in my
department and/ or organization

(n=6,600)

92%
of respondents either drive, 

have responsibility for or 

influence the use of AI

Source: Innovation Catalysts study, Dell Technologies, February 2024
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GenAI strategy, use cases 

and considerations
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GenAI journey status
Q28. Which of the following best describes where your organization is at in its GenAI journey?

6%

58%

14%

10%

12%

Organizational policy has banned GenAI use (n=6,600)

Early to mid-stage (see column chart on the right) (n=6,600)

We’ve begun the process of deploying solutions for GenAI, but haven’t begun engaging our data science teams to build/ retrain internal 
models (n=6,600)

We’re engaging the data science team to build or retrain our own models, but haven’t yet rolled them out to the broader organization 
(n=6,600)

We’re well-established with GenAI solutions, rolling out tools to employees and training them appropriately (n=6,600)

Source: Innovation Catalysts study, Dell Technologies, February 2024

11%

19%

15%

12%

Early to mid-stage extended

No formal strategy

Piloting in some areas

Identified a central team or individual to set 

organization strategy, but haven’t yet 

established our core use cases

We’ve established our core use cases but 

haven’t yet begun deploying solutions
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Use and procurement of GenAI
Q29. When thinking about your organization’s use/ procurement of GenAI, which would be its preference?

20%

25%

30%

7%

16%

2%

Prefer to purchase a public cloud model (n=3,300)

Prefer to use open-source or other models on-premises for inferencing (n=3,300)

Prefer to retrain an existing model using our data in our own environment (i.e., colo, edge, on-premises data center) (n=3,300)

We would rather build our own model from scratch (n=3,300)

We will classify our data and use a hybrid approach to model building based on use cases and sensitivity (n=3,300)

Don’t know (n=3,300)

Source: Innovation Catalysts study, Dell Technologies, February 2024

Only asked to IT decision makers

Prefer to build an on-

prem or hybrid 

approach

82%
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Budget for AI investment
Q30. Which of the following best describes how your organization’s AI investments will impact your overall IT spending over the 

next 12 months?

32%

37%

17%

6%

4% 4%

We’ll create a dedicated budget for 
AI projects

We’ll use our existing IT budget to 
prioritize AI projects

We’ll use our existing IT budget, but 
won’t prioritize AI projects

We haven’t considered AI projects 
within our IT budgets – it will come 

from other budgets

We haven’t considered AI projects 
within any budgets

Don’t know/ not applicable

(n=6,600)

Source: Innovation Catalysts study, Dell Technologies, February 2024
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GenAI's value potential
Q31. In your opinion, how much potential does GenAI have to deliver value for your organization across the following business

outcomes?

16%

16%

17%

17%

17%

18%

19%

19%

31%

32%

32%

31%

32%

34%

32%

33%

30%

30%

31%

29%

31%

29%

29%

28%

15%

15%

14%

14%

14%

13%

14%

13%

5%

4%

4%

6%

4%

3%

4%

4%

4%

3%

3%

3%

3%

2%

3%

3%

0 20 40 60 80 100 120

Increase business resilience, e.g., navigating a tough economic climate (n=6,600)

Uncover new organizational/ competitive insights (n=6,600)

Achieve cost savings (n=6,600)

Increase and/ or create new revenue streams (n=6,600)

Streamline processes through identifying task redundancies or inefficiencies (n=6,600)

Provide productivity gains/ ability to do more (n=6,600)

Improve customer/ citizen experience (n=6,600)

Improve IT security posture (n=6,600)

Transformative gains (60% or more) Significant gains (30-60%) Moderate gains (10-30%) Small gains (1-10%) Don’t expect it to add value in this way Don’t know

Source: Innovation Catalysts study, Dell Technologies, February 2024
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GenAI use cases
Q32. Which use cases in your organization do you believe GenAI should be first applied?

1%

2%

23%

26%

27%

31%

34%

36%

36%

39%

40%

40%

Don’t know

No GenAI use case is a priority for my organization

Industry or vertical specific application

Integrate into marketing

Augment sales capability

Create or accelerate product development

Improve environmental footprint (e.g., energy reduction, sustainable practices)

Strengthen security posture

Leverage for back-office work (i.e., HR, Legal, Facilities, Ops)

Streamline IT operations

Improve developer productivity, e.g., code development, bug detection etc.

Customer interactions (including but not limited to chatbots, CSR support with contact
centers, etc.)

(n=6,600)

Source: Innovation Catalysts study, Dell Technologies, February 2024
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77%Summary: Agree

(n=6,600)

17%

77%

5%

4%

14%

46%

31%

Summary: Disagree

Summary: Agree

Don’t know/ not 
applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,600)

15%

82%

4%

3%

12%

45%

36%

Summary: Disagree

Summary: Agree

Don’t know/ not 
applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,600)

Source: Innovation Catalysts study, Dell Technologies, February 2024

22%

73%

5%

5%

17%

44%

29%

Summary: Disagree

Summary: Agree

Don’t know/ not applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,190)

AI integration
Q33. Respondents who agree with the below statements

82%
Data is the differentiator, and 

our GenAI strategy must involve 

using and protecting that data

73%
We have the flexibility to scale 

our GenAI projects at any time

77%
We would like to consume 

enterprise-specific AI models 

as a service

77%
Ultimately, the organization, 

rather than the machine, the 

user or the public, is 

responsible for any AI 

malfunction or undesired 

behavior

Only asked those whose organization has not 

banned GenAI use
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23%

72%

5%

5%

18%

44%

28%

Summary: Disagree

Summary: Agree

Don’t know/ not applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,600)

AI integration
Q33. Respondents who agree with the below statements

68%
We are concerned about the 

closed system nature of AI 

and its potential for bias, IP 

infringement, and other risks we 

don’t understand

79%
Bringing AI to my data creates 

more value for the organization 

because we control it, the data 

is fresh, and we have secure 

access

70%
We’re working to limit the 

energy consumption of GenAI 

by right-sizing our model

72%
An increase in litigation as 

trademarks, copyrights, and 

trade secrets compromised by 

GenAI have/ will become a 

legal hot button issue

Source: Innovation Catalysts study, Dell Technologies, February 2024
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Responsible AI
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Using GenAI responsibly
Q34. How can organizations ensure that GenAI is used responsibly? - showing top 5 most common answers

1%

1%

30%

30%

33%

33%

34%

37%

37%

37%

39%

40%

41%

Don’t know

There is nothing organizations can do to ensure its responsible use

Create a GenAI steering group with cross-team representation

Limit usage of off the shelf GenAI and focus on adopting a model using your own data and
creating your own guardrails

Continuously monitor models and output to mitigate bias

Create a central leadership group to establish strategic, guardrails and ethics
requirements

Transparently label which data is AI created and which is human created

Establish and communicate a companywide policy and best practices on GenAI usage

Make AI tools that are explainable, traceable, and transparent

Create risk management processes to measure the risks associated with AI-powered
systems

Make sure that AI tools respect users’ expectations of privacy and security

Ensure that the technology is regulated appropriately with innovation, safety, and
transparency at the core

Ensure there is human oversight over AI tools and to intervene as needed to warrant
equitable results

(n=6,600)

97%

Source: Innovation Catalysts study, Dell Technologies, February 2024

Top 5 ways organizations can ensure 

GenAI is used responsibly 

Ensure there is human oversight over AI tools 

and to intervene as needed to warrant equitable 

results

41%

Ensure that the technology is regulated 

appropriately with innovation, safety, and 

transparency at the core

40%

Make sure that AI tools respect users’ 

expectations of privacy and security
39%

Create risk management processes to measure 

the risks associated with AI-powered systems
37%

Make AI tools that are explainable, traceable, 

and transparent
37%

of respondents think 

organizations can use 

GenAI responsibly
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GenAI impact on talent, 

skills and behaviors
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Personal feelings towards GenAI's potential
Q35. Across the following areas, what are your personal feelings about the potential GenAI can have on your organization?

32%

12%

32%

15%

31%

36%

19%

37%

22%

35%

24%

38%

24%

40%

25%

7%

29%

5%

22%

8%

1%

2%

1%

2%

1%

0 20 40 60 80 100 120

Enthusiastic (n=6,600)

Anxious (n=6,600)

Optimistic (n=6,600)

Concerned (n=6,600)

Excited (n=6,600)

Completely Mostly Somewhat Not at all Don’t know/ not applicable

At least somewhat

Source: Innovation Catalysts study, Dell Technologies, February 2024

91%

77%

93%

69%

92%
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GenAI - reasons for lack of excitement
Q36. You previously indicated that you were not completely excited by GenAI. Which of the following are reasons you are not 

very excited (have some concerns)?

38%

36%

31%
30% 29%

29%
28%

27%

23%

20%

Lack of security
and data privacy

protections

Lack of clarity
around legalities/

copyrights

Inaccuracy of
GenAI results

Lack of
governmental

regulations

Potential job loss
due to GenAI

adoption

Don’t trust output/ 
biased results in 

GenAI output

Risk to human
safety

Speed of GenAI
adoption has been

too quick

Company
regulations

restricting usage

Impact on own/ 
organization’s 

carbon footprint

(n=4,444)

Source: Innovation Catalysts study, Dell Technologies, February 2024

Only asked to respondents who are not "completely" excited about GenAI
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GenAI's positive personal impact
Q37. How could the use of GenAI positively impact you personally in your job?

1%

2%

25%

29%

30%

37%

38%

38%

39%

43%

46%

Don’t know

GenAI could not positively impact me personally in my job

Make me stand out from other employees

Better connect me with other employees

Make me more marketable (perception of being skilled)

Make me more creative

Better work/ life balance

Remove monotonous tasks

Could help me learn faster

Give me insights I would never have been able to identify (e.g., GenAI’s ability to analyze 
large amounts of data and/or provide contextual feedback)

Make me more productive

(n=6,600)

Source: Innovation Catalysts study, Dell Technologies, February 2024
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GenAI skills
Q38. Which of the following capabilities and/or skills around GenAI are you comfortable in?

2%

5%

33%

34%

34%

36%

38%

39%

40%

41%

Don’t know

I’m not comfortable in any GenAI skills/ capabilities

Knowing how to budget for a GenAI project

Knowing where to start an AI project

Knowing how to check my data input for bias

Understanding the difference between a mass Large Language
Model (LLM) and an enterprise-specific LLM and when to use each

Understanding AI model training and deployment process

Knowing which data is the best for my AI projects

Being able to use data effectively in GenAI without compromising
trade secrets or privacy

Understanding the security implications of the various different
implementations, i.e., Public Hosted, Private Hosted, and Private…

(n=6,600)

93%
of respondents are 

comfortable in some GenAI 

skills

Source: Innovation Catalysts study, Dell Technologies, February 2024
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Expectations from 

technology vendors
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Anticipated GenAI partner requirements
Q39. What are your anticipated requirements from a technology partner in the context of GenAI?

45%

42%
41% 41%

39% 38%

35%

4% 3%

Services that will
help advise,

implement, train and
scale AI into my data
for better efficiency

and operations

The right
infrastructure that
can enable GenAI
technologies no

matter where we are
in our AI journey

GenAI-ready devices
with the compute,

memory and storage
to handle heavy AI
development and

deployment

Effective data
governance and
secure access

controls

The latest hardware
and software that

enables the
automation needed

within everyday
processes

A comprehensive
suite of generative AI

technologies from
device, services to

infrastructure

Delivery of energy-
efficient technology

and solutions

All of the above Don’t know

(n=6,600)

Source: Innovation Catalysts study, Dell Technologies, February 2024
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AI implications on data
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Optimizing data in the GenAI era
Q40. What are the most important attributes to consider when optimizing the use of data in the GenAI era?

1%

1%

28%

29%

29%

29%

31%

32%

32%

34%

35%

37%

44%

45%

Don’t know

There is nothing specific to consider when optimizing the use of data in relation to the…

Labelling/ sorting data properly (i.e., metadata)

Having diverse data sources

Being able to scale storage capabilities

Comprehending and interpreting unstructured data

Transparent data versioning/ tracking

Creating specific data governance and policies

Sustainable and efficient data centers

Ability to collaborate with data

Staff being data literate (e.g., overcoming current skills gap)

Data availability/ transparency (across sources and people, up and down the supply…

Ensuring data privacy/ security

Ensuring data quality/ reliability

(n=6,600)

Source: Innovation Catalysts study, Dell Technologies, February 2024
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94%

2%

5%

0%

21%

26%

28%

28%

30%

31%

32%

33%

33%

37%

Summary: Is anticipating challenges when identifying, preparing
and/or using data for AI and/or GenAI use cases

Don’t know

We don’t anticipate having or currently have challenges

Other

Tracking data versions

Preventing models from overfitting the training data and failing to
generalize well

Insufficient diversity in the data, leading to biased or limited model
outputs

Difficulty in finding sufficient and relevant data to train AI/ GenAI
models

Preparing data for GenAI models can be time-consuming and
resource-intensive

Dealing with messy or incomplete data that requires cleaning and
preprocessing

Handling sensitive or private data in compliance with regulations

A lack of internal expertise in data science and AI

Limited data availability/ transparency (i.e., unable to use multiple/ all
data sources across sources and people, up and down the supply…

Ensuring data privacy/ security (protecting from data leakage/ loss of
IP)

(n=6,600)

Data challenges
Q41. What are your organization’s biggest challenges when identifying, preparing and/ or using data for AI and/ or GenAI use 

cases? 

94%
of organizations anticipate 

facing challenges when 

identifying, preparing and/or 

using data for AI 

Ensuring data privacy/ security (protecting from data 

leakage/ loss of IP)
37%

Limited data availability/ transparency (i.e., unable to 

use multiple/ all data sources across sources and 

people, up and down the supply chain)

33%

A lack of internal expertise in data science and AI 33%

Handling sensitive or private data in compliance with 

regulations
32%

Dealing with messy or incomplete data that requires 

cleaning and preprocessing
31%

Source: Innovation Catalysts study, Dell Technologies, February 2024

Top 5 challenges when identifying, preparing 

and/or using data for AI

#2

#3

#4

#5

#1
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GenAI adoption challenges
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Challenges holding back GenAI adoption
Q42. What, if anything, would hold your organization back from adopting GenAI?

1%

7%

20%

20%

22%

26%

29%

30%

30%

31%

31%

39%

Don’t know

Nothing would hold our organization back from adopting GenAI

Not having access to the right models

Don’t know how to measure and/ or when we will see return on investment

Haven’t identified the right use cases or set best practices

Too busy running the day-to-day business (no time to pilot/ experiment)

Environmental concerns about the increased energy use (and associated
greenhouse gas emissions) needed to train AI models

Cost of implementation

Data governance concerns about regulation or compliance

Lack of skills to build and/ or utilize GenAI

Concerns about bias in data and models, which could damage the organization’s 
reputation and have ethical implications

Security: data access and/ or concerns about data/ IP leakage or infringement

(n=6,600)

91%
of organizations are being held back 

from adopting GenAI

Source: Innovation Catalysts study, Dell Technologies, February 2024
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GenAI implications on 

security
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GenAI IT security use cases
Q43. When considering IT security, in which use cases could GenAI be used to optimize and or improve your organization’s 

security posture?

1%

1%

32%

36%

37%

41%

43%

47%

59%

Don’t know

There are no use cases in this area

Provide forensic capabilities for analyzing threats

Predict future threats or identify potential vulnerabilities

Refine security reporting to extract key takeaways and provide user-friendly summaries

Provide automation to help with the efficiency and scale needed to deal with the influx of threats

Design personalized security awareness training for employees based on their role, past behavior, and common
threats they might face

Assist with security policy development (micro segmentation optimization, role-based access determinations,
defining SIEM anomalies, automating risk analysis, etc.)

Improve efficacy of threat detection and response (detect anomalies in network traffic or data patterns, unusual
user behavior, or suspicious email content, enabling quicker identification of threats like malware, phishing

attempts, or insider attacks etc.)

(n=3,300)

Source: Innovation Catalysts study, Dell Technologies, February 2024

Only asked to IT decision makers
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AI outlook and regulation 
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16%

81%

3%

3%

12%

47%

34%

Summary: Disagree

Summary: Agree

Don’t know/ not applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,600)

20%

76%

4%

4%

15%

43%

32%

Summary: Disagree

Summary: Agree

Don’t know/ not applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,532)

Source: Innovation Catalysts study, Dell Technologies, February 2024

20%

75%

5%

5%

15%

46%

29%

Summary: Disagree

Summary: Agree

Don’t know/ not applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,190)

Preparing for AI/GenAI utilization
Q44. Respondents who agree with the below statements

76%
I'm confident that we have the 

right multicloud strategy to 

handle the high volume and 

intensity of generative AI workloads

81%
GenAI tools will help deploy more 

intuitive, personalized 

applications to my workforce

Only asked those whose organization has a multicloud 

environment

75%
We use private/ on-prem solutions 

over public cloud providers to 

ensure that GenAI applications are 

properly secured and that the 

data they process is protected

Only asked those whose organization has not banned GenAI use
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Source: Innovation Catalysts study, Dell Technologies, February 2024

22%

73%

5%

5%

17%

45%

28%

Summary: Disagree

Summary: Agree

Don’t know/ not applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,600)

Preparing for AI/GenAI utilization
Q44. Respondents who agree with the below statements

76%
I feel confident we can design a 

GenAI solution to meet real-time 

needs and avoid data gravity

80%
AI and/or GenAI can(/could) help us 

prevent, detect, and respond to out-

of-policy threats and behavior from 

our workforce

73%
We know how to manage AI 

workloads securely at the edge
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14%

83%

2%

3%

11%

44%

40%

Summary: Disagree

Summary: Agree

Don’t know/ not applicable

Strongly disagree

Somewhat disagree

Somewhat agree

Strongly agree

(n=6,600)

GenAI regulations
Q44. Respondents who agree with the below statements

81%
There should be stricter 

regulation and legislation 

around the use of data used for 

GenAI

74%
We should put our own GenAI 

governance in place rather than 

waiting for government 

regulations

Source: Innovation Catalysts study, Dell Technologies, February 2024
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Methodology:

Dell Technologies commissioned independent market research specialist Vanson Bourne to conduct this research. The study surveyed 6,600 

respondents from organizations with 100+ employees from across the following regions: North America, LATAM, EMEA, APJ and Greater China. 
These organizations are from a range of public and private sectors.

All respondents either drive or influence innovation in their organization. Of the total number of respondents, 3,330 are IT decision-makers 
(ITDMs) and 3,330 are business decision-makers (BDMs).

The interviews were conducted online and via telephone in September, October and November 2023 and were undertaken using a rigorous 
multi-level screening process to ensure that only suitable candidates were given the opportunity to participate.

About Dell Technologies:

Dell Technologies helps organizations and individuals build their digital future and transform how they work, live and play. The company provides 
customers with the industry’s broadest and most innovative technology and services portfolio for the data era. www.delltechnologies.com.

About Vanson Bourne:

Vanson Bourne is an independent specialist in market research for the technology sector. Their reputation for robust and credible research-

based analysis is founded upon rigorous research principles and their ability to seek the opinions of senior decision-makers across technical 
and business functions, in all business sectors and all major markets. www.vansonbourne.com.

http://www.delltechnologies.com/
http://www.vansonbourne.com/
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