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Dell SafeBIOS 
Solutions Summary 

Solution name  
 

Dell SafeBIOS 

Aliases  
 

Built-in security, BIOS security 

Description Collection of technologies designed to protect BIOS and firmware. 
 

Value proposition  
 

BIOS-level visibility, observability and protections 

Target audience, target 
segment  

• ITDMs, security decision makers 
• Enterprise, Fed, MBs 

 
Key features & benefits  SafeBIOS helps prevent, detect and respond to / recover from attacks on the BIOS 

and firmware. Features include: 
• Dell BIOS 
• Embedded Controller (EC) Root 

of Trust 
• SPI Flash Anti-Tamper Features 
• Fused Root of Trust 
• UEFI Secure Boot  
• Cryptographically Verified Boot 
• System on Chip (SoC) Hardware 

Flash Protections 
• Authenticated Updates  
• BIOS Public Keys 

• BIOS Passwords 
• Certificate-Based BIOS 

Configuration 
• Out of Band Management 
• Embedded Controller 

(EC)‑based Chassis Intrusion 
• Runtime BIOS Resilience 
• TCG Measured Boot 
• Downgrade Protection 
• Chassis Intrusion 
• Dell BIOS Recovery 

Feature names vary by silicon partner. 
 

Pain points addressed  
 

Lack of visibility into the BIOS 

Attack type relevance  
 

BIOS attacks, firmware attacks 

Requirements, supported 
platforms  

• Available on all commercial PCs 
• The Dell Trusted Device Application must be enabled to maximize 

protections and allow admins to view BIOS insights. 
 

Integration capability  
 
 

Yes. The Dell Trusted Device Application must be enabled to maximize protections 
and allow admins to view BIOS insights in owned and third-party software solutions. 

Certifications  
 

n/a 

Regional availability  
 

Global 

Product availability & how to 
buy  

Included in the cost of all commercial PCs.  

How to get support • www.dell.com/support/ 
• global.security.sales@dell.com 

 

https://www.delltechnologies.com
https://www.delltechnologies.com/asset/en-us/solutions/business-solutions/briefs-summaries/dell-trusted-device-application-solution-brief.pdf
https://www.delltechnologies.com/asset/en-us/solutions/business-solutions/briefs-summaries/dell-trusted-device-application-solution-brief.pdf
https://www.dell.com/support/home/en-us
mailto:global.security.sales@dell.com?subject=Need%20support
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Frequently Asked Questions 
What problems does this solution solve? 

Lack of visibility into the BIOS. 

Which cyberattacks is this solution designed to counter? 

BIOS and firmware attacks. 

How does this solution protect an organization? 

SafeBIOS is a collection of technologies that helps prevent, detect and respond to attacks on the BIOS and firmware, a 
surface area that traditional antivirus and OS tools often miss.  

What makes the solution different from competing options?  

SafeBIOS is a collection of technologies 
that helps prevent, detect and respond to 
attacks on the BIOS and firmware, a 
surface area that traditional antivirus and 
OS tools often miss. With the Dell Trusted 
Device Application (DTD App) enabled, 
admins can view this BIOS-level telemetry 
at the OS level and take the necessary 
action to investigate and remedy potential 
tampering. Dell is unique among PC 
manufacturers in providing telemetry (via 
the DTD App) from its built-in below-the-OS 
security capabilities.1    

 

What are the requirements for use?  

The Dell Trusted Device Application (DTD App) must be enabled to view the telemetry generated by SafeBIOS.2 Options 
where an admin can view insights into BIOS security “health” include the DTD App Console, TechDirect, Microsoft Intune, 
CrowdStrike Falcon and Absolute. 

Note: Among PC manufacturers, only Dell integrates device telemetry with industry-leading software to improve fleet-wide 
security.1 The DTD App, unique to Dell1, is free, downloadable software. It maximizes built-in protections by 
communicating endpoint telemetry between the device and a secure Dell cloud, providing unique below-the-OS insights 
into security “health.” The data transmitted provides assurance that the BIOS is being measured. If any feature reports 
change, the IT administrator is notified of possible tampering. The administrator can find notifications in the Windows 
Event Viewer, a log of application and system messages, including errors, information messages and warnings. They can 
also find this information in their endpoint management tool or SIEM, as Dell integrates device telemetry with industry-
leading software to improve fleet-wide security. Our list of partner integrations includes third-party security software such 
as CrowdStrike Falcon and Absolute, as well as endpoint managers such as Microsoft Intune and SIEMs such as Splunk. 
They can also view elements in Dell TechDirect. Not only do these integrations improve threat detection and response 
with device-level data, but they also help customers make the most of their software investments. Knowing how much our 

https://www.delltechnologies.com
https://www.delltechnologies.com/asset/en-us/solutions/business-solutions/briefs-summaries/dell-trusted-device-application-solution-brief.pdf
https://www.delltechnologies.com/asset/en-us/solutions/business-solutions/briefs-summaries/dell-trusted-device-application-solution-brief.pdf
https://www.delltechnologies.com/asset/en-us/solutions/business-solutions/briefs-summaries/dell-trusted-device-application-solution-brief.pdf
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customers value the ability to view (e.g., security alerts) within their preferred environments, Dell continues to release 
updates to the DTD App, enabling more capabilities within the Intune environment.  

Why does BIOS security matter?   

Keeping organizations’ data safe, whether it be their intellectual property or Personally Identifiable Information (PII), is 
foundational to data security. Hackers have become increasingly sophisticated, and as commonplace threats are being 
thwarted more frequently, cyber criminals are looking for more advanced ways to gain this critical information. As 
organizations have hardened the attack surface in recent years with next-gen antivirus and endpoint detection and 
response solutions, adversaries are forced to look for softer targets.  

BIOS, or its modern counterpart UEFI, forms the bridge between hardware and your operating system. It both initializes 
and verifies hardware integrity before your OS launches. A successful attack at this layer grants adversaries persistent, 
almost invisible control over affected systems. Firmware-level attacks, for example, can survive reboots, OS reinstalls and 
even hardware replacements, remaining deeply embedded across your environment. Stealthy BIOS malware attacks can 
lurk “below the OS,” evading classic antivirus tools and endpoint detection solutions. With BIOS access, attackers can 
bypass OS-level security, capture sensitive data and deactivate critical protections—long before your primary defenses 
activate. 

Popular endpoint security solutions primarily focus on the local operating system and the applications layered above it, 
leaving the lowest level of the PC stack, the BIOS, vulnerable to malicious attacks that can incapacitate your entire 
system. When malware owns the BIOS, it owns the PC and access to the network. BIOS attack is an extremely high 
impact compromise, attacking the root of trust for the PC. Thus, they are very persistent. If an attacker gains access to the 
BIOS, they can compromise all of the device’s endpoint security capabilities, as well as an organization’s entire network. 
This type of attack is highly technical and when executed, very damaging. This gaping vulnerability has become an area 
of increasing concern as attackers look for new vectors of attack. 

How does Dell SafeBIOS combat modern cyberattacks?  

With the growing frequency of below-the-OS attacks and new malware variants possessing the ability to reinstall 
themselves within the BIOS and firmware, organizations need a more sophisticated way to not only protect their systems, 
also confidently verify that their systems have not been compromised. Dell integrates post-boot verification into its 
commercial PCs giving IT the assurance that employees’ BIOS and firmware have not been altered. Rather than storing 
BIOS and firmware information on the hardware itself, which is susceptible to corruption, Dell SafeBIOS delivers an off-
host BIOS and Intel Management Engine (ME) Firmware Verification capability. SafeBIOS uses a secure cloud 
environment to compare an individual BIOS and firmware image against the official measurements held in the cloud. 

Dell automates the early detection of BIOS Events and Indicators of Attack and high-risk configurations by bringing 
visibility to the BIOS configuration history. The continuous extraction and analysis of BIOS configurations and events will 
surface vulnerable endpoints and alert IT admins as the risk increases, allowing them to take action and remediate issues. 
Should the BIOS get corrupted or be tampered with, Dell gives customers flexible reimage options so that the 
contaminated BIOS can be analyzed to understand the nature of the attack empowering customers to verify BIOS integrity 
using the off-host process without interrupting the boot process. SafeBIOS provides added visibility to BIOS changes 
along with extra assurances to keep threats at bay. Additionally, should a BIOS get compromised, the image of the BIOS 
is captured automatically for analysis and remediation after going through the BIOS recovery process. 

How does SafeBIOS help make Dell “most secure”? 

Dell SafeBIOS telemetry is captured and made available through the Dell Trusted Device Application (DTD App), a 
feature that is unique to Dell.1 The DTD App is free, downloadable software that maximizes BIOS protections by 
communicating endpoint telemetry between the device and a secure Dell cloud. By bubbling these unique below-the-OS 

https://www.delltechnologies.com
https://www.delltechnologies.com/asset/en-us/solutions/business-solutions/briefs-summaries/dell-trusted-device-application-solution-brief.pdf
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insights in device security “health” at the OS level the DTD App provides assurance that the BIOS is observable and being 
measured. If any feature reports unexpectedly change, the IT administrator is notified of possible tampering. 

Part of the Dell Trusted Workspace Portfolio 

 
Additional Resources 
To learn more about Dell SafeBIOS and our below-the-OS security, download the following resources: 

• Building a Quantum-Ready Foundation with Advanced BIOS Security | Dell 
• Dell Trusted Device Below-the-OS White Paper 
• Dell Trusted Device Application Solution Brief 
• Principled Technologies Most Secure PC Study 

1 Based on Dell internal analysis, October 2025 (Intel) and March 2025 (AMD). Applicable to PCs on Intel and AMD processors. Not all features available with all PCs. Additional purchase required for 
some features. Intel-based PCs validated by Principled Technologies, July 2025.       

2 The Dell Trusted Device App is available via download and can be found at dell.com/support. 

 

  

https://www.delltechnologies.com
https://www.dell.com/en-us/blog/building-a-quantum-ready-foundation-with-advanced-bios-security/
https://www.delltechnologies.com/asset/en-us/products/security/industry-market/dell-trusted-device-below-the-os-whitepaper.pdf
https://www.delltechnologies.com/asset/en-us/solutions/business-solutions/briefs-summaries/dell-trusted-device-application-solution-brief.pdf
https://www.principledtechnologies.com/Dell/OEM-security-features-0725.pdf
https://www.principledtechnologies.com/Dell/OEM-security-features-0725.pdf
http://www.dell.com/support
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About Dell Endpoint Security 
Secure anywhere-work with Dell Trusted Workspace. Reduce the attack surface and improve long-term cyber resilience 
with multiple layers of defense. 

Visit our page  dell.com/endpoint-security 

Contact an expert global.security.sales@dell.com 

Read our blogs   Endpoint Security Blogs 

Follow us   LinkedIn | X 

The information in this publication is provided “as is.” Dell Inc. makes no representations or warranties of any kind with respect to the information in this 
publication, and specifically disclaims implied warranties of merchantability or fitness for a particular purpose. 
 
Use, copying, and distribution of any software described in this publication requires an applicable software license. 
 
This document may contain certain words that are not consistent with Dell's current language guidelines. Dell plans to update the document over 
subsequent future releases to revise these words accordingly. 
 
This document may contain language from third party content that is not under Dell's control and is not consistent with Dell's current guidelines for Dell's 
own content. When such third-party content is updated by the relevant third parties, this document will be revised accordingly. 
 
Copyright © 2026 Dell Inc. or its subsidiaries. All Rights Reserved. Dell Technologies, Dell, EMC, Dell EMC and other trademarks are trademarks of Dell 
Inc. or its subsidiaries. Other trademarks may be trademarks of their respective owners.  

 

https://www.delltechnologies.com
https://www.dell.com/en-us/lp/dt/endpoint-security
mailto:global.security.sales@dell.com
https://www.dell.com/en-us/blog/tags/endpoint-security/
https://www.linkedin.com/company/delltechnologies/posts/?feedView=all
https://x.com/delltech

