
The 5  
Essential  
Do’s &  
Don’ts 
of Data  
Protection

Nobody can predict what form disaster will take in their 
schools, but this guidance can help you make sure you’re as 
ready as you can be for the worst.
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DO Make a Study of Data Growth
Calculate how quickly your data is growing. Respondents to 
one survey worked in organizations with an average of 9.7 
petabytes of data to manage and a growth rate reaching almost 
600 percent between 2016 and 2018. While that far surpasses 
most districts -- even those undergoing the most dramatic 
shifts to digital learning and digital record-keeping -- there is 
some level of continual data growth (along with concomitant 
shrinkage of data being “aged out”). You have to sort out what 
those numbers are for your setting so your planning incorpo-
rates not just what you’re protecting today but what you expect 
to protect over the life of your backup plan.

DO Prioritize Your Data
The approaches you take to data protection will vary based 
on the inherent value of the data. Student records, learn-
ing management system contents and HR data are far more 
valuable than the inventory of cleaning supplies. That value is 
determined by factors such as how quickly you need to recover 
the data if it goes away or the compliance issues you’ll face if 
it’s lost. Likewise, in K-12, school records age out; as a student 
grows up and graduates or the staff member leaves, the data 
becomes less important. That means you should strategize to 
identify what belongs in a “tier one” category and what can be 
moved to tier three or four, for semi-permanent archiving.

DO Consider What Happens If  
You Lose Your Data
When a disaster strikes, whether it’s man-made, natural or ac-
cidental, consider how prepared you are to get the district get 
back into operation and what the impact would be of not being 
able to accommodate students showing up in their classrooms 
as quickly as possible to continue their learning. These were 
considerations when Hurricane Harvey shuttered schools 
in Texas, wildfire closed operations in Northern California 
and malware locked out district networks in South Carolina, 
Kentucky and Iowa. Focusing on service level objectives rather 
than technology choices up front will help you select the best 
approaches for data protection.
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DO Isolate Your Backup Approaches
Limit access to various environments by isolating copies so that 
if somebody breaks into your network, they can’t modify all of 
your backups. The typical “dwell time” -- how much time cyber 
criminals spend exploring the environment they’ve breached 
-- runs between 100 and 170 days. That’s a long time for them 
to figure out how to drill down into your network. You want a 
set-up that will enable you to reduce susceptibility to the same 
threats and let you restore your data and applications without 
affecting your primary network or repair your primary network 
while you’re still recovering data inside your isolated location.

DO Practice Recovery
Try testing your recovery procedures when it’s not expected, 
such as in the middle of summer and on a Saturday: Crash a 
bunch of key servers to find out how well everybody knows 
what to do when the alerts start arriving and alarms start go-
ing off. It’s good to have backups, but when your system goes 
down, does everyone know what they need to do in order to get 
systems back up? That requires documentation and rehearsal.
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The typical “dwell time” — how much 
time cyber criminals spend exploring the 
environment they’ve breached — runs between 
100 and 170 days.
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DON’T Tackle Data Protection  
as Single Sources
You probably maintain data on-premise, in virtualized environ-
ments and possibly in public and private clouds. As you develop 
your data protection strategy, take all of those into account 
and choose an approach -- and technology -- that covers every-
thing. Otherwise, you’ll be protecting your data and applica-
tions through multiple consoles when what you really want is 
that prototypical single “pane of glass.” Not only will a compre-
hensive scheme simplify the management of operations, reduc-
ing staff effort and time, but it also positions your data center 
to take advantage of software-defined networking with its 
promise and potential for built-in intelligence and automation.

DON’T Avoid Cloud
Education hasn’t exploited cloud with the same level of deter-
mination as other business segments have. In the case of the 
public cloud, there are economic advantages to moving at least 
some portion of data to Azure or AWS, particularly in those 
instances where the data is aging out and there’s little reason 
to keep it close to home for archival purposes. The public cloud 
also serves as an excellent source for an off-premise disaster 
recovery site. Should a flood wreak havoc with your basement 
data center, it’s quick enough to replace the hardware and then 
download the replicated data to put it onto the new equipment, 
without having to load a single backup tape (and hoping it 
works).

DON’T Rely on a Single Approach
Data protection experts advise maintaining at least three cop-
ies of your data on at least two different kinds of devices. Then, 
should something happen to one of your primary devices, that 
same failure or attack would be less likely to occur on the sec-
ondary different type of device as well. The IT organization may 
very well decide to replicate to its primary site, but that’s not 
necessarily the end of the story. If something goes wrong with 
that primary site, you could be in trouble. Say, somebody de-
letes the wrong file; the file could well disappear off the replica 
too. By having your data on two different storage devices, you 
avoid that kind of problem.
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DON’T Over-complicate
IT people perform like heroes. They’ll go into any sticky techni-
cal problem and program and configure their way through it. 
But that’s hardly sustainable. Maybe it’s time, as you modernize 
your data center, to seriously consider the use of appliances and 
hyperconverged infrastructure to simplify set-up, maintenance 
and on-going management. Appliances make a lot of sense for 
K-12 because they remove the complexity of figuring out how 
to run the backup, what the storage should look like and how to 
connect to the cloud. Hyperconverged allows districts to build 
on their expertise in virtualized servers and apply it to storage 
and protection software in a best-of-breed infrastructure ap-
proach. You have the ability to choose what makes the most 
sense for your environment.

DON’T Go Piecemeal
Avoid buying your software from one vendor, servers from an-
other and storage from a third. When you take that approach to 
data protection, what happens is that you’ll be interacting with 
each one of those companies as a separate set of conversations 
when disaster strikes. Choose a backup partner that can deliver 
the entire stack. That’s the only way you can guarantee that 
those teams -- server, storage and data protection -- are work-
ing together and cross-pollinating best practices for the benefit 
of their customers, including your schools.
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Hyperconverged allows districts to build  
on their expertise in virtualized servers and 
apply it to storage and protection software in  
a best-of-breed infrastructure approach.
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DELL TECHNOLOGIES Senior Product Marketing Man-
agers Marc Mombourquette and Garrett Van Siclen work 
with a lot of different kinds of customers -- public and 
private -- to help them develop data protection strategies 
capable of withstanding the explosive growth of data, the 
move from physical infrastructure to virtualized and the 
increasing preference for the hyperconverged environ-
ment. The basic goal: to help organizations figure out how 
to do backups right.

Recently, they talked with THE Journal to lay out the 
challenges schools and districts face in data protection. 
A biggie: Backup and data protection don’t drive the 
organization unless you’re a backup and data protection 
company. “Nobody’s going to sit there and say we’re going 
to have a better curriculum, we’re going to have better 
student outcomes because we’ve got our backups done,” 
said Van Siclen. “That means investments in data protec-
tion usually need to be justified.”

Also, the environments used to be simpler. “It was very 
easy to schedule back in the old days because the com-
puter was only doing one thing and it wasn’t being used 24 
hours a day,” he explained. “Virtualization has introduced 
the idea of using more resources of your server. There’s a 
lot of idle time that allow you to run multiple virtual ma-
chines on top of that same piece of hardware. But now the 

challenge is, how do you get everything you’re backing up 
on the system without impacting all of the other applica-
tions running on that same server?”

Even as the complexities in education have grown, how-
ever, so has the capacity for technology to address the 
challenges. For example, said Van Siclen, “instead of back-
ing up a virtual machine like it’s a physical machine, Dell 
has integrated some of the native interfaces of VMware 
into the products to be able to help manage data protec-
tion.” That could be as simple as using tagging so that 
when a virtual machine is created, it can be identified as, 
say, running SQL or Linux, and then automatically inherit 
the backup policy. Or IT can create a catalog, he suggest-
ed, that lets people select the VM that they want to have 
created. “As part of that process, they can automatically 
associate a backup policy to the specific type of virtual 
machine that’s being requested so that the company can 
ensure they’re protecting that VM based on the set of 
policies that’s been defined by IT.”

Likewise, added Mombourquette, data protection stor-
age now has the capability of protecting workloads “no 
matter where they reside.” The same software that handles 
deduplication and data verification, snapshots and replica-
tion on traditional forms of storage (NAS and tape) can 
now do it across the “continuum” -- on-premise, for remote 

Two experts examine the challenges and bright spots in K-12 data protection.

The Secrets for Doing 
Backups Right
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offices, in virtualized settings and on the cloud. The data 
protection software also does reporting and metadata 
searching across all of the different backups. Customers 
purchase the tech with a single part number and then pick 
and choose which products they need based on the devices 
they’re protecting, how granular their data recovery needs 
to be (recovery point objective) or how long it takes to 
recover the data and applications when there’s a system 
outage or data loss (recovery time objective).

Another beneficial shift for K-12 settings is the move-
ment to the hyperconverged infrastructure. Hypercon-
vergence integrates compute, storage and networking 
components and overlays those with a software-defined 
management system. But the tricky part is the data pro-
tection.  “While hyperconverged solutions are changing 
the norms of today’s IT by converging multiple stacks of 
traditional IT into a single solution,” said Mombourquette.  
“You still want to make sure that your data is stored in 
multiple places, and you have the ability to recover that 
data if something happens.”

Here’s where the cloud proves its worth, he added. 

“The whole idea of data protection is to make sure that 
you’ve got copies of data so that no matter what happens 
-- whether it’s a compliance thing or a new app or some-
one trips over a power cord and a server goes down -- you 
can recover. Being able to go from a virtualized workload 
in that hyperconverged platform out to the cloud and 
back down is a really attractive one, especially for a 
school district. If you’re budget-constrained and don’t 
have disaster recovery sites, this is a great opportunity to 
take advantage of some of the stuff that’s happening in 
the cloud space, whether public or private.”

And that gets back to the justification for the invest-
ment in modernizing data protection. “Too often the 
backup solutions school systems are using today don’t 
move forward,” Van Siclen noted. “We can help the IT 
department reduce the costs of ongoing maintenance or 
storage costs they may have today -- and the unreliability 
-- and allow them to do more with less, less people, less 
work. Data protection is all about paranoia. Our products 
help IT feel confident that the data that they’re trying to 
restore is good.”

You still want to make 
sure that your data 
is stored in multiple 
places, and you have 
the ability to recover 
that data if something 
happens.

Learn more about Dell EMC Integrated Data Appliance. 

Visit www.dellemc.com/k12 to learn more about  
Dell EMC solution for education

Follow us on Twitter @DellEMCEdu  

https://www.dellemc.com/en-us/data-protection/integrated-data-protection-appliance.htm#collapse
http://www.dellemc.com/k12
http://twitter.com/DellEMCEdu

