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Dell EMC SAN Health Assessment Tools

Free customer downloadable tool

Dgl! EMC Connectrix

Ve
T

Live Optics uses Dell EMC SAN Health output to create a
summary presentation
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Fast, free and easy-to-use SAN auditing software

SAN Health provides useful results

SAN SUMMARY DETAILS FOR SAN_EXAMPLE
SWITCHES IN SAN SAN_E xample

Fabic Name Switch Name | Domain| 1P Address Model [Spesd| 05 Ver | Ports | Unused|
orage_Edge EEFII AL EY 2200 EFAE) 7
iorege_Edae w00 A2 16816241 100 [ 46 | 510 2
iorage_F dge w3850 13216816350 3650 | 26 | 50la il . H H
 amaR Comprehensive reporting with
enver Edge B0 THZABE16348 25000 51.0d E:
ever_Edge Sw24000-24 192.168.163.24 24000 d H
erve Edge P 91601639 0 a ea a n eS praC |Ce
H H H HEALTH AND MONITORING STATUS FOR SAN_E xample
apture a point in time
FabiicName | Mag 0K 0K | Bad Mag OK L Lz C eC S
. Sicrage Fdge ] z

Server Edge

snapshot of switch logs

Fabiic Name
Storage_Edge

and diagnostics

L e o FabicName _[Da|

Storage Edge [ 08

i e erformance graphs for
visualizing activity

EpesSeand

] DeviceSummary.cs B PortCounters.csy 24 SwitchPortUsage.csv 15 Zonelnfo.csv

5] FabricSummary.csv 5] SwitchFRUs.csv 4] Switc v )
]

=)

[\ : H
w1 e Sses.  Geewee  Search, filter and
| |IPaddress  SwitchWWN FRU Type ;;,;;m ';m Sariai Number  Part Numbar f?;f;:s Sort the aUdlt d ata

1
2 |10.18.224.201 '10:00:00:05:33:d6:3c:49  Fan anl
3 |10.18.224.201 10:00:00:05:33:d6:3c:43  Power Supply PS1 ok 123days
4 [1018224201 1000:00:05:33:06:3c:88 | CHASSIS  Unie1 CCD2518H010 | 40-1000737.02 129days
Automated + e
2 i i
7
report :
5 1018224 202 S isvco e
10 |10.18.224.208 AR 120e
t' 1110.18.224.208 e ey S, | R Cooeo, 0 ot
5050 05820 x il
generation iz sossineice it N Yt
13 [10.18.234.208 e e EiexEA LERG2 BT U f I t I
RR10:8 224704 \ mucu G 71 oot < oors setul 1o p 0] Og y
Bl

2000000642398 ot Eh s

o diagrams to view
RN, = physical layout

000D anze
Rama 8010410
mai b: i 10
7 16216616358 P12 168.163.10
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Installing SAN Health

SAN Health installs easily within 3 minutes

» Select a suitable workstation

* Any Windows box that has TCP/IP connectivity to the management port of the SAN
switches

» CPU and memory requirements are dictated by the number of switches that will be
audited at any one time

 Less than 20 switches requires an Intel P4 or AMD Equivalent (AMD K7) and
512MB of RAM

* The memory requirement then increases in relation to the switches in the audit.
100 switches , the maximum supported requires 4GB of RAM with a fast, modern

CPU

DELLEMC
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SAN Health Diagnostics Capture

Client Side Software

* Quick, easy and intuitive to use S—

() New [ Open | Z Import | ld Save| [ Options | Gw FICON 15Devices Indudt 0 Completed 0 Faied LOGPM 103201 @) Help|
0 Swilch‘ P capture |

(31 Site Details | O, Add Switches |

* 510 10 minutes to complete an audit

Woildwide Name 1000 00051 e 4a .03
Switch Modsl DCX 85104

Fabric

cz
M3 10.25.161.133
3 10.38.181.135
M3 10.38.161.131
B3 10.38.161 101
& [F@) Virtusl Fapric TID 3
3 10,38 161 101

Chassis Wwh 00000051 e 4=11.77
Chassis name PLUTO_G0

switen_111

» Connects via telnet/secure shell to the e e

switches and retrieves the output from non-

Please ensure thal the IP addiess and user home FID Cl 5
are appiopriate forths logical switch 10.20.114.123

intrusive show commands e

User Mame: [adrmin

F3 10.20.124.33

3 10.20.114.127

Password

Visio Layauk: Automatic &

Test_Connectivity
Get Switch Details

« Can run against a single fabric or multiple
fabrics at once e, - Sl

1) 130334 Activty Log Cleared

DEALEMC
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Running SAN Health

Follow this simple process

* Four simple steps:

1
2
3
4

Enter Site Details

Enter Switch and Fabric Details
Run the Audit

Generate the Report

= Optionally select report content and fine
tune audit options

33 SAN Health Version 40.0d

0 New |z Open | (21 Import | [ Save| [ Options | By FiCO]

Help|

31 Site Details | 2 Add Switches |

Switch | ) Capture

5 Devices InAudt 0 Completed 0 Failed
) txerele 1

Suiitch Name [BASE_SWATCH_T0T
\warld Wide Name [000.00.05:Te 4203
Switch Model DCX 851
Darnain D 7
Chassis WwN 000,000
Chassis name FLUTO_A0

edafiTl

Logical Switch Information {f Applcable)
LS Number [3

Fabic D &

Base Domain T

Base Swich e

Plass ensurs that the 1P aclchess and user home FID
are appropriate fo this logical swich

SetFID / Content [2
1P Address: (1038161101
User Name: [admin

Passward:

Visio Lapout: Automalic 5

Test Connech
Get Switch Detai

FI@) Viztusl mabric 510 2
B3 10.98.161. 101
Fanric &
FI3 10.58. 161,138
HIS 10,98, 161.135
M 10,55 161134
Virtuel Favric FID 3
FI3 10.58.161.101

el

& ctviy Lo OWarnings 0 Erors

T 093648 (3Fabics, 3 Sulshes, 3 Sefeated, 0 Camplted, 0 Falkd)
b
1) 093648 Adding 103551134 10000005 1203583 Eravade E300_154 Modela00
) 093648 (3Fabics, 4 Sulshes, 4 Sefected, 0 Campleted, 0 Falked)

s

] =
i) 093648 (3Fabics, 5 Suiches, 5 Sefected, 0 Camplted, 0 Faikd)

§3 093547 The Audit Set CASAN Health Audis Example LSET has been loaded
i 093647 There ae 5 Devioes I Audi

3 Clear | |l Save

10:00:00:05:1e:4a: DCX 55104 BASE_SWITCH 101
1001
1001
1001

5:03:00 5300

10-00:0 DCX 85104 switeh 111

— Main Work Area

7 of Y © Copyright 2019 Dell Inc
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SAN Tree View «
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Running SAN Health

1. Enter site and contact Information

* This information is used as the report et o G s e e

Fabric | £ Switch | B Capture |||/ compiete o 54 Healh ausit

. . . .
Nams this Report* [E rample 1 I @pisr i i 1) Name the repart, enter site details and report retum options
LI A These detals are used onthe fle page of the epart and o ensurs carreet repoit et
st lall ey o8 oy I the report and for Fieport pracessing is centralized at Brocade and reparts are returmed via 3 secure single sign on web page,
Firsk Name* |John It don't already he sigh on, ohe is automatically created from the site details you enter.

Last Names [Smith 2] Enter a Switch IP Address and login credentials to add a fabric

t | t :I r rt Job Tile* [SAN Admristater Ericurs thak switch ogin credentils st cortsct and plionsly sekthe Visis disgram postion fo esch switch.
| I e ‘ ‘ ' l I I e e e ‘ ’ Phene?|406 333 8000 3) Click on the fabric(s) in the tiee view and complete the Fabric details

retum.

Company Details  Name[SAN Com Name the fabii, enter  specity the for each fabric.
Address1*[1745 Technology Diive 4) Test Connectivity to the fabric members
Address2 Click on the "Test Connectivit” button  the fabiic ot individual switch =vels o test Ingin credertials.

Each switch fabric membership, type, model numbst and communication capabilties are determined

iy [San Jose.

. .
[ 5) Save the audit set file you have just croated
[ ] 2 celd Coce : Save the SET fl sa thal you dont have to enier alof these detal again for ulure aus
State/Provinzes [ CA - i
County| United States - BJ Stast:ihe Audet
Click on"Preflht Check', if he audit cetais have been entered correct the "Star Auct” butfon is enabled

. Report Retum Emait | orp.com
- Fietype Emsit {John mib@SANCarp com | | 8031253 s vald 1o erre LEGEND
corect fepot etun (1) Incomplete data - Cick o the item and add the missing detais T

) Complete dala - Read for the audit to be statted

Optional: Send a copy of the report to the following people? =
W i i i s i (£ Audi completed - Diagnostc data has been sucoessfull collcted

report will be posted for download B I S

7] noiher company that yeu are working wih Ao A
© Sessionrefused by the target or 2 frevial s the communisaton path

(%) Bad login credentials - Click on the swich to change the username/password

5 acTrTy Log 0Warrings 0 Eor () Clear | | Sove Capiuiing thioughput data for the speeified duralion (FOS switches only]

* Optionally, if you wish to share the e
oport with SUasort or somonne that
you are working with, enter these

details here

33 Brocade device discovered
093645 Adding 1038 111100 0005 143 508 Enosade itoh_N1Hcdel OCK 5104

0336:45 (3Fsbrios, § Suitches, § Selected, 0 Completed, F sed)
033647 The At SetCASAN Health AUdsiExampl 1SET has been losded (2) Unknown devics, please save the log and send it to SHAdmin@brosade. som
033647 Thare are S Dsvices n Aucit

ks Cisco deviee discovered

il

— Optional Additional Report Recipients

— Site Details Tab Detailed Instructions <«

8of Y © Copyright 2019 Dell Inc



Running SAN Health

2. Enter Switch and Fabric Details — Add Switches Tab

» Add switches by inputting their IP

address, a username, and a password

« Additional switches in the fabric will be

automatically discovered

« SAN Health is Virtual Fabric aware and
Fabric ID/Context can be entered here

New for 4.0!

9ofY

Import | [ Save | ] Options | [y FICON

[V This switch is patt of o vitual febric:
bric 1D / Contest 111
Add Switch/Fabric
[ on fails, ry changing the D etection Times 0t Valus in the Options menu

=] Options
tches | - Fabiic | i Switch | P Capture || ) =xarpie 1
@

© Copyright 2019 Dell Inc

L5 Add Switches Tab

* |P Address
» User Credentials
* Virtual Fabric ID

SAN Tree View <

DEALEMC



Running SAN Health

2. Enter Switch and Fabric Details (cont.) — Fabric Tab

» Add the fabric details T =
31 Site Details | O Add Su..ncr.es[itf—-hicljz%:v Switch| b Capture | @lmmé T

— Give the fabric a logical name
— Enter the support provider

— Select the duration for capturing port
throughput statistics (Brocade FOS based
switches only)

—Fabric Details Tab J
 Fabric Name SAN Tree View
» Support Provider
» Performance Capture Duration

DALEMC
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Running SAN Health

3. Running the Audit — Starting the Audit

® A p re -fl i g h t C h e C k i S CO n d u Cte d b efo re ’?A;‘E:/Ea“"f”‘{‘)’:;“m‘j Import | [ Save | [:] Options | ©x FICON § Devices InAudt 0 Completed O Faied li{y‘%\pj
. 34 Site Details | . Add Switches | - Fabric | Swm: ‘g') Exarple L
an audit can be started 7

— If anything is incomplete or incorrectly oty
formatted, an error will display in the activity log

| Preflight Check

Start Audit

» Clicking on “Start Audit” launches an
individual telnet or SSH session to each :
switch and the output from diagnostic
CLI commands is captured

Ay items that i the pre-ight check wil be displayed with a yelow warming

Iltems that need to be rectified
— Pre-flight Check / Start the Audit

DEALEMC
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Running SAN Health

3. Running the Audit — Monitoring the Audit

« All activity can be stopped at any

time by clicking on “Stop All
Sessions”

* The tree view displays the progress

for each switch

 Right-click on any switch for more
options

Display the detailed progress of that switch

Stop the capture for the selected switch
Stop the capture for all the switches

12 of Y

=

SAN Health Version 400d

Siop All Sessions Jfor right click on a switch to display progress or stop an individual session

5 Devices InAudt 0 Completed 0 Faled Help

ACTIVITY LOG 3Warnings 0Emors
0308 1035 1611013303)5ending ad -show 3 of 85
0308 1035 161101331108)3ending ad ~show 3 of 85

03111038 61125(3557 aB)Sending ad ~show 3 of 5
0111038 BT SafA03)5ending ponENShow 40f 55
0111038 BT Saff04)5ending ponENShow 40f 55

0312 1038 161103(03b63)Sending ad ~show 3 of 5
0011038161 135(555759]Sencing ponEnShov 4 f 85
031038 B1101$08)5endng portStatsSHow 4 018115 of 85
O 1038 IGO0 endng poniStasShare 4 0-799-5 of 85
H0:410.38.151193(390300)Sending aasconfig -show § oF 63
0315 10.38151133(02b163)Sending ponErShan # o 35

07 10.38.151153(290300)Sending agshow 7 of 85

0T 038 G110+ 3H04)5ending aaaceonfiy -show of 85
0 10,3661 108{02b4E3]Sending pon St Show -0-23 5 6 85
0201038 151102(50300)Sencing sptpoliey § o 25
02201038 1610183108 Sending agshon 7 of 85
0211038 G0N0 Sending 33300mfi =howE of 85
00:2110.38 61 105(E557 59 Sencing sasoonfi ~show € of 85
0222 1038 161 103(350300)Sending ofgSha § o 85
02231038 161 10{0sbHE)Sencing sasoonfi ~show € of 85
021038 EL014308 Sending sptpelioy & of 25

024 1038 L 143002]Sending agsho 7 of 85

0224 1038 5L 05(35573) Sending sghons 7 of 45
0261038 5L 24{0bA2) Sending sgho 7 of 85
0261038 5L 1143004 ending ofgSho d of 85

027 1038 EL014302]Sending sprpelioy & of 25
03281038 151 35(855729)Sending aptpolioy § of 25
103291038181 104{0sbF5)Sending aptpoiioy 8 of 35
0329 1038181 1014204 Sending ofgSize 10 of 35
103301038181 10142H03]Sending oigShowd of 85
103911038 B1105(E55759Sending cfaShow Iof 55

#0332 1038181 153(:0300)Sending ofgSize 10 of 35

10392 1038 181104{ b5 Sending cfaShow 3of 55
103321038 1811018304 S ending chassissonfiy 1l o 5
10334 1038 181103(:80300)Sending chassissonfi Tof 85
10335 1038 18110143404 Sending chassisshow 124 85
10336 1038 181 0143H03)Sending oigSize 10 95

10337 1038 181153(380300)Sending chassisshow 1204 85
103381038 18110143404 Sending chsssisname 13 535

1) Clear | [z Sav

L]

& i) vizcusy Fapric D 2

10.33.161.101 Sending cfgSize 10 of 85
Febzic 2
10.38.161.133 Sending chessisshow 12
10.38.161.135 Sending cfgshow 3
10.38.161.134 Sending cfgshow 3
5 @) vizsuel Febric FID 3

10.38.161.101 Sending chessisname 13 of 85

Right-click
on a switch

Display Capture Progress For This Switch
Stop Capture For This Switch
Stop All Active Switch Diagnostic Sessions

N

© Copyright 2019 Dell Inc.

Activity Log

Session Activity View <

— Stop All Sessions
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Running SAN Health

3. Running the Audit — Performance Capture and 2" Port Stat Capture

* FOS switches can be set to capture port
throughput data for a specified duration

* PortstatsShow and portErrShow will run
a second time at the end of the audit to
capture the delta in port error counters
that occurred over the duration of the

audit -

13 of Y

[Fv) Fos 7.3.0 Test
= [E¥) FOs 7.2 Test Fab 1
Ea 10.17.63.80 SESSION CLOSED - COMPLETED SUCCESSFULLY
[VIES| 10.17.62.103 Pert Sample (5 (0.8 of 1 min)
E% 10.17.63.104 Sending portErrShow Znd capture I
[FIE® 10.17.63.110 Perf Sample (3 (0.5 of 1 min)
[ 10.17.63.149 SESSION CLOSED - COMPLETED SUCCESSFULLY
0 10.17.63.158 Sending port$tatsShow -i 0-383 -f 2nd capture
1 10.17.63.162 Sending uRouteShow 84 of 85
M 10.17.63.166 Perf Sample (3 (0.5 of 1 min)
10.17.63.179 Perf Sample (1 (0.2 of 1 min)
v 10.17.63.191 SESSION CLOSED - COMPLETED SUCCESSFULLY
10.17.63.218 SESSION CLOSED - COMPLETED SUCCESSFULLY
10.17.63.220 Perf Sample (5 (0.2 of 1 min)
% 10.17.63.223 Sending portErrShow Znd capture
“4 10.17.63.224 SESSION CLOSED - COMPLETED SUCCESSFULLY
3 10.17.63.2Z5 SESSION CLOSED - COMPLETED SUCCESSFULLY
10.17.62.227 Perf Sample (3 (0.5 of 1 min)
g 10.17.63.232Z SESSION CLOSED - COMPLETED SUCCESSFULLY
F- ) Fos 7.3 Test AGs
B 10.17.63.222 Perf Sawple (5 (0.8 of 1 min)
10.17.63.221 Perf Sample {5 (0.8 of 1 min)

L Performance Capture In progress

© Copyright 2019 Dell Inc

— portStatsShow and portErrShow 2" Runs

DALEMC



Report Generation

4. Generate the Report — Reviewing the Captured Data

» The final screen displays all captured
diagnostic data

» Upload the raw diagnostic data file to
the centralized report generators for

automated analysis

— Click the button to automatically send the file
via HTTPS

— Click on the email address to generate an email

and attach the file

— Click on the URL to manually upload via HTTPS

14 of Y
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19 Devices in Audit, 19 Completed and 0 Failed

CASAN Health Audits\Sam Yadmin 141231 1007 FOS 7 3 Fabric BSH |

78| version="L0" encading="IS0-8859-1°2>
<1-- SAN Health Diata File Created Using SAN Health ¥ersion 4.0.0b Test Build! -
<5 ANHealth AuditDiata
<CaptureDate>
<Date>
<Dap 20703y
¢Manths D2¢#donths

<feary 2014/ Vears

«/Dates
«Times 10:07:23¢/Times
</CaptureDate:
<SaNHealthversion:
<Majors <iMajar:
<Minor: D</Minar
<Revision Dc/Revision:
«/SANHealthiersion:
< AuditUniquelC-
10> 1B FIZ25F Y WE M4 S D> =l

To complste the SAN Health process you must send the encrypted S4M Health data file [ BSH) ta the repart
aeneration queue 50 that it can be tumed inta an Excel-based repart and Visio topology diagram,

Send the diagnostic data file to the report generation queue via HTTPS

Or submit the file yourself manually
Az an email attachment to
SHUpload{@brocade.com
or click or the link below and follow the instructions

hitps://my brocade. comfupload/RepontGeneration.jsp

If you do not receive a repoit back within 48 howrs. please contact SHAdmin@brocade.com.

Pronessing time is usually fom 1 to 8 hours depending on fabric size, 48 hours is stated to
allaws for any error conditions that may arise.

Three files will be returned to you inside a single zip file: 4 report in Microsaft Excel format [xls)
A topology diagram in Micrasoft Visio farmat [ wed)
A 54N Health Professional data file [.SHData)

The report will be posted o a secure single-sign-on download page against the user ID

syadmin@san_techs.com

It an account far this user 1D does not alizady exist, it will be automatically created and an activation email sent,

Fielun o Staf Screen | Exit |

— Upload Methods Review Captured Data<—
L—— Audit Results And Filename

DEALLEMC
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SAN Health Report Generation

Automated Processing and Report Return

1) Detailed Report (Excel)

:-\ = 2) Topology Diagram (Visio)
—) (% 1 —
ﬁ 3) SAN Health Pro Data File
< eturn

< ' Report R
Diagnostics Capture Report Generator 4) Audit Data as CSV

» The report generators analyze the raw diagnostic data, graph the performance data and
generate a detailed report, topology diagram and CSV data files

* Report generation is a real time automated backend process
* Usually 1 to 10 hours to process (48 hour maximum)
* Reports are returned via a single sign on secure download

* Reports are automatically deleted after 30 days
DELLEMC
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Summary of the SAN Health Process

4 Easy Steps

Enter Switch and Generate the Report
Enter Site Details Fabric Details Run the Audit

DALEMC
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Setting the SAN Health Options

General Options Tab

SAN Health Options

° Au d it o pti o n s a re ty p i cal Iy Ieft as [ General Options ] < witch Diagnostics | Device Names | Report Fomat | Diagram Format | Audit Data File Upload

Select The Waorking Directory

d efa u It £ CASAN Health Audits T

Telet/S5H Session Timeout and Responsiveness

Haw lang ta wail for the Telet/S5H port to connect |6 S econds [defaull] -

S H H How long ta wait for the login handshake to complete |60 Seconds (defaul] =

« Some environments may require ST e i P I e r—
Pricrity the CPU should give to the Telnet/SSH Session | Mamal [defaul] -

Ch a n g eS to th e ti m eou tS O r to th e How patient and forgiving of show command resporses | Mormal [defaul) -

Frotocal use
S S H/ I el n et 0 rd e r @) Use Telnet Fitst Then S5H If Telnet Fails [Defaull)
(71 Use SSH First Then Telnet If SSH Fails
) Or Use Telnet
) Dnly Use Secure Shell(35H)

I[P addresses can be stripped from the

| Use weak encryption when saving the password in the SET file May be necessary on some Japanese or Chinese Windows versions)

raw data if desired

Remove [P Addiesses From The Resulting BSH Data File  (Example: 192.168.10.23 would become =
Note: This option can interfere with HEA fimware and diiver level iepoiting as the text fomat can be similar o that of an P Addiess

Riesel ToDefaul_| [ Dore \

> Protocol Working Directory«—
> Hﬁ?eout Settings

DEALEMC

17 of Y © Copyright 2019 Dell Inc



Setting the SAN Health Options

Switch Diagnostics Tab

SAN Health Options

° Rev i eW th e d ia g n O Sti C CO m m a n d S th at (L& eneral Options [ svitch Diagnostics | Device Mames | Fieport Format | Diagram Famat | Audit Data File Upload

Select The Waorking Directory

will be sent to the switches during the - =T

.
a u d It How lang 1o wail for the Telet/SSH port to connect [8 Secands (defaul]

How long to wait for the login handshake to complete | 60 Seconds (default]

How long to wait for a command to finish returning all data | 5 Minutes [defaul]

— Deselecting commands will result in less e et e ki
information in the final report

444 faq

Protocol use

@) Use Telnet First Then S5H If Telnet Fails [Default)
{71 Use SSH First Then Telnet It S5H Fails

 Port Statistics can be automatically reset 2
at the end of the audit to see the

[T Use weak enciyption when saving the passward in the SET file (May be necessan on some Japanese o Chinese Windows versions)

changes between reports

[T Remove IP Addiesses From The Resulting BSH Data File  (Example: 192.168.10.23 would become ™., 23)
Note: This option can interfere with HEA fimware and diiver level iepoiting as the text fomat can be similar o that of an P Addiess

. Riesel ToDefaul_| [ Dore ]
New for 4.0! )

> Protocol Working Directory«—
> Hﬁ?eout Settings

DALEMC
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Setting the SAN Health Options

Device Names Tab

- Set the method for determining device )

General Diptions | Switch Diagnostic{_Device Hames JJricpon Fomat | Diagrem Fomat | Audi Data File Upload |

Device Name Detection Order
names here

{2/ SAN Heslth wil uss ssch | 11| HBA Host Mame Z
- Detecting the Host Name from the HBA where supported by the HEA method in the order that 2)[Zone Alias Name =
you select fram 1 through
- Mapping Zone Alias names to device Whhs
2 ; aitonpno ot s fist 31| Switch Port Name: >
~Using any assigned switeh port names method that produces a

H H ~Laoking up 'WWNs in an optional Nicknames file EuloRavER AN 4| Imported Nicknamss Fils -
» An optional CSV file can be loaded e e

5[inpotedCevFis ]
— Use this CSV to add custom names and any )
descriptive text '

Load DCFM or EFCM Micknames NE]

Please select a comma-seperated-value file that contains 'WwwWHN to Device MName information ‘ Load CS¥ File
Device WwN | Device Name | Additional Information [Optional] | Hyperlink (Optional] |
. . The following data s example data oy
- yp eriink can also pe a e to an y evice to 21:00:0060:80: 048076  HO-MAILDS_HBAT ProdStis-Rack12 hitp:£/HO-MAILO3 M anags htral

B0:06:01:60:40:04:43:95  Q-DBSWROS_HBAZ DRSite-Rack3d Telnet://HO-DESYROS

. . . . 20:00:00:£3:81:00:38:4c TAPE-SILOZD3 ProdStie-Rack10 hittp: #/TLibrarg02748 ocate. jsp
a"OW it to be ||nked in the report (See next page 00041 340020412 DISKFé ProdSite Frame1 hitpe/ /192168121 11/LUN bl
for hyperlink details)

| Reset TaDetaur | [ Dore

— Load CSV File

— Device Name Detection Order

DEALEMC
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Setting the SAN Health Options

Hyperlinks
* Hyperlinks allow external management
. . P11 win2k3_40_port3
applications to be launched from the AR v?&?@é’fo%i‘agbzeeeg:da
Excel report or Visio diagram 3l R Nl P6 win2k3_106_port0
S £ sEmulex HBA LE’QQO%
— Example Hyperlinks Eatl H hy o wjregeree
= http://HQ-MAILO3/Manage.html ; ] o
- Telnet://HQ-DBSVRO05 1 i e
= http://TLibrary02/Allocate.jsp Lok T ]
- LUN_Allocate.cgi 1P 163-168.163 88
= FRAME_DF_Report.txt
— If the hyperlink is to a file, the file must be in the L ,Right-click Icon To See

Hyperlinke——
same directory as the Visio or Excel file. Custom Properties

Hyperlinke—

Werid Wioe Name evice Nay | Description | Avg Perf | M

A WA
NiA WA |

NiA WA
[21:00:00 #0.85:04 8078} TETER | ——
A

/nttp:/hq-mai03Manage. himi - Clck once |—
1o follow. Cick and hoid to select ths cell.

DALEMC
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Setting the SAN Health Options

Report Format Tab

-
SAN Health Options

» Select report content

Excel Report Cortent

Diagram Format | Audit Data File Upload

@ Create a full length $4M Health repart

° S et re po rt pa g e S i Ze ( Lette r O r A4 ) ) Create a shorter summary report showing anly the SAN, Fabiic and Switch summaries.

[¥] Include performance graphs in the report [FOS Switches only. Please set the duration of the performance capture for each fabric)

[¥] Include the Visio place holder page that is inserted for page numbering consistency

* Add a company logo to the report footer e

Excel Report Formatting Options

@ Format Pages For Letter Size Paper

(21 Format Pages For &4 Size Paper

| Asdd an image or company logo to the report page footer
File Name [*bmp, *.gif, % pg)
I Brawss

i Recommended Image Size 'Width 130 » Height 60 Fixels

| Reset TaDetout | [ D |

Add a logo Report Content—

L— Page Size

DALEMC
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Setting the SAN Health Options

Diagram Format Tab

SAN Health Options

® Set Whether fabri CS are draWn On One General Dptions | Switch Diagnastics | Devies Names | Repan Format | Disgiam Format i) A D ata File Upinad
page or multiple pages

isio diagriam content and formatting options

) Draw each Fabric on & new Yisio pags (3 Fabrics would returm 3 pages within the Visia file]

@ Flace all Fabrics on the same Visio page (Recommended when auditing routed fabrics]

[¥] Create an additional high level diagram just showing the switch topology

» Set whether an additional high-level
dl agram COﬂSl Stlng Of ju St SWItCh es I S 0t vl vl i Bt s Tor e et i et 18 Vi eyion foons?

Ling 1| Device Alias Name [Blank if a Zone Alias doss not exist for the devies]

Line 2| Device Deseription - based on decoding the World Wide Name Emulex HBA

ETS_SERVER_01
C re ate d Lire 3| Mods 'world Wwids Name of the device: - g G

What values would you like to use for the text that appears with the Visio switch icons?
Switch World Wids Name

» Set what data fields populate the text i

next to device icons and the text under - o
switch icons
| Fiesel Ta Default | [ e |
L5 Switch Text Diagram Content«——

L5 Device Text

DEALEMC

22 of Y © Copyright 2019 Dell Inc



Setting the SAN Health Options

Automatic Data Upload Tab

 Auto upload of diagnostic data file can
be set to occur at the end of each audit
— HTTPS upload can be set and tested
— Email settings can be set and tested

— Set SAN Health to use a proxy server if
required

23 of Y © Copyright 2019 Dell Inc

SAN Health Options

General Optiors | Switch Disgnostics | Device Names | Report Format | Diagram Format - Audit Data File Upload

Https Connec tion Options

[#] Use a Prowy server Prosy Server Addess

Prosy Server Part 50

&utomatically Send the BSH Data File in for Frocessing

[¥] Autamatically send the BSH fils to the report generation queue on audit complation.

Advanced Optians |

@ Submit the BSH file using hitps Test hitps Connection

] [ Send & Test File

(7 Submit the BSH fils using smail
Set The From Addiess 45 | [Brignan@e-.com
Ernsil The BSH Data File To. (6HUplosd@Gbrocade.com
[Typically SHU pload@brocade. com)
SMTP Server (Dptional)

Send & Test Email

Fieset To Dsfault | [

DEALEMC



Running SAN Health

Scheduling Audits

* Windows Scheduler can run audits on a

set schedule

* Run SANHealth.exe as the program

= Use the .SET file as one argument

= Add /autostart as a second argument
= Password does not need to be stored

= User does not need to be logged in for SAN

Health to run

24 of Y

Mew Action

(%) Create Task

General |Triggers i Actions i Conditions i S

MName: SAM Health Once & Week

Location: )
Author

Description: .Schedulet.o run SAMN Health gl

Security options

‘When running the task, use the following uj

You must specify what action this task will perform.

Action: ‘Start a pragram

Settings

Program/{script:

Add arguments (optional):

"C:\Program Files\Brocade\SAN Health'SANHealth.exe” Browse..

C:\SHATL Set fautostart

Startin (optional):

E OK | | Cancel |

SWH-01\Administrator
(2} Bun only when user is logged on

@ Run whether useris legged on or not

[T Run with highest privileges

Change User or Group... |

[¥] Do not store password, The task will only have access to local computer resources.

[7] Hidden LConfigure for: | Windows Vista™, Windows Server™ 2008

b |

é_
Exe And
Arguments

0K ] | Cancel

]

© Copyright 2019 Dell Inc
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Report Content

Easy to Navigate Spreadsheet

TABLE OF CONTENTS
SAN SUMMARY

° The Mlcrosoft Excel_based reports are gjzcseullj'nell'lﬂﬂ“rgﬁrSAN_ExampIe ............................................... . P_aqe_E

Vizio Topology Diagram

Structured |n a hyperllnked’ drl”—down Commentz And Recummendatmnsp_aqe_s

FABRIC DETAILS

hierarchy of SAN to Fabric to Switch to Esbri - Storace Edoe

Fabric Summary and Port Map For Storage_Edge.............. Page &
Zone Summary For Storage Edge..........cccoocovvvvvcniiicinnn, Page 11
Port Fabric - Backbone
Fabric Summary and Port Map For Backbone.................... Page 13
Zone Summary For Backbone. ..............cocooviiiiiniciece o Page 15
- Each page as a hyperlink back to the - ;
yp Fabric Summary and Port Map For Server_Edge.................. Page 16
. . Zone Summary For Server BEdge............ccocoviiiicinie e Page 24
Table Of Contents to make navigation SWITCH DETAILS
Switch Summary and Port Details For sw3200_32...............coce Page 26
th rou h |ar e re OrtS eaSIer Switch Summary and Port Details For sw3800_38.. ... Page 2§
g g p Switch Summary and Port Details For sw7S00-75.. ... Page 32
Switch Summary and Port Detailz For sw43000-43 ... Page 35
Switch Summary and Port Detailz For sw4100-41.. ... Page 41
Switch Summary and Port Detailz For sw200e-20.. Page 44
Switch Summary and Port Detailz For sw24000-24 ... Page 47
Switch Summary and Port Details For sw3850-50...... ... Page 51
Switch Summary and Port Details For sw3900-39................c.co. Page 54
APPENDICES
B an sty OIES o v e o pimnstns i s gt s M St Page 57
Glozsary.................
References.
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Report Content

In Report Explanations

Select the cell you would
like Information on

Many cells in the report can be selected to see more info in the formula bar
Learn more about report content such as zone membership, hanging zones, etc

fx | Hst:Trg (Total number of hosts compared to the total number of targets)

POR
Part Counts Erem Fu m%mks . Fan Out Fatiog Paort Speeds
Switch Mame Total Free Unlsd Disk Tape Host Aplnc Ghy| IS0 TrkMaTRSIqHst TrgDve: IS 1G 26 4G 8G 16G 1GE 10GE
LOOk in the formula bar FAMDAD2 e[ [ 0 [M MO0 0[] 1T [ 0 [093(571] 0] 4734 28] 0 0[]0
for explanatory details
-\
> ﬁr| Average (During the performance capture portion of the audit, this was the average throughput for this I1SL)
ARY
From Switch Ta Switch I1SL ar FSFF Farthest | Dynaric Available B andwidth and Utlizahon
Marne Dom Area Slot/Part Mame Dom Area Slot/Port| Trunk Type | Cost | Pnt(Hops) | or Static | Speed  BW | Average 1% Use Peak, % Usze
FébDa03 [174] 24 [ Ie1/25 FamMDa0Z [22] - T 1725 ormal 151 - 1 BhGbps[ 8 T2 2MES: 1% | 44BMBSs [ 3%
FérdDa03 [1T7al 721 re2/25 FamMDA0Z 221 - [ re2f2s ormal 151 - 1 5] BhGbps[ 8 11.2ME/s 1% | 474MBSs [ 4%

f | Hang Mems (This is the total number of zones that are hanging, meaning they have one or more members defined, but not present)

CONFIG "ZONESET_A" IS ACTIVE

Zone Aliazes Statistics Zone Statistics Config Statistics Zones in
[Database Lze Total  AvgMems Maxbems Hang Mem Total  Awgkems Maxbems fHangbMems) Total  Avghems MawMems  Hang Mems Active Config
1.2% FIIEEEEEE a1 | 3w ] 19 145 ¢ | zwm | s [ 211

B N Bmbem LI VI

~ ~m 4 o4 =
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Report Use Examples

Zone and Configuration Checking

Aliag Name Alias Memberisy

dell_3bwwn U:U:U:UU:C:ZB:M:TF

“demotestalas|156,5

__hitachi_00/50

dmeB00_15d1

:00:60:e8:02:ee:78:00

50:06:04:8acc: :: :

ZONING METRICS

Zong Aliases Statistics Zone Statistics Config Statistics
Fabric Name Database Use|Aliazes AvlMem MaxMem Han
Prod-1 6.1% of 127k| 72 18 2 B
Prod-2 6.1% of 127k| 84 il 2 X 8
DR-1 5.6% of 127k| 128 1.3 2 28 48 13
DHR-2 9.5% of 127k| 182 1 2 41 5.2 14
TOTALS 466 1.3 2 195 4.4 14

* Hanging zones are identified, these are most likely historical zones where the device has
moved or has been decommissioned

» Alerts are provided for zones with too many members and these should also be examined

Domain| Port | Speed | Status Type World Wide Name Alias Name Dezctiption Avg Perf Max Perf | Port ID
4 0 |2 Gbps| Online F-Port |10:00:00:00:c8:2b:50:a5 ETS_FILEMM_2 EMULEX 37.6 MB/s 65 MBi= | 040000
4 1 |2 Gbpz| Online F-Port |10:00:00:00:c9:2d:03:71 HOT ZOMNED EMULEX 0 MB/= 0 MB/z | 040100
4 2 |2Gbps| Online F-Port |10:00:00:00:c9:2b:5d:ac ETS_BOOTPO1 EMULEX 226 MB/= 65 MB/= | 040200
4 3 [2Gbps| Online F-Port |10:00:00:e0:02:02:88:24 IT_TAPE CROSSROADS | 25.4 MB/s 68 MB/s | 040300
4 4 |2Gbps| Online E-Port |10:00:00:60:69:51:73:1b To CORE1S ISL 14.5 MB/s 44 MB/s
4 5 |2 Gbps| Online E-Port Trunk Slave ISL 14.8 MB/= 44 MBi=

« Devices that you forget to zone will not be able to communicate DELLEMC
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Report Use Examples

Switch Setting Consistency

Ensure consistency
of management
settings

Easily identify
configuration
anomalies

Check monitor and
alert settings

HEALTH STATUS AND MONITORING

Switch State Power Supplies Fans Temp Sensors Errors SHMP SysLog
Switch Mame Marg 0K | Bad Mag 0K | Bad Marg Ok | Low 0K  High | L¥l Lvl2 | Ho  Yes | Mo “es
SHRFOI T T L s e I I i P < I 8 T s I I B
SHRFOO2 1] 1 0 0 2 1} 1] 4 1 3 1] 0 0 1 1] 1] 1
SHRFOO3 0 1 0 0 2 1} 1] 4 1 3 1] 0 0 0 1 0
SHRFOO4 1] 1 0 0 2 i} 1] 4 1 3 1] 0 0 0 1 0
TOTALS 0 2 1] o 4 o 1] 8 2 & 0 1] o 1 3 2 2
SHRFOO1 IN FABRIC FP_1Z UNIEX
Switch Name | SHRFO01 Brocade Modell DCX 8510 FOS Vession|7.3.0
IP Addiess| 10125.233.12 Wi | 10:00:0060:6%:81.3 12 FOS Buld Date|M/a
FC |P addiess{0.0.0.0 Damain 1D | 70 Poit Count| B4
Yendor| Hitachi Data Systems Senal Mumber| FS 010014205 Urized Poitz| 8
Switch Status|HEALTHY /DK MAL Address |MN/A I5L Posts|5
Active Contig| ON [ZoneConihg) Etheinet Port| AUTO Switch Speed| 2G
Zone DB Use|8.1 % of 127 kbiptes Swatch Date| M/A Switch State| Online
POST|Enabled QuickLoop| Dizabled Switch Mode| Mative
Telnet Taneout| D minutes Fabnic 'watch| Alamms are dizabled Rode in Fabnc| Subordinate
MONITORING AMD ALERTING
FABRIC WATCH SYSLOG SETTINGS
Status Syzlog Status IP Address 1 IP Address 2 IP Address 3 IP &ddress 4 IP Address 5 IP Address B
dizabled Nothn Use | NIA) HAA) | NIA) Ni& | NIA) | NI
SHMP SETTIMNGS
Switch Description Switch Location Contact Informatian
FibreChannelSwitch. EndUserPremise. | FieldSupport.
Community Strings ;| SecretC0de(rw)  |OrigEquiph frirw)  |private(rw) publiciro} commen(re) FibreChannel{ro}
Acecess Contral List ; [Not Configured Mot Configured Mot Configured Mot Configured Mot Configured Mot Configured
DELLEMC
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Report Use Examples

Fan-Out-Ratios and Potential Oversubscription

PORT USE
Fort Uze Fan Out R atios Fort Long Distance Modes
Fabric Mame Digk. Tape Host IS5L Free  Total |Host:Dizk PortzISL Device: 1SU 10km 2Bkm BOkm 100km  Auto
Prod-1 G 11 44 28 a3 176 a1 5,291 1.221 176 1] 1] 1] 1]
Prad-2 2 18 G2 32 7a 192 A1 51 1.56:1 192 I I I I
DR 28 i M 42 74 240 3251 4711 1.831 240 1] I I I
DR-2 an 5 101 54 [ 256 3371 2741 1521 256 I I I I
TOTALS 66 34 302 | 156 | 306 | 864 | 4581 864 1] 1] 1] 1]

High Host to Disk ratios implies that the disk port may be oversubscribed
» Check the traffic pattern on the disk ports
» Use Fabric Watch to monitor the buffer credits alerts on that port
» Check the disk vendors recommended fan-out-ratio

High Device to ISL ratios may be indicative of a poor design or a higher potential for congestion
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Report Use Examples

High levels of Traffic and Unusual Spikes

MBytes/Second

SWITCH NAME: CORE39  IP ADDRESS5:192.168.184.156 WORLD WIDE NAME: 10:00:00:60:69:90:0e:c1

200

180

160

A
Series P 8" Point 8" L
/\ (5, 189) <

|

/

Mouse over the data to
display the port number

Identify the device from the
port details page

140 /
120

1 Port 8 [dmx800_1d1 EMC Symmetrix [98] EMC 5YMMETRIX 000187900465 SAF-17b EMUL B61F0000 OF25FD 10
‘ { \ A Perf| 98 8MEfs | Pork Wyt | BO0E04: 88 e eSS 70 Speed| 2 Gbps Fort 10 Sci:200 Media| Short'wave| SFF Type|IEM
100 Feak Perf| 132 MBfs | Mode'w'W'M] 50080482 cee:8e: 70 Type | F-Fort Status| Online LD lewel| LD Eound | SC5CI
\ ’ \ Ta [74m| Fx [74m[Ecin] 0 [ore [ 0 [Shet] 0 [Lng] 0 JEOF] 0 [Eow] 3 [Sync] 0 [Link] 0 [C3D] 0 [Lsig] 0 [Riet] 0 [Bsy] 0
80
. | | |
] [ ] PORT MAP FOR ALL SWITCHES IN FABRIC ETS-FABRIC-B o
40 ! ’ \ Domain| Port | Speed | Status Type World Wide Name Aliaz Name Dezctiption Awg Perf Max Perf | Port ID
. VAV o\ [ L e ie Lo
b H o pe| No_Lig
, J/ ‘ 9 WA . ‘ 7 ‘\NJ\‘ 156 | 2 |2 Gbps| No_Light
5 3 A 5 5 = 3 9 158 3 |2 Gbps| No_Light
Time in Minutes (From Start at Wed Jul 14 17:22:32 2004) 158 4 |1Gbps| Online F-Port |21:00:00:d0:62:00:42:40 xiotech_1 XIOTECH 18.2 MB/s 36 MB/z | 9cOfoO0
—F0 —F1 P3 —P4 —P5 —Ps —P7 —P8 9 P Pt —pre —prw —pw —p 1DG 5 |2Gbps| Online L-Port |21:00:00:04;cf:.d5:35.7a demotestalias SEAGATE 10.2 MB/s 33 MBiz | 9cl5cd
—— Tt et et et e el el et e R YT & |2 Gbps| In_Sync
156 7 |2 Gbps| Online L-Port [21:00:00:20:37:d9:78:37| NOT ZONED SN:\GATE 0 MBis 0 MB/= Scl7cd
156 & |2Gbpz| Online F-Port |50:06:04:8a:cc:c8:8c:60 drxa00_1e1 NJC 95.8 MB/s 152 MBiz | Sc0800
156 8 |2 Gbpe| Online L-Port 21:00:00:20:3?:08:Td:e§| euro_1_10bwwn SEANATE 12.4 MB/s 23 MBiz | Sc08dE

May be normal, most commonly seen on ISLs
and target ports
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Use the Port Map to identify
the traffic partner devices
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Diagram use Case Examples

Finding Embedded Data Within Visio Icons

Microsoft Visio - [SANHealthExampleDiagram.vsd:EXAMPLE ... [= |[B1]f]

File Edit WYiew Insert Format Tools GShape Window Help -8 X

= Color coded connectors that
mmemmem 1| represent the link’s bandwidth

ETS_BACKUPO1
|Emulax HEA

e |0:00:00:00c9:27:2

J= IT_TAPE

'Y Crossoads Bridge
10:00100:00:02:02:88;24

. « Microsoft Visio based topology diagram

) aocTPm JI . . . .
P « Point in time accurate diagram

TS FILEDT 2

S vzl HBIA Y
0:00:00:00:c8: 25085

S | = User selectable device text
4 » M\ EXAMPLE |4 | T r]_']

il
E | Zone_Aliases |ers_Frens 2 Al
g | Member_Of Zones FILEOL ZONE
g Device_Description Emulex HBA
® .Nﬂme_Server_Informﬁnn [36] Emulex LP2002 FY3.91A3DV5-4.82416 . . .
E':Deuice_Pmt_Worﬂ_lmﬂe_Hame 10:00:00:00:c9: 2b: 50025 Q\ CUStom Propertles Wlndow dlsplays the
g R R Sl W Kol (000000003480 attributes of every component in the diagram
i | Speed_Of Port_Connection 2 Gbps
x '_Peak__Perform-a nce_MBps 69 MBfs I
Width = 0,556 in. Height = 0.889 in. Page 11

DALEMC
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Diagram use Examples

Migration Planning

A point in time snapshot of the environment assists when planning a migration
Additional snapshots during the migration are useful milestone or documentation
checkpoints
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Diagram Use Examples

Physical Configuration Review

* Problems are sometimes only obvious when
you look at a diagram

P62 Prod_SQ23
Emulex HBA
10:00:00:00:¢9:30:d3:c1

P63 dmx2000_F2
\—/ EMC Symmetrix
N 50.06:04:85:c7:08:22:18

4G

10:00:00:60:69:80:C2:A2
Name: PROD12k02
Domain ID: 2

IP: 10.77.183.23
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Poorly configured ISL placement
may be easier to see on a diagram

Multiple ISLs going to a single
blade may not be by-design
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