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Data Sheet

Dell Secured

Solutions Summary

Component Verification

Solution name

Dell Secured Component Verification

Aliases SCV, SCV on Device, SCV on Cloud, built-with supply chain security, supply chain
assurance
Description IA cryptographic “as-built” certificate that allows customers to confirm their delivered

PCs’ hardware is authentic and unchanged from factory build. Part of Dell SafeSupply
Chain.

\Value proposition

Minimizes the risk of PC or component tampering from the factory to help ensure PCs
are secure from first boot

[Target audience, target segment

e ITDMs, security decision makers

Enterprise, Fed, some MBs

Key features & benefits

With Dell-unique SCV', organizations can confidently deploy new devices knowing
that critical components are matched exactly with the configuration that left the factory.
[Two options:

e SCV on Device: The platform certificate is stored locally on the PC. Designed
for air-gapped / high-security environments (e.g., many U.S. federal use
cases) that can’t or won't rely on cloud access.

SCV on Cloud: The certificate is stored off-host in Dell’s secure cloud.
Designed for enterprise customers who want easier, fleet-wide verification and

integration with management tools like TechDirect or Microsoft Intune.

Pain points addressed

Product tampering between order and delivery

Attack type relevance

Supply chain attacks

Requirements, supported
platforms

SCV on Device: Available for a limited subset of TAA SKUs and North
America

SCV on Cloud: Available across the commercial PC lineup. The Dell Trusted
Device Application must be enabled to view insights.

See Knowledge Base article for details

Integration capability

SCV on Cloud only. The Dell Trusted Device Application must be enabled to view
insights.

Certifications

n/a

Regional availability

SCV on Cloud: Global
SCV on Device: NA only
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Product availability & how to buy |Paid add-ons for commercial PCs available at point of purchase

How to get support e www.dell.com/support/
e global.security.sales@dell.com

Frequently Asked Questions

What problems does this solution solve?
Product tampering between order and delivery.
What cyberattacks is this solution designed to counter?

Secured Component Verification is designed to help counter supply chain attacks by helping to prevent/mitigate risk and
detect any potential product tampering.

How does this solution protect an organization?

These platform certificates are a Dell-unique ' verification method that ensures commercial PCs and key components
arrive as they were ordered and built. The solution takes a “digital fingerprint” of key hardware components (platform
attribute certificate) in the factory and allows the customer to verify at or after delivery that no components were swapped
or tampered with in the supply chain. Platform certificate ensures that components such as the baseboard, processor,
OEM, memory, hard drive, network card and TPM are delivered as ordered and per spec. Here’s how it works:

Once a customer places an order for a PC with SCV, the product is built, PC component data is collected and encrypted,
and this information generates a platform certificate that is created and signed at the factory. The digital certificate is
stored either on the local drive or in a secure Dell cloud for delivery to the customers. Upon receipt, the customer can
validate the components delivered to the certificate. This process ensures that what the customer ordered is what they
received and is free of tampering.

1 Order 2 Build 3 Collect 4 Store 5 Deliver 6 Validate
Customer places Order is sent to PC component Certificate is PC is delivered to | Customer verifies
order for a PC Dell data is collected. stored on the customer or its PC configuration*
with Secured manufacturing to A platform local drive orin Value Added
Component build certificate is Dell’s secure Reseller (VAR)
Verification created and cloud
(SCV) capability signed in-factory. environment

*Please note that the customer takes custody upon delivery, and that the device has undergone the intake process and
completed certificate validation at Customer (or VAR’s) site within 30 days from the day of signature upon receipt of asset.

What makes the solution different from competing options?

Part of the Dell SafeSupply Chain suite of solutions, Dell Secured Component Verification (SCV) is unique to Dell,
offering several advantages over similar solutions according to third-party research by Principled Technologies:

e Choice: The Dell SCV on Device solution provides the option for a platform certificate on the device, eliminating
the need for customers to connect to the internet to collect the certificate, providing an air-gapped option (i.e.,
those that are isolated from unsecured systems and networks) for those organizations that require it (e.g., federal
agencies).
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o Visibility/reporting: For SCV on Cloud, Dell uses an in-house verification method (the Dell Trusted Device
Application) that integrates with third-party solutions. This allows admins to view results and reports within the
Microsoft Intune environment and Dell TechDirect, providing automated, fleet-wide visibility without the use of a
third-party Host Integrity at Runtime and Start-up (HIRS) verifier tool (an open-source tool that verifies firmware
hashes, boot variables, and secure boot settings).

e Alignment with Zero Trust: Dell SCV on Cloud supports remote device attestation, aligning with Zero Trust
principles (e.g., “never trust, always verify”). Dell SCV on Cloud enables integrity verification outside the local
device, consistent with NIST guidance to minimize implicit trust in endpoints.

What are the requirements for use?
Secured Component Verification is a paid add-on. There are two options that can be added at point of purchase:

e SCV on Device is available for a limited subset of TAA SKUs and North America.

e SCV on Cloud is available worldwide across the Dell commercial PC lineup. To view insights, it requires the Dell
Trusted Device Application, which is available for download at dell.com/support. It is best deployed via
SupportAssist for Business.

See Knowledge Base article for details.

What's the difference between SCV on Cloud and SCV on Device?

Secured Component Verification (SCV) does the same core job in both cases—proving that the PC’s internal components
match what Dell built at the factory—but the certificate storage, verification/validation workflow, ideal use cases and
product availability differ between SCV on Device and SCV on Cloud.

SCV on Device (On-Host Solution) SCV on Cloud (Off-Host Solution)

Certificate The platform certificate is stored locally on the PC. | The certificate is stored off-host in Dell’'s secure

storage Generates and stores an inventory certificate on cloud. Generates and stores an inventory
the Dell device that confirms authenticity. certificate off-host in Dell’s secure cloud

environment that authenticity.

Validation e Use tool from Dell drivers & downloads e Deploy SupportAssist for Business & the

method site to extract the certificate. Dell Trusted Device (DTD) Application

e Use a 3rd party tool (HIRS tool) to do the notification agent on the endpoint.
validation using the certificate and e View validation status via online portal
endpoint. (TechDirect) for retrieval verification
status.

Use cases Designed for air-gapped / high-security Designed for enterprise customers who want
environments (e.g., many U.S. federal use cases) | easier, fleet-wide verification and integration with
that can’t or won't rely on cloud access. management tools like TechDirect, Intune, etc.

Product Compatible with a select number of TAA SKUs in | Available worldwide across the Dell commercial

availability North America. PC lineup.

See Knowledge Base article for additional details including SCV-compatible products.

Why does supply chain assurance matter?

Breaches can happen at dozens of points along the device lifecycle, and as we have seen in recent years, supply chain is
a growing attack vector. The Executive Order in 2021 was an important step toward strengthening the resilience of U.S.
supply chains—but there’s still much work to be done. As attackers’ methods become more sophisticated, product
tampering becomes increasingly difficult to spot. It's imperative that you work with trusted suppliers who enforce clear and
robust security practices. That means policies and procedures that govern everything from supplier management through

Dell Secured Component Verification Data Sheet | 3


https://www.delltechnologies.com
https://www.delltechnologies.com/asset/en-us/solutions/business-solutions/briefs-summaries/dell-trusted-device-application-solution-brief.pdf
https://www.delltechnologies.com/asset/en-us/solutions/business-solutions/briefs-summaries/dell-trusted-device-application-solution-brief.pdf
https://www.dell.com/support/home/en-us
https://www.dell.com/support/product-details/en-us/product/supportassist-business-pcs/overview
https://www.dell.com/support/kbdoc/en-us/000221396/what-is-dell-trusted-device-secured-component-verification
https://www.dell.com/support/product-details/en-us/product/supportassist-business-pcs/overview
https://www.delltechnologies.com/asset/en-us/solutions/business-solutions/briefs-summaries/dell-trusted-device-application-solution-brief.pdf
https://www.dell.com/support/kbdoc/en-us/000221396/what-is-dell-trusted-device-secured-component-verification

D<A L Technologies

Data Sheet

manufacturing and delivery. With that critical step in place, layer on additional assurances of product security. Platform
certificates like Secured Component Verification can help organizations reduce the risk of tampering at the supply chain
level.

Dell claims to have a secure supply chain so why is SCV needed?

Supply chain security is a major concern with organizations demanding more vigilance and scrutiny over product security
from the factory to their loading dock. Ensuring the safety of their devices and accompanying components is critical for
their operations. Supply chain IT globalization is a reality for most products, and that means that the security of the
technology supply chain is under constant scrutiny. While Dell has established comprehensive security procedures from
the very beginning, and continues to optimize them, we operate according to zero trust principles. We always assume a
breach is possible and plan accordingly, offering additional countermeasures for assurance where possible. Additionally,
some customers and industries have elevated component security requirements. SCV provides these added security
measures.

How does SCV help make Dell “most secure”?

Part of the Dell SafeSupply Chain suite of solutions, Dell Secured Component Verification (SCV) is unique to Dell" and
one of the capabilities that helps make Dell commercial Al PCs the most secure. See above for more information.

Part of the Dell Trusted Workspace Portfolio

Dell Secured Component Verification (SCV) is part of the Dell SafeSupply Chain suite of solutions.

Multiple Layers of Defense

Built-on Strengthen the security of any fleet with advanced

. protection via an ecosystem of best-of-breed
Software Sewmy partners curated by Dell.

ROWDSTRIKE
\\Q‘: CrowdStrike = Absolute « Halcyon

</> | @ halyon

Prevent and detect foundational attacks with deep
defenses at the BIOS, firmware and hardware levels.

Built-in
JABSOLUTE' Hardware & Firmware Security

SafeBIOS = SafelD

Built-with Trust hardware is tamper-free on delivery with
. . optional paid add-ons for extra supply chain
Supply Chain Security assurance.
SafeSupply Chain
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Additional Resources

To learn more about Dell SCV and our PC supply chain security, download the following resources:

How to Keep Device Trust Close to the Vest | Dell

Supply Chain Hacks are Stealthy. Shore up Your Defenses | Dell

Device Security Practices at Dell

Principled Technologies Most Secure PC Study

Dell Supply Chain White Paper

1 Based on Dell internal analysis, October 2025 (Intel) and March 2025 (AMD). Applicable to PCs on Intel and AMD processors. Not all features available with all PCs. Additional purchase required for
some features. Intel-based PCs validated by Principled Technologies, July 2025.

About Dell Endpoint Security

Secure anywhere-work with Dell Trusted Workspace. Reduce the attack surface and improve long-term cyber resilience
with multiple layers of defense.

Visit our page dell.com/endpoint-security
Contact an expert global.security.sales@dell.com
Read our blogs Endpoint Security Blogs
Follow us LinkedIn | X

The information in this publication is provided “as is.” Dell Inc. makes no representations or warranties of any kind with respect to the information in this
publication, and specifically disclaims implied warranties of merchantability or fitness for a particular purpose.

Use, copying, and distribution of any software described in this publication requires an applicable software license.

This document may contain certain words that are not consistent with Dell's current language guidelines. Dell plans to update the document over
subsequent future releases to revise these words accordingly.

This document may contain language from third party content that is not under Dell's control and is not consistent with Dell's current guidelines for Dell's
own content. When such third-party content is updated by the relevant third parties, this document will be revised accordingly.

Copyright © 2025 Dell Inc. or its subsidiaries. All Rights Reserved. Dell Technologies, Dell, EMC, Dell EMC and other trademarks are trademarks of Dell
Inc. or its subsidiaries. Other trademarks may be trademarks of their respective owners.
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