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Dell SafelD

Solutions Summary

Solution name Dell SafelD

Aliases SafelD with TPM, SafelD with discrete TPM, SafelD with dTPM, SafelD with
ControlVault (CV), ControlVault, CV3, CV3+, built-in security, credential security

Description Collection of technologies designed to securely store credentials in the hardware

Value proposition o SafelD with TPM: Hardware-based protection where the TPM securely
stores encryption and signing keys for features like BitLocker and Windows
Hello

o SafelD with CV: An extra, dedicated security chip that locks away the actual
user credentials (passwords, biometrics, smartcard/NFC secrets) in FIPS
140-3 Level 3-certified hardware, isolated from the OS

Target audience, target e ITDMSs, security decision makers
segment e Enterprise, Fed, some MBs
Key features & benefits e TPM: Stores things, e.g., credentials, encryption keys. While TPM is

industry standard, Dell uses a discrete TPM (dTPM) that adheres to our list
of stringent and, often, unique TPM requirements.

e CV: The premium, Dell-unique' option for customers with high assurance
requirements (healthcare, finance, gov, critical infrastructure) or
passwordless / high-trust MFA rollouts. Provides stronger protection against
OS / firmware-level attacks because identity operations and storage are
fully isolated from the OS and system memory.

Pain points addressed e PC credential storage (TPM)
e End-user credential storage (CV)

Attack type relevance Credential attacks, firmware attacks, memory attacks

Requirements, supported e TPM/dTPM: Available on all commercial PCs (standard baseline)
platforms e CV: Availability varies by commercial PC model

Integration capability n/a

Certifications e TPM/dTPM: FIPS 140-3 Level 1

e CV:FIPS 140-3 Level 3

Regional availability Global
Product availability & how to e TPM (dTPM) is included in the cost of all commercial PCs
buy e CVis a paid add-on for selected commercial PCs
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How to get support ¢ www.dell.com/support/
e global.security.sales@dell.com

Frequently Asked Questions

What problems does this solution solve?

Device and end-user credential theft or abuse.

Which cyberattacks is this solution designed to counter?

SafelD is designed to counter identity attacks by securely storing credentials in hardware.
How does this solution protect an organization?

Many of today’s endpoint security solutions focus primarily on the operating system level. This can leave things such as
user credentials vulnerable to malicious attacks. Once credentials are accessed, security is compromised on the endpoint
as well as throughout the organization.

SafelD with TPM protects the credentials of the PC with secure storage. SafelD with ControlVault protects end-user
credentials with secure storage. Here’s how it works:

Hardens end-user credentials

e Stores and executes code using a secure processor
e Stores end-user credentials to allow a single point of migration
e Supports a broad set of crypto algorithms such as Suite B and active ECC

Secures and isolates encryption keys and templates

o Executes operations and stores credentials within its secure boundary

o Allows credentials to be kept secure and protected against any inspection or modification of the execution
process

e Stores the execution code for secure processes within this secure boundary and keeps malicious applications
from accessing it

Seals off code execution and storage

e Lets applications store keys and templates within a protected boundary that is strictly controlled

o Usage of keys and templates are isolated from the host so they are never exposed to attacks

e Allows credentials to be kept secure and protected against any inspection or modification of the execution
process

e Stores execution code for secure processes within this secure boundary and keeps malicious applications from
accessing it

What makes the solution different from competing options?
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While TPM is industry standard, ControlVault is unique to Dell' according to third-party research by Principled
Technologies. This hardware-based solution is purpose-built to isolate and protect user credentials such as passwords,
encryption keys, and biometric data.

While other OEMs use TPM 2.0 to secure cryptographic keys and support Windows Hello as required by Windows 11,
only Dell supplements this with a dedicated credential security chip.! Dell SafelD with ControlVault isolates credential
processing in a standalone hardware module, offering stronger protection against firmware and OS-level threats.

In April 2025, Dell ControlVault 3+ achieved FIPS 140-3 level 3 certification, further cementing its leadership in credential
security. No other embedded PC biometric solution has achieved this external validation from NIST."

What are the requirements for use?

TPM (dTPM) comes standard on all Dell commercial PCs. ControlVault is a paid add-on available for selected commercial
PC models. It can be added at point of purchase.

What’s the difference between SafelD with TPM and SafelD with ControlVault?

o Dell SafelD with TPM (sometimes referred to as “Discrete TPM”™*) is standard on all Dell commercial PCs. In this
solution, the TPM uses cryptographic techniques to protect critical information on PCs, enabling platform
authentication and enhancing overall security. Dell TPMs are now FIPS 140-3 Level 1 validated, ensuring they
meet stringent security standards. The TPM helps in verifying the integrity of the platform, making sure that the
system has not been tampered with. Together, Dell SafelD and TPM provide robust protection for user
credentials, making them less vulnerable to cyberattacks.

o *While TPM is industry standard, Dell provides its vendors with requirements for a custom TPM for our
commercial devices. This “discrete TPM” (dTPM) comes on the device at no additional cost. Example:
Activated within Windows Hello by login-with-pin which allows you to authenticate to your infrastructure.

e Dell SafelD with Dell ControlVault (CV3+) is a solution unique to Dell' and provides an extra layer of security. It is
FIPS 140-3 level 3 certified. No other embedded PC biometric solution has achieved this level of external
validation from NIST." Dell SafelD with CV3+ helps secure end-user credentials by isolating them from the
operating system environment and memory. Instead, all processing and storage of critical data takes place on a
processing and memory chip. This unique, hardware-based security solution provides a hardened and secure
bank for storing user credentials such as passwords, biometric templates and security codes within firmware and
keeps them locked away from malicious attacks.

Why does credential security matter?

Keeping organizations’ data safe, whether it be their intellectual property or customer’s Personally Identifiable Information
(PII), is foundational to data security. Hackers have become increasingly sophisticated, and as commonplace threats are
being thwarted more frequently, cyber criminals are looking for more advanced ways to gain this critical information. With
organizations leveraging increasingly sophisticated endpoint security solutions like next-gen antivirus and managed
endpoint detection and response, the attack vectors are narrowing and adversaries are forced to look for alternate
invasion points. One key target: Credentials.

End-user credentials are often referred to as “keys to the kingdom” for good reason. When compromised, they can
provide access to all sensitive information and systems in local network or remote applications and infrastructure, which
makes them the prime target for adversaries.

The statistics on identity compromise are alarming. According to IBM, cyberattacks using stolen user credentials
increased by 71% in 2023, underscoring the urgent need for credential-based security measures. CrowdStrike’s 2025
Global Threat Report states that identity attacks are among the most effective threats, fueled by the rise of malicious
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identity broker services. These brokers sell access to organizational systems, often leveraging social engineering or
stolen credentials from trusted relationships.

Recent incidents demonstrate how vulnerabilities can lead to massive breaches. The healthcare data breach that
compromised nearly 190 million records highlights an avoidable failure—one that could have been mitigated with
multifactor authentication (MFA). Such breaches reveal that failure to impose proper credential protection poses
significant risks to customer data, corporate reputation and long-term security.

What identity attacks do you need to protect against?
There are dozens of identity abuse techniques. Here are the three most common:

¢ Phishing Attacks: It takes less than 60 seconds for an end user to fall prey to a cleverly crafted phishing attack.
Attackers often use social engineering tactics to deceive individuals into disclosing their credentials, granting
instant access to critical systems. Vishing — or voice phishing — in particular is on the rise.

¢ Man-in-the-Middle: Further along in the attack kill chain, an attacker can secretly intercept communications
between two parties in order to steal data or tamper with the exchange of data, including credentials.

o Fileless Malware: Beyond phishing and other attacks that originate at the OS level, attackers are employing
more sophisticated techniques at the hardware-level — or “below the OS.” Fileless malware, for instance, targets
user credentials stored on endpoints by attacking memory directly. Unlike traditional malware, these attacks
require no file installation, making them even harder to detect and mitigate. And, you guessed it, this is a growing
threat. Research shows fileless malware attacks comprise 79% of attacks.

How does Dell SafelD combat modern cyberattacks?

Many of today’s endpoint security solutions focus primarily on the operating system level. This can leave things such as
user credentials vulnerable to malicious attacks. Once credentials are accessed, security is compromised on the end point
as well as throughout the organization.

The solution: Protect credentials with secure, hardware-based storage.

Minimize the risk of identity compromise by safeguarding credentials from the start. Dell SafelD, available on Dell
commercial PCs, cryptographically secures end-user credentials. Customers have two options:

o SafelD with discrete Trusted Platform Module (TPM), which stores encryption and signing keys in secure
hardware. TPM has come standard on Dell PCs for 20 years. (Side note: Windows 10 no longer receives security
updates. Upgrade PCs for the advanced security of TPM 2.0 only available on devices running Windows 11.)

o SafelD with ControlVault, which stores user credentials in dedicated FIPS 140-3 level 3-certified hardware,
offers additional protection by isolating identity-related operations and data from the OS and memory, making
them less vulnerable to attack and exfiltration. No other embedded PC biometric solution has achieved this level
of external validation from NIST.! This solution is unique to Dell and helps Dell claim the distinction of delivering
the most secure commercial Al PCs.!

What are some credential security best practices?

o Require Authentication: Protect data and assets with mandatory user authentication. With credentials securely
stored, Dell SafelD with TPM and with ControlVault both offer multiple ways to authenticate on the device:
o Biometrics like facial recognition and fingerprint readers through Windows Hello or Fast Identity Online
(FIDO)
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o Near-field communication (NFC) which lets devices like smartphones or tokens exchange data and read
cards over short distances
o Smartcards with an embedded security processor used to store credentials for authentication

o Ensure Proactive Threat Detection and Response: Further mitigate risk with visibility across endpoints,
networks and cloud environments. Software security like endpoint detection and response (EDR) and extended
detection and response (XDR) solutions complement hardware defenses by monitoring for anomalies. Aligned
with zero trust principles, they analyze patterns in user behavior and inbound communications, identifying
suspicious behaviors indicative of phishing or malware attacks in real-time. Proactive threat identification reduces
the window of opportunity for attackers to exploit compromised credentials.

e Go Passwordless: Passwords have been a challenge for years for users and IT architects alike. They are easy
to forget, frustrating to reset and vulnerable to compromise. Users will often reuse the same passwords on
multiple sites. This means if the credentials are compromised once, they can be reused across many services.
Passwords can be leaked to the deep web, cracked with cheap cloud GPUs or compromised through
sophisticated social engineering attacks. Organizations are forced to deploy user training and sophisticated tools
to thwart these adversaries. Multi-factor authentication (MFA) — enabled through SMS, mobile apps and email
OTPs — has greatly improved the security posture for enterprises but is still susceptible to phishing and social
engineering attacks. Dell SafelD with TPM and with ControlVault both offer multiple ways to authenticate on the
device, all helping to move towards passwordless security.

How does SafelD Chain help make Dell “most secure”?

Dell SafelD with ControlVault is unique to Dell and one of the capabilities that helps make Dell commercial Al PCs the
most secure.” See above for more information.

Part of the Dell Trusted Workspace Portfolio

Multiple Layers of Defense

Strengthen the security of any fleet with advanced
protection via an ecosystem of best-of-breed

Built-on

! Software Secu"ty partners curated by Dell.
ROWDSTRIKE
\\'ﬁ\ % CrowdSinke » Absolute » Halcyon
Built-in Prevent and detect foundational attacks with deep
i defenses at the BIOS, firmware and hardware levels.
JABSOLUTE Hardware & Firmware Security

SafeBIOS « SafelD

TR Trust hardware is tamper-free on delivery with
Built-with optional paid add-ons for extra supply chain
Supply Chain Security assurance

SafeSupply Chain
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Additional Resources

To learn more about Dell SafelD and our below-the-OS security, download the following resources:

¢ How To Weather the Cyber Identity Crisis | Dell
e Dell Trusted Device Below-the-OS White Paper
e Principled Technologies Most Secure PC Study

1 Based on Dell internal analysis, October 2025 (Intel) and March 2025 (AMD). Applicable to PCs on Intel and AMD processors. Not all features available with all PCs. Additional purchase required for
some features. Intel-based PCs validated by Principled Technologies, July 2025.

About Dell Endpoint Security

Secure anywhere-work with Dell Trusted Workspace. Reduce the attack surface and improve long-term cyber resilience
with multiple layers of defense.

Visit our page dell.com/endpoint-security
Contact an expert global.security.sales@dell.com
Learn more Endpoint Security Blogs
Follow us LinkedIn | X

The information in this publication is provided “as is.” Dell Inc. makes no representations or warranties of any kind with respect to the information in this
publication, and specifically disclaims implied warranties of merchantability or fitness for a particular purpose.

Use, copying, and distribution of any software described in this publication requires an applicable software license.

This document may contain certain words that are not consistent with Dell's current language guidelines. Dell plans to update the document over
subsequent future releases to revise these words accordingly.

This document may contain language from third party content that is not under Dell's control and is not consistent with Dell's current guidelines for Dell's
own content. When such third-party content is updated by the relevant third parties, this document will be revised accordingly.

Copyright © 2025 Dell Inc. or its subsidiaries. All Rights Reserved. Dell Technologies, Dell, EMC, Dell EMC and other trademarks are trademarks of Dell
Inc. or its subsidiaries. Other trademarks may be trademarks of their respective owners.
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