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Consequences of Cyber Attacks for the Healthcare industry
 

Cyber attacks at the rate of one happening every 11 seconds have become 
a serious and continuous threat to businesses of all sizes and verticals. In 
particular Healthcare industry has a greater onus to protect patient data. 
The average cost of a cyber attack in the Healthcare industry is estimated 
to be $11.9M in the annual Cyber Security publication by the IT Services 
major Accenture.

Healthcare organizations store highly regulated patient data and can 
become attractive targets for cyber attackers. Once the attackers have 
access to this data they can resort to a variety of activities depending on 
their intent:

Deny access to service or data and demand ransom

Sell data on the dark net

Alter patient data like allergy information that is required to provide care

Unstructured Data in Healthcare
While relational databases traditionally constituted most of the business critical data, unstructured data (File and 
Object) data is rapidly becoming a source of intellectual property and competitive differentiation. In the Health-
care industry, the following are some of the key categories of data that need to be protected against cyber 
attacks:

Given 100% immunity is not practical, IT Organizations can do a lot to significantly improve the cyber resiliency 
of the systems to protect business-critical data and setup systems for faster recovery of business operations.

Superna Eyeglass Ransomware Defender for Dell EMC PowerScale and ECS systems boosts the cyber resiliency 
of unstructured data by providing customers comprehensive capabilities to protect data, detect attack events in 
real-time and recover from cyber-attacks.

Records, which includes a lot of image and other file and 
object data from diagnostic systems

Insurance claims and other admin data

Health surveys and clinical trial data

Patient and disease registries

References: 
1 https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-20-billion-usd-by-2021/
2 https://www.accenture.com/us-en/insights/security/cost-cybercrime-study

Cyber attacks disrupt operations. For a large hospital lack of access to patient data may result in delays and can-
cellations of time-sensitive procedures putting lives of patients at risk. The ransom demanded is only a part of 
the financial impact. The lost revenue from operations, regulatory fines, legal fees and any punitive damages will 
significantly amplify the financial impact of these attacks. With growing public awareness and sensitivity around 
data privacy, a data breach can certainly impact the reputation of the healthcare organization.

https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-20-billion-usd-by-2021/
https://www.accenture.com/us-en/insights/security/cost-cybercrime-study
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Detect cyber attacks in real-time

The earlier a team can detect an attack the better they can respond and recover from 
it. Ransomware Defender comes with the ability to configure event triggers based on 
patterns of data access that are indicative of a cyber attack. These include detecting for 
mass deletion of data, mass encryption of data, unauthorized network access or a marked 
deviation of user behavior from historical data access pattern and so on. These events 
can be captured with alerts and used for root cause analysis of security breaches. Auto-
mated tasks can be setup respond to events indicating a high probability of a cyber attack 
like terminating replication to cyber vault or denying access to certain users as well as 
taking additional snapshots of the vault copy of the data can be setup to. Users can also 
enable learning mode where the systems get more accurate at predicting positives.

Protect with smart air-gap technology

A robust cyber resiliency strategy involves using all the best practices involved in protect-
ing data: right level of access controls, immutable copies of data, anti-virus and anti-mal-
ware. In addition to these capabilities, Ransomware Defender offers the protection of last 
resort, which is a copy of the data in a cyber vault that is isolated from the production en-
vironment. After the initial replication of data to the cyber vault, an air-gap is maintained 
between the production environment and the vault copy. Any further incremental repli-
cation is done only intermittently by closing the airgap after ensuring there are no known 
events that indicate a security breach on the production site.



RECOVER

Orchestrated failovers to Cyber 
vault and failback to production

Data Recovery from immutable snapshots in the Cyber vault 
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Operational and Data Recovery

Failover and failback without run books

In case a cyber attack goes undetected and results in a denial of data access or denial of 
a key service that is essential to run business operations, customers will have the option 
of failing over to the Cyber vault. Ransomware Defender is integrated with the Eyeglass 
DR Edition's capabilities that include a continuous monitoring of failover readiness which 
enables a single-click failover that does not require complicated or outdated run-books.

Data Recovery at blazing speeds

For data recovery you can utilize the immutable snapshots in the cyber vault to gran-
ularly restore data to last clean version of it. Not all vault copies are the same. A cyber 
vault copy on PowerScale enables unmatched RPO of a few hours for a Petabyte of data, 
something that can take weeks with a typical Object store.
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Superna Eyeglass Suite 

In order to take the most advantage of Superna Eyeglass Ransomware, 
the following products that are part of the Superna Eyeglass Suite are 
required:

� Superna Eyeglass DR Edition

� Superna Eyeglass Easy Auditor

The Airgap solution1 can be deployed in two configurations depending on 
the scale of clusters as well as security features:

� Basic Airgap Configuration that deploys the Ransomware Defender 
agent on one of the primary clusters being protected

� Enterprise Airgap Configuration that deploys the Ransomware  
Defender agent on the cyber vault cluster. This solution comes with 
greater scalability and additional security features.

1 Airgap solution is available only for PowerScale and not for the ECS platform.

http://www.delltechnologies.com/powerscale
https://twitter.com/dellemcstorage
https://www.delltechnologies.com/en-us/contactus.htm

